ACTY 3396.0-96

NEPXXABHWiIA CTAHOAPT YKPATHM

3axuct indopmauii
TexHiuHMi 3axucT iHdopmauii

OCHOBHi NOJI0)KEHHSA

3awmTta nHdopmMmauum
TexHunuyeckan 3awmrta nHpopmauumn

OCHOBHbI€E NOJI0XKEHUNA

Information protection
Technical protection of information

Basic principles

YuHHui Big 01.01.1997 p.

1 Nanysb BUKOpUCTaHHSA

Llert ctaHaapT ycTaHOB/OE 06’€EKT, MeTy, OCHOBHi OpraHi3auiliHOTEXHIYHI MONOXEHHS 3abe3neyeHHs
TeXHIYHOro 3axmcTy iHdopmauii (T3I), HenpaBOMipHMI AOCTYN A0 SKOi MOXE 3aBAaTW LWKOAW rpOMaAsHaM,
opraHisauiam (topuanyHnuM ocobam) Ta Aepxasi, a TaKOX KaTeropii HOPpMaTUBHMX AOKYMEHTIB cuctemmn T3I.

Bumorn ctaHgapTy 060B'3K0Bi ANs NiANPUEMCTB Ta YCTaHOB YCiX OpM BNAcHOCTI i NiANOpsiAKYBaHHS,
rpoMagsiH - cy6’ekTiB NiANPUEMHUNLBKOI AiSNIbHOCTI, OpraHiB AepXXaBHOI Blaan, OpraHiB MicLeBoro
CaMOBpSAAYBaHHS, BiNICbKOBUX YaCTUH YCiX BiNCbKOBUX (hOPMyBaHb, NPeACTaBHUUTB YKpaiHM 32 KOPAOHOM, SKi
BOJIOAi0Tb, KOPUCTYHOTLCS Ta PO3MOpaAXKatTbhCs iHPOPMaLIED, WO NiAnsara€ TEXHIYHOMY 3aXMUCTY.

2 HopMmaTuBHI NocuaaHHA

Y ubOMy CTaHAapTi HaBeAEeHO NMOCUJIaHHS Ha TaKi AOKYMEHTH:

- ACTY 1.0-93 [epxaBHa cuctema ctaHgapTtusauii YkpaiHn. OCHOBHI MNOIOXKEHHS;



- ACTY 1.2-93 [lepxaBHa cucTeMa cTaHAapTu3auii Ykpainn. Mopsaaok po3pobneHHs AepxaBHUX CTaHAAPTIB;

- ACTY 1.3-93 [lepxaBHa cucTeMa cTaHAapTu3auii Ykpainu. Mopsaaok po3pobneHHsa, nobyaosu, Buknaay,
O(POPMNEHHS, Y3roAXKEHHS, 3aTBEPAXKEHHS, NO3HAYEHHS Ta peecTpauii TeXHIYHMX YMOB;

- ACTY 1.4-93 [lep>xaBHa cuctema ctaHgapTtusauii YkpaiHn. CtaHaapTt nianpvemcrtea. OCHOBHI MOIOXEHHS;

- ACTY 1.5-93 [lep>xxaBHa cuctema ctaHaapTu3auii YkpaiHu. 3aranbHi BuMoru ao nobyaosu, suknaay,
0 OpMNEHHS | 3MICTy CTaHAapTIB;

- ABH A.1.1-1-93 Cnctema ctaHgapTm3auii Ta HopMyBaHHS B 6yAiBHMUTBI. OCHOBHI NONOXEHHS;

- ABH A.1.1-2-93 Cuctema ctaHaapTmusauii Ta HopMyBaHHS B 6yAiBHMUTBI. MNMopaaok po3pobku, BUMOru A0
nobynosu, Buknaay ta odopMSIEHHS HOPMATUBHUX AOKYMEHTIB.

3 3arasibHi N0J1I0)KEeHHA

3.1 O6’ekTOM TEXHIYHOrO 3aXUCTy € iHbopMaLis, WO CTaHOBUTb AepxXaBHY abo iHWYy nepeabaveHy
3aKOHOAABCTBOM YKpaiHM TAaEMHMLIO, KOH®IAEHUiIMHA iHpOpMaLis, Lo € AepXXaBHOK BNACHICTIO YUM nepepaHa
AepixaBi y BOJIOAIHHSA, KOPUCTYBaHHSA, Po3nopsaaXeHHs (Aani - iHdbopmauia 3 obMexeHnm gocTtynom, I304).

3.2 O6’ekT, MeTy i 3aBAaHHS T31 BM3HauatOTb i BCTAHOB/OKTL 0CO6U, SKi BONOAIKOTE, KOPUCTYOTHCS,
po3nopsaxatoTbcs 1301 y Mexax npas i NOBHOBaXeHb, HaAaHMX 3aKOHaMM YKpaiHu, NiA3aKOHHUMM aKkTaMu Ta
HOPMaTMBHUMW AOKYMeHTaMu cuctemmn T3I.

3.3 Hocismu 130 MoXyTb 6yTn di3nyHi NONa, CUrHanu, XiMivyHi pe4oBMHM, WO YTBOPIOOTLCA B NMPOLECI
iHdbOpMaUiMHOI AiSNbHOCTI, BUPO6HMUTBA I eKcnayaTauii NpoAyKLii pi3HOro npusHadeHHsa (Aani - iHbopmauinHa
OiSANbHICTD).

3.4 CepepnoBuileM nowmpeHHs HociiB 130/ MoxyTb 6yTu niHii 3B'93Ky, curHanisauii, kKepyBaHHs,
eHepreTuyHi Mepexi, NpuKiHUeBe i NpoMixxHe obnagHaHHS, iHXEeHEepHi KOMyHiKauii i cnopyan, BiaropoaxyBasbHi
6yaniBenbHi KOHCTPYKLUIi, @ TaKOX CBIiT/IONPOHMKHI eneMeHTU 6yanHKiB i cnopya (oTBOpM), NOBITPSHE, BOAHE Ta iHWI
cepefoBuLa, MPYHT, POCANHHICTb TOLWO.

3.5 BuTik abo nopyueHHs uinicHocTi 130/ (cnoTBopeHHs, moandikauis, pynHyBaHHS, 3HULEHHS) MOXYTb
6yTn pe3ynbTaToM peanisauii 3arpo3 6esneui iHdbopmauii (aani - 3arposa).

3.6 MeToto T3I € 3anobiraHHsA BUTOKY abo nopylueHHto uinicHocTi 130[.

3.7 Meta T3I moxe 6yTn gocsArHyTa nobyAoBOK CUCTEMMU 3aXUCTY iHPOpMaUii, WO € OpraHi3oBaHo
CYKYMHICTIO MeToAiB i 3acobiB 3abe3neveHHs T3I. TexHiYHMIA 3axnUCT iHDOpPMaUii 34iINCHIOETLCA NOETarnHo:

1 eTan - BM3HAuYeHHS 11 aHani3 3arpos;
2 eTan - po3pobnieHHs CUCTEMM 3axMUCTy iHdopMauii;

3 eTan - peanisauia nnaHy 3axucTy iHdopmadii;



4 eTan - KOHTPOJSb MYHKLIiOBaHHA Ta KEPYBaHHSA CUCTEMOIO 3aXMCTy iHDopMaLiii.

4 Nob6ynosa cucremmn 3axmcrty iHdopmauii

4.1 Bu3Ha4yeHHA ¥ aHanis 3arpos

4.1.1 Ha nepwomy eTtani HeobxiAHO 34iCHNTK aHani3 o6’ekTie T3I, cuTyauiiHOro nnaHy, ymoB
yHKUIIOBaHHA NiANPUEMCTBA, YCTAHOBW, OpraHi3auii, OLUiHUTW MMOBIPHICTb NPOSABY 3arpo3 Ta OYiKyBaHy LWKOAY BiA
iX peanisauii, niarotysaTn 3acagHunyi AaHi ans nobyaoBM OKpPEMOi MoAeni 3arpos.

4.1.2 [xepenamn 3arpo3 Moxe 6yTn AisNbHICTb iIHO3EMHMX PO3BIAOK, @ TAKOX HAaBMWUCHI abo HEHaBMUCHI Aji
IOPUANYHNX | Pi3nYHMX OCib.

4.1.3 3arpo3un MOXyTb 3A4iINCHIOBATUCA:

- TEXHIYHMMW KaHanaMmu, WO BKKYaTb KaHann NobiuyHMX eneKTpoMarHiTHUX BUNPOMiHIOBaHb i HABOAOK,
aKyCTUYHi, ONTUYHI, padio-, padioTeXHIUHIi, XiMi4YHi Ta iHWi KaHanu;

- KaHanamu crneuianbHOro BNANBY WASXOM OPMyBaHHS MOAIB i CUFHANIB 3 METOK PYMHYBaHHS CUCTEMMU
3axucTy abo nopyLweHHs winicHocTi iHdbopMauii;

- HECaHKLUiMOBaHUM AOCTYMNOM LUAAXOM MNiAKIOYEHHS A0 anapaTypuv Ta NiHin 3B'93Ky, MacKyBaHHS niA,
3apeEecTpoBaHOro KOpUCTyBaya, NoA0SIaHHSA 3aX04iB 3aXUCTY AN8 BUKOPUCTaHHS iHdopmMauii abo HaB'a3yBaHHSA
XM6HOI iHOopMaLUii, 3aCTOCYBaHHA 3aKNaAHMX NPUCTPOIB UM NporpaM Ta BKOPiHEHHS KOMM'IOTEPHMX BipYyCiB.

4.1.4 Onuc 3arpos i cxeMaTu4yHe NoAaHHS WAAXIB iX 3AINCHEHHS CKNaAal0Tb OKPEMY MOAENb 3arpos.

4.2 Po3pob6neHHAa cucremMm 3axmcTty iHdpopmauii

4.2.1 Ha apyromy eTtani cnig 3AiNCHUTM po3pobneHHsa nnany T3I, wo MiCTUTb opraHisauiiHi, NepBUHHI
TEXHIYHi Ta OCHOBHI TEXHIYHi 3axoan 3axucTy I30/[l, Bu3HauMTh 30HM H6e3nekn iHpopmauii.

OpraHisauiliHi 3axo4n pernaMmeHTyTb NOPAAOK iIHPOPMALINHOI AiSNIbHOCTI 3 ypaxyBaHHAM HOPM i Bumor T3I
ANS BCiX nepioaiB XUTTEBOro unkny ob’ekta T3I.

MepBWHHI TEXHIYHI 3axoan nepeabayatoTb 3axXmCT iHPopMaLii 610KyBaHHAM 3arpo3 6e3 BUKOpUCTaHHS
3acobis T3I.

OCHOBHI TexHiuHi 3axoan nepeabayatoTb 3aXUCT iHPOpMaLii 3 BUKOPUCTaHHAM 3acobiB 3abe3neveHHs T3I.

4.2.2 ina TexHiYHOro 3axucTy iHdopMauii cnia 3actocoByBaTu cnocib npuxoByBaHHSA abo cnocib6 TexHiIYHOT
aesiHdopmauii.



4.2.3 3axoamn 3axmcTy iHbopMaLii MOBUHHI:
- 6yTu BiANOBIAHMMK 3arpo3awm;

- 6yTn po3pobneHMu 3 ypaxyBaHHAM MOXAMBOI LUKOAW Bif iX pea-nisauii i BapTOCTi 3aXMCHUX 3aXOAiB Ta
obMexeHb, Lo BHOCATLCA HUMMU;

- 3abe3nevyBaTn 3a4aHy edeKTUBHICTb 3aXUCTY iH(OopMaUii Ha BCTAHOBIEHOMY piBHI MPOTAroM yacy
obMexeHHs AoCTyny A0 Hei abo MOXIMBOCTI 34iMCHEHHS 3arpos.

4.2.4 PiBeHb 3axucTy iHPOpMaLii 03HAYYETbCSH CUCTEMOIO KiNIbKICHUX Ta AKICHMX MOKa3HWKIB, AKi
3abe3neyyloTb po3B’A3aHHS 3aBAAHHA 3aXUCTy iHdOopMaLii Ha ocHOBI HOpPM Ta BuMmor T3I.

4.2.5 MiHiManbHO HeobXiaHWIM piBeHb 3aXUCTy iHPopMaLii 3abe3nevyoTb 06MeXyBabHUMMU i
dparMeHTapHMMM 3axoAamMun NpoTMAii HaHebe3neyHiwin 3arposi.

MiaBULLEHHS PiBHA 3aXUCTY iHPOpPMaLii AOCATAETbCSA HAPOLLYBaHHSAM TEXHIYHUX 3aX04iB NpoTuAii 6e3nivi
3arpos.

4.2.6 MopsAoK po3paxyHKy Ta iHCTPYMEHTaNbHOro BU3HaYeHHs 30H 6e3nekn iHdpopmauii, peanisauii 3axoais
T3I, po3paxyHKy edeKTMBHOCTI 3aXUCTy Ta NOPSAAOK aTecTauii TeXHiYHMX 3acobiB 3abe3neveHHs iHDopMaLinHOT
AifnbHOCTI, pobounx Micub (MpUMilLleHb) yCTaHOBIOTLCA HOPMAaTUBHUMM AOKYMEHTaMun cuctemm T31.

4.3 Peanisauyia nnaHy 3axucrty iHdopmauii

4.3.1 Ha TpeTbOoMy eTani cnia peanizyBaTu opraHi3auiiHi, NepBMHHI TEXHIYHI Ta OCHOBHI TEXHIYHI 3ax0Am
3axucty I30/1, yctaHoBUTM HeobXiaHi 30HM 6e3nekn iHdpopMauii, NpoBeCcT aTecTauilo TeEXHIYHUX 3acobis
3abe3neyeHHs iHDOpMaUIiHOI AiSNbHOCTI, TeXHIYHMX 3acobiB 3axmcTy iHhopMaLii, poboumnx Micub (NpUMilLeHb) Ha
BiAMNOBIAHICTL BUMOram 6e3neku iHdbopmadii.

4.3.2 TexHiYHnI 3axncT iHpopMaLii 3abe3neyyeTbCs 3aCTOCYBaAHHAM 3axULLLEHUX NPOrpaM i TEXHIYHUX
3acobiB 3abe3neueHHs iHDOPMaLINHOT AiSNBHOCTI, MPOrpamMHMX i TEXHIYHMX 3acobiB 3axucTy iHdopmadii (aani -
3acobu T3I) Ta KOHTPONO ePEKTUBHOCTI 3aXUCTY, SIKi MaloTb cepTudikaTt BiAMNOBIAHOCTI BUMOraMm HOpMaTUBHMUX
nokymeHTiB cuctemm YKpCEMNPO abo f03Bin Ha iX BUKOPUCTaHHSA Big yrnoBHoBaxeHoro KabiHeToM Mi-HicTpiB YkpaiHu
OpraHy, a Tak0X 3aCTOCyBaHHSAM cneuiasibHUX iHXeHepHOTEXHIYHUX cropya, 3acobis i cuctem (gani - 3acobum
3abesneueHHsa T3I).

4.3.3 3acobu T3I MoxXyTb dYyHKLilOBaTM aBTOHOMHO ab0 CrninbHO 3 TEXHIYHMMK 3acobamu 3abe3neyeHHs
iHpOopMaUiNHOI AiANbHOCTI Yy BUIMAAi CAMOCTIMHUX NPUCTPOiIB abo BOyAOBaHUX Y HUX CKNAAOBUX E€/IEMEHTIB.

4.3.4 Cknap 3acobis 3abe3neveHHs T3I, nepenik ix nocta4yanbHUKIB, @ TaKOX MOCNYr 3 YCTAaHOBJIEHHS,
MOHTaXy, HanarogXeHHs Ta 06CNyroByBaHHs BU3Ha4alOTbCs 0cob6aMu, L0 BOMOAIKOTb, KOPUCTYIOTbCS i
po3nopsaxatoTbcs 130/ camocTinHO abo 3a pekomeHaauisimm cnedianictie 3 T3I 3rigHO 3 HOPMaTUBHUMM
AOKyMeHTaMu cuctemn T3I.



4.3.5 HapaHHsa nocnyr 3 T3I, aTectauito Ta cepsicHe obcnyrosyBaHHS 3acobis 3abe3neveHHs T3I MOXyTb
34IMCHIOBATY IOPMANYHI | i3nYHi 0ocobu, WO MaTb NiLeH3il0 Ha NpaBo NpOBeAEHHSA Uunx pobiT, BuaaHy
ynoBHoBaxeHWM KabiHeToM MiHicTpiB YKkpaiHn opraHoM.

4.4 KoHTpoJsib (hyHKUIIOBaHHA Ta KEpyBaHHA CUCTEMOIO 3axUCTy iHopmauii

4.4.1 Ha yeTBepTOMYy eTani cnia NpoOBECTU aHani3 MyHKUitOBaHHA CUCTEMM 3aXUCTY iHdOopMaLii, nepesipkKy
BUKOHaHHS 3axo4iB T3I, KOHTpoNb edeKTUBHOCTI 3aXMCTy, NiAFOTYBaTK Ta BUAATW 3aCafHuyi AaHi ANS KEpyBaHHSA
CMCTEMOIO 3aXMCTy iHdopMauii.

4.4.2 KepyBaHHSA CUCTEMOIO 3axMCTy iHDopMauii nondrae y agantauii 3axogis T3I 40 NOTOYHOro 3aBAaHHSA
3axucTy iHdopmauii.

3a dakTaMu 3MiHM YMOB 34iNCHeHHA abo BUABNEHHSA HOBMX 3arpo3 3axoau T3I peanisyoTbcs y
HaNKOPOTLUMI CTPOK.

4.4.3 Y pasi notTpebn niaBULLEHHSA PiBHA 3axMCTy iHDopMauii HeobxiaHO BUKOHaTh poboTn, nepeabaveni 1, 2
Ta 3 eTanamv nobynoBM CUCTEMM 3axUCTy iHdOpMaLii.

4.4.4 MopsAoK NpoBeAeHHS NepeBIPOK i KOHTPOJIIO ePEKTUBHOCTI 3aXUCTy iHPOpMaLlii BCTaHOBOETLCS
HOPMaTUBHUMU LOKYMEHTaMM.

5 HopmaTusHi pokyMeHTn cucremm T3I

5.1 HopMaTuBHI AOKYMEHTW pO3pobNAI0TLCS B XOAi NPOBEAEHHA KOMMNeKCy pobiT i3 cTaHaapTu3adii Ta
HOpMYyBaHHS y ranysi T3I.

5.2 HopmaTuBHI AOKYMEHTM NOBUHHI 3abe3nevyBaTu:
- NpoBeAEHHSA EAMHOI TEXHIYHOT MONITUKK;
- CTBOPEHHS i PO3BUTOK EANHOI TEPMIHOJIOTNYHOT CUCTEMU;

- pyHKUitOBaHHA 6araTopiBHEBMX CUCTEM 3axMCTy iHdOpMaLii Ha OCHOBI B3AEMHOMOMOAXEHNX MOJIOXKEHb,
npasu, METOAMK, BUMOI Ta HOPM;

- PyHKUitOBaHHA cucTeM cepTudikauii, niueH3yBaHHS 11 aTecTauii 3rigHo 3 BuMorammn 6esneku iHbopmadii;
- po3BuToK cepwu nocnyr y ranysi T3I;

- YCTAHOBJIEHHS NOPSAAKY pOo3pobneHHs, BUroTOBMIEHHS, eKcnyaTauii 3acobis 3abe3sneverHHs T3I Ta
cneuianbHOI KOHTPOJIbHO-BUMIPIOBasIbHOI ana-paTtypu;

- OpraHisauito NnpoekTyBaHHs b6yaiBenbHMX pobiT y yacTuHi 3abe3sneyeHHs T3I;

- NiArOTOBKY Ta NepeniaroTtoBKy KaapiB y cucremi T3I.



5.3 HopmaTuBHi AoKyMeHTH cuctemmn T3I noainaoTbCs Ha:

- HOpMaTUBHI AOKYMEHTHU i3 cTaHaapTu3auii y ranysi T3I;

- [Iep>XXaBHi CTaHAapTU Ta NPUPIBHAHI 0 HUX HOPMATUBHI AOKYMEHTU;

- HOPMATUBHI aKTU MiXBIAOMYOro 3Ha4YEHHS, WO PEECTPYIOTbCA Y MiHiCTepCTBI OCTULIT YKpaiHu;

- HOPMaTUBHI AOKYMEHTU MiXBiAOMYOIro 3Ha4YeHHS TEXHIYHOr0 XapaKkTepy, WO peeCTpyoTbCs
ynoBHoBaxeHnM KabiHeToM MiHicTpiB opraHom;

- HOPMaTUBHI AOKYMEHTUN BiJlOMYOro 3Ha4YeHHs OpraHiB AepXaBHOi BflaAM Ta OpraHis MicLLeBoro
camMoBpsAyBaHHS.

5.4 Mopsaok nposeAeHHs pobiT i3 cTaHaapTu3auii Ta HopMyBaHHS B ranysi T3I BctaHoBaeTbcs ACTY 1.0,
OBH A.1.1-1, npokymeHTamMn cuctemm T3I.

5.5 Mopsaok po3pobneHHs, 0hOPMIEHHS, Y3rOAXEHHS, 3aTBEPAXKEHHS, PEECTPaLii, BUAAHHS, BNPOBaAXEHHS,
nepesipku, nepernaay, 3MiHM Ta CKaCyBaHHA HOPMaTMBHUX AOKYMeHTIB ycTaHosneTeca ACTY 1.2, ACTY 1.3, ACTY
1.4, ACTY 1.5, ABH A.1.1-2, pokymeHTamu cuctemm T3I.
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