


Preventing Digital Extortion

Mitigate ransomware, DDoS, and other cyber-extortion
attacks

Dhanya Thakkar

BIRMINGHAM - MUMBAI



Preventing Digital Extortion

Copyright © 2017 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, without the prior written permission of the
publisher, except in the case of brief quotations embedded in critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy of the
information presented. However, the information contained in this book is sold without
warranty, either express or implied. Neither the author, nor Packt Publishing, and its
dealers and distributors will be held liable for any damages caused or alleged to be caused
directly or indirectly by this book.

Packt Publishing has endeavored to provide trademark information about all of the
companies and products mentioned in this book by the appropriate use of capitals.
However, Packt Publishing cannot guarantee the accuracy of this information.

First published: May 2017

Production reference: 1240517

Published by Packt Publishing Ltd.
Livery Place
35 Livery Street
Birmingham 
B3 2PB, UK. 
ISBN 978-1-78712-036-5

www.packtpub.com

http://www.packtpub.com


Credits

Author
Dhanya Thakkar

Project Coordinator
Virginia Dias

Reviewer
Abhijit Mohanta

Proofreader
Safis Editing

Acquisition Editor
Prachi Bisht

Indexer
Aishwarya Gangawane 

Content Development Editor
Sweeny Dias

Graphics
Kirk D'Penha

Technical Editor
Mohit Hassija

Production Coordinator
Deepika Naik

Copy Editor
Safis Editing



About the Author
A transformation specialist with over 20 years' experience as a business leader focused on
the next generation of enterprise companies including security, Dhanya Thakkar
understands how to help organizations drive innovation, compliance, and business
efficiency while managing risk without compromising security. With a strong track record
in leadership roles in top-tier technology firms and in various start-ups, he is recognized as
an industry thought leader and is regularly quoted by the press on issues surrounding
information security, cybercrime, and the future of technology by trade, national, and
international media.

A highly dynamic and extremely skilled executive who successfully blends technological
acumen and business skills, he has a proven track record in demonstrating to organizations
how to operationalize their cyber security policies with effective tools, processes, and
people.

He is the co-inventor of two patented technologies and has published articles on software
technology. He earned his bachelor's degree in computer science from Maharaja Sayajirao
University in India. He completed the Executive Program at Queen’s School of Business. He
has helped create and grow multiple technology businesses and product lines to market-
leading positions and is also a frequent speaker at conferences and forums around the
world.

To my father, who in 1984 wrote a book titled "On the structuring of Sanskrit drama:
structure of drama in Bharata and Aristotle." I could not understand most of his book. I
decided that someday I would return the favor to him.



About the Reviewer
Abhijit Mohanta has a decade of experience in cyber security. He has worked as a security
researcher for malware labs in Symantec, Mcafee, and Cyphort and has a rich experience in
dealing with various kinds of cyber attacks involving web application vulnerabilities,
operating system vulnerabilities, and malware. His expertise includes malware reverse
engineering, vulnerability research, and Windows programming. He has published several
blogs related to malware research and is passionate about exploring new technologies such
as machine learning and big data. He is an active member in security communities such as
Cysinfo.

Beyond computers, he is a fitness freak and a foodie. He loves to hit the gym daily, go
swimming, and practice yoga.

I would like to thank my family and friends, who inspire and encourage me to explore new
things in life.



www.PacktPub.com
For support files and downloads related to your book, please visit www.PacktPub.com.

Did you know that Packt offers eBook versions of every book published, with PDF and
ePub files available? You can upgrade to the eBook version at www.PacktPub.comand as a
print book customer, you are entitled to a discount on the eBook copy. Get in touch with us
at service@packtpub.com for more details.

At www.PacktPub.com, you can also read a collection of free technical articles, sign up for a
range of free newsletters and receive exclusive discounts and offers on Packt books and
eBooks.

h t t p s ://w w w . p a c k t p u b . c o m /m a p t

Get the most in-demand software skills with Mapt. Mapt gives you full access to all Packt
books and video courses, as well as industry-leading tools to help you plan your personal
development and advance your career.

Why subscribe?
Fully searchable across every book published by Packt
Copy and paste, print, and bookmark content
On demand and accessible via a web browser

http://www.PacktPub.com
http://www.PacktPub.com
http://www.PacktPub.com
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt
https://www.packtpub.com/mapt


Customer Feedback
Thanks for purchasing this Packt book. At Packt, quality is at the heart of our editorial
process. To help us improve, please leave us an honest review on this book's Amazon page
at h t t p s ://w w w . a m a z o n . c o m /d p /1787120368.

If you'd like to join our team of regular reviewers, you can e-mail us at
customerreviews@packtpub.com. We award our regular reviewers with free eBooks and
videos in exchange for their valuable feedback. Help us be relentless in improving our
products!

https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
https://www.amazon.com/dp/1787120368
mailto:customerreviews@packtpub.com


Table of Contents
Preface 1

Chapter 1: Introduction to Cyber Extortion 5

Cybercrime - underdefined and underregulated 6
The concept of cybercrime 7
Critical attributes of cybercrime 8

Where and how - realm 8
Why - motivation 9
Who - the criminal deed component 9

Types of common cyber threats 9
Cybercrime targeting consumers 9
Cybercrime targeting businesses 10
Cybercrime in relation to overall computer crime 11

Cybercrime localized - what is the risk in your region? 11
North and South America 11
Europe 12
Asia 13
Africa 13
Australia and Oceania 14

Cybercrime in numbers 14
A peculiar perspective - cybercrime in absolute and normalized numbers 15

Digital extortion 17
The odd beginnings of digital extortion 18
Extortion-based malware 19
Types of digital extortion 22

Distributed denial of service (DDoS) attacks 22
Taxonomy of DDoS attacks 23
Typical DDoS attacks 23
DRDoS attacks 24
Notable DDoS attacks 24

Data theft extortion 26
Preventing data theft extortion 27

Mobile extortion 28
Android 28
iOS 29

Sextortion 31
Sextortion techniques 32

Bug poaching 33
Corporate extortion 34

Ransomware 35



[ ii ]

Ransomware - crypto 36
Ransomware - locker 36
Ransomware propogation techniques 36

Traffic redirection 37
E-mail attachments 37
Botnets 37
Social engineering 37
Ransomware-as-a-Service (RaaS) 38

Evolution of ransomware 38
Statistics of ransomware evolution - misleading applications give way to cryptoware 38

SpySherriff 39
Gpcoder 39
Cryzip 39
Archiveus 39
Randsom.C 39
SMS ransomware 40
MBR ransomware 40

The rise of ransomware 40
Police ransomware - Reveton 41
Patched malware 41
Reemergence of crypto-ransomware 42

CryptoLocker 42
TROJ_UPATRE 42
WORM_CRILOCK.A 43
Cryptorbit 43
Cryptocurrency theft 43
The Angler exploit kit 43

Ransomware in 2016 and beyond 43
Locky 44
Petya 44
Cerber 44
Samsam 45
Jigsaw 45

Is ransomware financially viable? 46
Dynamic pricing of ransomware 47

Across countries 47
Across targeted victims 47
History of payment methods 47
Bitcoin - the ideal ransom method 48

Industries and services affected - is your company under threat? 49
Top targeted industries 50

Healthcare 50
Manufacturing 50
Financial services 51
Government agencies 51
Transportation 51

Ransomware statistics - malware variants and affected devices 52



[ iii ]

Total malware 52
Mobile malware 53
Rootkit malware 53
The macOS malware 53
Ransomware 53
Malicious signed binaries 54
Macro malware 54
Worldwide botnet prevalence 54
Network attacks 54

Summary 55

Chapter 2: DDoS Extortion 56

DDoS extortion - ransomware's older cousin 56
Specific sectors at risk 58
Why is it hard to defend against these attacks? 60

The science behind DDoS attacks 61
Evolution of DDoS attacks types 62
Inside DDoS attacks 62

Bandwidth attacks 63
DNS attacks 64
Application attacks 65
HTTP attacks 65
Low bandwidth HTTP denial of service attacks 66

Attack tools 67
The botnet as a DDoS tool 69

Attack groups 70
The Armada Collective 70
Lizard Squad 75
DD4BC 76
Imposters 80

Kadyrovtsy 80
RedDoor 83
ezBTC Squad 85

Defense techniques 86
Tools to protect against DDoS attacks 87
Mitigation techniques 89

For bandwidth exhaustion attacks 89
For resource exhaustion 90
For application-based attacks 90

Leading practices for enterprises 91
Future trends 92
Summary 93

Chapter 3: Avoiding Data Theft Extortion 94

Data theft 95



[ iv ]

The enterprise view 101
Extortion e-mail schemes tied to data theft 102
Method of breach 105
Hacking or malware are the prime go-to breach methods 105

Account thefts - accounts for sale 107
Mobile phone, eBay, Uber, and PayPal accounts for sale 107
Bank login credentials for sale 109
Credit card sales are brand agnostic 111
PII prices fall due to oversupply 112
The perceived and actual monetary values 113

Defending against data and account theft extortion 114
Enterprise security measures 114

Business E-mail Compromise (BEC) 118
The fraudsters at your gates 121
How impersonators fake you out 122
The statistics behind Business E-mail Compromise (BEC) 123

How do BEC schemes work? 124
Fraudsters approach to e-mail 127

The apt one shot e-mail 128
The conversationalist 129

Which company positions are most targeted in BEC schemes 129
How to defend against BEC? 130

Fighting against these type of scams 131
What to do when hit by the BEC scam 133

Summary 134

Chapter 4: Mitigating Locker Ransomware 135

Why is lockerware a major field player? 137
Screen locking command process 139
The convenience of payment vouchers 140

Reveton - when the police locks your screen 140
From delivery to execution 141

Lockerware delivery 142
Payload carriers 142
Infection spreading 142
Lockerware execution 143
Desktop locking techniques 143

Stages of lockerware development in action 144
Infrastructure preparation 144
Exploit kits 144
Traffic redirection 145



[ v ]

Spreading the infection 145
How to cash out - money laundering techniques 146

The advancement of locker ransomware - Winlock 147
Reveton takes over the world 149
Modern variants of police ransomware 151
Reveton strikes against OS X 153
Android.Lockscreen 154

ANDROIDOS_LOCKER.A - a new name with the same tactics 156
Best practices for mitigating Lockerware 157

Science verdict - three advanced malware mitigation strategies 158
API call monitoring 158
Monitoring filesystem activity 159
Installing decoy resources 159

Mitigating lockerware - a comprehensive action review 160
Response plan development 160
Security awareness and education 161
Patching 161
Robust monitoring 161
Restrictions to unnecessary services 162

Disabling services 162
Restricting software 162
Blocking IP addresses 162
Removing unused devices 163

File exchange management 163
Discerning effects of e-mail security 163
Software updates 163
Data backup 164

Cloud storage and security solutions 165
File history or system protection recovery 165
Mitigation by deception technology 165

Quick five-step guide for businesses under attack 166
Summary 167

Chapter 5: Crypto Ransomware Prevention Techniques 168

Crypto ransomware 169
Crypto ransomware - scenarios and variants 172

CryptoLocker 172
Locky 176
TeslaCrypt 177
CryptoWall 179
CTBLocker 180

Ransomware's targets 181
Businesses of all sizes 182



[ vi ]

The healthcare sector 182
Public agencies - educational institutions and law enforcement agencies 183
Financial institutions 183
Home users 185

Stages of ransomware 185
Initial infection and exploitation 186

War driving 187
E-mail attachments 187
Drive-by downloads 188
Phishing campaigns 188

Targeted attacks 189
Command and Control (C2) 190

Encryption/locking - delivery and execution 191
File encryption 191
Ransomware encrypting files 192

Public key download 194
Embedded public key 194
Embedded keys 195

Ransomware locking screens 195
Windows and mobile locker ransomware 195

Holding hostage 197
Propagation 198

Defense in depth 198
Defining a security architecture 199

Need for a security architecture 200
Following the principle of least privilege 201

Perimeter defense controls 201
Endpoint protection 203
Firewalls 203

Firewall classification 204
Key requirements 206

Intrusion Prevention System (IPS) 208
Key requirements 208

Key network security controls 210
Vulnerability assessments 216

Configuration management 217
Patch management 218

Vulnerability remediation management 218
Assessing ports, services, and protocols 219
Secure software installation 220

Specific measures 220
Summary 222

Chapter 6: Exploring Mobile Extortions 223

Mobile malware - an increasing security risk 223



[ vii ]

Mobile ransomware 225
Common infection vectors 225
Malware Command and Control communication 226
Malware self-protection 227
Analysis of mobile malware sample - SMS Zombie 229

Analysis observations 230
Static analysis 231

Ransomware timeline 233
Android Defender 234
Police ransomware 238
Simplocker 240

Simplocker distribution vectors 244
Simplocker in English 245

Lockerpin 247
Lockerpin's aggressive self-defense 250

Jisut 251
Protecting your mobile phone 256
Future predictions 257
Summary 257

Chapter 7: Follow the Money 258

Cryptocurrency 259
Blockchain 260

How does a blockchain transaction work 261
Common misconceptions about blockchain technology 262

Bitcoins 263
Quick facts about Bitcoin 264
Currency denomination 264

Samples of transactions and blocks 267
Protocol weakness 268
Security concerns 269
Economics of Bitcoin 270
Bitcoin – myth busters 271

Why is it so difficult to catch attackers? 273
Ransomware as a Service 275

Dissecting RaaS with Cerber 276
Tracing the flow of money 283

Summary 284

Chapter 8: Held Hostage – What Now? 285

To pay or not to pay 285
Hollywood Presbyterian medical center – Impact based scenario 289

Analyzing and responding 290



[ viii ]

Preference 1 – situation being controlled by the Incident Response (IR)
team 290
Preference 2 – implementing a security solution (without an Information
Security team) 291
Preference 3 – trying to recover the data 292
Preference 4 – paying the ransom 292

Cyber insurance review 293
Cyber threat landscape and the impact of cyber risk 294
The growing need for cyber insurance 295
Cyber insurance coverage 296
Maturation of the cyber insurance market 297
Typical coverage provided by cyber insurance 297
Typical cyber insurance underwriting process 298

Considerations while selecting cyber insurance 299
Cyber insurance focused risk assessment 300

Performing current state cyber risk assessment 300
Assessing cyber insurance options 301
Conducting fit-gap analysis 302
Developing strategy and recommendations 302

The moral dilemma of malware 302
Using endpoint protection solutions 305
Hardening systems 306

Ports, services, and protocols 306
Secure software installation 306
Handling information assets and private information 307
Protection from spamming and phishing 307
Protection from social engineering 308

Backup 309
Why do we need backups? 309
What is a recovery? 309

Summary 310

Chapter 9: Extortion of the Future 311

What does the future hold for ransomware? 311
Focus on operational security 312
Ransomware everywhere 314

Malware on your wrist 315
Malware on wearables 317

Internet of Things (IoT) meets malware and extortion 318
Internet of Things (IoT) 319
Assessing embedded and IoT devices 320
The common security observation 322



[ ix ]

Transforming the business model 324
Summary 325

Index 326



Preface
In today’s digital age, hacking into data, encrypting it, and making it inaccessible is
becoming more and more commonplace. Irrespective of the scale of your business, such an
attack can prove very costly. If you want to save yourself from such cyber extortion, it is
important to gain insights into various attacks and their impact on your business. This book
gives you a brief overview of the process and will also teach you to mitigate or eliminate
such attacks. It will not only teach you about cyber attacks, but will also equip you to
mitigate them. Be it computers, smartphones, servers, or IoT devices this step by step
practical guide will teach you to secure any environment. Apart from this, we will also
teach you to leverage various security tools available.

What this book covers
Chapter 1, Introduction to Cyber Extortion, is an overview of the concept of cyber crime and
how cyber extortion fits into overall cyber crime.

Chapter 2, DDoS Extortion, covers all DDoS attacks, which hold companies ransom by
threatening to shut down services, servers, or websites.

Chapter 3, Avoiding Data Theft Extortion, gives insight into attacks where attackers take
sensitive data hostage and extort the users and the corporations.

Chapter 4, Mitigating Locker Ransomware, dives deep into the world of locker ransomware
and teaches you about the different approaches to defending against locker ransomware.

Chapter 5, Crypto Ransomware Prevention Techniques, teaches you about crypto ransomware
and its different stages.

Chapter 6, Exploring Mobile Extortions, covers mobile ransomware extortion with practical
examples.

Chapter 7, Follow the Money, details the cybercriminal world and digital currency in detail
and how money flows in various types of extortion.

Chapter 8, Held Hostage – What Now?, tells you about the different options you have if
your system has been compromised, along with details about the world of cyber insurance.
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Chapter 9, Extortion of the Future, finishes the book with final thoughts, with an eye toward
the future, especially mobile and Internet of Things (IOT) technology, and discusses the
attacks of the future on servers as well as how machine learning will play a big role in
attacks as well as defense.

What you need for this book
You don't need programming experience to understand this book--just an appetite for and
interest in the digital extortion scene.

Who this book is for
This book targets IT security managers, IT security engineers, security analysts, and
professionals who are eager to avoid digital extortion for themselves or their organizations.
They may have heard of such attacks, but are not aware of their various types, techniques,
and business impact.

Conventions
In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "Risky
files belong to the family of executable files. Users should particularly avoid e-mails
containing attachments with phishing-prone extensions, such as .exe, .js, .vbs, and .ps
files, or document files that can support macros, such as .doc, .xls, or .xlm."

Any command-line input or output is written as follows:

%USERPROFILE%\Start Menu\Programs\Startup\[reveton_filename].dll.lnk
%USERPROFILE%\AppData\Roaming\Microsoft\Windows\StartMenu\Programs\Startup\
[reveton_filename]dll.lnk

Warnings or important notes appear in a box like this.
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Tips and tricks appear like this.

Reader feedback
Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Errata
Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting h t t p ://w w w . p a c k t p u b . c o m /s u b m i t - e r r a t a , selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to h t t p s ://w w w . p a c k t p u b . c o m /b o o k s /c o n t e n

t /s u p p o r t and enter the name of the book in the search field. The required information will
appear under the Errata section.
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Piracy
Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions
If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.



1
Introduction to Cyber Extortion

A huge and fundamental shift is taking place.

We often make the mistake of relying on the past for predicting the future, and nowhere is
this more relevant than in the sphere of the Internet and smart technology. People,
processes, data, and things are tightly and increasingly connected, creating new, intelligent
networks unlike anything else we have seen before. The growth is exponential and the
consequences are far reaching for individuals, and progressively so for businesses. We are
creating the Internet of Things and the Internet of Everything.

It has become unimaginable to run a business without using the Internet. It is not only an
essential tool for current products and services, but an unfathomable well for innovation
and fresh commercial breakthroughs. The transformative revolution is spilling into the
public sector, affecting companies like vanguards and diffusing to consumers, who are in a
feedback loop with suppliers, constantly obtaining and demanding new goods.

Advanced technologies that apply not only to machine-to-machine communication but also
to smart sensors generate complex networks to which theoretically anything that can carry a
sensor can be connected. Cloud computing and cloud-based applications provide immense
yet affordable storage capacity for people and organizations and facilitate the spread of data
in more ways than one.

Keeping in mind the Internet's nature, the physical boundaries of business become blurred,
and virtual data protection must incorporate a new characteristic of security: encryption.

In the middle of the storm of the IoT, major opportunities arise, and equally so,
unprecedented risks lurk. People often think that what they put on the Internet is protected
and closed information. It is hardly so. Sending an e-mail is not like sending a letter in a
closed envelope. It is more like sending a postcard, where anyone who gets their hands on
it can read what's written on it.
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Along with people who want to utilize the Internet as an open business platform, there are
people who want to find ways of circumventing legal practices and misusing the wealth of
data on computer networks by unlawfully gaining financial profits, assets, or authority that
can be monetized.

Being connected is now critical. As cyberspace is growing, so are attempts to violate
vulnerable information gaining global scale. This newly discovered business dynamic is
under persistent threat of criminals. Cyberspace, cybercrime, and cybersecurity are perceptibly
being found in the same sentence.

Let's get back to the purpose of this book. We will learn about:

Cybercrime
Digital extortion
Ransomware

Cybercrime - underdefined and
underregulated
A massive problem encouraging the perseverance and evolution of cybercrime is the lack of
an adequate unanimous definition and the underregulation on a national, regional, and
global level. Nothing is criminal unless stipulated by the law. Global law enforcement
agencies, academia, and state policies have studied the constant development of the
phenomenon since its first appearance in 1989, in the shape of the AIDS Trojan virus
transferred from an infected floppy disk.

Regardless of the bizarre beginnings, there is nothing entertaining about cybercrime. It is
serious. It is dangerous.

Significant efforts are made to define cybercrime on a conceptual level in academic research
and in national and regional cybersecurity strategies. Still, as the nature of the phenomenon
evolves, so must the definition. Research reports are still at a descriptive level, and
underreporting is a major issue. On the other hand, businesses are more exposed due to
ignorance of the fact that modern-day criminals increasingly rely on the Internet to enhance
their criminal operations.
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Case in point: Aaushi Shah and Srinidhi Ravi from the Asian School of
Cyber Laws have created a cybercrime list by compiling a set of 74
distinctive and creatively named actions emerging in the last three
decades that can be interpreted as cybercrime. These actions target
anything from e-mails to smartphones, personal computers, and business
intranets: piggybacking, joe jobs, and easter eggs may sound like cartoons, but
their true nature resembles a crime thriller.

The concept of cybercrime
Cyberspace is a giant community made out of connected computer users and data on a
global level. As a concept, cybercrime involves any criminal act dealing with computers and
networks, including traditional crimes in which the illegal activities are committed through
the use of a computer and the Internet.

As businesses become more open and widespread, the boundary between data freedom
and restriction becomes more porous. Countless e-shopping transactions are made,
hospitals keep record of patient histories, students pass exams, and around-the-clock
payments are increasingly processed online. It is no wonder that criminals are relentlessly
invading cyberspace trying to find a slipping crack.

There are no recognizable border controls on the Internet, but a business that wants to
evade harm needs to understand cybercrime's nature and apply means to restrict access to 
certain information.

Instead of identifying it as a single phenomenon, Majid Jar proposes a common
denominator approach for all ICT-related criminal activities. In his book Cybercrime and
Society, Jar refers to Thomas and Loader's working concept of cybercrime as follows:

"Computer-mediated activities which are either illegal or considered illicit by certain
parties and which can be conducted through global electronic network."

Jar elaborates the important distinction of this definition by emphasizing the difference
between crime and deviance. Criminal activities are explicitly prohibited by formal
regulations and bear sanctions, while deviances breach informal social norms. This is a key
note to keep in mind. It encompasses the evolving definition of cybercrime, which keeps
transforming after resourceful criminals who constantly think of new ways to gain illegal
advantages.
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Law enforcement agencies on a global level make an essential distinction between two
subcategories of cybercrime:

Advanced cybercrime or high-tech crime
Cyber-enabled crime

The first subcategory, according to Interpol, includes newly emerged sophisticated attacks
against computer hardware and software.

On the other hand, the second category contains traditional crimes in modern clothes: for
example, crimes against children, such as exposing children to illegal content; financial
crimes, such as payment card frauds, money laundering, and counterfeiting currency and
security documents; social engineering frauds; and even terrorism.

We are much beyond the limited impact of the 1989 cybercrime embryo. Intricate networks
are created daily. They present new criminal opportunities, causing greater damage to
businesses and individuals, and require a global response. Cybercrime is conceptualized as
a service embracing a commercial component. Cybercriminals work as businessmen who
look to sell a product or a service to the highest bidder.

Critical attributes of cybercrime
An abridged version of the cybercrime concept provides answers to three vital questions:

Where are criminal activities committed and what technologies are used?
What is the reason behind the violation?
Who is the perpetrator of the activities?

Where and how - realm
Cybercrime can be an online, digitally committed, traditional offense. Even if the
component of an online, digital, or virtual existence were not included in its nature, it
would still have been considered crime in the traditional, real-world sense of the word. In
this sense, as the nature of cybercrime advances, so must the spearheads of law enforcement
rely on laws written for the non-digital world to solve problems encountered online.
Otherwise, the combat becomes stagnant and futile.
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Why - motivation
The prefix "cyber" sometimes creates additional misperception when applied to the digital
world. It is critical to differentiate cybercrime from other malevolent acts in the digital
world by considering the reasoning behind the action. This is not only imperative for
clarification purposes, but also for extending the definition of cybercrime over time to
include previously indeterminate activities.

Offenders commit a wide range of dishonest acts for selfish motives such as monetary gain,
popularity, or gratification. When the intent behind the behavior is misinterpreted,
confusion may arise and actions that should not have been classified as cybercrime could be
charged with criminal prosecution.

Who - the criminal deed component
The action must be attributed to a perpetrator. Depending on the source, certain threats can
be translated to the criminal domain only or expanded to endanger potential larger targets,
representing an attack to national security or a terrorist attack.

Undoubtedly, the concept of cybercrime needs additional refinement, and a comprehensive
global definition is in progress. Along with global cybercrime initiatives, national regulators
are continually working on implementing laws, policies, and strategies to exemplify
cybercrime behaviors and thus strengthen combating efforts.

Types of common cyber threats
In their endeavors to raise cybercrime awareness, the United Kingdom's National Crime
Agency (NCA) divided common and popular cybercrime activities by affiliating them with
the target under threat. While both individuals and organizations are targets of cyber
criminals, it is the business-consumer networks that suffer irreparable damages due to the
magnitude of harmful actions.

Cybercrime targeting consumers
Some forms of cybercrime target individual consumers. The following are some examples:

Phishing: The term encompasses behavior where illegitimate e-mails are sent to
the receiver to collect security information and personal details
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Webcam manager: A webcam manager is an instance of gross violating behavior
in which criminals take over a person's webcam

File hijacker: Criminals hijack files and hold them "hostage" until the victim pays
the demanded ransom

Keylogging: With keylogging, criminals have the means to record what the text
behind the keys you press on your keyboard is

Screenshot manager: A screenshot manager enables criminals to take screenshots
of an individual's computers screen

Ad clicker: Annoying but dangerous ad clickers direct victims' computer to click
on a specific harmful link

Cybercrime targeting businesses
On the other hand, there is cybercrime that targets businesses as well:

Hacking: Hacking is basically unauthorized access to computer data. Hackers
inject specialist software with which they try to take administrative control of a
computerized network or system. If the attack is successful, the stolen data can be
sold on the dark web and compromise people's integrity and safety by intruding
and abusing the privacy of products as well as sensitive personal and business
information. Hacking is particularly dangerous when it compromises the
operation of systems that manage physical infrastructure: for example, public
transportation.

Distributed denial of service (DDoS) attacks: When an online service is targeted
by a DDoS attack, the communication links overflow with data from messages
sent simultaneously by botnets. Botnets are a bunch of controlled computers that
stop legitimate access to online services for users. The system is unable to provide
normal access as it cannot handle the huge volume of incoming traffic.
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Cybercrime in relation to overall computer crime
Many moons have passed since 2001, when the first international treaty that targeted
Internet and computer crime-the Budapest Convention on Cybercrime-was adopted. The
Convention's intention was to harmonize national laws, improve investigative techniques,
and increase cooperation among nations. It was drafted with the active participation of the
Council of Europe's observer states, Canada, Japan, South Africa, and the United States and
drawn up by the Council of Europe in Strasbourg, France. Brazil and Russia, on the other
hand, refused to sign the document on the basis of not being involved in the Convention's
preparation.

In The Understanding Cybercrime: A Guide to Developing Countries (Gercke, 2011), Marco
Gercke makes an excellent final point:

"Not all computer-related crimes come under the scope of cybercrime. Cybercrime is a
narrower notion than all computer-related crime because it has to include a computer
network. On the other hand, computer-related crime in general can also affect stand-alone
computer systems."

Although progress has been made, consensus over the definition of cybercrime is not final.
Keeping history in mind, a fluid and developing approach must be kept in mind when
applying working and legal interpretations. In the end, international noncompliance must
be overcome to establish a common and safe ground to tackle persistent threats.

Cybercrime localized - what is the risk in your
region?
Europol's heat map for the period between 2014 and 2015 reports on the geographical
distribution of cybercrime on the basis of the United Nations geoscheme. The data in the
report encompassed cyber-dependent crime and cyber-enabled fraud, but it did not include
investigations into online child sexual abuse.

North and South America
Due to its overwhelming presence, it is not a great surprise that the North American region
occupies several lead positions concerning cybercrime, both in terms of enabling malicious
content and providing residency to victims in the regions that participate in the global
cybercrime numbers.
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The United States hosted between 20% and nearly 40% of the total world's command-and-
control servers during 2014. Additionally, the US currently hosts over 45% of the world's
phishing domains and is in the pack of world-leading spam producers. Between 16% and
20% percent of all global bots are located in the United States, while almost a third of point-
of-sale malware and over 40% of all ransomware incidents were detected there. Twenty EU
member states have initiated criminal procedures in which the parties under suspicion were
located in the United States. In addition, over 70 percent of the countries located in the
Single European Payment Area have been subject to losses from skimmed payment cards
because of the distinct way in which the US, under certain circumstances, processes card
payments without chip-and-PIN technology.

There are instances of cybercrime in South America, but the scope of participation by the
southern continent is way smaller than that of its northern neighbor, both in industry
reporting and in criminal investigations. Ecuador, Guatemala, Bolivia, Peru, and Brazil are
constantly rated high on the malware infection scale, and the situation is not changing,
while Argentina and Colombia remain among the top 10 spammer countries. Brazil has a
critical role in point-of-sale malware, ATM malware, and skimming devices.

Europe
The key aspect making Europe a region with excellent cybercrime potential is the fast,
modern, and reliable ICT infrastructure. According to The Internet Organized Crime Threat
Assessment (IOCTA) 2015, ckybercriminals abuse Western European countries to host
malicious content and launch attacks inside and outside the continent. EU countries host
approximately 13 percent of the global malicious URLs, out of which Netherlands is the
leading country, while Germany, the UK, and Portugal come second, third, and fourth
respectively. Germany, the UK, the Netherlands, France, and Russia are important hosts for
bot C&C infrastructure and phishing domains, while Italy, Germany, the Netherlands,
Russia, and Spain are among the top sources of global spam. Scandinavian countries and
Finland are famous for having the lowest malware infection rates.

France, Germany, Italy, and to some extent the UK have the highest malware infection rates
and the highest proportion of bots found within the EU. However, the findings are
presumably the result of the high population of the aforementioned EU countries. A half of
the EU member states identified criminal infrastructure or suspects in the Netherlands,
Germany, Russia, or the United Kingdom. One third of the European law enforcement
agencies confirmed connections to Austria, Belgium, Bulgaria, the Czech Republic, France,
Hungary, Italy, Latvia, Poland, Romania, Spain, or Ukraine.
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Asia
China is the United States' counterpart in Asia in terms of the top position concerning
reported threats to Internet security. Fifty percent of the EU member states' investigations
on cybercrime include offenders based in China. Moreover, certain authorities quote China
as the source of one third of all global network attacks. In the company of India and South
Korea, China is third among the top-10 countries hosting botnet C&C infrastructure, and it
has one of the highest global malware infection rates. India, Indonesia, Malaysia, Taiwan,
and Japan host serious bot numbers, too.

Japan takes on a significant part both as a source country and as a victim of cybercrime.
Apart from being an abundant spam source, Japan is included in the top three Asian
countries where EU law enforcement agencies have identified cybercriminals. On the other
hand, Japan, along with South Korea and the Philippines, is the most popular country in the
East and Southeast region of Asia where organized crime groups run sextortion campaigns.

Vietnam, India, and China are the top Asian countries featuring spamming sources.
Alternatively, China and Hong Kong are the most prominent locations for hosting phishing
domains. From another point of view, the country code top-level domains (ccTLDs) for
Thailand and Pakistan are commonly used in phishing attacks. In this region, most SEPA
members reported losses from the use of skimmed cards. In fact, five (Indonesia,
Philippines, South Korea, Vietnam, and Malaysia) out of the top six countries are from this
region.

Africa
Africa remains renowned for combined and sophisticated cybercrime practices. Data from
the Europol heat map report indicates that the African region holds a ransomware-as-a-
service presence equivalent to the one of the European black market. Cybercriminals from
Africa make profits from the same products. Nigeria is on the list of the top 10 countries
compiled by the EU law enforcement agents featuring identified cybercrime perpetrators
and related infrastructure. In addition, four out of the top five top-level domains used for
phishing are of African origin: .cf, .za, .ga, and .ml.
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Australia and Oceania
Australia has two critical cybercrime claims on a global level:

First, the country is present in several top-10 charts in the cybersecurity industry,
including bot populations, ransomware detection, and network attack
originators.
Second, the country-code top-level domain for the Palau Islands in Micronesia is
massively used by Chinese attackers as the TLD with the second highest
proportion of domains used for phishing.

Cybercrime in numbers
Experts agree that the past couple of years have seen digital extortion flourishing. In 2015
and 2016, cybercrime reached epic proportions. Although there is agreement about the
serious rise of the threat, putting each ransomware aspect into numbers is a complex issue.
Underreporting is not an issue only in academic research but also in practical case
scenarios. The threat to businesses around the world is growing, because businesses keep it
quiet. The scope of extortion is obscured because companies avoid reporting and pay the
ransom in order to settle the issue in a conducive way. As far as this goes for corporations, it
is even more relevant for public enterprises or organizations that provide a public service of
any kind. Government bodies, hospitals, transportation companies, and educational
institutions are increasingly targeted with digital extortion. Cybercriminals estimate that
these targets are likely to pay in order to protect drops in reputation and to enable
uninterrupted execution of public services.

When CEOs and CIOs keep their mouths shut, relying on reported cybercrime numbers can
be a tricky question. The real picture is not only what is visible in the media or via
professional networking, but also what remains hidden and is dealt with discreetly by the
security experts.

In the second quarter of 2015, Intel Security reported an increase in
ransomware attacks by 58%. Just in the first 3 months of 2016,
cybercriminals amassed $209 million from digital extortion.
By making businesses and authorities pay the relatively small average
ransom amount of $10,000 per incident, extortionists turn out to make
smart business moves. Companies are not shaken to the core by this
amount. Furthermore, they choose to pay and get back to business as
usual, thus eliminating further financial damages that may arise due to
being out of business and losing customers.
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Extortionists understand the nature of ransom payment and what it means for businesses
and institutions. As sound entrepreneurs, they know their market. Instead of setting
unreasonable skyrocketing prices that may cause major panic and draw severe law
enforcement action, they keep it low profile. In this way, they maintain the dark business in
flow, moving from one victim to the next and evading legal measures.

A peculiar perspective - cybercrime in absolute and
normalized numbers

"To get an accurate picture of the security of cyberspace, cybercrime statistics need to be
expressed as a proportion of the growing size of the Internet similar to the routine practice
of expressing crime as a proportion of a population, i.e., 15 murders per 1,000 people per
year."

This statement by Eric Jardine from the Global Commission on Internet Governance (Jardine,
2015) launched a new perspective of cybercrime statistics, one that accounts for the
changing nature and size of cyberspace.

The approach assumes that viewing cybercrime findings isolated from the rest of the
changes in cyberspace provides a distorted view of reality. The report aimed at normalizing
crime statistics and thus avoiding negative, realistic cybercrime scenarios that emerge when
drawing conclusions from the limited reliability of absolute numbers.

In general, there are three ways in which absolute numbers can be misinterpreted:

Absolute numbers can negatively distort the real picture, while normalized
numbers show whether the situation is getting better
Both numbers can show that things are getting better, but normalized numbers
will show that the situation is improving more quickly
Both numbers can indicate that things are deteriorating, but normalized numbers
will indicate that the situation is deteriorating at a slower rate than absolute
numbers

Additionally, the Global Commission on Internet Governance (GCIG) report includes
some excellent reasoning about the nature of empirical research undertaken in the age of
the Internet. While almost everyone and anything is connected to the network and data can
be easily collected, most of the information is fragmented across numerous private parties.
Normally, this entangles the clarity of the findings of cybercrime presence in the digital
world. When data is borrowed from multiple resources and missing slots are modified with
hypothetical numbers, the end result can be skewed.
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Keeping in mind this observation, it is crucial to emphasize that the GCIG report measured
the size of cyberspace by accounting for eight key aspects:

The number of active mobile broadband subscriptions
The number of smartphones sold to end users
The number of domains and websites
The volume of total data flow
The volume of mobile data flow
The annual number of Google searches
The Internet's contribution to GDP

It has been illustrated several times during this introduction that as cyberspace grows, so
does cybercrime. To fight the menace, businesses and individuals enhance security
measures and put more money into their security budgets.

A recent Centre for International Governance Innovation - Ipsos (CIGI-Ipsos) survey 
collected data from 23,376 Internet users in 24 countries, including Australia, Brazil,
Canada, China, Egypt, France, Germany, Great Britain, Hong Kong, India, Indonesia, Italy,
Japan, Kenya, Mexico, Nigeria, Pakistan, Poland, South Africa, South Korea, Sweden,
Tunisia, Turkey, and the United States.

Survey results showed that 64% of users were more concerned about their online privacy
compared to the previous year, whereas 78% were concerned about having their banking
credentials hacked. Additionally, 77% of users were worried about cyber criminals stealing
private images and messages. These perceptions led to behavioral changes: 43% of users
started avoiding certain sites and applications, some 39% regularly updated passwords,
while about 10% used the Internet less (CIGI-Ipsos, 2014).

GCIC report results are indicative of a heterogeneous cybersecurity picture. Although many
cybersecurity aspects are deteriorating over time, there are some that are staying constant,
and a surprising number are actually improving. Jardine compares cyberspace security to
trends in crime rates in a specific country operationalizing cyber attacks via 13 measures
presented in the following table, as seen in Table 2 of Summary Statistics for the Security of
Cyberspace (E. Jardine, GCIC Report, p. 6):

Minimum Maximum Mean Standard Deviation

New vulnerabilities 4,814 6,787 5,749 781.880

Malicious web domains 29,927 74,000 53,317 13,769.99

Zero-day vulnerabilities 8 24 14.85714 6.336
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New browser vulnerabilities 232 891 513 240.570

Mobile Vulnerabilities 115 416 217.35 120.85

Botnets 1,900,000 9,437,536 4,485,843 2,724,254

Web-based attacks 23,680,646 1,432,660,467 907,597,833 702,817,362

Average per capita cost 188 214 202.5 8.893818078

Organizational cost 5,403,644 7,240,000 6,233,941 753,057

Detection and escalation costs 264,280 455,304 372,272 83,331

Response costs 1,294,702 1,738,761 1,511,804 152,502.2526

Lost business costs 3,010,000 4,592,214 3,827,732 782,084

Victim notification costs 497,758 565,020 565,020 30,342

While reading the table results, an essential argument must be kept in mind. Statistics for
cybercrime costs are not available worldwide. The author worked with the assumption that
data about US costs of cybercrime indicate costs on a global level. For obvious reasons,
however, this assumption may not be true, and many countries will have had significantly
lower costs than the US. To mitigate the assumption's flaws, the author provides
comparative levels of those measures. The organizational cost of data breaches in 2013 in
the United States was a little less than six million US dollars, while the average number on
the global level, which was drawn from the Ponemon Institute's Annual Cost of Data Breach
Study (from 2011, 2013, and 2014 via Jardine, p.7) measured the overall cost of data
breaches, including the US ones, as US$2,282,095.

The conclusion is that US numbers will distort global cost findings by expanding the real
costs and will work against the paper's suggestion, which is that normalized numbers paint
a rosier picture than the one provided by absolute numbers.

Digital extortion
Sharma and Thakur (2007) define digital extortion as follows:

"Illegally penetrating through the system of an enterprise and then compelling it to pay
substantial amounts in lieu of their secret data or to save their system from being wiped
out by the hackers."
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The first major issue concerning the understanding of digital extortion is that it can be
executed by a person of any age-even a child can be a hacker. The second issue refers to its
cross-border quality, which makes it difficult for law enforcement agents to tackle the crime
at its roots. It is impossible to get to the bottom of the far-reaching consequences of digital
extortion without discerning the prominent methods of digital extortion now and the way
its methods have advanced over the past three decades.

Jay Becker in his article Computer crime: career of the future?, states the
following:

"In a nutshell, there are several good reasons why you might consider a career in computer
crime. First of all, no one will ever know if you commit one. Second, no one will ever tell if
you do. Third, no one will ever punish you. Fourth, you don't really have to know an awful
lot about computers to commit this crime. Fifth, the opportunities for advancement are
phenomenal. And, finally, there's no time like the present."

The odd beginnings of digital extortion
Extortion is not new. Criminals have always demanded ransom from people in exchange
for something of value. The first ransom incident in the digital era, conveniently titled
ransomware, happened in 1989 and is a strange, screenplay-worthy story of a computer
virus related to a real-life virus.

The incident took place at the height of the AIDS epidemic. Dr. Josef Popp, an evolutionary
biologist who was later proclaimed mentally unfit, mailed a set of 20,000 floppy disks to
groups providing care for AIDS patients and research into the disease, having identified
them as subscribers of journals and AIDS conference delegates. The package was delivered
to victims abroad, not in the US, and carried the stamp of the nonexistent PC Cyborg
Corporation.

Although the content was marked as AIDS education software, it also contained the
harbinger of today's ransomware, known as the AIDS Trojan, a virus that encrypted the
files on the computers of the victims when they tried rebooting the hard disk.

The ransomware message demanded that either $189 or $378 be mailed to a PO box in
Panama. Luckily, doctor Popp's malware was not perfect and untraceable, and it had a
shortcoming: it used symmetric cryptography. When the experts found out about the
encryption method, it was not difficult to identify and capture the offender.
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Dr. Popp actually had a peculiar ethical idea that he was accomplishing a benevolent goal
by collecting the money from the ransom for AIDS research.

The days of floppy disks are long gone, and data is now transferred in incredibly creative
and various ways. Digital communication, social interaction, and online financial
transactions multiply in spades. Key aspects of connectivity, such as digital data, computing
devices, and the Internet, evolve.

Ransomware has spread and became a major concern of public and private organizations.
The insidious ways by which the malicious software works can instigate major panic among
victims. When the victim clicks on ransomware code disguised as a legitimate e-mail,
website, link for application download, or advertisement, critical data is lost forever unless
the victim pays the ransom to obtain the unlocking code.

Early experiments in extortion

After the quirky initiation of digital extortion instigated by the AIDS Trojan in 1989, there
was a silent period in ransomware in which malware criminal activity was performed by
acclaim-hungry amateurs whose main purpose was not criminal, but mainly a way to prove
computer dexterity and expertise.

Hampton, Zubair, and Baig (2015) point out that it was the early noughties when malware
started to be colored by financial motive. That was the time when ransomware business was
born and entered the digital world with a confident step. Profits were collected from first-
wave ransomware activity such as direct information theft by breaching sensitive
passwords or important information, such as banking credentials and advertising revenue.

Malicious software was also taking the shape of botnets-for-hire. Botnets were incredibly
successful for attacking businesses due to their social proliferation component. By amassing
a system of compromised computers and compiling a bot network, cybercriminals targeted
large organizations. Botnet networks were leased to the highest bidder and used to extort
money from companies. The value of botnet malware was large scale as it aimed at
corporate profits by applying multiple malware propagation methods. It could be used to
run a phishing campaign to steal sensitive data or activate further infected software that
could compromise user hard drives and steal valuable data. Botnets work underhand-they
lay low and look legitimate while quietly stealing information in the background.

Extortion-based malware
The current nature of ransomware led by financial gain emerged around 2012. Until then,
criminals did not have sophisticated means to attack and monetize end users. Direct end-
user extortion started in 2011 by introducing fake antivirus software.
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Fake antivirus (AV) malware

Although fake AV is considered the earliest malware variants, it keeps cropping up in
modern versions, especially on mobile phones. Almost no one has been spared from seeing
an annoying ad selling antivirus software for a nonexistent virus. In reality, the ad is the
malware, and once the victim falls prey, the device gets infected and starts exploring and
stealing valuable data. Antivirus scams used social engineering techniques to lure non-
knowledgeable users into installing the fake anti-malware tool by warning about some
already existing malicious software. When they show up nowadays, fake antivirus tools
mainly target individuals and avoid large businesses because companies usually arrange
professional protective anti-malware software and are less likely to take the bait. Most of
these scams were successfully eradicated by repressing the credit card payment feature.
This is why they withered almost instantly and left the throne to the next generation of
evolved and more complex lockers that used denial-of-service tactics.

Early denial-of-service lockers hacked the machine boot operations and blocked access until
the demanded ransom was paid. The weakness of the malware was quickly overcome by
implementing a recovery anti-virus software.

PGPCoder/GPCode and strong encryption

Implementing strong encryption to create reversible denial-of-service attacks did not gain 
popularity until the middle of the noughties. The early variants of GPCode had many bugs,
and the infected deleted content could easily be recovered. Over time, however, GPCode
advanced, surpassed its initial failings, and strengthened its deletion capacity. Instead of
code with poorly implemented encryption routines and insecure encryption keys, it became
incomparably stronger with complex encryption schemes and improved key lengths.

Introduction of the third-party payment gateway

The malware's inherent characteristics did evolve, but the method of obtaining the ransom
money from the attacked end-user was still very risky and entangled. Encryption lockers
needed support from a third-party payment gateway to process payments. This was still
impossible. Criminals used numerous contact points in the sequence to get to the end user,
making the process lengthy, dangerous, and complex. While direct communication between
the attacker and the victim was necessary in order to complete the ransom and recover the
data stolen, an independent payment gateway was crucial to complete the process. This is
why even with sophisticated encryption lockers, the extortion could not actually proceed to
completion. Under such circumstances, malicious software collected profits via information
and resource theft.
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Fully functional ransomware is based on three critical technologies:

A strong and reversible encryption locker
An anonymous system for exchanging keys and decryption tools
A concealed ransom payment method-one that cannot be detected and connected
with the source of the digital extortion

CTB-Locker

CTB-Locker was the primary episode of triple-technology ransomware. CTB (Curve, Tor,
and Bitcoin)-Locker combined the three components necessary to process the ransom. It
was based on elliptic curve cryptography, which provided fast and secure encryption of file
content. The anonymous communication was enabled by the onion routing protocol (Tor),
while Bitcoin gave secure and untraceable crypto-cash transactions.

Recent versions of CTB-Locker can take over multiple platforms, target network shares and
removable media, and develop far-reaching technological strategies, thus reducing network
effectiveness and the success of hard-disk backups. These fresh threats may not be the main
source of security irritation for larger corporate organizations as they usually apply
complex anti-malware security solutions, but they can endanger smaller business systems,
which do not usually invest significant resources into strong backup and protection
systems.

Some authors (Kharraz et al, 2015, via Hampton, Zubair, and Baig) comfortably suggest that
digital extortion is not the scarecrow it is usually presented and covered in the media as.
Most ransomware types have flaws that can be stopped by anti-malware efforts of
professionals. Then again, it is not recommended to undervalue ransomware as something
of an impermanent value. Case history and research have shown that ransomware develops
along its polarity-security-and quickly adapts to defensive strategies. What may work as a
protective measure at the moment may be inefficient in due course.

Cybercriminals diligently work toward developing ransomware strategies for substantially
large corporations, where the financial profits obtained from a ransom can undermine a
business to the root. Security specialists must analyze trends to predict future development
and preempt ransomware threats before they arise and attack vulnerable end-users.

Over the past decade, diversified variants of ransomware have spread from Russia to the
rest of Europe and North America and are increasingly overtaking the global scene. The
worth of examining practical history lessons to accelerate current anti-malware trends is self
evident.
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Types of digital extortion
To state that the creative ways of digital extortion have been rewarding and profitable for
cybercriminals severely distorts the truth. The persistent and innovative methods of finding
flaws in individuals' and businesses' security used by offenders are a great incarnation of
the good old saying "Where there is a will, there is a way"-or, in this case, ways. In this section,
we'll explore the leading types of digital extortion that are becoming significantly vital for
business organizations.

Distributed denial of service (DDoS) attacks
Unlike a denial of service (DoS) attack, which uses one computer and one Internet
connection to flood a targeted server, a distributed denial of service (DDoS) attack is
launched from different computer locations and using many Internet connections in a
synchronized manner. DDoS attacks flood a targeted server or network resource with
requests or packets of information. In this way, the server becomes unusable, and the attack
can even crash the network.

In a DDoS attack, cybercriminals act by searching for weak spots in a chosen computer
system and turning the computer into the DDoS master. By using this master computer, the
hacker searches for other compromised systems to spread the infection. There are several
ways in which a hacker can perform a DDoS attack. One way to launch a DDoS is by
flooding the network in order to obstruct legitimate traffic. Other variants are performed by
way of disrupting system connections to prevent service access or by disrupting the state of
information.

The first victim with a compromised computer is not the only target. Instead, all
compromised systems are victims of a DDoS attack. The initial targeted compromised
computer system is called a zombie or bot. The additional set of compromised computers is
named a zombie army or a botnet. Attackers work by loading a number of cracking tools on
the compromised computer network, which can occasionally include thousands of
computer units, and by sending a single command, the botnets load flood attacks toward
the target and cause a denial of service.

Although there are no absolutely bulletproof ways to guard against targeted DDoS attacks,
there are certain actions that can reduce the tendency of a computer to become the initial
compromised system and thus target and collect a zombie army across the network.
Normally, you need regular maintenance of antivirus software and firewall installations
and you need to keep up with good spam-reduction e-mail practices.
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It is not always as straightforward and as smooth-sailing to identify a DDoS attack.
Disruption to services can often be a result of technical problems or system maintenance,
but there are specific DDoS indicators (McDowell, 2016) including:

Unusually poor network performance
Unavailability of a specific website
Inability to view any website
Dramatic growth in spam amount

The usual response to a DDoS attack is a tough job and needs to be executed by skilled
security experts.

Taxonomy of DDoS attacks
Patrikakis, Masikos, and Zouraraki (2004) state that a DDoS attack takes place "when many
compromised machines infected by the malicious code act simultaneously and are coordinated under
the control of a single attacker in order to break into the victim's system, exhaust its resources, and
force it to deny service to its customers."

The authors classify DDoS attacks into two main categories:

Typical DDoS attacks
Distributed reflector DoS (DRDoS) attacks

Typical DDoS attacks
When the DDoS attack is classified as typical, the attacking army consists of master zombies
and slave zombies. Both zombie types are located on the compromised computers that have
been identified as vulnerable during the scanning attack and infected with malicious code.

There is a hierarchy of commands: while the hacker controls the master zombies, they take
command of their own slave zombies. Master zombies sneakily wait in hibernation for the
command from the attacker to arrive. Once it is there, they give instructions to the slave
zombies, who do the actual legwork and send large packets of useless data to the victim,
blocking and exhausting the victim resources, sometimes even to a point where the system
crashes.

In typical DDoS attacks, the hacker uses false IP addresses. The effect of the counterfeited
addresses is twofold: it hides the zombies' identity and prevents tracing the attacker, and it
prevents filtration of the malicious traffic.
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DRDoS attacks
There is an additional player included in DRDoS attacks. Apart from master zombies and
slave zombies, the attacker also employs a third army: reflectors. Reflectors are part of the
system as non-compromised machines, which work without being aware that they're 
performing the attack.

The process of launching a DRDoS attack is the same as that of launching a DDoS attack to
an extent. The hacker commands the army of master zombies, who then go on to command
their armies of slave zombies.

The difference between the processes is that the slave zombies are directed by the army of
masters to send a number of packets with the victim's IP address as the source IP address to
other uninfected machines-reflectors. Reflectors connect with the victim and send a larger
amount of traffic because they were upset to see that the victim was the host that asked for
it.

DRDoS attacks way more harmful than typical DDoS attacks. They coordinate a larger
network of machines and create a greater traffic volume, which results in a more distributed
attack.

Notable DDoS attacks
In the same article, Patrikakis, Masikos, and Zouraraki (2004) not only identify and classify
the types of DDoS attacks, but also refer to the most prominent DDoS attacks in the short
history of their existence in cyberspace as a means of digital extortion:

Apache2: This is the scenario in which a client asks for a service by sending a
request with many HTTP headers to an Apache web server. The server cannot
handle the large number of requests and subsequently crashes.
Address Resolution Protocol (ARP) poisoning: Getting access to the end-user's
LAN, the hacker provides fake MAC addresses for already familiar IP addresses,
diverting the host of the concrete LAN.
Back: Again, the back attack is executed when an Apache web server receives an
extensive number of requests containing forward slash characters in the URL and
therefore becomes incapable of processing the normal volume of standard
requests, resulting in denial of service.
Land: In this scenario, the attacker sends a TCP SYN packet with identical source
and destination IP addresses to the victim and, consequently, completely locks up
the victim's system.
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Mailbomb: The mailbomb attack has a conveniently chosen name. The
compromised mail server is flooded by a bounty of messages, which causes a
system crash.
SYN flood: A SYN flood attack happens at the onset of a TCP connection, during
the process of the three-way handshake, which consists of three separately
initiated connections working in a circular system. A normal TCP connection
functions without an additional load of useless information.

First, the client sends a TCP SYN packet to a server, requesting a new
connection. Then, the server responds by sending a SYN/ACK packet
back to the client and places the connection request in a queue. In the
end, the client acknowledges the SYN/ACK packet.

In the case of a flood attack, the situation is different: the attacker sends
a number of TCP SYN packets to the victim, imposing a double process
of both opening a lot of TCP connections and responding to them.
Hence, when this occurs, the attacker does not complete the final step in
the three-way handshake system. The result is a victim's queue
overburdened with half-open TCP connections, making it incapable of
accepting any new incoming connections.

Ping of death: The ping of death attacks by way of creating an oversized packet
data. A packet that contains more than 65,536 bytes is created by the attacker,
which is over the limit defined by the Internet Protocol. This overflowing packet
can harm the machine under attack in several ways, out of which crashing and
rebooting are most common.
Process table: In the moment of establishing a new TCP/IP connection, the
process table attack generates a new process each time, by abusing the features of
some networks services. The attacker tries to generate a massive number of
uncompleted connections to coerce the victim's system into generating a long
series of processes. The victim's machine fails to serve additional requests, since
the number of processes running on the system cannot be limitless.
Smurf attack: A "smurf" attack is based on Internet Control Message Protocol
(ICMP) echo-reply packets. Similar to ping floods, it is carried out by launching a
large number of ICMP packets that have the victim's IP address as the source
address.
SSH process table: By using a similar technique as in the standard process table
attacks, the SSH process table attack makes a number of connections to the victim
using the Secure SHell (SSH) protocol without completing the login process.
Hence, the daemon contacted by SSH on the victim's system starts as many SSH
processes, becoming exhausted to a crashing point.
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Syslogd: The syslogd attack is connected to Solaris 2.5 server. It works by
crashing the syslogd program on the server via a message sent from an invalid
source IP address.
TCP reset: In this attack, the malicious action starts by monitoring the
TCPconnection requests to the victim. The attacker looks for a TCPconnection
request sent to the victim, and then sends a false TCP RESET packet, so the victim
must stop the TCP connection.
Teardrop: The teardrop attack works through a process of fragmentation. On its
way from the source to the destination machine, the packet gets broken into
smaller pieces. In this way, a stream of offset field-overloaded IP fragments so
large is generated that in the end, it creates trouble for the destination host trying
to figure out the puzzle and reassemble the fragments. The result of a teardrop
attack is usually a system crash and reboot.
UDP storm: The User Datagram Protocol (UDP) storm attack scrambles a
network by creating a constant flow of useless loads via character generation. The
chargen (character generation) service creates a series of characters every time it
receives a UDP packet, while an echo service echoes the characters received. By
abusing both services, the attacker sends a misleading packet to another machine,
making it look as if it originated from the victim's machine. The process continues
by the echo services of the previous machine and the victim's machine working
constantly, with data being echoed back and forth between one victim's and the
subsequent victim's machines, thus creating endless useless streaming.

Data theft extortion
Data theft extortion is nothing new. It utilizes the same unscrupulous ancient criminal
tactics that relate to kidnapping people and asking for ransom money. The difference in this
case is that there are no people involved, at least not directly.

In data theft extortion, cybercriminals tend to harm people indirectly by holding hostage
data and files until a ransom is paid to obtain the data back.

Data theft has a large and convenient reach. It can aim at a small or medium-sized business
to collect valuable data and prevent the enterprise from running normal business. It can
target huge corporations as well as private and public companies that deal with a large
volume of critical data, and wreak massive havoc on people's privacy. No one is spared.
Police departments, hospitals, mobile operators, universities, and transport companies are
among the victims, and the threat comes from the inside as well as from the outside.
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According to www.techopedia.com, "data theft is the illegal transfer or storage of any information
that is confidential, personal, or financial in nature, including passwords, software code, or
algorithms, proprietary process-oriented information, or technologies. Data theft extortion, on the
other hand, retains the additional extortion component."

While data by itself holds precious value for the victim and may be sold on the black market
or held in the possession of the criminal without necessary force applied, the extortion
perpetuates the element of force. For example, medical records can be stolen by application
of an unauthorized malware attack. Medical records contain numerous sub-records, such as
banking details, private medical histories, social security numbers, home addresses, and
payment receipts.

Such records hold double value, both for the victims and for the hospitals, which can suffer
additional financial shocks working in multiple ways, not only in terms of lost patients, but
also by way of damage and insurance claims, lawsuits, and, regrettably, lives. Such
instances are rare, though, as cybercriminals' primary target is financial gain and not major
collective terror. Hackers abstain from drawing too much unnecessary attention to them
because under increased visibility, attacks can go wrong and the extortion "deal" could go
askew. Data theft extortion is a severe breach of security and privacy, with detrimental
consequences for individuals and businesses.

The usual way cybercriminals perform data theft extortion is by malware attacks. By
applying unauthorized malicious software, offenders steal or restrict data access in order to
extort ransom payment. Once the payment is complete, the data is restored. It is essential to
emphasize that malware is not the only intrusion technique used in data theft, but it is the
critical one for data theft extortion. Alternatively, data theft can be performed by various
other methods. USB drives and portable hard drives are convenient and cheap methods for
the thumb-sucking technique. On the other hand, memory cards and personal digital
assistants are the favorable means for pod slurping. E-mail transmission, printing, or
remote sharing are also used for illegal data transfer.

Preventing data theft extortion
In the end, there is a system of measures that can be applied to guard against data theft,
such as a secure data management system that prevents illegal access to files, periodic
reviews of risky systems and devices, restricted network usage, laptop lockdown, and
biometric security measures. The most effective way to prevent malware attacks and data
theft extortion is by encryption of confidential, sensitive, or personal information and by the
use of anti-malware software.

http://www.techopedia.com
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Mobile extortion
While initial cyberattacks were launched against computers using the Windows OSes, it is
no wonder that Android and iOS users are becoming a progressively popular target. There
are several factors that make mobile devices excellent points of attack: the constant reliance
on them of users in personal and business life, the privacy and the individual ownership of
such devices, and the widespread availability of numerous applications flourishing on the
free software market.

Android
The largest percent of mobile cyber threats happens on mobile devices operating on
Android software. This comes as no surprise, seeing that Android is the most popular
software platform for mobile devices: 79 percent of the user mobile devices use Android.
The fact that it works as an open-source Linux-based operating system on Google Play,
where any mobile developer can submit an application, just adds to Android's susceptibility
to attracting malware.

Highly sensitive data such as private SMS messages, private and business contacts, and
calendar data can leak and endanger user privacy. Moreover, data from GPS sensors can be
exploited to track and monitor the user. Mobile devices are also at great risk of malware
attacks, such as viruses and Trojan worms.

Google Android Security Annual 2015 Report states that the company
implemented user protection by checking and scanning several hundred
million devices per day and 6 billion installed applications each day. The
report discovered a drop in malware threats from the previous year,
which is presumably due to the monthly security updates undertaken by
Google, completed by removing potential vulnerabilities in the system.
The biggest threat for Android users, according to the report, is the
installation of potentially harmful applications (PHA).

Threats to mobile safety often arise out of convenience. It is the classical catch of the "terms
and conditions" scenario because a user rarely reads all that is stipulated under the T&A
guidelines. In a similar way, users download various applications without checking
credentials. Cybercriminals do not need an invitation to exploit users' oversight and cash it
in creative ways. Another relevant convenience reason is the massive presence of third-
party applications misguiding users into downloading malware loaded software.
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Notable Android ransomware cases

Recent threats involve several fake versions of the ultra-popular Pokemon Go game. One of
the fake versions worked by installing a remote-access Trojan on Android mobiles and the
other featured a fake lockscreen application called Pokemon Go Ultimate. The app actually
forces the user to reboot the device and then starts working in the background, clicking on
pornography ads without the user's knowledge.

The rise of mobile malware to the level of ransomware goes in parallel with the increased
popularity of digital extortion. The Android-based Trojan Marcher was first put on the
market in 2013 as a phishing malware designed to target customers of major banks in the
UK and steal banking credentials. At the start, the Trojan worked as malware-as-a-service
by putting up a fake payment screen. Alternative variants for mobile device threats
surfaced as spyware made to intercept and send messages and make phone calls without
the user's knowledge.

Recent Trojan variants emerged via apparently legitimate apps, such as Adobe Flash Player,
as malware capable of locking the device in a way similar to classic ransomware. Although
initially launched in Russia, this Trojan quickly took over at least 40,000 Android mobiles
from European countries. The malware monitors banking applications launched by the
user, downloads a phishing form from its C&C server, and puts it on top of the running
application. The stolen information is exploited by the cybercriminals to steal money from
the user's bank account.

The larger the mobile market, the larger the threat, as a recent research paper report
completed by Trend Micro (Gu, 2014) about the Chinese market demonstrated.
Smartphones are an excellent means for criminal activities in the real world and in
cyberspace, exploited both in overall cybercrime and in the world of digital extortion.
Cybercriminals not only find ways to abuse mobile devices directly, but also indirectly: the
appropriateness of the devices makes it super-efficient for the latest developments in
extortion-sextortion, a toxic form of digital blackmail where cybercriminals attack user's
sexual intimacy and privacy by threatening to expose private images or videos unless a
ransom is paid in exchange for the sensitive material.

iOS
As ransomware is becoming an increasingly vilifying phenomenon for cybersecurity, no
operating platform is spared. While classic ransomware scenarios include hacking the user
account by encryption or screen locking until the ransom in demand is paid (usually via
cryptocurrency such as Bitcoin), notable ransomware cases that have targeted iOS devices
are considerably different.
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The iOS platform is almost taken for granted in terms of security due to its "walled garden"
attribute. This fact has given users the idea that Apple devices are safe from malware
threats. While it is true that there are more threats concerning Android platform users, past
incidents confirm that the iOS software is not 100% free from security and privacy risks.
Kaspersky Labs (2014) reports an increase in the OS X malware threat since 2003, with a
recent dramatic rise of 3,600%. It is not wrong to assume that this figure is partially affected
by the growing number of iOS devices in use by individuals and businesses, which, though
it may comprise a smaller proportion of the mobile device market's users, are still those
more inclined to purchase new devices and related applications. This by default makes
them a fortuitous target.

Notable iOS ransomware cases

iOS users manage their accounts via iCloud. Notable cases of iOS-based ransomware
include cybercriminals hacking iCloud accounts and thus gaining access to the connected
devices. The compromising attacks date back to February 2016, in which over 40 million
devices were infected with the malicious software, locking the user out of the phone by
taking over their iCloud accounts.

When hackers took over the account, they changed the existing password
and immediately locked the iOS devices in the individual's possession via
the "Find My iPhone" phone-lock feature. Additionally, they sent the
ransom message through the same feature and, using the element of panic,
tricked people into thinking that they must pay $50 to get access to the
compromised devices.

In practice, attacked iPhone users saw a specific lock screen on their iOS-based devices,
which, instead of the standard swipe-to-unlock slider, notified that the account had been
compromised. The actual alert stated that the device had been locked and that it would be
unlocked once the $50 ransom money was paid in return. The text was followed by a an e-
mail address, helpappledevice@gmail.com. Although the threat could easily be overcome by
unlocking the device with a passcode and indicating that the true owner is in possession of
the device, some users fell prey to the scare tactics and paid the $50 amount.

Still, it is key to remember that the threat of having the data on the iPhone or iPad deleted is
real, as hackers who are in administrative possession of the devices can always wipe the
data. An additional protective measure that works in the scenario is changing the password
on the iCloud account, thus blocking the hackers from access to the device.
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Sextortion
When they want to make profit, cybercriminals work in cunning ways, and nothing can
stop them in harming sensitive human values.

Sexual extortion, or sextortion, is a crime in which the hackers steal private
images or videos from a person's computer, phone, or webcam feed and
threaten to distribute them online unless the victim pays the money
requested.

Hackers can use various tactics to get to the digital media. For example, a person close to
the victim, perhaps an ex-partner, shares the pics with a third party. In another scenario, the
victim could be cajoled or pressured to deliver the photos personally. Alternatively, hackers
could breach the victim's online account and steal personal photos or gain remote control
over the victim's computer by infecting it with a remote access Trojan.

The impact of sextortion to victims is devastating. There are Interpol reports of severe
consequences from around the world, with victims committing suicide or other types of
serious self-harming behavior. Considering the nature of the crime, exact figures cannot be
given as victims often choose to avoid reporting and tackle the matter on their own,
normally by submitting to the will of the extortionists and paying the ransom. When minors
are victims, the atrocious manipulation can be stronger and even more dangerous.

Due to the tragic consequences and public coverage, the case of a 15-year-
old Canadian, Amanda Todd, depicts the devastating impact of sextortion
executed on minors, particularly when they belong to a vunerabale
category. Following a shocking series of cyberbullying behavior that
ended in her naked pictures being exposed online and the perpetrator
sextorting her for sexual favors afterward, she took her life in 2012, when
she was just fifteen. Amanda was later named The Girl Who Woke Up the
World as her case raised spectacular public attention and outrage.

The cost for children may not be money, but something far more valuable. The US
Department of Justice's National Strategy for Child Exploitation Prevention and Interdiction
from 2016 presented survey results, claiming that 60 percent of the respondents indicated
an increase in sextortion behavior. Children not only suffer the abuse of the attack when it
happens, but also demonstrate later self-harming and depressive behavior, school dropouts,
and lower grades as well as suicides and suicide attempts.
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Undoubtedly, the easiest way to stay safe from such threats is to abstain from taking private
pictures or videos as there is no surefire way to guard privacy. However, this advice bears
fruit only occasionally. It is normal to anticipate that humans will not change their ways just
overnight, and hence reasonable to explore encryption as a protective mechanism and work
on raising awareness about the crime.

The perpetrators of this high-level blackmail frequently work in groups. Sextortion is an
organized crime business where criminals work in networks to target multiple victims in
one organized attack. The number of ways in which potential victims can be harmed is
limitless. Sometimes, sextortionists work from business centers organized in a similar way
to a call center and strike via websites, social media, dating applications, webcam hijacking,
or adult pornography sites. When the attack is launched on many potential victims at once,
the chances of making profits increase. It is worth noting that sextortion is not a new crime,
showing up for the first time in the digital world. The high exposure of online distributed
material and the ease of extortion conducted in the age of connectivity just helps it thrive in
exceptional new ways.

Sextortion techniques
A sextortion attack may be performed in a handful of ways. Often, criminals enter the story
as an attractive person who gains the victim's trust and creates videos or images of the
victim containing sexual actions or nudity. In the aftermath, the blackmailer threatens to
distribute the sensitive material either online or among the victim's close family and friends
unless the required ransom is paid.

Another unscrupulous way of sextortion happens when a child appears in the sex scenario
that has already occurred between the victim and the criminal. In this case, the victim gets a
warning that looks as if it comes from a law enforcement agency and says that he or she
must pay a certain amount of money or an investigation will be raised. Obviously, the
police never works in this way, but in the moment of emotional turmoil and panic, the
victim may succumb to the sextortinist's ways and pay the money to avoid embarrassment
or prosecution. In certain situations, victims are located via memberships on adult sites
where they have provided credit card information.
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There is no one common method to target victims. The only thing that connects all methods
is the existence of an organized crime group. They use the so-called scatter-shot
photography technique, which enhances the range of victims that can be targeted. Interpol
confirms that they often work in advanced ways by recruiting agents and providing
bonuses for the best performers. Sextortion presents low-risk, high-gain business due to the
victim's reluctance to report the crime. Criminals are aware of this and measure the ransom
amount to a level that can be paid by an average victim without reporting the sextortion to
the police. On the other hand, although the average ransom amount for sextortion is $500,
there are cases with amounts as high as tens of millions of dollars.

The environment conducive for extortion of this kind is created upon communication and
trust. Social networks pose a particular threat as they contribute to helping criminals imitate
a genuine social networking contact. Interpol reports that organized crime groups working
with sextortion mostly target countries where the victims' first language is English, such as
the UK, USA, Australia, Singapore, Hong Kong, Indonesia, and Malaysia. The crime is also
present in French-speaking Africa, targeting France. Cases of sextortion in the Far East
target countries such as Japan, South Korea, and the Philippines, exploiting the weight of
the humiliation that comes from the local cultural norms and values.

Bug poaching
To understand the nature of bug poaching, we borrowed a metaphor used by IBM Security
that illustrates the distinct nature of bug poaching, a particular cybercrime scenario in
which criminals attack the victim's sense of security. The metaphor describes bug poaching
as similar to a home burglary, when criminals get into your home and steal nothing but
only take pictures of your personal stuff and later send a notice in which they demand a
payout to disclose the secret of how they got in your house in the first place. The notice does
not include a threat of a future burglary, but only a notion of your home's vulnerabilities.
Bug poaching happens when hackers do the same with your business-sensitive data, just
not in your home but on your corporate data network. Bug poachers actually deliberately
hunt for vulnerabilities in the data system and demand large sums of money to disclose the
flaws to the victim.

Bug poachers claim to act with good intentions because they expose system vulnerabilities,
but the argument is erroneous and it does not paint the real picture of the nature of bug
poaching.
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Cybercriminals start the process by finding flaws on the victim's website. IBM Security data
postulates SQL injection as the key attack technique used in bug poaching. The assumption
is that attackers use off-the-shelf penetration testing tools to find flaws. When they find and
collect sensitive or personal data and information, they store it on a cloud storage service.
Once this step is complete, the victim organization gets an e-mail with a link to the stored
cloud data to prove that the corporation's network has been penetrated and that the data
was stolen. Finally, the hackers ask for the ransom money to be sent via wire transfer in
exchange for information about the flaws in the system that enabled the data theft.
Although the attackers claim that the data is kept safe and do not threaten to disclose it to
the public, the reasoning behind the tactics is dubious. The victim has no guarantee that the
used cloud storage is safe or that the attacker will not leak the data after all.

Certain professionals argue that if the organization pays the ransom, it can still obtain the
value of the discovered vulnerabilities. However, this is a foolish plan in several ways. First,
the attacker may decide not to deliver the information about the vulnerabilities, regardless
of the promise and the payment. In addition, there is no guarantee that the first bug-
poaching attack will be the last one. By paying the ransom, the victim is actually
encouraging cybercrime and creating convenient alleys for future extortion. Undoubtedly,
the best way forward is the way backward, by applying strong intrusion-protection
mechanisms such as regular vulnerability scans, penetration testing, and web firewalls.
Although bug poaching seems less malevolent than the other data extortion attacks,
businesses should certainly treat it as seriously and guard against it with strong defense
strategies.

Corporate extortion
A specific variant of cybercrime involving ransomware is corporate extortion, targeting
large businesses with threats of harming their reputation with negative online reviews,
complaints to relevant business authorities, harassing telephone calls, or wrongful
deliveries.

A notable case of this kind is the 2014 Domino's pizza data theft extortion,
in which the hacker group Rex Mundi accessed 592,000 French customer
records and 50,000 Belgian customer records, threatening to publish the
data unless they got the Euros 30,000 ransom amount.



Introduction to Cyber Extortion

[ 35 ]

Unquestionably, if a case is classified as corporate extortion, it does not automatically
exclude characteristics of other types of cybercrime. Hackers usually target customers'
sensitive data, such as credit card details or social security numbers, and threaten to sell the
records on the black market. Although certain cybercriminals contact customers directly,
the primary target of the extortion attack in this case are large corporations or public and
private organizations.

Ransomware
In 1996, Adam Young and Moti Yung became the pioneers of the first ransomware sprouts
implemented on an academic level at Columbia University.

This first secure attack was based on the processes of cryptoviral extortion, zeroization, and
hybrid encryption, and incorporated a lab demonstration emulating the basics of a real-life
scenario that includes a pair of keys.

Almost a decade later, Young and Yung authored the book Malicious Cryptography: Exposing
Cryptovirology (John Wiley & Sons, 2004) with the aim of illustrating how malicious code
works once it enters a computer system. In the foreword, the authors point out that the
book can serve in two ways, as a vade mecum for cybercriminals and as a critical warning
for security professionals.

Their ominous words fall nothing short of the true nature and practice of ransomware:

"Ransomware actually works by encrypting your files. It holds your computer hostage and doesn't
let you access anything else except for the channel of communication with the extortionists."

While many types of malware are just quietly sitting in the background while you are
totally unaware that your computer or mobile device is infected, ransomware will not be so
silent. Usually, you get a perfidious flashy message demanding that you pay a certain
amount of money or Bitcoins in exchange for the unlocking code.

Ransom amounts are not exactly pocket money and can range from a few hundred to
several thousand dollars. The snarky way extortion works is nothing different in the digital
world than the real world. Once a blackmail attack is over, it does not mean that it will not
happen again. Next time, the ransom may increase. Malware intrusion powers grow and
can surpass antivirus protection levels on your computer.

New ransomware strides along and develops in sync with anti-malware software. Current
popular versions are crypto ransomware and CryptoLocker.
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Ransomware - crypto
Crypto ransomware locks files and data by injecting malware code into the user-end
systems, usually searching for files and data with extensions such as FLV, PDF, RTF, MP3,
MP4, PPT, CPP, ASM, CHM, TXT, DOC, XLS, JPG, CGI, KEY, MDB, and PGP.

Crypto ransomware or data lockers search silently in the background until they target a file,
while the regular OS and applications work normally so that no suspicion is raised at the
end of the oblivious receiver. The malware then encrypts the file and the end user data
while completely choking system functionality. Until the demanded ransom is paid and a
decryption key is obtained in exchange, there is no way for the user to get access to the files.

Ransomware - locker
Locker ransomware blocks access to computers or mobile devices by locking the keyboard
or the mouse. By flashing a screen notice, the malware allows limited functionality of the
mouse or the numerical keys, only to enable typing the ransom amount when the user gets
normal access to the data restored. The "good" thing about lockerware is that unlike data
locker malware, it keeps the system in its original operating mode and the files intact.

Ransomware propogation techniques
There are many ways in which a computer can become infected by ransomware. A device
can get infected by clicking on a compromised website. CryptoLocker malware works using
an infected e-mail attachment. Other types work as malvertising, by browsing a page or
clicking on an ad with malicious content. Additionally, outdated software carries additional
risks as many variants seek to target vulnerabilities in older software versions.

In their report, Ransomware: A Rising Threat in a New Age Digital Extortion (2015), Bhardwaj,
Avasthi, Sastry, and Subrahmanyam pinpoint the key methods of ransomware propagation
as well as protection techniques by describing the usual actions performed by the harmful
software when injected by criminals.
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Traffic redirection
Traffic redirection is a classic click-and-bait technique by which the user gets redirected to a
malicious server. The attacker tricks the victim by offering free application upgrades or 
games to download that carry the infection. The malicious site then uses the downloaded
applications or games to install itself while examining and attacking vulnerabilities in the
operating system of the victim.

E-mail attachments
E-mail is undoubtedly the best known traditional method of trapping users to access
malicious content. By clicking on a link from a website containing malware or opening an e-
mail attachment sent from the adversary, the malware takes control of the user system,
usually the installed e-mail server. Incoming malicious e-mails are disguised as authentic
messages from relevant friends and public companies. A common occurrence is to receive
an e-mail from a public authority, such as a tax or utility company, that contains malicious
software in the e-mail attachment.

Botnets
Botnets work in two steps. They do not contain malicious code right from the start.

They sneak around in the user system. Botnets are downloaded as legitimate1.
applications or games and function regularly.
Then, they download the malicious software.2.

Social engineering
Certain types of malware can spread and infect other user systems by targeting the user's
Outlook address book or phone contact list and by sending an infected e-mail or SMS.
Social engineering is dangerously contagious as the ransomware comes from a legitimate
source well known for the end user, who usually accepts it without giving a second
thought.
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Ransomware-as-a-Service (RaaS)
The infamous Jigsaw and Stampado malware belong to the Ransomware-as-a-Service
(RaaS) category. Talented, experienced, and knowledgeable coders become cyber criminals
by selling malicious software on the dark web. In this way, literally anyone can buy a
malware package and demand ransom from victims, thus proliferating the mafia aspect of
cybercrime, where coders and amateurs work along to extort Bitcoins and earn illegal
profits from victims.

Evolution of ransomware
Prominent ransomware occurrences are about a decade old and were first seen in Russia. In
its earlier years, ransomware encrypted particular file types, such as DOC, XLS, JPG, ZIP,
PDF, and other commonly used file extensions. The next milestone took place between 2008
and 2009, when cybercriminals started applying fake antivirus programs, a disruptive
subcategory of misleading applications. In 2011 and 2012, perpetrators went from fake
antivirus tools to increasingly intruding extortion involving police ransomware and crypto
ransomware.

Statistics of ransomware evolution - misleading
applications give way to cryptoware
The popularity of specific ransomware variants has fluctuated over the last decade, but
nonetheless, all of them were more or less present as the years went by, Although in
different proportions.

More than half of the malware in the initial years originated from misleading applications,
while the remaining occasions were ruled by crypto-ransomware.

Over the next couple of years, misleading applications took almost the whole ransomware
market, with an occasional case of crypto-ransomware as well as a few examples of the
newly introduced fake antivirus software showing up here and there. The situation has
dramatically changed over the last couple of years, when cryptoware quickly grew to rule
the total number of ransomware cases.



Introduction to Cyber Extortion

[ 39 ]

SpySherriff
SpySheriff was a fake AV variant that was published via its own website and worked by
reporting false malware infections as real. The desktop background was replaced by an 
image with the blue screen of death reporting the ransomware message. When end users
tried to remove SpySheriff, they received a message that the fake malware will reinstall
itself.

Gpcoder
Trojan.Gpcoder reared its ugly head in Russia in May 2005. It implemented poor custom-
encryption techniques by applying symmetric encryption algorithms, which use the same
encryption and decryption keys.

Cryzip
A specific case from the subsequent year involved a ransomware version named
TROJ_CRYZIP.A. This malware zipped certain file types and overwrote the original files,
creating a text file that was actually the ransom note and asking for $300 in exchange for
retrieved files. Only password-protected ZIP files remained in the user's system.

Archiveus
Trojan.Archiveus accompanied Cryzip in 2006. Archiveus used password-protected
archive files, but did not ask for monetary compensation. In certain weird scenarios, the 
victim had to buy medication from designated pharmacy URLs via the Internet and submit
the order ID number to get the decryption key for the archived files.

Randsom.C
The first pure computer-locking malware pioneered as early as 2008, in the shape of
Trojan.Randsom.C. It worked by locking the computer, sending an illegitimate security
message, and asking the user to call a premium-rate telephone number in order to renew
the security software license.
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SMS ransomware
A 2011 variant of ransomware that used a premium telephone number as a means to extort
money from the infected computer end users was TROJ_RANSOM.QOWA. End users
could only see a repetitive ransomware page until they paid the ransom by dialing the
designated telephone number.

MBR ransomware
Another popular case from Russia is the master boot record (MBR) ransomware, which
attacked the MBR on an operating system and prevented its uploading. The malware works
by copying the original MBR and injecting malicious code in its place. The infection then
spreads by forced system restart, while a notification in Russian language is displayed on
the screen.

The rise of ransomware
Ransomware's advantages turned it into a profitable business model. By March 2012, the
infections started spreading across European countries and invaded North America.

The peculiarity of the new ransomware wave was that instead of a standard ransom
message, it threatened the users by displaying a notification page allegedly sent by their
respective law enforcement agency. The early variants of fraudulent law-enforcement
malware were known as Reveton and police ransomware.

A notable case from this period referred to a popular online French
confectionery business whose website, Laduree.fr, was compromised by
TROJ_RANSOM.BOV. The fact that the famous cake and pastry shop
was an unlikely target is an excellent reminder that anyone can become a
victim of a cyberattack.
The malware used waterhole tactics to spread infections across France and
Japan, where the company also had an online presence. The ransomware
message displayed a notice supposedly sent by the French police, called
Gendarmerie Nationale. The attack was performed by a blackhole exploit
kit, a type of malware that belongs to the same family previously used to
imitate other law enforcement agencies, such as the German
BundesPolizei.
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Police ransomware - Reveton
Reveton is an advanced police ransomware type that has the enhanced quality of imitating
national law-enforcement agencies by tracking the geographical location of the victim.
Police ransomware or Police Trojans are notorious for showing an alleged notification from
the local police informing the victims that they were busted while performing an illegal
online activity.

An in-depth analysis completed by Sancho and Hacquebord (2012)
discovered that Reveton identifies the applicable law enforcement agency
using the geographical location. Findings pointed to affected users in
Germany, Spain, France, Italy, Belgium, Great Britain, and Austria. In this
way, the Trojan achieves global impact. While you may be "persecuted" by
the FBI in the US, you will get a "notice" from the Gendarmerie Nationale
while in France.

Another distinct advantage of Reveton is that it applies another payment method than the
one used in earlier attacks. To retrieve and clean a system infected by Reveton, users must
pay a ransom through UKash, PaySafeCard, or MoneyPak-payment vouchers that can only
be purchased at newsstands, petrol stations, pharmacies, or special kiosks across Europe,
thus limiting traceability.

Later in 2012, new Reveton variants emerged: one used an alternative audio recording
technique made in the victim's mother tongue voicing the displayed extortion message,
while another used a fake digital signature and fake digital certificate.

Patched malware
Patched malware is a legitimate file modified with malicious code, either via addition or
injection. The advantage of legitimate file modification for cybercriminals stands in the file's
frequency of use: the more the file is used, the greater are the chances of execution of the
malicious code.
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Reemergence of crypto-ransomware
As of 2013, crypto-ransomware retook center stage. Unlike low-level social engineering,
crypto-ransomware is quote vocal about what it wants. Crypto-ransomware displays a clear
extortion message demanding ransom payment in exchange for the stolen data. Variants
from the new generation employed increased ransom amounts and promoted extortion to
an advanced business level. Usual payments average around US$300 per computer. If you
do the math for the impact of advanced-level crypto-ransomware in a business setting that
utilizes a large computer network with multiple connected machines, it is crystal clear that
perpetrators would love targeting large corporate businesses with crypto-ransomware.

CryptoLocker
The newest malware type from 2013 performed two malicious actions at the same time: it
encrypted the files and locked the system. In this way, the attacked parties had to pay the
ransom amount even when the malware was removed.

The ransomware variant, named CryptoLocker, displays a wallpaper warning to users. The
message alerts that unless the ransom is paid by clicking on a nominated link in the advised
time frame, CryptoLocker will destroy the decryption key. It was not only the access that
was compromised, but also the files. The files might be permanently lost if the decryption
key was not obtained in time. This perpetuated the sense of panic at the victim's end.

The CryptoLocker ransom notice specifies only RSA-2048 as the encryption method, but the
ransomware actually uses a combination of AES and RSA encryption. RSA is asymmetric-
key cryptography. By using a set of two keys-a public and a private key-RSA applies one
key to encrypt data and the other to decrypt the data. The public key is available to any
outside party, while the private is kept at the user's end. AES uses a system of symmetric
keys: the same key to encrypt and decrypt information. CryptoLocker encrypts files by AES.
Further, this key is encrypted with an RSA public key, and a private key is needed for
decryption.

TROJ_UPATRE
CryptoLocker infections were spread by spammed messages that had malicious
attachments of TROJ_UPATRE, a relatively small and simple malware family that
downloads a ZBOT variant, which then downloads the CryptoLocker malware.
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WORM_CRILOCK.A
WORM_CRILOCK.A emerged in 2013 and was characterized with improved proliferation
attributes. This type propagated via removable drives, a new routine not applicable to
previous CRILOCK variants, and impersonated a software activator present on peer-to-peer
file sharing sites.

Cryptorbit
Cryptorbit, or CryptoDefense, detected as TROJ_CRYPTRBIT.H, not only encrypts non-
binary files from the type database, such as web, MS Office, video, image, script, and text
files, but it also deletes backup files.

Cryptocurrency theft
Cryptocurrency theft was implemented into ransomware in 2014 as a new malware called
BitCrypt, which stole funds from cryptocurrency wallets.

There are two known variants of BitCrypt:

TROJ_CRIBIT.A: This is ransomware that adds the .bitcrypt extension to
encrypted files and displays a ransom note only in English.
TROJ_CRIBIT.B: This adds the .bitcrypt2 extension to the filename and
displays a ransom note in 10 languages.

The Angler exploit kit
The Angler exploit kit was a 2015 hit, and remains so because of its easy integration. It was
used in a series of malicious ad attacks committed through popular news and media
websites. Angler was introduced in the famous hacking campaigns Hacking Team and
Pawn Storm, and it remained functional by being constantly updated to include several
Flash exploits.

Ransomware in 2016 and beyond
In 2016, ransomware continues to stride forward, implementing additional sophisticated
features such as dynamic pricing, alternative payment gateways, and aggressive
consequences for non-paying victims: countdown timers and infections that spread over
networks and servers via new distribution methods. What follows are some of the
ransomware types released in 2016.
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Locky
Locky entered the ransomware scene in February 2016, becoming distinguished by its
unique distribution methods and affinity for attacking healthcare facilities. It was behind
the attack on the Methodist Hospital in Henderson, Kentucky, which was targeted in the
very same month and forced to work under an "internal state of emergency."

The first instance of Locky emerged as a macro in a Word document. It got
into user systems disguised as a legitimate invoice with an attachment that
contained the malicious macros with an e-mail subject saying ATTN:
Invoice J-98223146.

Locky is one of the most popular malware variants, steadily updated and showing up in
distinct versions. It inflicts damage by deleting shadow copies of local files so that they
cannot be used as backup. The other thing notable about Locky is that it renames key files,
adding the extension .locky. Files get both scrambled and renamed and can be restored to
the original version only when the perpetrators hand over the decryption key.

Petya
Petya followed in the footsteps of Locky in March 2016, making a detour from the typical e-
mail attachment malware infection as it was delivered via legitimate cloud storage services,
in this case, Dropbox. Attacked users received an e-mail that looked like a job application
with a link to the applicant's Dropbox, supposedly to get access and download the
applicant's resume. Petya works by overwriting the MBR with the purpose to lock users
out.

Keeping in mind the exponential growth of cloud storage for commercial purposes, the
Petya menace has excellent chances of staying alive as a lucrative business solution for
cybercriminals.

Cerber
Cerber ransomware delivered a particularly irritating voice message stating "Attention!
Attention! Attention! Your documents, photos, databases and other important files have
been encrypted!" It was also known for its wide reach: it potentially endangered the
computers of millions Microsoft Office 365 users.
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This malware lets distributors modify its components, making it adequate for sale on the
dark web. The only way to decrypt the encrypted files is by getting the Cerber Decryptor, a
key worth 1.24 Bitcoin, or between US$500 and US$800. The payment must be paid via Tor
within the first week; the amount doubles every week.

After encrypting the victim's files, Cerber ransomware creates TXT, HTML, and VBS files
titled Decrypt my Files, which are then delivered in folders with encrypted files with
instructions on how to pay the ransom.

Samsam
Rather than the typical way of installing via malicious URL links or spammed e-mail
messages, Samsam ransomware gets to work when the unpatched server vulnerabilities are
investigated and abused to compromise other machines.

Jigsaw
If you have seen the violent thriller Saw, then you know the psychological dread caused by
Billy the Puppet and the popularity the franchise got to the horror-keen movie audience.
Jigsaw ransomware adopted the pressure scare tactics from the movie, accompanying them
with an innovative digital extortion technique.

The ransomware displays a screen message with an image of Billy the Puppet and a ransom
notice that works incrementally. In addition to the image and the notice, the locked screen
presents a countdown timer with a pressure tactic to frighten the victim by deleting certain
portions of the encrypted data as long as the ransom amount remains unpaid. The eerie red
clock counts down and can only be rebooted when the payment is complete. As time passes
by, files are deleted hourly. The initial ransom amount increases by the hour, too, with the
least possible sum to be paid being between $20 and $150 US.

Obviously, Jigsaw used a double-edged sword. Users had to avoid the potentially larger
damage of having a greater number of files deleted and had to keep from paying a larger
ransom amount. Jigsaw's specific feature was the inclusion of a chat support feature
installed to enable victims to get in touch with the extortionists.
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Is ransomware financially viable?
It is beyond any doubt that cybercriminals are no longer happy with recognition and glory,
but diligently work to compensate their extortion gifts. Nowhere is this more evident than
in organized cybercrime related to information obtained from digital extortion.

While it is obvious that cybercriminals work for profit, for someone who does not have a lot
of contact with data value, the connection between a set of data and financial worth remains
vague and on the level of general knowledge, obscure media coverage, or plain
assumptions.

Although many ransomware instances are not made for the purpose of data resale, there are
many whose primary aim is not only to extort ransom, but to sell the valuable personal and
sensitive records for monetary compensation on the black market. In a way similar to
standard markets, the black market has tailor-made prices for data obtained from
cybercrime.

While the value from the AIDS Trojan in 1998 may have been intrinsic for the distorted
ethics of Dr. Josef Popp, he still put a price tag to it. Recent ransomware incidents demand
victims to pay between $21 and $700 US. The average amount calculated from this range
would be about $300, which comes close to the 1989 Trojan price tag when inflation over the
3 decades had been taken into account. To make a straightforward call about why the price
tag attached to single-user incidents has changed so little, we would have to dive deeper
into the motives of the perpetrators.

An obvious assumption to make is that cybercriminals decide to levitate the ransom
amounts within the scope of victim's capabilities. A key factor in play may be the type of
the attack and the end user. The demand on businesses is undoubtedly more aggressive
than ones on individuals. In the end, law enforcement is critical. Not all instances of
cybercrime are reported, fewer are prosecuted, and fewer still are sentenced. When
cybercriminals evaluate that the scope of the crime is not relevant enough to initiate a
criminal prosecution, they expect that the victim will be left to his or her own devices to
combat the threat. Under the circumstances, unless the attacked party is a computer
security expert, there is not much left to do but pay the ransom price. When the price is
assessed to match the victim's payment capacity, extortionists are in for a definite deal to
earn some money.
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Dynamic pricing of ransomware
Assailing  many victims on a global level is much easier when the ransom price a user has
to pay is adjusted to the individual budget. When the attacked person is actually in the
position to collect the ransom amount in a simple way, the payment is way more viable.
Why bother with reporting the crime when the actual payment costs less time, anxiety, and
even money?

Across countries
It is evident that the $300 average price of ransomware will not be the same burden for a US
citizen and for one coming from a less developed country. To be able to use the same
ransomware sample worldwide, cybercriminals must adapt the currency value to the local
purchasing power. This trait has been noted in Cryptowall or Trojan. Cryptodefense, which
applies the dynamic geographical pricing model.

Across targeted victims
Attacks on businesses and public organizations are taking a vital part in the total
ransomware incidents in 2016 and are growing in time.

It is not uncommon for attackers to demand another ransom amount from a business user
than from an individual. Data is value; data is money. Cybercriminals know these facts.
They are particularly aware of the data cost for businesses especially when sensitive data is
concerned. The value here is not only monetary or material. Attacks on multiple sensitive
personal or business records may potentially impact other factors such as business
reputation and may undermine authority, costing the organization additional sums from
lost contracts, lawsuits, or claims.

Reported cases of ransoms for business attacks range from several hundred to several
thousand dollars. The ransom amount is only a portion of the cost. These sums do not
include the auxiliary costs, which are second-level only by nature and almost never by size.
Certain data encryption attacks targeting businesses demand ransoms as high as $50,000
US. The average amount rounds up to $10,000 as an optimal value, which is likely to be
paid by businesses and not attract prosecution by law enforcement agencies.

History of payment methods
Payment methods evolved along with ransomware evolution, increased reliance on
electronic payment, and the rise of modern electronic currencies.
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The pioneering AIDS crypto-ransomware Trojan from 1989 demanded a check payment
that needed to be sent to a post office box in Panama.

By 2009, and the emergence of the Trojan.Ransomlock ransomware variant, cybercriminals
introduced money wire transfers, sending premium-number text messages and using
premium-rate calls.

When payment vouchers came out, extortionists started using payment voucher systems
issued locally on a national level, such as the international Paysafecard and MoneyPak, the
United Kingdom-based UKash, CashU, which is available in the Middle East in Northern
Africa, and the Ukrainian MoneXy.

Bitcoin - the ideal ransom method
The majority of attackers today demand payment by way of Bitcoin cryptocurrency. Some
use alternative cryptocurrencies, such as Litecoin [LTC] and Dogecoin [DOGE] since they
provide anonymity and thus make it simple for the cybercriminals to legitimize the illegal
profits.

Bitcoins are increasingly available, both for the victims to purchase them as a means to pay
the ransom and for offenders to convert them into cash later when the ransom amount has
been delivered. Payments are made through sites hosted on the dark web accessed through
Tor, which makes law enforcement agents' work close to impossible when they work on
identifying the cybercriminals.

It seems logical that crypto-ransomware perpetrators would prefer to be paid by
cryptocurrency, while attackers using locker ransomware would use payment voucher
systems as the preferred method of payment. The rationale behind this distribution is the
different functionality of the two types of ransomware.

Locker ransomware acts by disabling computer access. In this case, common sense is to
assume that the victim would be left without means to actually go online and purchase
cryptocurrency. It would be much easier for the attacked to go to a kiosk, get a payment
voucher, and enter the payment code. On the other hand, crypto-ransomware does not
usually block computer access, and the victim can use the Internet to find and purchase
cryptocurrency. Moreover, threats that include crypto-ransomware help victims find
Bitcoins by sending links to Bitcoin purchase sites, payment instructions, and educational
videos about the nature of Bitcoin.
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Industries and services affected - is your
company under threat?
Leading security companies are tireless in their endeavors to stop cyber-attackers pass
businesses security defenses. A significant amount of work and resources have been
invested to analyze the market, learn lessons, and improve tactics as time goes by. The aim
is not only to analyze the past, but also to map the future. Prediction is key, and history
trends and statistics from real-life stories are invaluable to avoiding costly future mistakes.

In the 2015 IBM® X-Force® Cyber Security Intelligence Index Report, security specialists
estimated an average number of 16,856 attacks for a business per year. This means that each
business is targeted by cybercriminals around 46 times a day, or almost twice hourly. In the
avalanche, businesses usually get protected by the security defenses they have already put
in place. However, an average of 1.7 attacks per week still strike the target.

Numbers obtained from clients serviced by IBM Security Services in 2015 measure an
annual total number of 53 million security events. The definition of security events includes
cases "identified by correlation and analytics tools as malicious activity that is attempting to collect,
disrupt, deny, degrade or destroy information system resources - or the information itself."

The wording of the interpretation refers to actions of wider scope than those related to
digital extortion, a worthwhile fact that must be kept in mind when assessing the numbers,
scope, and diversity of cybercrime incidents.

In addition, the company reports a significant drop in attacks as reported by an average
client company-from 12,017 in 2014 to 1,157 in 2015. This does not mean that cybercriminals
went on holiday. Instead, it means that companies diligently worked towards optimizing
security policies by investing efforts into tackling security events that needed additional
research and investigation. On the other hand, the average client company serviced by IBM
was subject to 178 security incidents, which is 2.5 times more than the 109 experienced in
2014. The 64-percent rise involves cases worthy of further analysis by the corporation's
security experts.
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Top targeted industries
Although no business is spared, certain industries seem to rate high on cybercriminals'
priority lists. Financial institutions are no longer top rated. It seems that criminals stopped
milking the same cow as they envisaged additional value in service industries. IBM noted
that the healthcare industry topped the attack chart in 2015. Yet, there was no need to rely
on IBM's findings to get the picture: the media did not fail to give massive attention to
attacks executed on public health institutions. Manufacturing came second, just after
healthcare, while financial services, government, and transportation followed in order,
taking the last three positions in the top five endangered industries in 2015.

Healthcare
As of 2010, the top five healthcare security breaches, with the largest impact of over one
million compromised records took, place in the first half of 2015. A staggering number of
over 100 million healthcare records were compromised. Nothing sells as good on the black
market as private healthcare records. A hospital record contains not only the person's
medical history, but offers a full buffet of sensitive data that can be exploited in more ways
than one: credit card numbers, social security numbers, banking credentials, e-mail IDs, and
employment history. It is a life's worth of information. Medical records do not lose value
over time. Cybercriminals use this currency to spread infections by phishing attacks, data
fraud, and theft of medical histories.

Manufacturing
The manufacturing industry is firmly set on the second place, encompassing automotive,
electronics, textile, and pharmacy businesses. Although no large attacks took place in 2015,
the second position of manufacturing companies remained solid. A new significant trend is
the rise in attacks on automotive manufacturers, which accounted for 30 percent of the total
number of attacks, while chemical manufacturers followed closely behind. Security experts
disclosed that criminals can target smart vehicles using remote hacking. This exposed a new
threat that pushes the automotive industry up the list, considering the rise of smart
automotive vehicles and largely connected transportation systems. The nature of the
chemical and automotive businesses makes certain aspects horrifying, keeping in mind the
scope of human casualties that can be effected from a large-scale attack. However,
cybercriminals' motivation is predominantly financial, as they attack corporations not with
the intention of mass murder, but to obtain valuable data and lucrative sensitive
information.
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Financial services
When there is a tough new kid on the block, it is expected that the veteran drops a few
places on the rating scale. Due to healthcare and manufacturing taking over the first two
positions, financial services took position number three in 2015. Additional factors that
contributed to the drop are advanced security mechanisms developed by security
professionals for the industry as well as the industry's awareness, strain, and energy to
improve security. The danger from being a prime target in the previous period made its
impact, too.

The accessibility of payment methods and globally spread banking services whose main
purpose is customer convenience will keep the financial industry high on the list.
Consumers like to manage their assets in a quick and efficient way, and services such as
ATMs, credit cards, and mobile applications increase vulnerability.

Businesses, on the other hand, were subject to ransomware attacks of the Dyre Trojan and
Dridex Trojan types, which extorted millions of dollars from companies. Digital extortion in
the financial services industry skyrocketed to a level 80 percent higher than the previous
year.

Government agencies
IBM reports on several highly exposed security breaches targeting government bodies that
happened across the globe, in the US, Turkey, and Japan. The US scenario revealed millions
of employee records containing lifelong valuable data, such as social security numbers,
home addresses, and digitized fingerprints. When the national identity information of over
50 million Turkish citizens was leaked from government records, they were exposed to the
risk of identity theft, while the Japanese scenario involved a pension service that was
attacked in the classical way of having the victim open a malicious e-mail attachment.

Transportation
There are two ways by which transportation is targeted in cybercrime, and extortion is one.
All industry levels are under attack: airlines, buses, and subway and railway lines as well as
freight lines and ships that transport goods all around the world. On occasion, the intention
of the cybercriminals includes political reasons, when cyberattacks aim at blocking the
transportation process by producing major chaos. As a rule, though, financial profit is the
leading motivation behind malicious code and DoS attacks.
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Ransomware statistics - malware variants and affected
devices
Similar to related ransomware statistics, numbers about devices are relative. A full picture
of ransomware impact by type and device would take in-depth investigation of computer
and security companies on a global level, a task that requires prolonged effort over time
and evaluation of longitudinal studies. However, as the research topic is new and
distributed, in the absence of complete general statistics, we must rely on ardent research
attempts made by isolated concerned parties. Generally, respectable security companies
undertake efforts to explore the market in order to improve services and retain customers.

In the McAfee Labs Threats Report from March 2016, Intel Security investigated ransomware
statistics for the cases reported to the company by generating comparison charts for the
number of ransomware variants in the last two quarters of 2015. Intel security specialists
compared malware samples, mobile malware, incidents of new macOS malware, rootkit
malware, ransomware, macro malware, new suspect URLs, new phishing URLs, and new
spam URLs as well as global spam and e-mail volume.

While it is important to keep in mind that these numbers reflect only a portion of the reality
as they come from a limited source and for a short period and thus cannot be generalized, it
is also worth mentioning that the security industry is still working on conceptualizing and
measuring cybercrime, and any findings gathered on the way are relevant for statistical as
well as heuristic purposes.

Total malware
After a trend of going down during the first three quarters, the number of total new
malware samples started climbing again in the last quarter of 2015. This increase has been
partially instigated by the number of new mobile threats, which has risen to 2.3 million, a
million more than in Q3.
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Mobile malware
A 72% increase in new mobile malware samples was noted in the last quarter of 2015. Intel
Security assigned the rise to Google's monthly Android update from August 2015 and the
subsequent action taken by malware creators to follow up the change with sophisticated
malware variants. The increase was unevenly distributed across geographical locations,
with Africa-based client companies measuring an increase of 13%, Asian-based clients
following closely with 10%, whereas South and North American clients were on the third
and fourth place, with an increase of 9% and 6% respectively. Europe and Australia were
least affected, with an increase of just 4%. It is critical to read these findings in view of the
parallel results measured by Intel Security reflecting the percentage of mobile customers
reporting detections, which dropped from a quarter average of 16% in 2014 to a quarter
average of 7% in 2015.

Rootkit malware
2015 marked a severe drop in the number of new rootkit malware samples. Intel Security
reported the finding as a continuation to a similar trend, initiated by ongoing user adoption
of 64-bit Intel processors and 64-bit Windows. The respective technologies have built-in
features such as Kernel Patch Protection and Secure Boot, which work together to guard
from rootkit malware.

The macOS malware
Intel analyzed new macOS malware samples, which were reportedly dominated by just a
few malware families. The macOS malware had a significant average quarterly increase of
around 18,000 new samples in 2015 compared to an average quarterly increase of just
around 1,500 samples in 2014.

Ransomware
A 26% increase in new ransomware samples was marked in the last quarter of 2015. McAfee
Labs justified the findings with the emergence of open source ransomware types, code such
as Hidden Tear or EDA2, and Ransomware-as-a-Service variants such as Ransom32 and
Encryptor as well as TeslaCrypt and CryptoWall 3. McAfee Labs concluded that
ransomware campaigns grow on the basis of high money-making potential and low chances
of arrest.
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Malicious signed binaries
McAfee Labs affirmed that the continuous decrease in the number of new signed binaries
might be due to two major arguments: businesses incorporating stronger hashing functions
and expiring or revoked older certificates, popular in the dark web. In addition, Smart
Screen technology was an extra trust test that complicated the signing of malicious binaries
for malware creators.

Macro malware
On the other hand, the number of total macro malware samples increased from around
220,000 reported in the last quarter of 2014 to approximately 410,000 reported in the last
quarter of 2015.

Worldwide botnet prevalence
In the same report, Intel Security proportioned global popular botnet types by disclosing
data for eight principal botnets: Wapome with 34% prevalence, Muieblackcat with 14%,
Sality with 9%, Darkness with 8%, Ramnit with 6%, China Chopper Webshell with 5%,
Maazben with 4%, and H-Worm with 3%. The other 18 percent belongs to other botnet
types.

Report results include the United States, Germany, Russia, the Netherlands, France, South
Korea, the United Kingdom, and Ukraine as the top eight countries hosting botnet control
servers. The US led the pack by hosting 32%, or almost a third, of the world's botnet servers.
The next third is distributed among the rest of the pack, where each country participates in
smaller chunks measuring from 3% to 5%, while the rest of the world makes up the
remaining third.

Network attacks
McAfee Labs calculated top network attacks by measuring browser, brute force, denial of
service, SSL, scan, DNS, and backdoor attacks and found out that browser attacks are
securely positioned at first place with 36% of the total number, while brute force and denial
of service attacks occupy the second and third positions, with 19% and 16% respectively.
SSL attacks follow closely with 11%, while the remaining types of network attacks
participate in relatively smaller amounts.
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Summary
From today's perspective, it seems as if ransomware has always existed. This is certainly not
the case, as we have seen in this introductory chapter. We started the introduction by
exploring the birth and concept of cybercrime and the challenges law enforcement,
academia, and security professionals face when combating its threatening behavior. We also
explored the impact of cybercrime by numbers on varied geographical regions, industries,
and devices.

We learned that the area of digital extortion is still vastly under regulated and thus highly
appropriate for exploitation. It is certain that the evolution of ransomware we have
discussed in numbers, malware variants, encryption techniques, and targeted victims, has
no intention of stopping. We became familiar with the varied means used by cybercriminals
who work in organized groups, their motives, and the financial gains behind digital
extortion.

Additionally, we analyzed basic aspects of notable ransomware cases through history, thus
getting an idea of current, pertinent threats, locker ransomware, and crypto-ransomware.
Our vocabulary and general knowledge of cybersecurity was enriched by notions of
modern extortion crimes such as sextortion, bug poaching, and corporate extortion. We
confirmed the concern that mobile devices are not immune from the ransomware game.

In the end, we saw that businesses  are severely targeted, and we looked at the idea of a
proactive mitigating approach that needs to be at the forefront of an inquisitive chief
information officer. The focus is on predictive intelligence.

In the next chapter, we will learn about DDoS extortion and its different attack groups.



2
DDoS Extortion

A Distributed Denial of Service (DDoS) attack happens when attackers use a large
network of botnets to overpower another system's connection or processor, causing it to
refute service to the real traffic it's receiving. DDoS extortion is one of the most
revolutionizing extortion techniques that is becoming mainstream among cybercriminals.
This chapter covers all DDoS attacks that hold companies ransom by threatening to shut
down services, servers, or websites. This chapter will discuss who are targeted in these
attacks and why it is so hard to defend against these attacks. It will also cover some of the
recent scams and what trends we expect to see in 2017 and beyond.

In this chapter, we will learn about:

DDoS extortion
The science behind DDoS extortion attacks
Defending against DDoS attacks and extortions
Future trends

DDoS extortion - ransomware's older cousin
Cybercrimes, in general especially cyber extortion, in particular, is incrementing day by day
across the multitude of businesses and institution, both public and private. Similar to a
borderless organized crime, DoS, or DDoS, is a global phenomenon that is generally
complex and resource intensive in nature.

Ransomware has been receiving a lot of attention lately, but at the same time, its older
cousin - extortion by DDoS demands the attention due to a massive increase in its trend.
DDoS is one of the most weaponized methods for extortion and vandalism in the
cybercriminal's arsenal, causing damages worth millions of dollars to public and private
industries.
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These attacks can be previewed as the Achilles heel of an enterprise that is dependent on
the Internet and the impact of which could affect its finances and brand reputation to the
highest degree. Sometimes, it is also used as a cover for more menacing cybercrime activity
as the industry has seen with multiple ransomware campaigns.

DDoS attacks are certainly not something new running aloof in the wild, but certainly there
have been several new developments to it recently. For extortion, the use of Bitcoin as a
method of payment is going mainstream. Multiple industries have been victims to crude
extortion plots using DDoS attacks as punishment for not paying the ransom. Such attacks
target business information systems such as business portals, servers, and infrastructure
ecosystem and make it impossible for regular users to access them normally.

Usually, once an organization has resolved the issue in the phase of an attack, it doesn't face
repeated attacks. With extortion, the difference being that the attack may not stop until the
cybercriminals have been paid.

The impact of such attacks is getting complex and sophisticated every year with the attack
in itself getting bigger and targeted. While such assaults are on the rise, many companies
have been content to protect themselves with legacy perimeter security systems. Extortion
along with an attack on the target organization magnifies both the seriousness of the
situation and the potential for financial loss to the targeted organization.

As per the growing trends of DDoS extortion, it should be considered as one of the bigger
threats that can be chosen over other threats due to:

The type of target (industry or organization size, for example)
The attackers' toolset
Skill level (the depth of the criminal organization behind the attack), or the
relative ease of execution

DDoS attacks are not only targeted towards certain web portal or perimeter devices, but
they also frequently focus on exhausting the network itself. This includes all perimeter
devices, including but not restricted to, routers, firewalls (web application and traditional
firewalls), and servers have limited resources (in terms of overall throughput and capacity),
which can fail under multiple DDoS circumstances and heavy load.

Targeted attacks towards DNS servers and network infrastructure are being notified round
the clock 365 days a year across multiple Security Operation Centers (SOC).
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DDoS extortions and attacks, even though they are a growing threat across sectors
worldwide, they are also a weapon of mass destruction. Designed to evade detection by
today's advanced security solutions, these attacks can quickly put a targeted business out of
action, costing millions of dollars in lost productivity and revenue. Just by overwhelming
servers, network links, perimeter devices, and web applications with bogus traffic from
botnets across the globe, the attacks can paralyze the Internet systems.

Botnets today can be rented by the hour at a minimal cost, wherein even the cybercriminals
targeting a victim don't have to spend any money at all to launch a successful DDoS attack.
Open source tools such as Low Orbit Ion Cannon (LOIC) have been around for several
years and are free of cost. The inclusion of the Hivermind feature (Low Orbit Web Cannon
(LOWC)) expanded the popularity of this tool due to the fact that this capability allows for
creating a hive of thousands of participants to be mobilized to target a particular victim.
cybercriminals thus need only the URL of the target and they are a couple of clicks away
from accomplishing their task. These blends of activities are followed by a not-so-friendly
extortion e-mail that delivers an inexpensive DDoS extortion attack.

The trend of cybercriminals targeting small and large businesses to make their services
unavailable and asking for the ransom to prevent them causing DDoS attacks is going
mainstream. Since extorting organizations opens a major avenue to gain profit from DDoS
attacks, multiple groups of cybercriminals are in the midst to use the opportunity.
cybercriminals are also assisting multiple organizations to profit from DDoS attacks by
targeting DDoS attacks against their competitors. Recent attacks also show multiple DDoS
campaigns against crypto currency Bitcoin, eventually causing the exchange rates to drop
by more than 50% allowing cybercriminals to buy Bitcoins cheaper and sell with a huge
margin. Thus, the increase in usage and dependency on the Internet provides a rational for
DDoS extortions and attacks against businesses of all sizes, across multiple sectors.

Specific sectors at risk
DDoS extortion attacks are being targeted towards all major industries, whether they are a
small or medium business (SMB) or a large enterprise across sectors. DDoS extortion 
attacks began in the early 2000s. Small businesses were targeted primarily because their
cyber security defense systems weren't as robust as that of larger enterprises.

Often when attackers target web startups, they keep their monetary demands low.
Generally, DDoS attack victims weigh the extortion amount against what is usually the
higher cost of defending against the attack and losing business, and often they decide to pay
up.
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Although DDoS extortion attacks have been a prime concern for small and medium
businesses including gambling websites and virtual currency-based businesses, it's been
seen that attackers are broadening their scope and diversifying their targets across different
industry sectors, regions, and larger organizations.

According to the reports by Symantec Corporation, the latest attack on the
BBC, which saw its public facing website and associated services including
iPlayer, which is the BBC's Internet catch up TV and radio service in the
UK, taken down for several hours on New Year's Eve is one of the prime
examples. It is also thought to be the biggest ever DDoS attack and
according to New World Hacking, the anti-Islamic State organization
claimed responsibility. The cybercriminals also claimed that the DDoS
attack reached a peak of 602 Gbps.
For more information, check out the following link:
h t t p ://w w w . b b c . c o m /n e w s /t e c h n o l o g y - 35204915.

In May 2015, multiple banks in Hong Kong were also targeted with DDoS attacks followed
by a note demanding ransom. These attacks were suspected to be the work of one of the
leading extortionist hacker groups called DDoS for Bitcoin (DD4BC). There have also been
cases wherein multiple online investment websites have been targeted.

Sometimes even for huge DDoS attacks, the cybercriminals often demand quite a small
amount of ransom. For example, during an attack against social networking site
https://www.meetup.com in 2014, the attacker demanded US$300. Instantaneously,
Meetup.com's servers were attacked with massive levels of traffic that brought its
networking services down, which had ripple effects for the company's 16 million users.
DDoS attacks are so prevalent today that many businesses and websites are always under
some form of traffic attack, 365 days a year.

Recently in June 2016, one of the anti-DDoS solution providers mitigated one of the largest
confirmed DDoS attacks routed in their network, which peaked at 363 Gigabits per second
(Gbps) and 57 Million packets per second (Mpps). The attack was targeted towards a
European media organization and compromised of a hybrid attack methodology.

The attack consisted of more than five varied attack vectors:

Syn
UDP fragment
push
TCP
DNS
UDP DDoS floods
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The attack analysis by the provider identified a DNS reflection technique that abused a
Domain Name System Security Extension (DNSSEC) configured domain. This attack
technique generated a bigger response size, due to the requirements of the DNSSEC. As per
the provider, the attack techniques and duration of the attack pointed to the use of booter
services, which are easily available for lease in the underground marketplace (for DDoS).

Prevailing DDoS attacks against industries are primarily driven by financial benefits and
the urge to take services down due to various motives. With the attack techniques getting
more sophisticated and flexible in terms of ease of launching an attack, the overall security
equation is getting more vicious in nature.

Why is it hard to defend against these attacks?
The current threat of DDoS trends makes it quite clear that existing strategy across
enterprises is no longer defensible. Large-scale hybrid attacks are growing in size, requiring
increased network capacity in order to keep up. In addition to this, more sophisticated
DDoS varieties are emerging across platforms that require organizations to be highly
flexible and focus on fixing application flaws exposed to the Internet.

Furthermore, these days little or no technical skill is required to mount a DDoS attack.
Typically attacks are launched through resource amplification or botnets and with such
botnets containing thousands of infected hosts, it can be instructed to launch a devastating
coordinated attack on their target instantly.

One of the other crucial developments across enterprises of all sizes is the dissolution of the
network perimeter. As businesses are embracing cloud and investing heavily in migrating
their solutions to a public or private cloud, they are developing and deploying applications
in the cloud. This transition renders traditional defenses inadequate against the potential
DDoS attacks.

A DDoS attack potentially is quite difficult to deflect without specialized DDoS mitigation
in place. Responding to a DDoS attack as required poses a significant challenge for all
Internet-dependent companies. Traditional defenses with network devices and perimeter
security technologies, although they are an important facet of an overall security strategy
for an enterprise, they don't by themselves provide thorough DDoS protection. Instead of
defending against the current DDoS threats, enterprises require a purpose built secure
ecosystem that consists of the ability to specifically detect and defeat increasingly complex
and deceptive attack vectors.
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New technology evolutions such as IoT are also being used to launch DDoS attacks.
Currently, there is widespread adoption of smart devices across sectors, especially
consumer sector in the form of wearables and home appliances enabling basic comforts of
life.

As per the Verizon IoT Report of 2016, home monitoring solutions have seen
a growth of 50% from 2014 to 2015 and 43% annual growth for smart cities
technologies and networks.

The growth and adoption of smart devices is incremental and getting mainstream. As per
Gartner, there will be approximately 20.8 billion connected devices by 2020. If you consider
the potential quantities associated with IoT products and associate their computing power
towards DDoS, it can be envisaged how possibly strong a DDoS attack would be.

These types of attacks have already commenced. A researcher at Sucuri had released a
report that noted the compromise and use of over 2,5000 Closed Circuit Television (CCTV)
devices towards a DDoS attack. The researchers pointed to a remote code execution (RCE)
flaw exposed by some vendors in the market. This example showcases again the potential
impact of such usage of technologies from cybercriminals. From an IoT perspective,
compromising IoT products does not have to be as complex as identifying an unpatched
vulnerability and exploiting that loophole to procreate a botnet. Lots of IoT products ship
with no password protection and a lot of them use vendor default passwords for local
access.

For more information, check out the following link:
http://securityaffairs.co/wordpress/48807/iot/cctv-devices-ddos.
html

cybercriminals who can identify these low hanging fruit can victimize large populations of
the product quickly and employ them for their malicious purposes. A real-world example
of this is the Lizardstresser DDoS botnet. Security firm Arbor Networks noted that the
actors running this botnet have already begun targeting IoT devices that share default
passwords across device classes.

Thus, organizations with a multifaceted approach will be better equipped to defend against
different types and categories of DDoS attacks. Organizations should develop a plan that is
both proactive and responsive. The alternative in an extortion DDoS incident is to negotiate
with the attackers and pay up, which potentially opens the door to future extortion.

http://securityaffairs.co/wordpress/48807/iot/cctv-devices-ddos.html
http://securityaffairs.co/wordpress/48807/iot/cctv-devices-ddos.html
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The science behind DDoS attacks
DDoS attacks are classified in different ways following different criteria. The following
subsections present DDoS attack types and corresponding technical details based on the
attack approaches, volume of traffic generated, and based on attack rate dynamics.

Evolution of DDoS attacks types
As discussed in an earlier section, DDoS extortion and attacks pose an immense threat to all
organization worldwide. On the other hand, constantly many defense mechanisms have
been proposed and evolved to combat them. Attackers continuously modify the tools to
circumvent these defense mechanisms and on the other side, security researchers modify
their strategy to approach new attack vectors.

The DDoS disaster is largely due to the ease with which anybody can launch an attack in
addition to the weak defense mechanisms and DDoS protection frameworks deployed by
the organizations. Detailed tutorials are also available for inexperienced users on how to
carry out comprehensive DDoS attacks including how to rent botnets and from where via a
pay-for-hire DDoS service.

cybercriminals change their attack strategies so not to miss any of their targets. Modern
attacks utilize multi-level attack vectors in a single DDoS campaign targeting multiple
components of an organization's network infrastructure and their applications. These
attacks not only exhaust bandwidth and network resources, but in the majority of cases take
down business sensitive servers and application resources.

Inside DDoS attacks
DDoS attacks essentially exploit Internet protocols and the behavior of packets that get
delivered from nearly any source to any destination. Either there are multiple network
assets (devices and servers) that are incompetent to serve access to the users or they cannot
recognize the illegitimate packets from the legitimate packets making detection complex in
nature. Signature-based identification performed by Next Generation Firewall (NGFWs)
and Intrusion Detection and Prevention Systems (IDS/IPS), do not work these days. Most
of the attacks today are hybrid in nature and use spoofed source IP addresses, which helps
to escape monitoring tools using heuristic-based analysis.
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Operation Sony is a classic example, wherein cyber attacks on the Sony Playstation
Network hit Sony on multiple fronts especially reputation and financial damage. It was an
ultimate case in which a DDoS attack campaign was launched by the intruders, to distract
their target from their exact objective - data theft. It allowed for the cybercriminals to steal
the account information of over 77 million users of Sony's PlayStation Network by
implementing a well planned attack. Sony was unaware for a long time that any
information had been stolen completely because they were focusing on handling the initial
DDoS attack.

Traditionally, DDoS attacks usually were low-level protocol attacks with limited focus
areas. Today DDoS attacks have multiple attack vectors segregated across different layers
having a multi-faceted approach. In two major groups, DDoS attacks can be categorized
based on their respective attack characteristics. Firstly, the types of attack include those that
target bandwidth consumption (network and system resource exhaustion) and secondly
those that exploit the vulnerability of application or Layer 7 resources. Both of the
categories have their own distinctions and effect on the designated target.

Bandwidth attacks
In this category of attack, cybercriminals target to flood perimeter devices with more
network bandwidth than they can withstand. The primary objective of this attack is to
prevent legitimate traffic from reaching the target business services. This is one of the most
common types of DDoS attack that targets to push more network traffic to the victim than
the bandwidth can consume. If the intended victim has a 100 Mbps Internet connection, the
cybercriminal only needs to direct 100 Mbps of DDoS traffic at it and any traffic above that
would be dropped disrupting the services to legitimate users. A few dozen bot infected
machine across the world is enough to take the victim down.

There are a certain group of attackers that target network resources by primarily attempting
to exhaust system resources of the victim. As we are aware all services are provisioned on
servers with certain resource limitations (both physically and programmatically as per the
design). For example, a single application server may be able to cope with 5000
simultaneous HTTP-based user sessions or 1000 HTTPS-based user sessions. Once 5000 user
sessions have been initialized no further sessions can be made to the corresponding servers
until some of the earlier sessions expire.
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It's one of the easiest attacks to launch wherein an attacker can manually pursue to exhaust
the resources of the target intended system by generating multiple sessions from their
systems or if botnets are used, an attacker can instruct tens or hundreds of bots to make
thousands of simultaneous connections to the victims server and to keep those connections
and sessions open for as long as possible. This would prevent legitimate users to connect to
the server and receive the intended services.

According to The DDoS Threat Spectrum paper by David Holmes, within bandwidth attacks,
the most common attacks in the DDoS landscape are network attacks called floods, which 
connect a multitude of nodes to send an overwhelming amount of Internet traffic to the
victim server. With such an attack, either the victim server gives away or the perimeter
device, which would be in front of the victim server.

By using multiple clients or bots (which can be rented), the attacker can amplify the volume
of the attack having complete control of the traffic pattern. In the case of bots, security
devices may not be able to track and block the malicious traffic or be able to analyze the
intent of the traffic since that traffic may potentially seem to originate from all over the
globe representing authentic users. SYN flood and Connection flood explains these simple
forms of distributed attacks that focus on filling up the flow tables for stateful devices that
monitor connections such as firewalls, or intrusion prevention systems (IPS).

Modern DDoS attacks do exceed the throughput capacity of the targets, but typical
perimeter networks and security devices within the target data center naturally fail long
before those limits get outdone.

The following Layer 3 and Layer 4 attacks are still in use today, often along with the most
advanced techniques of application-based attacks:

DNS attacks
Name queries (such as https://www.test.com) are translated into the numerical address
(for example, 192.168.1.2) by the DNS. DNS is the most important and public of all
services because almost all the systems count on DNS queries to get to their planned
services. If the DNS or DNS services get disrupted, all the business services on the Internet
provisioned by the victim's data center get affected. For all the businesses that are exposed
to the Internet or are digital in nature, DNS is a potential target for attackers and
architecturally becomes the single point of failure.

https://www.test.com
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DNS attacks are one of the most common attacks that are easy to launch and complex to
defend against. Even in a lot of cases, wherein a cybercriminal queries for the IP of the
victim, prior to the attack getting initialized on the victim server, an indirect attack against
the DNS servers gets carried upon.

The following are the specific modules of DNS attacks:

UDP floods: The DDoS Handbook by Radware defines User Datagram Protocol
(UDP) as a connectionless protocol that uses datagrams embedded in Internet
Protocol (IP) packets for communication, without needing to create a session 
between two devices (in other words, it requires no handshake process)
NSQUERY and NXDOMAIN are other type of attacks that emphasize on the 
request types crippling the DNS servers

Application attacks
DDoS attacks in this category are generally focused on application behavior and
cybercriminals primarily focus on exploiting weakness within the applications being served
by the hosting infrastructure. The attacks largely exploit the expected behavior and services
of protocols such as TCP and HTTP to their advantage by binding computational resources
and preventing them from handling and processing transactions or requests.

Application attacks can take multiple forms depending upon the target system features and
intentions of the cybercriminal. A cybercriminal, for example, may deny victims the ability
to log into an application server intentionally by supplying multiple incorrect passwords
until the application locks the account out.

HTTP attacks
Most of the low-level DDoS attacks are HTTP floods. HTTP floods look like real HTTP web
request unlike network attacks, wherein an attacker has to overwhelm resources with
invalid packets.

Generally, to the conventional firewall technology, the HTTP requests are indistinguishable
from standard regular traffic, so they are simply passed through to the web servers. Thus
thousands or millions of attacking bots overwhelm the web server with a massive number
of requests.
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Largely there are two major variations of the HTTP flood attack. The most common are
when a cybercriminal repeats the same request repeatedly. This kind of attack is easy to
program and easy to detect and filter. The other advanced version of the HTTP flood is a
recursive GET denial of service. Attackers that promote this attack request the main
application page, parse the response, and then recursively request using HTTP GET every
object present at the site. These attacks generally are very difficult to detect and filter since
every connection request is targeted to a unique legitimate object within the site.

Low bandwidth HTTP denial of service attacks
One of the widely-seen application attacks is the low bandwidth attacks, which can be
executed by multiple slowloris scripts. Slowloris works generally by initializing
connections with a web server and sending just enough data in an HTTP header to keep the
connections open - usually 5 bytes every 299 seconds. This fills up the web server's
connection table.

Sometimes it can be a tricky attack since it would not get captured under the normal
security monitoring solutions. Normally against a web server running Apache (in the
earlier versions), Slowloris achieved denial of service with just 394 open connections.

Like Slowloris, the Slowpost attack is one of the other variants that uses a measured, low
bandwidth approach. The difference is that instead of a HTTP header, it begins an HTTP
POST command, which then feeds the payload of the POST header very slowly sometimes as
slow as 1 byte per approximately two minutes. Due to the whole message being technically
correct and complete the targeted server idle timeout will not be invoked and the server
holds onto the connection alive until all the bytes of data specified in the content-length
header were received by the server. Because the attack is so unpretentious, it could infect
multiple applications, across multiple industries.

Another low bandwidth attack is the Hash Collision DoS attack. This attack has been
exceptionally powerful, resource intensive, and is effective against all major web server
platforms. In a Hash Collision DoS attack scenario, the cybercriminal sends a specially
crafted POST message with a multitude of parameters. The parameters are essentially built
in a way that causes hash collisions on the server side, slowing down the response
processing dramatically.

As per the F5 report on the DDoS Threat Spectrum, the security
professionals exploring this attack demonstrated that a single client with a
30 Kbps connection (which literally could be a handset) could tie up an
Intel i7 core for an hour. If we generalize this with a group of attackers
with only a 1 Gbps connection, they could tie up 10,000 i7 cores
indefinitely.
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If a web server is terminating TLS connections, it can also be vulnerable to the SSL/TLS
renegotiation attack. The attack, also called THC SSL DoS (THC stands for The Hackers
Choice), works by initiating a regular SSL/TLS handshake, and then instantly requests for
the renegotiation of the encryption key.

The attacker continuously repeats this renegotiation request up until all server resources
have been exhausted. The server has more cryptographic computation than the SSL/TLS
clients to establish the session. Thus, a single SSL/TLS client can attack and overwhelm a
web server and thus has the potential to take down a complete farm of secure online
services.

Attack Target Vector Description

Slowloris Connection table Slowly feeds HTTP headers to keep connections
open

Slowpost Connection table Slowly POSTs data to keep connections open

HashDos CPU Overwhelms hash tables in backend platforms

SSL renegotiation CPU Exploits asymmetry of cryptographic operations

The preceding table shows low bandwidth HTTP attacks as per the F5- DDoS Threat
Spectrum Report.

Modern web applications and servers have been a potentially vulnerable target for simple
low bandwidth attacks. These "low and slow" attacks target specific application
vulnerabilities, allowing a cybercriminal to stealthily cause a denial of service. Such attacks
are precisely difficult to detect and mitigate, turning any weak points in an application into
a new attack vector.

Attack tools
Until recent times, DDoS attack tools required a wealth of knowledge to execute, but now
these tools have been transformed and are much easier and straightforward to use across
platforms. Thus, it is more dangerous in the hands of any individual who wants to target
businesses for causing disruption to its services.
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Some of the most common tools include:

Low Orbit Ion Cannon (LOIC)
High Orbit Ion Cannon (HOIC)
#RefRef
HPing
Slowloris
RUDY
TRUNO

LOIC was one of the simple and common tools used by Anonymous. The only challenge
that Anonymous faced with this version of tool was that they weren't able to obscure the
users IP address using this tool - which made them upgrade the tool to HOIC.

Low Orbit Ion Cannon (LOIC) tool
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HOIC was used by Anonymous and had a wide impact on multiple public institutions.

High Orbit Ion Cannon

The botnet as a DDoS tool
Botnets are one of the most communal tools used by cybercriminals and they have the
potential to execute attacks to multiple targets via bots provisioned by a Command and
Control server. Multiple cybercriminals hosted "botnets" - which are fundamentally a
collection of infected systems, provided to users to deface the targets with DDoS and
multiple other attack vectors.

The price of renting such botnets varied from US$5 to USD$1,500 dependent on multiple
factors from scale to impact of the attacks. Some of the potential famous botnets include:

Botnet Estimated Size DDoS Attack Types

Rustock 2.4 million Connection flood

Cutwail 2.0 million Fake SSL flood

akbo 1.3 million General - unknown

TFN2K Unknown SYN flood, UDP flood, ICMP flood, Smurf attack

LOIC 15,000 HTTP flood, SYN flood, UDP flood

HOIC Unknown HTTP flood
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Botnet Estimated Size DDoS Attack Types

RefRef Unknown DoS via SQL server vulnerability

The preceding table shows some of the high-profile botnets in the world as per the F5-
DDoS Threat Spectrum Report.

Attack groups
This is a list of DDoS attack groups that have had some visibility:

The Armada Collective
Lizard Squad
DD4BC
Imposters
Recent Scams

The extortion method has become mainstream and very popular in the virtual space,
especially in the form of DDoS attack threats. Indeed these work so profitably that multiple
cybercriminals groups across the globe started DDoS extortion campaigns. Out of the total
potential groups, some were very capable ones and multiple others were only
impersonators of the original group. Armada Collective, DD4BC, Kadyrovtsy, ezBTC,
Lizard Squad, and RedDoor are some of them. Most of the groups have shown their ability
to launch DDoS attacks at various volumes. In most of the cases, they used to have a short
demo attack potentially showing the seriousness of their threats followed by a ransom note.
These threats were focused towards all size of businesses including small and medium-
sized businesses that do not have as strong security defenses as larger enterprises.

The Armada Collective
The Armada Collective is a well-known DDoS extortion group that is currently
unattributed. Its campaigns and mode of operation are exactly similar to those used by the
extortion groups that go by the name DD4BC. They threaten the victims with extortion e-
mails warning of an impending DDoS attack against their online businesses until a ransom
is paid in Bitcoins.
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One of the latest victims of this campaign is Etienne Delport from Port Elizabeth, South
Africa, owner of Alpha Bookkeeping Services. On September 5, 2016, Delport published the
e-mail that he had received from the group, showing a ransom note he received from the
group. The group, this time, was threatening the victim with a 10-300 Gbps DDoS attack the
next day unless the victim paid a ransom of 1 Bitcoin (~$615) to a certain address.
cybercriminals also stated that they would charge in multiples (20 Bitcoins), once they
commence the DDoS attacks and if the victim wants to get it stopped thereafter.

Extortion e-mail received by one of the victims

These kinds of extortion attempts became quite common last year when a group of
cybercriminals using the DD4BC name started employing them. Europol had also arrested
the DD4BC group members last year, but other such impersonators appeared, Armada
Collective being one of them.
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One of the other legitimate e-mails from Armada Collective

One of the most famous legit attacks of the group was against ProtonMail where they
forced the e-mail provider to pay approximately $6000 to stop a massive DDoS attack.
ProtonMail initially ignored their e-mail in the beginning and an attack was launched the
same night that took the service offline for 15 minutes. Another attack occurred the next day
wherein the service provider took appropriate steps to mitigate it. At that point in time, the
attacks went up in full force in both sophistication and bandwidth reaching over 100 Gbps
targeting more of the ISP provider's upstream infrastructure attacking targeted weak spots
in its network. After 90 minutes of downtime for the entire ISP, ProtonMail finally gave in
and decided to pay the ransom to Armada Collective.
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After the ProtonMail event, extortion attempts from the group came down until the winter
of 2016 wherein multiple companies started reporting similar DD4BC extortion attempts.

Fake e-mails from Armada Collection

Security evangelists weren't able to pin any of the other attempts on the real Armada
Collective group, but their extortion numbers grew exponentially and in full swing targeted
any website owner, not just large enterprises that could afford the ransom.

CloudFlare reported that a group of cybercriminals, using a definite list of Bitcoin addresses
in its e-mails, was only threatening to launch DDoS attacks on websites in the name of
Armada Collective, but they never came through. Soon after the initial incident, multiple e-
mails in the form of Armada Collective ransom e-mails were targeted towards small
businesses in Switzerland.

At a point in time, it was clear that one couldn't distinguish the real Armada Collective
ransom e-mails from the impersonators, which spawned enormously following the
successful ProtonMail attack.

Consequently, multiple cybercriminal groups now duplicate this modus operandi and
spread similar ransom extortions while the major groups continue to launch their threats
and attacks.
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To date, this group is known to have targeted Australian organizations, Japanese, Swiss,
and Thai financial institutions including providers such as ProtonMail, Hushmail, Runbox,
and so on.

The most recent ransom e-mail that Delport received also illustrates that these
cybercriminals behind the attacks are incorporating new elements in their tactics. The e-mail
mentions that the infrastructure will be hit by Cerber ransomware, which is interesting due
to the current hype surrounding ransomware infections across the world.

Extortion e-mail from Armada Collective to UK Bitcoin exchange firm BitBargain
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Lizard Squad
Lizard Squad is another cybercriminal group known for their claims of DDoS attacks
primarily against the gaming industry. Lizard Squad rose to fame in 2014 when the loosely
organized group launched enormous denial of service attacks on the Sony PlayStation
network and Microsoft Xbox online gaming services on Christmas day.

Their services were taken offline completely for more than 158 million subscribers.
Members of the cybercriminal group also responded to media requests on why the group
had attacked the network by stating "because we can". Even though Microsoft had restored
their Xbox live services shortly after the initial attack, Sony took more than two days to
restore its PlayStation Network.

Fake ransom threat by Lizard Squad
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More recently similar e-mails like that of Armada Collective group have been seen claiming
to be from the hacker group Lizard Squad. As per CloudFlare, it is assessed that these are
the same actors posing as different DDoS groups since the 'fake' Armada Collective group
was widely reported, and therefore this could have impacted the group's ability to extort
organizations. Now they appear to be using another criminal group's name in order to once
again appear credible.

The e-mails have absolutely similar modus operandi to the previous ransom e-mails. The
Lizard Squad group threatens with DDoS attacks unless an extortion amount is paid to the
Bitcoin address before a deadline. Each of the e-mails posted to victims by this
cybercriminal group is exactly identical including a Bitcoin address that has been reused in
all of them. Reusing the Bitcoin address signifies that this group of cybercriminals has no
way to identify which company would have paid their ransom. If the group is legitimate,
one would expect to see a unique Bitcoin address for each individual target company.

DD4BC
DDoS for Bitcoin (DD4BC) is another cybercriminal group that has been progressively
more quite active and increasing the frequency if its DDoS extortion attempts. DD4BC
initially focused on gaming and payment processing industries. Progressively they targeted
multiple industries including financial institutions (banks, trading platforms, insurance,
and so on) across multiple countries including US, Asia, Europe, Australia, and New
Zealand.

The DD4BC extortion life cycle includes:

Initializing a test DDoS attack that used to range from a few minutes to a few1.
hours to prove the competency of the group.
Asking ransoms via Bitcoin suggesting that they are assisting the victim by2.
making them aware of the DDoS vulnerability.
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More powerful attack campaigns asking for higher ransoms emphasizing3.
DD4BC's view of "pay up now or pay more later".

A sample e-mail sent by DD4BC
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A recent study by one of the DDoS protection vendors established that most of the actual
attacks have been UDP Amplification attacks - taking advantage of UDP protocols. As we
discussed earlier, UDP flooding via botnet is a much flexible and easier form of attack that
merely blocks the whole network by means of pushing unwanted UDP traffic. Such attack
vectors are technically one of the easiest and most impactful ones - made easier with the
help of rentable botnets and publicly available scripts.

As per the observed statistics for DD4BC, preliminary warning attacks generally range from
10 - 15 Gbps, which goes to as high as 40 - 60 Gbps if the victim refuses to pay the extortion
demands. Although DD4BC has consistently advertised across extortion e-mails 400 - 500
Gbps of DDoS capacity, but they have never used it.

A DD4BC victim posts information about the attack and ransom demand

The cybercriminals behind DD4BC have carried out more than 150 attacks out of which
more than 50% of them have been directed towards financial service companies. This is
fundamentally due to the per minute impact of service downtime in this associated industry
(BFSI), then other businesses operating in healthcare, tourism, and so on.

Most of the DD4BC attacks observed have been SSDP and NTP reflection or amplification
attacks, certain Layer 7 attacks have also been observed. In a limited number of cases, if the
informed ransom was not paid and the test attack was mitigated by the victim, DD4BC
started campaigns looking for Layer 7 attack techniques.
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In some of the associated campaigns, DD4BC informed victims about the DDoS
vulnerability existing in their environment and offered DDoS protection plans in exchange
for Bitcoin payments.

E-mail from DD4BC offering protection in exchange for one Bitcoin

The following timeline from https://www.akamai.com shows the attack bandwidth and
million packets per second (Mpps) measurements for Akamai mitigated DD4BC attack 
campaigns from September 2014 - July 2015. The timeline graph also includes the attack
dates that are related to DD4BC.

https://www.akamai.com
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Attack timeline of bandwidth and packets per second for DD4BC events

Imposters
Some of the other imposters involved in the DDoS extortion campaigns were:

Kadyrovtsy
RedDoor
ezBTC

Kadyrovtsy
Under the alias Kadyrovtsy, cybercriminals had started a new campaign blackmailing
banks and online marketing agencies demanding a ransom of 15 Bitcoins (around £5,500, as
of June 2016). The businesses generally have around four to five days to comply. As per the
e-mails provided by the group, they have Bitcoin addresses uniquely linked to the victim.

As per Link11 Security Operation Center (LSOC), contrary to the behavior of most DDoS
impersonators, Kadyrovtsy does not just stick to sending out extortion e-mails. These
cybercriminals back the seriousness of their demands with warning attacks between 50 and
90 Gbps, which is quite enormous in nature. These demonstration attacks last up to an hour
and for unprotected targets, this results in service downtime.
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Kadyrovtsy mostly relies on ICMP floods and DNS reflection techniques. These DDoS
extorters had been majorly operating in Europe since the end of April 2016. As per the
report by Link11, their name resembles the paramilitary units that have fought under the
pro-Russian Chechen President Akhmad Kadyrow.

These cyber offenders have even started to expand their operations to most of the European
countries since the end of April. As per BSI, the groups have already commenced
blackmailing businesses across the US too.

Key extortion attempts include:

April 22nd 2016: Kadyrovtsy stressed British financial businesses with a 90 Gbps
volume attack. CERT UK had circulated a warning in their weekly updates about
the cybercriminals.
May 7th / 8th 2016: Kadyrovtsy commenced an extortion wave against the largest
banks in Poland. The Pekao Bank was one of the victims. As per the reports the
warning attacks had peak bandwidths between 10 and 50 Gbps.
May 19th 2016: The group targeted a Dutch payment service provider who
received an extortion e-mail and suffered a warning attack potentially bringing
down their service.
Since May 26th 2016: Since the end of May, Kadyrovtsy has been targeting
businesses in Germany and as per their modus operandi backing their demands
with high-volume DDoS attacks.

The LSOC observed and identified that the group had changed in their approach since the
arrival of the group. The key elements that had changed with time include:

Changes in e-mail address - even though the group is changing their e-mail
addresses, they all are registered with the e-mail provider sigiant.org (which
is well known to be used by cybercriminals). This also clarifies that the group has
multiple members in their team.
Variation in ransom - Each extortion e-mail is customized as per the country
wherein the ransom amount is flip-flopped between 15 and 20 Bitcoins.
Time to pay - The victims earlier had around four to five days to comply with the
e-mail by the group. Now this timeframe has reduced to only 24 hours. If it is not
paid within 24 hours the cybercriminals will initiate the attack.
Language - With time the extortion e-mails have changed in expressions. Earlier,
the e-mails were known to be quite blunt and written in terrible English. In the
current ransom demands the wording, grammar, and spelling are a lot better.
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One of the extortion e-mails from Kadyrovtsy
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RedDoor
RedDoor is another cybercriminal group known for their extortion e-mails threatening with
DDoS attacks primarily against the e-commerce industry. A new wave of DDoS extortions
from this group was identified by Link11 Security Operation Center wherein they had over
served the group threatening online vendors in Germany. Ever since March 23rd the LSOC
is cooperating with affected e-commerce providers and the authorities to support the
investigations.

This group with the alias "RedDoor" demand a ransom of three Bitcoins across all the
victims they target. This group is operating with the same modus operandi of other DDoS
extortionists. The cybercriminals in their DDoS extortion campaign send out e-mails using
an anonymous e-mail service in which they demand the ransom. The targeted victims are
provided to wire the payment onto an individual Bitcoin account within 24 hours.

RedDoor threatens with large volume DDoS attacks in case the victims decide not to
comply with the e-mail. The extorters threaten to use UDP floods with a potential
bandwidth of 400 to 500 Gbps. In addition, they inform the victim that the ransom would
jump up to 10 Bitcoins and will rise by the hour once the attack is initialized.

The extortion e-mails are quite similar to those of DD4BC, but the style of operations
resembles the work of Armada Collection. Due to such characteristics, it can be assumed
that the group is an impersonator of these extortion groups. With the current focus
primarily towards German e-commerce businesses, it is expected that these extortions will
spread out to other industries as well.
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Original RedDoor extortion e-mail
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ezBTC Squad
This is one of the new cybercriminal groups known for their extortion attempts threatening
for DDoS attacks primarily against anyone across platforms. Recently the group ezBTC
Squad attempted to run a ransom campaign using a Twitter account to deliver their ransom
note. The second screenshot shows an example wherein an online crowdfunding charity
portal was being targeted by a ransom campaign from the same group.

Ransom campaign using a Twitter account

Online crowdfunding charity targeted by ezBTC
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Defense techniques
Regardless of the types, categories, and sophistication of DDoS attacks, general protection
techniques fall short, in general, ensuring mitigation and ensuring business continuity. The
most well-known DDoS protection mechanisms such as blackholing and router filtering are
usually not optimized and planned to mitigate complex attack patterns that are seen today.

Perimeter security devices such as NGFW and IPS/IDS even though they offer attack
detection capabilities, they do not mitigate complete DDoS protection against all attack
vectors. These perimeter devices do provide fundamental defense techniques such as flood
protection and resource protection through a rate limiting across multiple layers that
detects and prevents sessions exhaustion attacks, and so on, but they are not designed to
mitigate comprehensive DDoS attack vectors across Layer 3, Layer 4, and Layer 7.

DDoS mitigation remains one of the complex areas that requires correlation across multiple
factors including deep packet inspection, pattern classifying clustering techniques, and
critical assets that need to be protected along with its relevant threshold. DDoS mitigation
these days requires not only a novel approach that detects transforming new DDoS attack
vectors, but also mitigates the effects of the attack to make sure that services run during the
phase of an attack.

The most optimal protection strategy is to have a defense in depth layered protection
approach that would allow filtering at various levels, corresponding to different types of
attack vectors. To withstand a DDoS attack the essential constituent is to recognize the type
of attack being launched and the purpose of the cybercriminal. With an adequate DDoS
protection strategy, DDoS solution is able to:

Have reliable and cost-efficient scalability
Mitigate the attacks in real time than only detecting it
Identify anomalies and illegitimate traffic from the good traffic, not only to just
detect the attack patterns as defined in the signatures
Include a secure architecture to deploy upstream to guard all points of
vulnerability

A DDoS protection plan built on the preceding approach should deliver the following
protection attributes:

Enable immediate response on DDoS attacks across all the layers (Layer 3, Layer
4, and Layer 7) through integrated detection and blocking mechanisms
Provides enhanced verification capabilities than what is currently provided by
existing security solutions (signature based)
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Should focus on classifying the attacks based on behavior analysis so to recognize
traffic with malicious intent
Mechanisms to handle high volumetric attacks and potential to block spoofed
packets against valid business transactions
Provision of enabling on demand positioning of DDoS solution (as per the
business decision)
The solution with intelligent processes having the capacity to cleanse malicious
traffic ensuring maximum reliability

According to Bhattacharyya, Dhruba, and Jugal Kalita. "DDoS Prevention",
DDoS Attacks, 2016, an effective traceback mechanism should have the
following properties:

The involvement of ISPs should be low

It should not incur any additional memory cost in routers or switches

The false positive rate of detection should be low

The deployment of the traceback system should not be a challenge

It should be able to identify the original source of attack with the help of a single
packet

Tools to protect against DDoS attacks
Different companies in the market offer services to defend against DDoS attacks. Some of
them approach the DDoS mitigation by setting up appliances in the client's infrastructure
while others use capabilities within ISP providers and other channel traffic through
dedication traffic scrubbing or cleaning centers. Nevertheless, all the previous approaches
follow the same principle, that is, filtering out the malicious traffic created by
cybercriminals.

Some of the implementation approaches also need to be considered, as a few of them
provide DDoS protection services that are always on and some of them enable it on
demand. For considering potential DDoS defenses, the time to live (TTL) on the enterprises
DNS is also very important. If the company has a long TTL value on their DNS, they will
not be able to switch DNS records rapidly to a new secure location in the case of an attack. It
is an important factor to be considered while preparing for the DDoS defenses.
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The least effective method from an overall DDoS mitigation perspective is the approach
wherein traffic filtering equipment is installed on the client side.

One of the things to notice is that there is no silver bullet for protection against DDoS
attacks. While choosing a vendor for DDoS solutions there are multiple parameters that
should be reviewed, which includes but is not restricted to - scalability of the solution,
economically viable for an organization, dependency on existing services within the
environment, manual efforts for solution servicing, coverage against attacks Layer 3, 4, and
7, provisioning clean traffic, protection against encrypted and non-HTTP based traffic, use
cases that would be covered as per the industry, and so on.

The following are the top DDoS protection solutions providing defense across all the layers:

Imperva Incapsula - It is a cloud-based service that protects web portals,
applications, infrastructure, and data from DDoS attacks including performance
improvements via Content Delivery Network (CDN). Their solution suite
consists of Web Application Firewall (WAF), a CDN, DDoS mitigation, and load
balancers. It has data centers globally and has scrubbing centers more than any
other DDoS protection providers. It also offers a comprehensive protection
against DDoS with multiple service models including always on and on demand
DDoS protection.
Akamai - Akamai Technologies is known for having one of the largest CDNs
operating globally. They provide cloud-based services for web optimization and
media delivery and security solutions. Akamai (Prolexic) is one of the most well-
known DDoS protection service providers having multiple service models for all
sizes of business.
Arbor Networks - They are the security division of Netscout providing cloud and
on premise DDoS protection suite of services across all industries. Large service
providers majorly opt for their solution and DDoS protection services (across
Layer 3, Layer 4, and Layer 7) that work on the basis of signaling. Their service
models include on demand traffic scrubbing services along with 24/7 DDoS
protection support.
Cloudflare - Cloudflare is a cloud-based easily deployable solution. Of late, the
solution is very aggressive in the market and has a lot of potential. It is an easily
deployable solution focused only on protection against HTTP and HTTPS-based
traffic, that is, it can prevent Layer 3, Layer 4, and Layer 7 attacks for web traffic
only. The solution doesn't have full coverage against the infrastructure and non
HTTP based DDoS Threats (across Layer 3, 4).
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F5 Networks - F5 Networks Silverline provides multiple DDoS protection service
offerings on premise, in the cloud, and even hybrid solutions. Silverline provides
protection against volumetric and application level attacks across Layer 3, Layer
4, and Layer 7.

On-site mitigation techniques are the most important factors to assist a DDoS protection in
combination with other solutions discussed previously. This includes a large variety of
potential capabilities built within the organization in terms of security design and
architecture, harmonization of security tools, and homogeneous configurations across
security devices. The main idea being that the organization is ready across all layers and has
a security equation practice in nature.

Mitigation techniques
Based upon the characteristics of the DDoS attack there are multiple techniques available
for organizations of all sizes, besides specific DDoS protection tools. Based on the type of
DDoS attacks, the following section will describe precise mitigation techniques.

For bandwidth exhaustion attacks
Scalability: The enterprise architecture should focus on a scalable infrastructure
and should have appropriate use cases defined to provision required bandwidth
to the target business services while potential DDoS triggers are identified,
checked, and mitigated in the case of an actual attack. This strategy has two
positives - first it decreases the risk of service failure and secondly it gives
additional time for DDoS mitigation to come into play.

Black hole routing: With DDoS detection techniques, once an attack is identified
the malicious traffic can be directed to be dropped and discarded. It is beneficial
when the DDoS participants are small.

Distributed hosting: Distributing business services is crucial for any organization
since it provides a comfort that even during the phase of an attack the critical
services would be up and running from multiple locations. On the other hand, it
is relatively difficult for cybercriminals to target all the business services
distributed across various locations simultaneously.
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For resource exhaustion
Patch Management: It is vital that all accessible services within any systems are
patched and updated with the latest vendor software's. All the systems should be
hardened and configured with only necessary services required or approved by
the business, that is, all the unnecessary services should be disabled or removed.

Rate and Connection limiting: Rate limiting should be applied to inbound traffic
and such configurations can be configured on perimeter security devices such as
Firewalls / Next Generation Firewalls (NGFW), Intrusion Detection, and
Prevention systems.

Connection aging: Perimeter nodes should be configured to close idle
connections. This would preserve the connection table against consuming
resources unnecessarily and would lead to making resources available for new
connections.

Load balancing: Load balancing segregates the traffic across distributed
environments and supports business service to strive even in the phase of an
attack.

For application-based attacks
Application security controls: A combination of software development security
controls can help mitigate vulnerabilities that could further cause DDoS attack
campaigns:
Secure application development: Secure Software Development Life cycle
prevents developers from releasing vulnerable software that could be exploited
by cybercriminals. Periodic vulnerability and penetration testing exercises should
be conducted to identify gaps across applications and services exposed to the
Internet.

Custom use cases should be enabled for identifying the breach of
security events. Based on the thresholds identified for an application,
alerts should be configured and excessive requests should be handled.
The inclusion of CAPTCHA's for business approved events within the
portal can help slow down application attacks.
Logging and monitoring security events for unique business logics as
per the service offering could prevent multiple attacks.
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Traffic Filtering: Perimeter security devices such as IDS/IPS/WAF are useful to
prevent malicious traffic from propagating. These technologies could also help in
multiple areas such as filtering unwanted attack traffic and reducing inbound
requests to the application (as per the architecture).

Leading practices for enterprises
Be prepared - All enterprises should have an incident response plan in which
DDoS attack scenarios should be included as per the threat landscape of the
organization. As per the plan mitigation strategies should be defined and DDoS
protection across all the layers should be evaluated.
Design for failure - Design your network and application architecture with
scalability and flexibility. It should be designed for failure. it should be ready to
withstand any types of attacks and minimize business impact. Bottlenecks within
the environment should be identified and compensating controls should exist
across the network.
Security monitoring - Continuous monitoring of the network should be in place
and abnormal network patterns should be investigated. Netflow analysis can be a
good way to detect attacks.
Traffic filtering - Perimeter devices and services such as firewalls, IPS, and
blackhole routing can drop some of the unwanted traffic. For protection against
Layer 7 application-based attacks WAF can be a good line of defense. It can be
customized as per the application behavior for best results. Unnecessary ports
and unused services should be disabled.
Server configuration - Regular patch management and hardening of the devices
should be conducted. Especially critical servers exposed should be hardened and
configured securely as per the leading practices and guidelines.
Not being at the mercy of Content Delivery Network (CDN) provider - CDN
providers are usually not designed to protect assets from DDoS attacks.
cybercriminals can easily bypass the caching provided by the CDNs and can
directly send requests to the backend servers. To avoid such cases, it is
recommended to partner with the DDoS protection service furthermore to the
onsite mitigation technique.
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Future trends
According to Bhattacharyya, Dhruba, and Jugal Kalita. "DDoS, Machine Learning, Measures",
DDoS Attacks, 2016, a major reason for networks or organizations frequently coming under
DDoS attacks is due to the easy availability of a large number of attack tools in the public
domain that can easily be set up and used to launch attacks. Unwanted traffic is sent to the
victim from a number of bots or compromised computers on the Internet. The evolution of
DDoS threats from basic Layer 3/4 protocol based attacks to sophisticated Layer 7 attacks is
as devastating as ever. Attackers are also improving their skills to launch attacks at different
scales and levels to keep themselves always one step ahead to evade detection mechanisms
in parallel with the continuous efforts made by defenders.

These days, we have already seen the intensity of DDoS attacks generating a volume of
more than 400 Gbps. The attacks are getting flexible and are easy to launch without ample
knowledge of the attacks or vulnerabilities. Multi stage attacks are also getting mainstream
wherein multiple attacks combine with sophisticated Layer 7 attack vectors targeting to take
services down. Even if the duration of the attack is in minutes, it is potentially enough to
cause much damage to the organization and its services.

With new evolutions, such as Internet of Everything or IoT, DDoS attacks are expected to
transform using the capabilities of devices and sensors that are connected to the Internet.
Already malware such as LuaBot has been executed in wild targeting Linux platforms
transcending multiple attack vectors. We will see more of such cases and our protection
techniques evolving with time.

The key motivating factor for conducting such attacks is the desire to gain profit through
extortion, which we will see transcending in 2017. Most of the industries who will be
targeted for DDoS attacks and extortions will be those who are driving towards getting
their business digital or who heavily rely on online presence. These primarily include,
online retails, healthcare, Banking, Financial services and Insurance (BFSI), and media.

DDoS protection techniques will remain to transform as per the growing threat landscape
by plugging in advanced machine learning mechanisms to identify and mitigate the attacks.
With such DDoS protection tools at our disposal, the overall DDoS protection frameworks
and strategies will be more efficient and effective.

Thus enterprises that are continuing to rely on existing protection solutions - or worse, no
solution at all - should reassess their position in light of these pervasive threats.
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Summary
In this chapter, we provided an extensive insight towards DDoS extortion and its types
followed by detailed discussions on current trends in DDoS attack types, detection,
prevention, mitigation, and tolerance.

In the next chapter, we will focus on data breaches and data theft extortions especially
business e-mail scams, which account to cyber intrusion methods to conduct unauthorized
transfers of funds involving multiple nations.



3
Avoiding Data Theft Extortion

In this chapter, we will have a look at data theft, which are attacks where attackers take
sensitive data as hostage and extort the users and the corporation. The sensitive data can
also include hijacked accounts that are held ransom. We will also learn about a third variant
of Business E-mail Compromise (BEC), which is a sophisticated e-mail scam that targets
businesses working with foreign partners that regularly perform wire transfer payments. In
the strictest sense BEC is not digital extortion as most of the extraction in BEC is money, but
there are cases where the executives' data was held as ransom.

This is a mid-level topic, but practical examples will make it easy to understand.

Specifically, we will cover the following topics in this chapter:

Data theft
Account theft
How to defend against account theft extortion
Business E-mail Compromise (BEC)
How do BEC schemes work
How to defend against BEC
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Data theft
News and reports of data breaches and data theft extortions affecting financial institutions,
governments, retailers, universities, hospitals, and other entities dominate the bulletins with
increasing frequency. This is simply the tip of the iceberg, with the vast majority of
incidents remaining unreported and undisclosed. To better understand these breaches, it is
significant to have an understanding of the term "Data breach". International Organization
for Standardization (ISO) / International Electrotechnical Commission (IEC) 27040 defines a
data breach as:

"Compromise of security that leads to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to protected data transmitted, stored, or
otherwise processed."

Data theft extortion is another type of cyber extortion wherein a cyber criminal steals or
claims to have stolen sensitive data from an organization and then demands a ransom for
its safe return.

High level sectors breached by number of identities exposed and incidents as per trend micro analysis
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A wide range of confidential and sensitive data is compromised and extorted across all
industries from businesses, both big and small, as well as individuals. These data types
include Personally identifiable information (PII), financial, health, education, payment card
data, log-in credentials, intellectual property, and others. In the news bulletin, data breaches
are more or less always attributed to hacking or malware attacks. While these do play a big
role, they do not account for all incidents.

Perpetrators and cyber criminals who compromise the confidential and sensitive data refer
to a diverse group, which includes insiders, individual criminals, as well as organized and
state-sponsored groups. Stolen data is frequently used to commit crimes such as financial
fraud, theft, revenge, identity and intellectual property, blackmail, espionage, and extortion.

Data breaches and extortions have turned out to be a part of the daily news. Several
prominent data breach incidents have been publicly disclosed and extorted. They did attract
a lot of media attention and prompted individuals and organizations of all sizes to ask,
"How secure is our data?" The key incidents that recently made headlines include:

Hacktivist group, Anonymous, hacked into US Census Bureau computers and
leaked employee data.
Hacking team-the creators of surveillance software-was hacked and 400+GB
worth of data was leaked.
21.5 million Americans had their social security numbers and other sensitive data
stolen in the "second" breach of the OPM's background check database.
Hackers stole detailed information on 104,000 taxpayers from the Internal
Revenue Service (IRS) website by exploiting an online tool.
Hackers broke into the massive University of California, Los Angeles (UCLA)
hospital network to access computers that stored the sensitive records of 4.5
million people.
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Ashley Madison-an online dating service that exclusively caters to extramarital
affairs-was hacked, resulting in the theft of 37 million site members' records. The
hack was also used for extortion.
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Walmart Canada, CVS, Costco, and Sam's Club's online photo service sites were
compromised via a third-party vendor.

"TheDarkOverlord" group posted several stolen healthcare databases for sale when their extortion attempt was not entertained.
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The number of data breach disclosures extortions also connecting big retailers is increasing,
which can only signify that small and medium businesses or organizations are also being
persistently targeted even if they are not making headlines. Nonetheless, the damage done
to everyday individuals, irrespective of whether their sensitive data was stolen from a large
corporation or a small corner store, is still the same - they face serious risks of identity,
financial, and other types of fraud. The biggest denominator of having data extortion is
having a data breach.

Breach method observed across industries as per Trend Micro analysis

Even though data breaches are more or less always attributed to hacking or malware
attacks, there are also other methods that need to be emphasized on. While certainly, these
attacks do play a big role, they only account for a quarter of all of the reported incidents.
Other commonly observed breaches means include:

Insider leak: Wherein a trusted individual or person of authority with
appropriate privileges steals data
Payment card fraud: Payment card data that is stolen using physical skimming
devices
Loss or theft: Physical theft of portable drives, laptops, office computers, files,
and other physical properties that contain confidential and sensitive information
Unintended disclosure: Methods wherein through mistakes or negligence,
sensitive data is exposed
Unknown: For a certain small number of cases, the actual breach method is
unknown or undisclosed



Avoiding Data Theft Extortion

[ 100 ]

In reality, any business or organization that processes and/or stores confidential and
sensitive data are a potential breach target. As long as the confidential and sensitive data
can be monetized through fraud and other crimes, data breaches are going to happen and
with increasing frequency in the future. From a business or an organization's point of view,
data breaches are unavoidable and unpredictable. No defense is impregnable against
determined adversaries. Having an effective alert, containment, and mitigation processes
are critical.

Mobile computing platforms such as phones, tablets, wearables, and other devices as well
as the apps that run on them are fast becoming primary computing platforms worldwide.
App development is constantly being made simpler. Buying, selling, and marketing apps
have been made easier through established online marketplaces. Apps support revenue
models that are profitable for developers. The entire ecosystem has been designed to
remove market entry barriers and encourage the development of new and innovative apps.
All these contribute to the explosion of apps catering to every activity imaginable. Everyday
users aren't aware that sensitive data is collected, processed, stored, and transmitted
through apps and not necessarily in a secure manner. In the next couple of years, apps and
mobile computing devices are bound to become major data breach targets.

It is crucial to build public awareness of the risks and repercussions of sensitive data getting
compromised. Heightened awareness will lead to increased caution and the pressure will
mount on governments and businesses or organizations to come up with effective and
permanent solutions.

Because the data breaches have become a daily affair, individuals may have also become
desensitized to having their personal, financial, health, education, and other data
compromised and sold in criminal marketplaces. This desensitization could be the product
of several factors:

There is an overload of day-to-day news articles on data breaches
Stolen personal and sensitive data are not as tangible as, for example, a stolen
mobile phone
The immoral and high consequences of having personal and sensitive data stolen
are not instantly felt
There is a lack of understanding of the repercussions of personal and
organization sensitive data theft

News bulletins are quick to report on data breaches, but they rarely follow up on what
happened to the stolen data. Tracing the movement of stolen data can be difficult since:

The data may surface after weeks or months or not at all in Deep Web
marketplaces.
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When the corresponding data is traded, it's not openly advertised as belonging to
a particular breach, business, or organization. This helps criminals avoid drawing
unwanted attention and scrutiny.
Breach victims won't release information and facts that would make the stolen
data easy to identify.
Millions of records are available 24*7 for purchase in Deep Web market places
and stolen data may be hiding in plain sight.
Access to the stolen data usually requires purchasing it and that is expensive and
a potential criminal offense.

The enterprise view
Data breaches are in general complex events. Any business or organization that processes
and/or stores confidential and sensitive data is a potential breach target. As per the global
analysis by Trend Micro, even if enterprises have an incident response plan to tackle data
breaches, figuring out the extent of damage done and handling the response can still be a
challenging task. After a breach is identified or discovered, the primary questions that
typically need to be answered include:

What data or records were stolen?
How long has the breach been going on?
How did the attacker's bypass defenses?
How deep did the attackers penetrate the network?

These are certainly difficult questions to answer. Incidents need to be quickly measured and
evaluated as time is critical when combating active breaches.

It is near impossible to predict if, why, when, where, and how an organization will be
targeted or get breached. Breach approaches and the data targeted vary widely across
industries and even businesses or organizations within the same industry. Data breaches
are typically planned and calculated well out, though accidental data breaches also occur.
Some data breaches are discovered within a matter of hours or days, while others take
months or years to get exposed. In a majority of the data breach incidents, the stolen
personal and organization sensitive data is used for criminal purposes, while in a few cases,
the breaches were unintentional.
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Whether it is an insider attack, or criminal fraud focused on websites and point-of-sale
(POS) devices, data breaches continues, costing victims more than ever. The number of
mega breaches climbed to the highest level since 2013. Even though the number of breaches
where the full extent of a breach was not revealed, increased; fewer companies declined to
publish the numbers, unless required to do so by law.

Extortion e-mail schemes tied to data theft
As per the reports from the Internet Crime Complaint Center (IC3) they continue to receive
reports from the targeted people who have acknowledged receiving extortion attempts
through e-mail. The recipients have largely told that their personal information, such as
their name, address, phone number, credit card details, and other crucial personal details,
will be released in the wild if a ransom is not paid. The recipient is generally instructed to
pay in Bitcoin, which is a virtual currency that provides a high degree of anonymity to the
transactions. The recipients are usually given a crisp deadline.

Sample extortion message targeting a Swiss bank
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The ransom sum varies from 2 to 5 Bitcoins or approximately US $729 to $3647.

Samples of extortion e-mails

Fraudsters and cyber criminals also quickly use the news release of a high profile data
breach to initiate an extortion campaign. The federal agencies do believe multiple
individuals are involved in these extortion campaigns based on variations in the extortion e-
mails globally.
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Cyber criminals harvesting on the data leaked in the Ashley Madison case

Probability of using different breach methods
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Method of breach
Device loss or theft is the likeliest breach method. As per the research and analysis from
Trend Micro, the possibility of different data breach methods being used (note that breach
methods are mutually exclusive). The top way to which sensitive data was compromised
was through loss or theft. This included the loss or theft of portable devices (USB keys,
backup drives, laptops, and so on), physical records (files, receipts, bills, and so on), and
stationary devices (office computers, specialized equipment, and so on).

Hacking or malware attacks comprised the next major threat, followed by unintended
disclosure and insider threats. Payment card data compromised via skimming, keylogging,
or similar methods posed less than a 2% risk. In slightly more than 3% of the cases, the
actual breach method remained unknown.

Hacking or malware are the prime go-to breach
methods
Data breaches are multifaceted events with numerous probable scenarios. Based on the
Trend Micro analysis, they created a Bayesian network to model commonly observed data
breach scenarios:

As per the model, hacking or malware was used to compromise all record types.
Hacking and malware attacks usually include phishing, exploiting
vulnerabilities, gaining unauthorized access, and compromising systems, servers,
and databases. Credit and debit card data was also compromised via hacking or
malware attacks.
In incidents where the breach method is unknown, PII and financial, payment
card, and/or health data were most likely compromised.
Retailers and restaurants were frequent victims of payment card fraud. Skimming
devices are used, but PoS RAM scrapers are by far the most popular tools for
collecting payment card data. Stolen payment card data is often used to make
fraudulent purchases.
Unintended disclosures exposed PII and health and education data. Unintended
disclosures happen when data is accidentally posted online, leaked through
negligence, or exposed because of mistakes or negligence on the part of third-
party vendors and contractors who handle information.
Insiders targeted PII and financial, payment card, health, and other data. Selling
data to outside parties is the common crime committed by insiders.
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PII and financial, health, and education data were frequently compromised
through loss or theft. This includes the loss or theft of portable devices (USB keys,
backup drives, laptops, and so on), physical records (files, receipts, bills, and so
on), and stationary devices (office computers, specialized equipment, and so on).

Bayesian network showing commonly observed data breach scenarios
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Account thefts - accounts for sale
Different types of accounts are available for sale in Deep Web marketplaces. Some of them
are as follows:

Mobile phone, eBay, Uber, and PayPal accounts
for sale

Accounts for various mobile phone operators in the US are available for up to
US$14 per account.
Compromised PayPal and eBay accounts are commonly available for purchase.
Facebook, FedEx, Google Voice, Netflix, Amazon, Uber, and other accounts are
also sold.
Compromised Uber accounts have also recently become very popular in Deep
Web marketplaces, as these can be fraudulently charged with phantom rides.
Stolen accounts from victims in Canada, Australia, the United Kingdom (UK),
and other European countries are readily available for purchase. Criminals 
probably prefer to distribute their fraud operations worldwide in order to
improve the probability of success and reduce operational risks.
There are no price differences between verified and unverified PayPal accounts.
The available balance on each account is listed to help potential buyers make
informed purchases. The seller can sell the same compromised account to
multiple parties. The buyer accepts the risk that the accounts could have been
flagged and locked.
PayPal and eBay accounts, which are mature (has months or years of transaction
history), are sold for up to US$300 each. Mature accounts are less likely to be
flagged for suspicious transactions.
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Miscellaneous accounts for sale
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Credentials for sale

Bank login credentials for sale
Log-in identifications and credentials for banks around the world are sold at steep prices of
between US$200 and US$500 per account in Deep Web marketplaces. The larger the
available balance of an account, the higher its selling price. Banking malware has been and
continues to be a massive problem in Brazil. As such, it is not surprising to find so many
compromised Brazilian bank log-in credentials available for purchase.
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US and UK bank credentials for sale
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Credit card sales are brand agnostic
Credit card sale forums and Deep Web marketplaces sell payment card data to any person
who is willing to pay. Card data sells for different prices in various forums. The prices
depend on supply and demand, whether cards are validated or not, and how much money
the criminals can potentially steal from them before they are deactivated.

Buying credit card data in bulk reduces unit prices. In some cases, sellers only sell
card data in bulk, which could indicate that they have been freshly acquired.
Unlike earlier, there no longer appears to be differences in prices with regard to
card brand. This is probably because of an oversupply of credit cards from
numerous data breaches.
Credit cards from every continent - Europe, Asia, Africa, North and South
America, and Australia are available in carding forums.

Credit cards for sale

Non-US credit cards fetch higher per-unit prices compared with US ones.

Carding forums have search functions that allow buyers to select credit cards from different
states and/or issuing banks. Using stolen cards to make purchases near the geographical
locations where they were stolen is less likely to be flagged as "suspicious".
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PII prices fall due to oversupply
Personally identifiable information (PII) is another hot product available for purchase in
Deep Web marketplaces at comparatively reasonable prices:

PII is normally sold on a per-line basis at US$1 per line. Each line contains a
name, a full address, a date of birth, a Social Security number, and other
information. Cyber criminals need to purchase only a few lines to commit
identity fraud.
The average price of PII has fallen from around US$4 in 2014 to US$1 this year.
This is probably due to an oversupply of PII from numerous data breaches.

Selling Personal Identifiable Information (PII)
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The perceived and actual monetary values
At this point in time wherein the lack of privacy and security are considered major issues,
the value of the data is becoming more and more relevant. As per Trend Micro's survey and
analysis from thousand customers across US, Europe, and Japan they found that:

The most valued personal data type comprises passwords at US$75.80.
Health information and medical records came second, valued at an average of
US$59.80. US respondents put the highest value on their health records at
US$82.90 while European consumers considered theirs to be worth US$35.
Social security numbers came in third at US$55.70.
Payment details ranked fourth at US$36.60. US citizens priced this information at
US$45.10 while the Japanese valued it at US$42.20. Europeans priced it at
US$20.70.
Purchase history ranked fifth, valued at US$20.60. US respondents again valued it
most compared with the Japanese and Europeans.
Physical location information ranked sixth, valued at US$16.10. US citizens priced
it at US$38.40 while those from Japan and Europe priced it a paltry US$4.80 and
US$5.10, respectively.
Home address ranked seventh, valued at US$12.90. US consumers once more
priced it at US$17.90. Japanese respondents pegged this information at US16.30
while those from Europe priced it at US$5.00.
Personal photos and videos ranked eighth, valued at US$12.20. US respondents
priced them at US$26.20 while those from Japan and Europe only priced them at
US$4.70.
Marital status information was pegged at an average of US$8.30. Japanese
consumers priced it at US$12.70 while those from the US and Europe pegged this
information at US$6.10 and US$6.00, respectively.
Name and gender information were least valued at US$2.90.

One conclusion that could be drawn from the survey was that the US respondents valued
nearly all their personal information more than their counterparts from other countries.
Besides cultural differences, this could also be due to how much US consumers value their
privacy and how their day-to-day lives revolve around their own personal information
amid the social media boom.

Another thing that stood out was how everyone considers passwords their most valuable
information. This is a strong indicator of how connected people have become in the age of
the Internet.
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While the perceived value of stolen data differs from its actual selling price, the final dollar
value of loss lay on to a business by the cyber criminal is considerably complex and higher
than both the perceived value and selling price.

Defending against data and account theft
extortion
Here are some key tips to protect you from personal data theft:

Do not open e-mails or attachments from unknown entities and individuals.
Monitor bank account statements regularly and credit reports at least once a year
for any fraudulent activity.
Do not communicate with the subject by any chance.
Do not store sensitive or embarrassing photos of yourself online, on a public
domain, or on your mobile devices with applications having privilege to access to
your gallery.
Use strong alpha numeric passwords and do not use the same password for
multiple websites and applications.
Never provide sensitive personal information of any sort via e-mail to any third
party or individuals not known to you. Be aware, many e-mails requesting your
personal information give the impression to be legitimate.
Ensure security settings for social media accounts are turned on and set at the
highest level of protection.
When providing PII, credit card information, or other sensitive information to a
website, ensure the traffic transmission is secure by verifying the URL prefix
includes https, the status bar displaying a "lock" icon, and so on.

Enterprise security measures
Data breaches are unavoidable and thus having proactive and effective alerting,
containment, and mitigation processes is critical.
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Center for Internet Security (CIS), have laid out the following critical cyber security controls
for effective cyber defense that address new risks posed by an evolving threat landscape:

Key Cyber Security Controls
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Implementing all the preceding security controls can be very costly, time consuming, and
would require dedicated teams for proactive daily operations, monitoring, response, and
maintenance. A large business or organization generally ought to have the resources to
implement all of them, but most small businesses can only meet the expense to implement a
subset of the controls critical to their businesses. These critical security controls provide a
comprehensive set of strategies and executing even a subset of them will go a long way in
preventing data breaches.

While the following are important steps, a large number of data breaches for an enterprise
could also have been prevented following some fundamental enterprise security measures,
including, but not restricted to:

Patching vulnerabilities
Deploying effective e-mail filters
Using intrusion prevention and detection software
Restricting third-party access to company data
Maintaining good software hygiene
Employing encryption where appropriate to secure confidential data
Implementing data loss prevention (DLP) technologies across data at rest, data
in transit, and data in use

Evidently, most of these relate to preventing external assaults. When it comes to mitigating
the possibility of malicious or accidental insider threats, enterprises need to focus on
employee education and data loss prevention.

Fundamental security hygiene should be drilled into employees the same way the public
community are told to cover their mouths when they cough or sanitize their hands in
hospitals. Enterprises have to also be making use of data loss prevention technologies to
locate, monitor, and protect their data, wherever it is within the organization, so there is
comprehensive monitoring and clarity on who is doing what, with what data, in real time.
DLP can alert and block certain types of data from leaving an enterprise perimeter, such as
credit card numbers, sensitive information, and other confidential documentation.

Security has to be a crucial part of operations and employee behavior, instead of an add-on
or something to pacify auditors and compliance requirements. Data breaches are not likely
to stop any time soon, but the scale and impact of them could undoubtedly be reduced if
organizations of all sizes recognize that security goes well beyond the bounds of the CIO or
the IT manager. Security is in every single employee's hands.
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Have measures to detect insider attacks, much like external attacks. Insiders are usually the
trusted individuals or persons of authority with corresponding privileges who steal data.
They can be encouraged by money, ideologies, coercion, and their egos. More than one of
these reasons are frequently put into play. Dealing with insider threats is considered a very
difficult task. Broadly speaking, prevention and mitigation techniques can be grouped into
two categories - technical and non technical:

Technical steps to stop insider attacks use security best practices as we discussed
earlier in the critical security controls. Predominantly insider attacks should be
accorded with the same level of prioritization as external attacks. Like external
attacks, insider attacks can't be prevented and so they need to be detected as
quickly as possible. Monitoring and logging events such as what data is moving
within a network can be used to detect potentially suspicious behavior. Data
leakage prevention can play a major role to identify internal attacks. The key
principle of defense is to assume compromise. This also includes identifying
compromised insiders. Proper access controls and segregation of duties should be
put in place to ensure that employees can't access information that they do not
need for their day-to-day functions. The credentials of employees who leave
organizations should be immediately disabled to prevent security leaks.
Non-technical means of security are equally effective in preventing insider
threats. Employee discontent increases the risks that insider attacks pose. Good
management practices in handling delicate situations, recognizing and rewarding
employees, and looking after employee well-being all help diffuse potential
insider threats. In a nutshell, happy employees are less likely to turn against their
employers.

Security software firms offer bundled packages to small businesses that include anti-
malware, anti phishing, and web filtering solutions. These are easy to set up, require
minimal administration, and provide excellent security out of the box. Some security
technology firms also include network access control, device control, DLP, patch
management, and application control solutions in their small-business bundles. Windows
come with a built-in easy to configure software firewall. Most wireless routers come with
built-in hardware firewalls.

All of these technologies collaborate to protect a business from data breaches. One of the
major key technologies that all businesses or organizations should consider deploying is
disk and device encryption. Since, as we discussed previously, the loss or theft of portable
devices (USB keys, backup drives, laptops, and so on) poses a major data compromise risk
to the organization of all sizes. Disk and device encryption will make the data on the stolen
devices unusable and inoperable to all but the most resourceful criminals.
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In short, any business or organization that processes and stores sensitive or confidential
data are a potential breach target. In today's unified and interconnected world, data breach
prevention policies and plans should be considered an integral part of business operations.
Eventually, no defense is impregnable against determined adversaries.

The key belief of defense is to assume compromise and take countermeasures to:

Quickly identify and respond to ongoing security breaches
Contain the breach and halt the loss of sensitive data
Proactively prevent breaches by securing all exploitable avenues across
enterprises
Apply lessons learned to further investigate, strengthen defenses, and prevent
repeat incidents

Business E-mail Compromise (BEC)
Business E-mail Compromise (BEC) which sometimes is also called Business Email Scam is
defined as a sophisticated and highly impactful scam, targeting organizations and
businesses working with foreign suppliers and/or businesses that often perform wire
transfer payments. The scam is generally carried out by compromising legitimate business
e-mail accounts through techniques such as social engineering or cyber intrusion methods
to conduct unauthorized transfers of funds. BEC scams are thus a type of payment fraud
that utilizes spoofed accounts to send wire transfer instructions. These are mostly global
scams with subjects and victims across multiple countries.

Most victims report using wire transfers as a most common method of transferring funds
for business purposes; though, some victims report using checks as a common method of
payment. The fraudsters and cyber criminals use the method most commonly associated
with their victim's common business practices.

In addition there have been cases potentially identified wherein the data is held hostage by
the cyber criminals and extortion attempts have been made to executives of small and
medium organizations. Even though this aspect will be covered in detail while we discuss
Ransomware extortions, BEC's are eventually a sub product of the overall equation. We
have also provided insights from the deep web, wherein we have illustrated what kind of
stolen personal information is readily available for cyber criminals to transcend the BEC
approach.
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As per the latest figures from the FBI, over the past years (particularly in
the last two years), Business E-mail Compromise (BEC) schemes have
caused at least $3.1 billion in total losses to roughly 22,000 organizations
around the world. Ever since January 2015, there has been a 1,300% surge
in recognized exposed losses, amounting to an average loss of $140,000 per
scam. The impending damage and effectiveness of these BEC campaigns
enforced the FBI to issue a public service statement describing how such
scams operate and how much loss it can cause to targeted organizations
regardless of the organization size.

Advanced threats are ever changing and with this shift towards schemes such as BEC, it is
more likely that any enterprise across the globe may likely become the target. Business E-
mail Compromise is becoming mainstream and has a wide impact across regions and
enterprises. Prudently planned and researched, these scams target specific roles (and thus
the associated employee) in an enterprise. Either the associated employee becomes the
target of this attack or becomes the unaware victim.

Generally these schemes and associated e-mails do not generally use malware or URLs that
are usually found in typical credential phishing schemes. Labeled "business e-mail
compromise" by the FBI, these are also recognized as CEO fraud, whaling attacks, man-in-
the-e-mail, and other unsavory titles. The majority of these scam e-mails are purpose made
to imitate C level executives and trick unwary employees across crucial roles in an
organization.

According to the Internet Crime Center (IC3), such attacks increased by
more than 270% in 2015 alone. Victim companies come from
approximately 80 countries, resulting in more than $2 billion in losses
since late 2013.

With such scams impeding the momentum of business services, one may not even realize or
know that they are a victim of a fraud right away. The business and corresponding systems
continue to run usual and everything seems like business as normal. Security tool alarms do
not go off and there is no ransom note. That is the point. Such scams global in scope, have
grown to target companies both large and small in every part of the world. As of New
Zealand to Belgium, organizations from every industry have suffered tremendous losses.
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A few of the recent scams from Proofpoint include:

One of the East Asian subsidiaries at Ubiquiti Networks, Inc. revealed that it had
given more than $45 million in payments over an extended period to cyber
criminals who were using impostor e-mails to pose as an existing supplier to the
organization.
Crelan, a Belgian bank in recent times lost more than $70 million due to
impersonator e-mails, realizing the fraud only after the company conducted an
internal audit.
In New Zealand, a higher education provider, TWoA, lost more than $100,000
when their CFO fell victim to an impersonator e-mail, believing the payment
request came from the organization's president.
Luminant Corp., an electric utility company in Dallas, Texas sent a little over
$98,000 in reply to an e-mail request that they believed was coming from a
company executive. Later it was learned that attackers sent an impersonator e-
mail from a domain name with just two letters transposed.
Ubiquiti Networks - the finance department was targeted by a fraudulent request
from an outside entity that resulted in $46.7 million being transferred to an
overseas account held by external third parties after an employee was
impersonated.
Mattel - a finance executive wired more than $3 million to the Bank of Wenzhou
after the "new CEO" requested a vendor payment. According to reports, Mattel
quickly realized that it had been a victim of a fraudulent request and worked
with Chinese authorities to get the money back.
FACC - the Austrian aircraft parts maker, whose customers included Airbus,
Boeing, and Rolls-Royce, stated that they had fired their chief executive after
cyber criminals stole Euros 50 million ($55.7 million) in an e-mail scam.

With these scams and potential dangerous schemes, cyber criminals are taking the time to
gather personal information and absorb the processes within a company. As soon as they
are armed with this material, they target judiciously a selection of employees with a spear
phishing e-mail intended to get access to confidential business data or transfer money into
an unknown account.

The victims of the BEC scam range from small businesses to large corporations. The victims
continue to deal with a wide variety of goods and services, indicating that a specific sector
does not seem to be targeted.
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It is largely unidentified how victims are carefully chosen; however, the perpetrators
monitor and study their selected victims using social engineering practices prior to
initiating the BEC scam. The perpetrators are able to accurately identify the individuals and
protocols necessary to carry out wire transfers within a specific business environment.
Victims may also first receive "phishing" e-mails asking for additional details about the
business or individual being targeted (name, travel dates, and so on).

Some people conveyed being a victim of numerous Scareware or Ransomware cyber
intrusions immediately preceding a BEC occurrence. These intrusions can primarily be
enabled through a phishing scam wherein a victim obtains an e-mail from an apparently
legitimate source that comprises a malicious link. The victim clicks on the link, and it
downloads malware, allowing the actor(s) independent access to the victim's data,
including passwords or financial account information.

The BEC scam is related to other methods of fraud, including but not limited to romance,
employment, lottery, and rental scams. The victims of these scams are typically U.S. based
and may be enlisted as unaware money mules. The mules collect the fraudulent funds in
their personal accounts and are then directed by the perpetrator to quickly hand over the
funds to another bank account, usually outside the U.S. Upon direction, mules may open
bank accounts and/or shell corporations to further the fraud scheme.

Thus the potential targets and methods can be narrowed down to:

Businesses and personnel using open source e-mail
Individuals responsible for handling wire transfers within a specific business
Spoof e-mails that very closely impersonate a legitimate e-mail request (for
example, "Code to admin expenses" or "Urgent wire transfer")
Fraudulent e-mail requests for a wire transfer are well-worded, specific to the
business being victimized

The fraudsters at your gates
Successful masquerader e-mails result from using a variety of research tactics against a
company. Activities may comprise scouring social media portals and news bulletins to
delving into company trash to learn more about executives, company business, and their
direct reports if any. One may get skillfully masked phone calls on a variety of subjects
directed at learning more about the clients, personnel, and suppliers. Understanding the
organization process and knowing business partners is one of the most crucial factors to a
successful attack.
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Cyber attackers with a severe reconnaissance strategy capitalize money and time in
intelligence gathering. The initial step is qualifying a worthy target. If a business has several
supply partners and executives who frequently travel abroad, this business is one of the
ideal targets for the spam. Taking benefit of the time difference and the countless hours a
business executive spends in transit and unreachable is key to a successful attack.

There are generally two major angles involved with targeting business executives. In the
case of the constantly traveling business executive, this is the individual who intruders and
perpetrators study and seek to impersonate. They use all the resources available to
understand the targets agenda, peers, and direct reports. It is likely that the organization
will have phone calls to gather additional information to learn more about the suppliers and
customers. As an example, having information on a company's travel agency can be
considered as valuable information to an attacker.

An organization's CEO is generally an always traveling executive and the typical target in
such scams, hence the term CEO fraud. Thus on the receiving end, another executive with
financial authority may perhaps be the one that receives the last minute "before I board the
plane request" from the CEO (impersonated by an attacker). The instructions may contain
wire transferring a payment to a supplier who is usually located in the same area that the
CEO is visiting.

This type of scenario can simply victimize any executive's direct subordinates and
associates who routinely process payments. Another plan includes understanding an
organization's dealers, how they generally invoice, and by means of their language,
financial practices, forms, and procedures to, for example, modify bank account data for a
forthcoming payment. If the impersonators are successful, one may have been making
settlements and payments to them for months without ever knowing about it.

How impersonators fake you out
Primarily LinkedIn and other social media portals are the "go to" resource for profiling
targets and the intended victims. Attackers profile senior management and C-level
executives by examining and investigating content within social media portals, company
PR releases, and any news articles about the business. From there, social snooping efforts
uncovers the direct reports.
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Fresh employees in accounting and finance places are extremely sought after by cyber
criminals and attackers that use impostor e-mails. They make the seamless victim for an
impostor attack. Being new to an organization, the new employees may not have the
essential sense that something may be off with a payment request. They certainly don't
know or have enough knowledge about the business suppliers, dealers, or are in a rush to
make a decent impression and not know when to slow down and inquiry a transaction.

Once investigation on the organization and its senior employees and executives is complete,
attackers now have a complete profile of the business. Also, there is a high probability that a
decent part of the business relationships would be known and perhaps aware of a couple of
special company projects or code names.

They have files and reports on most senior level or C-level executives, particularly those in
financial positions; they will also know who their direct reports are and what their
corresponding function is. In the next stage, these cyber criminals' emphasize on
impersonating the organization's regular suppliers or partners that work with the company.

If attackers aim to impersonate someone inside the company, they may also register a
domain name that is one or two letters off from yours. This makes a look-alike domain for
use in the fraud e-mail along with spoofed e-mail addresses of senior employees and
executives previously profiled. Frequently, attackers also create domain and e-mail
addresses a short while before sending the fraud e-mail. In other cases, they may do the
same thing, but impersonate a supplier or another business such as an accounting or law
firm that usually requests payment from the company.

The statistics behind Business E-mail
Compromise (BEC)
The BEC scam endures growing, change, and target businesses of all dimensions.

As per IC3, since January 2015, there has been more than a 1,300% increase
in identified exposed losses. This scam has been stated by victims in all 50
states and in 100 countries. Intelligence also shows that fraudulent
transfers have been sent to approximately 79 countries with the majority
going to Asian banks located within China and Hong Kong.
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The following BEC figures were reported to the Internet Crime Complaint Center (IC3) and
are derived from multiple victim complaints filed with international law enforcement
agencies and financial institutions:

Statistics behind BEC

How do BEC schemes work?
Previously also known as the Man-in-the-E-mail scam, a BEC scam typically starts when
senior employees of a business including leading business executives' electronic mail
accounts are compromised and spoofed, with the impostor sending e-mails to an
unknowing employee instructing them to wire large sums of money to foreign accounts.

While approximately less number of cases involve the use of malware, BEC schemes are
usually recognized for relying purely on social engineering techniques, making them even
difficult to detect. Recent incidents presented how employees were tricked by e-mails
masquerading as legitimate e-mails coming from business executives requesting for
information.
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Multiple versions of BEC scams have been illustrated here:

Version 1: The Bogus Invoice Scheme - This is the one most common type of
scheme targeting general users wherein a cybercriminal contacts a customer via
phone or e-mail asking to modify or change the payment location of the invoice
or funds to be wired for invoice payment to an alternate, fraudulent account.
Version 2: CEO Fraud - This is the most common scam targeting organizations of
all sizes. In this version, the cybercriminal spoofs an e-mail account of senior
management and requests (on behalf of the executive) to another employee
requesting a wire transfer to an account that the criminal controls.
Version 3: Account Compromise - In multiple cases an employee or a person's e-
mail gets hacked and requests for payments are sent from the corresponding
employees e-mail to multiple business partners/vendors available on the
employee's contact list. This typically involves payment requests directing to
fraudster controlled accounts. The following screenshot illustrates the personal
information being sold in the deep web containing all the details:

Stolen personal information being sold in the Deep Web
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Details of information available that is hacked
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Version 4: Data Theft - This scheme involves the e-mail of role-specific employees
in the company being compromised and then used to send requests not for fund
transfers, but also for personally identifiable information (PII) of other
organization employees and executives. This can, therefore, serve as a jump-off
point for more damaging BEC attacks against the company itself.

Some of the incidents and scenarios are isolated and some occur prior to a fraudulent wire
transfer request. Victims generally report they have fallen for these BEC scenarios, even if
they were able to successfully identify and avoid the traditional BEC incidents.

All these schemes are considered very simple and generally, play out as follows:

The business e-mail account of a senior management employee at a business is1.
compromised. This is achieved through malware or social engineering.
The scammer's research about the employees, look for travel schedules, and read2.
other business e-mails through the compromised executive account.
An employee at the compromised company receives an e-mail request to transfer3.
funds, seemingly from upper management at their company.
The employee, believing the e-mail to be legitimate, transfers the funds to the4.
criminals.
Businesses and personnel using open source e-mail are mostly targeted by5.
business e-mail compromise scams. In numerous cases, the attacker's spoof e-
mails of people within enterprises who are authorized to submit payment
requests and then send them to individuals with the authorization to process
them. Employees who handle wire transfers are over and over again targeted.

Fraudsters approach to e-mail
Attackers may initiate communication with your company in a variety of ways.
Nonetheless, it typically boils down to an apt one shot e-mail or a more conversational 
approach involving quite a few e-mails and phone calls.
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The apt one shot e-mail
The one-shot fraud e-mail depends on sending the e-mail at the perfect time. Preferably,
attackers time the transfer of a fraud e-mail to coincide with their target's travel schedule.
The attackers may by this time have access to one or more employees' inboxes in order to
pull this off. Cyber criminals lie in wait to take benefit of the most opportune time to
approach the victim with a fraud e-mail. The message may come across as urgent, "I need
the wire-transfer to be completed before I reach Beijing." On the other hand, it could also be
more casual "I am just about to board the plane and I almost forgot we need to wire a
payment to..."

In many such cases, fraudulent e-mails go undetected. After all, since the e-mails don't
include malware, URLs, or malicious attachments there's no "signature" to raise an alert. It
is just a simple text message from a domain with no reputation score. Occasionally
messages may even include, "Sent from my iPad" or somewhat similar in the signature line
to help mask poor grammar typically found in fraudulent e-mails coming from another
country.

Wealth management and investment firms are also targeted with this tactic of one-shot
fraudulent e-mails. In such cases, it includes aiming high net worth investors. Attackers
focusing on wealthy investors, in the similar way they target senior management and C-
level executives. The profiling on investors and learning about their connections primarily
assists them to make a forged wire transfer request appear legitimate.

Another example of such a tactic does not necessarily ask for a wire transfer, but may ask
for sensitive information in quick one-liner e-mails. For example, a fraudulent e-mail asking
employee W2s under the guise of a "wage review". This type of e-mail may also target
senior management executives from the Human Resources department for example, by
sending a fraudulent e-mail requesting the W2s to one or more of their associates.
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The conversationalist
Sometimes these scam e-mails unfold over an extended period. Through this tactic, the
target could be a senior executive involved with M&A activity, new products, or even
strategic partnerships. In this case, attackers create a fraudulent e-mail as the way to inform
the victim about an upcoming acquisition or partnership, calling for an upcoming wire
transfer. These scam e-mails generally ask for secrecy and discretion in performing the wire
transfer as they show it as a top-secret business activity. Fraudulent e-mails appear credible,
often citing closely held project details or company code names. In this case, the
impersonator traps the victim into doing their bidding under a veil of secrecy.

The conversationalist may possibly also imitate a supplier or dealer and start out an
innocent appearing conversation about the newest invoice status. If responded, the
conversation can quickly grow into changing bank account information. Every now and
then, these scam e-mails contain fabricated e-mail dialogues between key executives to
back-up their need for a wire transfer. If the victim doesn't catch on to the trick and the
spoofed e-mail addresses and requests look legitimate enough, these fraudulent e-mails can
silently draw off funds from the company over an extended period of time.

What makes the conversationalist threat bold and practical is that it often comprises a
phone call to get past policies requiring verbal confirmation of payment requests. In some
cases, the fraudulent e-mail may consist of contact information for a third party, for
example, a person that supposedly works at the company's accounting or law firm to
contact for further instructions. Contact phone numbers are then set up looking forward to
a follow-up call. Attackers may preemptively call ahead of time to let the victim know the
request is coming. This commonly takes place during non-work hours when an attacker
may know that the target executive is abroad, in transit, or otherwise not reachable.

Which company positions are most targeted in
BEC schemes
As per the analysis from leading vendors http://www.trendmicro.com, employees from
businesses' finance departments are found to be the most targeted by BEC schemes. The
CFO, or the chief finance officer, was found to be the most targeted as per their study. This
makes complete sense, in view of the fact that these employees are most likely the ones in
charge of tasks such as transferring funds to other parties.
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The following figure shows the high level analysis:

Most targeted company positions by fraudsters

How to defend against BEC?
There are a number of methods to protect organizations and businesses against BEC scams
and fraudulent e-mails. Businesses with an increased awareness and understanding of such
scams tend to make out when they have been targeted by BEC cyber criminals, and are thus
more unlikely to fall victim.

Organizations that position vigorous internal prevention techniques across all levels
(especially targeting front line employees who may be the recipients of initial phishing
attempts), have also been proven to be highly successful in recognizing and deflecting BEC
attempts. The leading practices shared in this section are primarily based on the FBI alerts
and guidelines by financial institutions who have successfully detected this scam.
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This is one of the most comprehensive lists, and most organizations across industries cannot
practically implement all of these suggestions, but it is recommend to implement the
controls which are practical for your specific operations to decrease the risk of being
victimized by this scam. At the same time while these measures are helpful, they are not a
cure-all defense against the determined impersonator:

Strengthen Internal Processes - To counter the scams and threats of this nature,
organizations must bring together policies that ensure that no one person or
single e-mail can authorize transactions. Instead, there needs to be a mixture of
communication channels verifying any request for confidential or financial
information. Consider additional IT and financial security procedures, including
the implementation of multiple factors for the verification process. The internal
processes and verification procedures may include the following:
Forward e-mails and include the correct e-mail address (e-mail chain) to ensure
the intended recipient receives the e-mail.
Remain vigilant of sudden changes in business practices.
Be suspicious of requests for secrecy or pressure to take action quickly.
Out of Band Communication: Establishing more than one communication
channel to verify important transactions. Establish other communication
channels, such as telephone calls, to verify significant transactions.
Digital Signatures: Use digital signatures on both sides of transactions.
Delete Spam: DO NOT click on spam links or open any attachments in the spam.
Spam may potentially have malware attached to an e-mail attachment that might
have a large impact to the organization.
Multi-factor authentication could be considered for corporate e-mail accounts. It
mitigates the threat of a subject gaining access to an employee's e-mail account.
One of the practices followed by some financial institutions customer requests
can be put on hold for international wire transfers for an additional period of
time, to verify the legitimacy of the request.

Fighting against these type of scams
Security awareness and training: Training tops the list of strategies to combat
against these types of scams. This can range from a friendly e-mail reminder to
look twice at any payment request, to online classes designed to help employees
spot a fraudulent e-mail. Typically, training includes how to examine e-mail
addresses for authenticity and being aware of e-mails calling for secrecy or acting
quickly.
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While training should always be an integral part of a security program,
adding another facet to an already long list of things that employees
need to pay attention to is not very impactful. Especially, when
considering these fraudulent e-mails are highly targeted to take
advantage of executive travel schedules and specific knowledge about
the company and personnel.

Authentication Standards Domain-based Message Authentication, Reporting
& Conformance (DMARC), and DomainKeys Identified Mail (DKIM): DKIM
filters out some impersonator e-mails, but not all. DMARC is a comparatively
new standard and many regional ISPs are still in the planning stages of
implementation, so usage is inconsistent across geographies. It also cannot
protect against fraudsters using display name spoofing, similar sounding
domains, or DNS servers publishing phony routing information.

Sender Policy Framework (SPF) will cut down on some variants of e-
mail spoofing, but it cannot detect impostor e-mails that come from an
intentionally misspelled domain.

Improve Payment Verification Procedures: Establishing mature and improved
policies around payments is another way companies seek to protect themselves
from fraudulent e-mails. The FBI suggests implementing a two-step verification
process that includes checks via phone calls. Using encrypted e-mail with digital
signatures can also help ensure employees are communicating with intended
parties.

Fraudulent e-mail requests for a wire transfer are well-worded, specific
to the business being victimized, and do not raise suspicions to the
legitimacy of the request. The phrases "code to admin expenses" or
"urgent wire transfer" have been reported by victims of BEC scams and
they should be alerted.

Improving payment policies can definitely help, but it may not guard
against the determined fraudster who sets up dedicated phone numbers
for verification or reaches out to employees with authentic sounding
follow-up calls. It also may fail when dealing with employees who are
new, in a hurry, or have a situation that does not conform to policy
guidelines. For such cases, self-assessment is to be trained to employees.



Avoiding Data Theft Extortion

[ 133 ]

Multi-Layered Approach: There is not a single solution available that can solve
the breadth of the fraudulent e-mail security problem. What's needed is multiple
controls - a blend of complementary solutions that provide a multi-layered
approach to cyber security where prevention, early detection, attack containment,
and recovery measures are considered collectively.
Avoid unrestricted / free / potential no-pay web-based corporate e-mail accounts:
Establish a company domain name and use it to establish company e-mail
accounts in lieu of free, web-based accounts.
Be vigilant of what is posted to social media and corporate portals, especially
description of jobs, organizational structure, and out of office details.
Significant Changes: Be cautious of sudden changes in business practices. For
instance, if an existing business contact unexpectedly asks to be contacted via
their personal e-mail address when generally the communications are via
business e-mail, the request could be fraudulent. At all times confirm via other
channels that you are still connected with your legitimate business partner:
From a security tools perspective, create an intrusion detection system (IPS) rule
that flags e-mails with extensions similar to company e-mail

Scrutinize all the requests for transfers of funds and reconfirm via previously
known numbers, not the numbers that are usually provided in the e-mail request

Through analytics and other measures, know the behavior and conducts of your
customers, including the details of, reasons behind, and the amount of payments

What to do when hit by the BEC scam
The moment an organization realizes that they have been a victim of such a scam it is
encouraged to communicate this to the organization's financial institution (ideally within
24-48 hours) and corresponding law enforcement. If informed instantly, financial
institutions and law enforcement have potentially some time to recover the stolen funds,
even if the funds were sent internationally.

Based on the preceding controls and parameters, a self-assessment questionnaire should be
created and examined across business units categorizing the employee roles into Check,
Confirm, and Coach. This would also assist organizations with an internal review to
determine how the attack could potentially occur and if changes are needed to the processes
and technologies.
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Summary
The theft of data from a user or an enterprise is serious business and can affect one in a lot
of ways, from personal losses to losses of business secrets. Account theft is similarly
problematic. In this chapter, we looked at ways of identifying and mitigating these attacks
and looked at Business E-mail compromise, another scam that aims at stealing money from
unsuspecting or confused victims.

In the next chapter, we will learn in detail about locker ransomware and how it plays on
human emotions to extract money from victims.



4
Mitigating Locker Ransomware

Most of us are used to comfortably sitting in front of our computers, regardless of whether
we are working or doing something in our free time. The communication process with
machines has become unavoidable, automatic, almost like second nature. We like the
control we have over computers, the privacy they provide, and the utmost helpfulness that
we get from them in our daily lives. The relation has become so simplified, that, unless we
get a new software or a new machine that we need to get used to, the process gets semi-
conscious, and we get practically numb.

Imagine then the scenario, when sitting cozily in the safe haven of a computer desk, a
warning sign carrying the FBI logo suddenly flashes on the screen, accompanied by a
warning message with sex crime incrimination. The user is shocked to see that they are
being prosecuted by the FBI, that the computer has been locked, and that the access can
only be gained back in case a certain amount of money is paid to the attacker for exchange
of retrieved computer access.
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Image: Police Reveton (Image credit: Go Remove Malware)

Screenplay-worthy as it may seem, this is a real-life scenario. The event is only a snip of
numerous stories used by cybercriminals when they invade people's sense of privacy and
strong feelings of fear, shame, and guilt to extort money by preventing computer access
using lockerware.

Human conscience is the same across the planet. All ransomware is based on creating some
horror or anxiety in the victim's life and locker ransomware is no different. Hackers know
this fact. They just use varied means to exploit the same vulnerability in unique manners.
The locker ransomware story that emerged in Russia in 2009 used pornographic images that
condemned the victims by playing with their sense of shame and fear. Condemning
someone with pornography is one of the easiest guilt-tripping methods - it works equally
well when the victim is totally innocent of unlawful behavior. Almost anyone would rather
pay several dozen dollars than face reporting the crime to the police, especially when all
that is necessary is calling or sending an SMS to a premium phone number.

Shame is not the only key value that makes people susceptible to extortion. Any data kept
on a computer can be held hostage and abused to force the victims into ransom payment.
Nonetheless, its functionality is similar across the board.

http://www.go-remove-malware.com/remove-reveton-trojan/
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Locker ransomware prevents computer or mobile device access by locking the manual
input devices. The blockage is simple, yet functional - it is like cutting an electrical cord.
When electricity has nothing to run through, the end devices cannot be used unless the cord
is repaired. In a similar way, no command can be communicated or executed through the
keyboard or the mouse when they are brought down to limited functionality. The victim
can use the numerical keys only to type the ransom amount when, at the same time, critical
computer files are held hostage as inaccessible. When the payment process is completed, the
access to the data is restored.

Having in mind that lockerware is nowadays considered a less evolved ransomware
variant, victims can feel relieved that, at least, the files have not been encrypted with
advanced level cryptography. In general, unlike the instances of attacks by crypto
ransomware, files on a computer under an attack of lock screen ransomware are not
touched and are left as they are.

The technical aspects of locker ransomware may not be progressive, but the practical
application turned out to be profitable. This is a crucial fact that shows why, for a prevalent
number of years in the last decade, crypto ransomware was forgotten in favor of locker
ransomware, which managed to overtake the initial rise of encryption methods.

In this chapter, we will investigate:

Different stages of a lockerware attack
Notable field cases
Locker ransomware mitigating strategies
Practical steps for businesses under attack

Why is lockerware a major field player?
In their paper Cutting the Gordian Knot: A Look Under the Hood of Ransomware Attacks the
authors Kharraz, Robertson, Balzarotti, Bilge, and Kirda display the results obtained from an
analysis of 1,359 ransomware samples of 15 different families gathered in a long-term 
ransomware study for the period between 2006 and 2014. To meet the representative data
criteria, authors collected malware samples including lockerware, from several sources.
More than a half of the data (48.38%) was collected from public malware repositories, 37.9%
was collected from Anubis Networks, and the remaining 13.8 percent was retrieved by
browsing through online security forums. The paper offers a comprehensive presentation of
ransomware evolution for the critical eight years.
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While it is essential to recognize the paramount contribution of the paper, readers must
keep in mind the warning that comes from the authors when they talk about the primary
use of the paper. Scientific prediction is the main tool of the purpose of research. When data
collection and analysis has serious statistical limitations, it is critical to approach the end
results with caution and to read them in view of the methods used. In this respect, the
authors emphasize the importance of generating mitigation techniques, but also alert to the
key difference between reports produced by security professionals and scientific studies.
Most security reports produced by private companies are based on ad hoc scenarios and
provide little, if any detailed information about defense methods.

This is a limitation that this paper tries to address by offering effective ransomware
mitigation techniques.

We are particularly interested in the findings and the solutions proposed for locker
ransomware families, explicitly in light of the sample size included in the total number of
analyzed cases in the paper, which goes over 94 percent. Although the authors draw a
conclusion that malware is in the greater part failing than it is effective, it is vital to gauge
the light-headed interpretation considering the preceding limitations.

Even when the malware lacked technical attributes necessary to perform a successful attack
and remained instead on the level of superficial threats that failed to keep data hostage, the
failure only served as an additional motivation for cybercriminals to generate new
improved versions of ransomware. There was a segment in the pool of cases that caused
severe damage to victims. Having in mind the try-and-test approach used by offenders,
once an effective malware sample is discovered, it can become a hot and profitable black
market commodity.

The 1,359 sample sizes were distributed among 15 ransomware families with 99 variants.
From the 15 families, 22.66% were WinLock samples, 17.95% were Reveton samples, and
38.48% were Urausy samples. WinLock and Reveton, especially Reveton, notably caused
the greatest amount of damage in lockerware history by spreading worldwide and in
several languages. Researchers did not fail to point out that these three locker malware
families used polymorphic attacking techniques. Police ransomware is still the most
treacherous lockerware, constantly adopting new infection methods.

Aside from the chief lock screen families mentioned previously, the sample included
smaller lockerware groups, such as Tobfy, Loktrom, Calelk, Krotten, BlueScreen, Kovter,
and Weelsof which showed up to be less effective. While analyzing attack types, the 
authors distributed the ransomware samples in four groups. Many variants used combined
methods from the set of five that the researchers singled out: file encryption, file deletion,
screen locking, data stealing, and MBR changes.
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Although the samples were assigned to several classes, the way in which attacks were
executed from a file perspective was similar across the sample. Each malicious process
worked alike the next one by requesting access to similar filesystems. File deletion was
immanent to the popular Reveton and WinLock, although they also undeniably locked the
screen and, in the case of Reveton, stole information.

The paper provides abundant value in reference to exploring locking procedures.
Regardless of the type, all ransomware samples must lock the screen and establish a
persistent desktop, Although the technique is different for different variants.

Screen locking command process
A large number of the samples investigated by Kharraz, Robertson, Balzarotti, Bilge, and Kirda
(61.22%) applied the following screen locking procedure:

Use the CreateDesktop command to generate a new desktop environment.1.
Cut off additional processes.2.
Enable the SwitchDesktop function to activate the created desktop and receive3.
victim input.
Assign the desktop to a thread by the SetThreadDesktop command.4.

However, notable lockerware families such as Urausy, Reveton, and Winlock used a 
different screen locking method:

Download the lock screen as a HTML page.1.
Display the image in full screen mode in Internet Explorer with hidden controls.2.
Disable keyboard toggle shortcuts (for example, Windows key + Tab).3.
Disable special keys by installing hook procedures for monitoring keyboard input4.
events.

In the case of Reveton, the Windows keys were disabled in order to block the victims from
accessing the Start menu. Over 70 specific variants in the 15 examined families were aiming
at disabling the Esc key to prevent the victims from accessing the Windows Task Manager.
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The convenience of payment vouchers
The study analyzed the ways by which users were instructed to pay the ransom money.
88.22% of the total users were forced to purchase untraceable payment cards such as
Moneypak, Paysafecard, and Ukash.

Anonymous payment vouchers are later sold underground through forums and instant
messenger systems. As they are capped as black money, the attackers must exchange them
for lower value than the actual nominal value placed on them. Few variants from the
Kevtor family ransomware on the other hand demanded a purchase of a specific computer-
unlocking software. The average cost for the victims in the sample was set between 150$
and 250$. Regardless of the way the money was extorted, lockerware was extremely
practical, as demonstrated both by the study and by abundant emergences across the globe.

Reveton - when the police locks your screen
The fact that it is classified as less evolved by cybersecurity professionals does not make
lockerware any less dangerous in terms of reach and financial benefit for criminals. In the
Police Ransomware - Threat Assessment public document from 2014 Europol reports of
significant ransomware profits concerning Reveton, the ultra-lucrative advanced-level
locker variant that had been persecuted and handled by join action of European law
enforcement agents.

On several occasions in this book we have emphasized that it is difficult to evaluate and
draw conclusions from ransomware statistics due to the fact that the cybercrime area is
distinguished by underreporting. Still, certain prognosis can be made. Overall collected
numbers pertaining to Reveton go up to a global profit of one million euros per year. In the
Threat Assessment paper, Europol affirms that around three percent of the targeted victims
have actually paid the ransom.

An operation led by Europol that tackled a complex cybercrime network
over the last couple of years gave an idea of the powerful success behind
Reveton. In a series of organized incidents, tens of thousands of computers
were reached on a global level, collecting over million euros each year. On
a different occasion, cybercriminals attacked over 25,000 computers in
eleven European countries and accumulated over 70,000 euros from 800
people who decided to pay the ransom. The actual 70,000 euros got
laundered on the black market for an exchange value of 40,000 euros.
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From delivery to execution
Ransomware works in complex ways. The affected devices, the encryption technologies, the
payment methods, and the scare tactics are mixed in various ways so that no single
ransomware type incorporates the same attributes in the same way. Cybercriminals are
ever-creative and relentlessly search for new vulnerabilities that can bring the greatest
profit with as little risk as possible.

Although there are minor peculiarities to how lockerware emerged and evolved in varied
historic scenarios, several general characteristics promote it and keep it tight into a special
ransomware family. The scare tactics employed by lockerware work with screen locking,
while the payment method is usually an SMS or a call to a premium rate phone number.
Additional means of payment are the hardly traceable payment vouchers issued in specific
countries, such as MoneyPak, Paysafe, or Ukash. Known targeted devices include Windows
and Android software, whereas the encryption technique is simple and is executed by a
660-bit and 1024-bit algorithm.

The main target of lockerware variants like Reveton were workstations of individual end
users. Businesses were excluded, assumedly because of the nature of the cybercrime that
works best when an individual faces shame, fear, and guilt alone or because of the stronger
defensive approaches undertaken by businesses and organizations in general. Nevertheless,
lockerware needs to pass the conventional malware cycle stages to reach its targets -
delivery, payload, infection, and execution.

In previous chapters, we have demonstrated versions ways by which ransomware can
target users. The means are diverse, but they always accrue intertwined actions in the
delivery-payload-infection system and they regularly include the fear component.
Malicious websites, payloads by other malware carriers, spam e-mails, malvertisements, or
vulnerability exploits compose just a fragment of the actions by which lockerware, once
executed, locks the computer screen, blocks file access, and presents a flashing screen
message demanding ransom payment and presenting instructions on how to actually
complete the transaction. Unlike previous classic malware variants, which worked
undercover stealing information, locker and crypto-ransomware are quite blunt directly
informing the user of the infection. Lockerware is an open attack, which cannot be more
open: it comes right in the front of the screen demanding immediate attention.
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Lockerware delivery
To spread, ransomware must have an initial point of attack through external channels.
Delivery encompasses clickbaiting or seemingly legitimate browsing actions. Lockerware is
usually downloaded by accident, when users have no idea that they are downloading
wrongful material until the malware starts creating problems. User behavior that can invite
and trigger harmful attacks includes:

Visiting compromised or malicious websites
Opening an e-mail attachment
Clicking a phishing link
Downloading a payload carrier from another software
Opening a malicious ad

A few of the delivery channels, such as malvertising, are very difficult to prevent. Other
variants work very hard by exploring and exploiting host vulnerabilities until they discover
a weak spot that is later used to take over authority and infect the host.

Payload carriers
Payloads are the concrete carriers of the malicious code. Another name by which they are
known is droppers. Carriers or droppers are small files that, downloaded without giving a
hint that they are corrupted, instigate the infection by simultaneously downloading the
executable ransomware and holding data hostage. The files involved in a payload carrier
can be as common as an infected Microsoft Word document or a corrupted e-mail
attachment.

Infection spreading
There is no pause between the payload and the infection stages. When the carrier has been
loaded on the user system it either instantly spreads the infection or gets activated by
building a communication channel to the "command and control" server, which is used to 
establish contact with the victim and notify ransom payment instructions. Due to its
anonymity and the possibility to hide computer locations by hoodwinking IP addresses, the
prevalent communication option for cybercriminals is the Tor (The onion router) network.
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Lockerware execution
Locker ransomware starts executing by searching for previously assigned extensions. While
certain lockerware instances have specifics regarding execution, most types of malware
usually search all system drives and attached removable-storage media. However, while the
crypto ransomware will search and encrypt system files, locker ransomware targets only
the input interface devices and keeps user system files safe and sound. In this case,
restoring system files to the original condition does not require a lot of effort. Once the
ransom is paid, the user gets normal access to the keyboard and the mouse. However, there
are combined instances of lockerware that apply simple encryption and delete certain types
of files.

Desktop locking techniques
It does not come as a surprise that locker ransomware has used inventive attacking
strategies and managed to find new ways to propagate, encrypt files, exfiltrate end user
information externally, and avoid being detected. Infection, propagation, and scaring
techniques have not come short. Locker ransomware is famous for using a persistent
desktop message that is displayed on the victim's screen right after infection.

The message screen contains the ransom notice generally constituted of two parts, one of
which is the actual extortion note, and another which provides payment instructions. The
locker ransomware message can be created by using various methods. A common way is
through dedicated API functions. By using API functions a new desktop is created which
becomes the default configuration and locks out the victim out of the compromised system.
An often applied lockerware alterative is using HTML or additional techniques that
generate persistent windows to display the ransom note.

In the end, unless lockerware brings back the money invested in the longer run, it may be
interesting short-term, but financially infeasible for cybercriminals who want to make
profits on long-term basis. This is why ransomware is continually updated to precede anti-
malware software and adjusted to fit the needs of different end users by using
customization completed in underground forums.
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Stages of lockerware development in action
The simple, Although scary ransom message takes a lot of preparation, planning, execution,
and protection work, which needs to be completed before the attacks get initiated.
Cybercriminal groups use contacts with the black market to purchase and set up the
necessary elements for launching the attacks. A very insightful observation of the works of
lockerware was conducted by the team of Europol security specialists who worked along
several national law enforcement agencies to tackle the aforementioned advanced Reveton
emergence from 2012. Offenders not only take care to prepare, but also must foresee the
future by thinking of ways to cover traces of payment transactions and develop money
laundering schemes.

Infrastructure preparation
Before the ransomware attacks take place attackers must establish an infrastructure.
Establishing an infrastructure consists of a series of actions that depend on the type of
executed malware, but it normally includes five steps:

Generating hosting servers for the malware and exploit kits, as well as images for
the locker screen
Creating scripts to define the victim's country of origin and drop zones for the
voucher codes
Setting up several additional C&C servers and spare server paths as redirects
Renting and registering a batch of replaceable hosting domains with similar
names to host the malware and the compromised websites that communicate the
malware
Upgrading the hosting to an invulnerable level through proxies, globally
distributed servers, double VPN, fast flux, or instant messaging

Exploit kits
To deliver the attacks, perpetrators must use exploits, usually as exploit kits. Usually hosts
to malware and exploit kits are compromised computers that are arranged to act as drop
zones for balancing accounts or for cashing out the voucher codes.
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Traffic redirection
When the infrastructure is set the offenders lure the victims into clicking compromised
websites through traffic redirection. It is not at all simple to hack a regular functional
website. Outdated software doubles-up the vulnerability risk. When Java, Flash, or Adobe
Reader plugins are not regularly updated they serve as a lockerware invitation. Europol
reports of prominent online shops or news websites that are being used for traffic
redirection to malicious sites hosting ransomware. A usual way to find extortion victims is
by using malvertisements as a proxy and by buying redirects from "traffickers" who sell the
redirects by piece.

Spreading the infection
Victim's systems can be infected in several ways. Regardless of the actual way it is
distributed, the infection normally starts quietly, without the victim's knowledge. Only
later, when the attack is launched, the victim wakes up to the reality of the situation. The
infections can be delivered through:

Drive-by downloads coming out of malicious websites or advertisements, often
those hosting pornographic material
Spam e-mails with compromised attachments or website links
Pirated content, such as music, movies, and software downloaded file sharing
websites
Corrupted files from social networking websites, instant messaging apps, and
video sharing websites

In the Reveton story, users who fell victim to the attack and decided to pay the ransom
money to get back the access to the computer and the data paid an amount between 50 EUR
and 150 EUR or the actual national currency equivalent value. In many cases the payment
did not guarantee normal computer access for the victims. Computer screens still remained
locked and the victims had to ask for professional assistance to remove the lockerware.
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How to cash out - money laundering techniques
When the screen is locked, it is impossible to transfer money through online payments
using the same computer. Therefore, extortionists have thought of an alternative way to
monetize the crime by using prepaid online payment solutions that cover the money trail
and cannot be traced back to the criminals. The flashy locked screen always contains
payment instructions advising the victims to purchase a voucher. The voucher card
contains a multi-digit code that can be inserted in the pop-up window on the screen.
Solutions like payment vouchers are not only convenient for offenders, but are also user-
friendly, as they are available for victims in a specific national variant at nearly every
corner. European-located variants include Ukash and Paysafecard. The screen payment
instructions usually include locations of retailers, ATMs, kiosks, and petrol stations in the
victim's country of origin.

As expected for situations in which the profit comes from illegal sources, it is impossible to
cash in large or even smaller amounts of unlawfully collected money without becoming
suspicious. When the ransom money gets laundered through specialized laundering
services, it usually decreases in value down to 50 percent of the nominal value of the
payment vouchers. The laundering agents use varied inventive techniques to cash out the
money and pay the profits to the extortionists:

Loading the funds from the vouchers on compromised credit and debit cards,
using money mules to withdraw the cash from ATMs, and wiring back the cash
minus the commission to the offenders
Selling the vouchers at 50% discounted rates for electronic money through illegal
exchange websites
Cashing out the payment voucher codes through online gambling platforms,
betting, and casino websites

Details from one specific operation conducted by Europol disclosed that
by using several different money laundering schemes, an amount of 10,000
EUR per day was laundered just from one organized group that dealt with
police ransomware. The money laundering groups employ money mules
distributed across locations around the world. The money mules use a
number of accounts and fake IDs to launder the money. Fake accounts are
executed through digital currency wallets, gambling platforms, money
exchangers, and electronic money mediators.
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The advancement of locker ransomware -
Winlock
When ransomware started to rise in 2005, it initially used encryption techniques. We have
already mentioned the GPCoder and the Trojan.RANSOM, which used simple encryption.
However, by 2010, several instances of malware based on locked screens bolstered 
lockerware to the prime position. It all started in Russia, where a dozen of members of an
organized cybercriminal group worked in unison to attack thousands of computers in
Russian and other Slavic language-speaking countries by using pornographic images
scareware tactics. The malware was named WinLock and the lucrative business model
ended when the Russian authorities closed the extortion operation by arresting a group of
ten cybercriminals.

The members of the organized gang that were arrested in August 2010
used WinLock to lock a victim's screen with a ransomware message
containing pornographic images and demanding users to send a
premium-cost SMS in amount between 300 and 1,000 rubles in order to
unlock the computer screen and gain control over the computer. The
minimal cost in the range at the time equaled to $9.72 and it allegedly
earned the cybercrime gang an amount as high as 16 million USD. The
scam was perpetrated in Russia, Ukraine, Moldova, and Belarus. It became
very popular in the period until the gang members got arrested and
charged, and the computer equipment got seized.

WinLock namely spread through malicious news sites, made certain elements of the
Windows operating system dysfunctional, and then displayed the ransomware message.
Although it was financially very lucrative for its creators who thrived on the ignorance and
lack of experience of naïve users, it was considered a less advanced malware by security
experts.

Basically, the user screen gets locked with an unknown password when the Trojan starts the
infection sets on auto-run through registry keys. The lockerware then disables the task
manager and blocks specific tools from normal functioning. Users are interrupted from
doing any regular work and the annoying ransomware pop-up window gets continually
reproduced while the message with the pornographic images flashes on the uppermost
window.
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In 2011, the basic Trojan variant from 2010 was upgraded to emulate the highly criticized
Windows Product Application. Through the fake reactivation kit, the ransomware informed
users that they need to reactivate the installation due to previous fraudulent installation.
The new online activation actually demanded from the victims to call an international
number from a list of six options and enter a six-digit code. The fake re-installation package
claimed that the calls are free, but that was never the case. Instead, the calls were rerouted
to a premium-rate international number, which increased the charges by putting the users
on hold.

By 2013, police ransomware has already evolved in multiple lockerware variants, whereas
recent emerging cases include complex encryption techniques. Along with Reveton,
offenders worked on a new Trojan-based spam campaign that used malware allegedly
hosted on the open-software platforms SourceForge and GitHub. The malware was based
on the Stamp.EK exploit kit and was spread through projects hosted on the sites claiming to
provide fake celebrity nude pictures and YouTube videos.

The malware detected as Trojan:Win32/Reveton stands out for its specific infection
techniques spread through obscene images taken from a pornography site, as well as fake
air rifle stores and Windows for Dummies sites. Even Twitter pages were included among
the droppers. The SourceForge and GitHub ransomware variants involved not one, but
several sub-variants that either locked the screen or additionally encrypted files demanding
ransom payment through coded vouchers. One example locked the computer desktop with
a black screen stating that it originates from the US Department of Justice that has
assumedly blocked the computer use due to the user being engaged in federal law
violations, specifically child pornography, illicit software use, and copyright infringement.
The blocking screen also included a notification that a video recording is on.

Although it is inconceivable how anyone would think that the law enforcement could use
these tactics to implement legal measures, the malware seemed to work. It scared the
victims into payment of $300 through the MoneyPak vouchers. As usual, the ransomware
gave detailed instructions about locations for purchasing the vouchers including Walmart,
Kmart, and Rite Aid. Additionally, a timer was ticking out raising the pressure by
announcing immediate initiation of a criminal procedure unless the ransom money is paid
before the 48-hour deadline expires.

The attacks launched through SourceForge and GitHub have a lot in common with the
noteworthy advocate of locker ransomware Reveton, although the differences in execution.

The latest known emergence of the police ransomware was shaped in 2014 and has already
spread way further than the country or origin - Russia, targeting victims in Northern and
Western Europe, not leaving US citizens out. In the beginning, Reveton's object of desire
were Windows end users, but recent instances include OS and Android users.
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Reveton takes over the world
The spread of Reveton from 2012 onward was momentous. Its "policing" methods not only
took over countries in Europe, but had compelling success in the US and Canada, too. The
ransomware attacked using the same intimidation tactics such as unlicensed software, child
pornography, and the user IP address being displayed on the locked screen, while applying
original methods in specific situations. To localize the attacks, hackers adjusted the lock
screen templates with logos from the national law enforcement agency of the country in
question. A French macarons confectionery Laduree, whose website was attacked with a
variant of the police ransomware claiming to execute an action by the Gendarmerie nationale,
the French police force. On the other hand, the UK scenarios included logos from the
Metropolitan Police Service, or in a sophisticated and precise version, a logo from the Police
National E-Crime Unit. In another UK scenario, victims were scared with copyright
infringement notification that comprised of a logo from the leading UK royalty collection
society PRS for Music Limited and an accusation of illegal music download.

The ransomware was customized to the US by placing the FBI logo on the display screen
and by asking for a $200 ransom payment completed through theMoneyPak prepaid
voucher card. Although the police incessantly worked and several arrests were made
worldwide, the black Reveton market was active and by 2014 came out with a payload
method which, in addition to the lock screen method, contained complex attacking
techniques such as password stealing malware.

The Reveton ransomware story did not circumvent the Finnish either. As usual, it was
claiming to come from the Finnish police and it was translated into Finnish language. The
screen notice included the text "Tietoverkkorikosten tutkinnan yksikkö", which in Finnish
means Information Networks Crime Unit. This particular police ransomware worked by
expanding the Internet Explorer browser to full screen and presenting a message from the
national police of Finland with allegations of the user visiting illegal websites or sending
illegal spam messages. The charges referred to sites containing animal and child abuse or to
e-mails on the subject of terrorism. The story worked despite the shaky fact that the Finnish
police does not have the aforementioned department at all. Additionally, the language
quality was barely acceptable and the contact address was registered to cyber-metropolitan-
police.co.uk and the domain was registered in Poland to a person with a false identity called
Mr. "be happy". There were many wavering facts, yet victims fell prey.

https://www.laduree.com/fr_fr/
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Image: Police ransomware in Finland (Image credit: Malware Tips)

https://malwaretips.com/blogs/wp-content/uploads/2013/05/POLIISI-Tietoverkkorikos-Tutkinnan-Yksikko-virus.jpg
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The Finnish malware was W32/Ransom family Trojan variant spread by a Java runtime
exploit or by Adobe Acrobat PDF reader exploit. The cybercriminals demanded the ransom
to be paid by Paysafecard, a payment voucher sold at Finnish kiosks and applicable online
for safe and untraceable payment transactions.

Modern variants of police ransomware
Some of the most common variants of police ransomware include:

Trojan: W32/Reveton
TROJ_REVETON.SM4
TROJ_REVETON.SM6

The US variant proposed a new infection method. Instead of arriving as an .exe file, it
comes in as a .dll file. Once this Reveton variant installs, it works by creating files on the
user operational system. The created files are different for different Windows versions:

For Windows XP the command is the following:

    %USERPROFILE%\Start Menu\Programs\Startup\[reveton_filename].dll.lnk

For Windows 7 the command is the following:

     %USERPROFILE%\AppData\Roaming\Microsoft\Windows
     \StartMenu\Programs\Startup\[reveton_filename]dll.lnk

Recent Reveton malware variants are well-covered in the Windows Task Manager since the
file extensions are not visible in their real form. They can be seen
as regsvr32 or rundll32, a common way of running .dll files as program files.

TROJ_REVETON.SM4 and TROJ_REVETON.SM6 were by far the most successful in the US,
additionally reaching several European countries and even going as far as New Zealand
and Australia.
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In the Smart Protection Network datasheet, Trend Micro reports that 62 percent of the attacked
users were from the United States. The second place was taken by Australia with 13
percent. Germany and Canada followed by 7 and 6 percent respectively, while Italy and
New Zealand had a fair share of 2 percent each in the total numbers. The United Kingdom,
Belgium, the Netherlands, and Switzerland are worth mentioning, each of the countries
holding one percent of the whole.

Reveton variant related to the Royal Canadian Police (Image credit: Malware Removal Guides)

http://www.malwareremovalguides.info/tag/hitmanpro-kickstart/page/4/
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Although the actions undertaken by the malware are akin to the previous variants, the one
that targeted current users displayed a warning message from the Homeland Security
National Cyber Security Division and from the ICE Cyber Crime Center. In the usual
manner, the text of the message stated that the computer had been locked due to the user
being engaged in illegal cyberactivity, and must therefore pay a MoneyPak card ransom of
the amount of $300 USD within 48 hours.

Reveton was getting reshaped and transformed in parallel with the evolution of
ransomware in general. It started infecting mobile devices, the remaining operating
systems, and got strengthened by advanced encryption. At a later stage, the more complex
malware applied the screen-locking technique, such as the one seen in the Backdoor MBR
wiper ransomware that attacked several South Korean banking institutions through the
"fake website" browser technique and causing significant damage to the system by wiping
out certain files in the Master Boot Record.

Reveton strikes against OS X
The threat that surfaced against OS X software in 2013 had the similar blueprint as the
Trojan Reveton that scared victims with accusations of pornography. However, this
concrete ransomware did not perform the usual lock screen attack, but actually loaded onto
the web browsers and blocked normal page closure.

The attacks were executed exploring a feature in the Safari browser, in situations where the
users searched for popular keywords or visited high-traffic websites. The fake URL that was
trying to lure users into the ransom trap was
fbi.gov.id657546456-3999456674.k8381.com. Obviously, hackers have not grown
tired of abusing the FBI name, which strikes a frightening chord in most users, especially
when accompanied with the typical shaming message about child pornography. The release
ransom amount for the OS X malware was set at $300.
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Classic FBI Reveton attacks the Safari browser (Image credit: Digital Trends)

The "restore from crash" features incorporated in the Safari browser are actually all
throughout the works of the ransomware. When Safari is restarted from a malware attack, it
goes back to the last visited page following the command in the "restore from crash feature".
The user is left powerless, unable to initiate the "leave page" or the "force quit" commands
to close the page. Ignoring the message does not do any good and so the vicious
ransomware cycle perpetuates unceasingly.

Android.Lockscreen
A key notion that each Android user needs to contemplate before getting a new application
from Google Play concerns the permissions that a specific software requires to install itself.
In the thrill of the new app, users rarely investigate the needed permissions thoroughly and
just go for the Install button recklessly, leaving an open door for malicious attacks.

http://www.digitaltrends.com/computing/watch-out-mac-users-ransomwares-coming-for-you-too/
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Although locker ransomware falls second place when compared to cryptoware on
Windows systems, it holds the gold medal for mobile devices. Most people are almost lost
without their smartphone as the device holds important contacts and files needed daily.
Due to its size and convenience, having it locked by an annoying lock screen malware is
worrisome and frustrating. Cybercriminals understand that a ransom can be paid fast when
communication becomes necessity. Thus, the emergence of Android.Lockscreen
ransomware that targets mobile users should have been almost expected, if not predicted,
and constantly fought against with software updates and bonus defense measures.

Image: Android Lockscreen (Image credit: Yoocare blog)

http://blog.yoocare.com/how-to-remove-fbi-virus-from-android-phone/
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It all started very simply. The device got infected through compromised links and third-
party applications, whereas the malware generated a new random PIN code to lock the user
out of the device, present a screen message with the instructions to call technical support,
and pay the ransom through the delivered service. The simple ransomware scenario made
the resolution as easy as the infection, as the new custom PIN was already included in the
source code of the launched malware. When cybercriminals got their lesson and learned
from their mistakes, a new improved version came to light. The newest Android.Lockscreen
included a feature for generating a limitless number of pseudorandom PIN codes.

This was the point when the lock screen ransomware for Android turned finally infeasible
and started to create real problems for Android users. In addition to the pseudorandom
numbers creation, the new malware overtook the device admin privileges. The first step of
the infection was executed through the Math.Random() function. In this way, attackers
adopted 6 to 8-digit numbers to replace the regular codes. As each phone generates a new
code series, the codes become almost unbreakable once the malware hits. The second step
abuses the phone administrator role to update the current PIN and presents a system error
on the screen urging the victim to get in touch with the hackers and ask for a new code.
Victims were unable to use the phone and were left only with two possible alternatives -
waiting for repair and paying the ransom money.

ANDROIDOS_LOCKER.A - a new name with the same
tactics
The ANDROIDOS_LOCKER.A is a ransomware variant that was downloaded through a
specific URL hosted in two separate IP addresses in the U.S. and in the Netherlands.
Normally, users got hooked up by the URL name that includes the word "porn". This
malware activates once the device is in use unlocked. It tries to install its own user interface
as the first screen that the user sees, thus preventing the user from uninstalling the malware
UI since that is the only UI that they have access to. The antivirus feature is also hidden by
the malicious interface. The ransomware performs code analysis of the attacked device and
tries to connect to a number of URLs running pornographic content, which work as its C&C
servers.
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The best way to guard against Android malware is prevention. As mobile devices are
highly personable, the user has major personal responsibility in adhering to some of the
caution tips and rules that save a lot of trouble down the road. This critical process must
always include regular software updates. Outdated software is one of the barest
vulnerabilities that makes a device appealing to attackers. This is where they strike first.
The second best tool for a safe device, aside from keeping up with the updating prompts, is
avoiding untrustworthy application stores and dubious links. A provider reputation can be
evaluated by the type of permissions requested when a new installation needs to be
completed. As in the case with the ANDROIDOS_LOCKER.A ransomware, malicious
applications require screen-locking permissions, as well as a permission to change device
settings or overlay messages. Asking for that type of control over the device command is a
surefire sign that something weird is happening and that the installation should be avoided.

Best practices for mitigating Lockerware
Coming up with solutions to defenses from malware has been on the forefront of the minds
of security specialists. As ransomware develops, so do mitigation tactics. Many of the
defense mechanisms come under the common ransomware mitigation umbrella. Having in
mind that different families perform attacks in similar ways, this is not unusual.

Nothing can act as effectively against malware infections as raising user awareness and
providing adequate education. In the end, it is the end users who stand in the first line of
attack and are the key players that can undertake protection measures by practicing healthy
online regimen to avoid attacks. The danger here has an emotional background and comes
from the numbness that takes over once a user sits in front of the computer we mentioned at
the beginning of this chapter. It is not that the dangers are unknown. It is more a question of
acting upon emotional impulses when clicking links or opening e-mails with enticing
content.
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Another risky behavior that needs to be brought to light is negligence, or,
more precisely, inertia. It can be summarized with a metaphor from the
popular US television show "Last Week Tonight". In a notorious episode
the host John Oliver discusses computer password security with his guest
Edward Snowden. Upon presenting several unsafe password versions,
Oliver finally comes up with a version that Snowden supports. A good
password, as Snowden says, is a personalized phrase that cannot be easily
randomized by a computer. However, it is the final sentence by Oliver that
explains why people fall victims to cybercrime. He says that, although he
now knows all password safety aspects, he is still not going to actually
change the password once he opens up his computer. He is just not going
to do it, he confirms. People just do not do that because of forgetfulness
and sometimes, because of pure downright laziness.

Science verdict - three advanced malware
mitigation strategies
While Kharraz et al. conducted the long-term study (UNVEIL: A Large-Scale, Automated
Approach to Detecting Ransomware) from 2015, they did it with the idea of discovering and
analyzing the technical facets of malware mitigation strategies by observing the behavior of
known ransomware families. The purpose was not only to describe how attacks were
executed, but to do it exactly with the idea of fighting against the menace.

Here, we abstract and discuss three advanced strategies referring yet not limited to
detecting locker ransomware, delivered as a result of the longitudinal study for the period
from 2006 to 2014.

API call monitoring
This strategy comes as a natural outcome of the attacker's preferred tactics to use Windows
API functions in a large proportion of lock screen samples. The primary purpose of these
tactics is to lock the attacked user's desktop. Although it is not a new approach, API call
monitoring can help tackle ransomware attacks with little technical investment. When
applying the strategy, the GetThreadDesktop, CreateDesktop and SwitchDesktop
command series can be translated into a series of API calls and allethroughte malware
detection. Offenders can evidently acquire an advanced approach by using native APIs for
direct system locking. The effort in this type of locks is however cumbersome as the native
APIs require specific documentation and thus limit the scope of the screen locking attack.
Each new native API could change in different versions.
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Monitoring filesystem activity
File encryption or file deletion as part of the lockerware attack can be completed through
the Master File Table (MFT) when it is monitored for malicious activity. A ransomware
attack always creates some key status changes in the MFT within very short periods. This
reflects in entries of the deleted files executed in the Master File Table. Alternatively, MFT
entry files with encrypted content do not possess the same system path such as the files
within the directory. The difference is in the file $DATA attribute.

In this way, malicious MFT entries, regardless of whether they are producing deletion or
encryption can be classified as separate from benevolent MFT entries by delivering
appropriate training to the classifiers who can isolate the differences between the "good"
and the "bad" MFT entries.

An additional method to separate benevolent and malevolent system activity involves
monitoring all the filesystem requests created by user-mode processes. When the user
system is designed in such a way that it incorporates adequate system protection, all
corrupted requests can be eliminated before they get to the driver.

The bonus benefit of this mitigation method is the recovery of deleted files. The approach is
somewhat different for resident and non-resident $DATA attributes in the MFT entry. When
the $DATA attribute is resident, the file content is recovered by having it copied to another
location. Otherwise, the RunList function in the MFT entry needs to be disintegrated from
the MFT entry and the raw data needs to be moved to another location. Only then can the
file recovery can be completed. This needs to be a timely executed operation since certain
file clusters can be moved to another location during the process while the content gets
overwritten.

Installing decoy resources
The use of decoy files for detection of attacks, regardless of whether they come from the
outside or from the inside is not a novelty approach. Decoy services have been traditionally
applied in hashed passwords security and to detect data gained from hosting services in
illegal ways. Their role is to increase the likelihood of detecting malicious processes in the
early stages for new, as well as for traditional malware.
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We stated on a couple occasions before that malware works in the similar aggressive
fashion across various ransomware families. To delete the files in a very short time, the
malicious process adopts a comprehensive approach, aiming at all files in different paths
and with different extensions. Thus, it becomes possible to define a filesystem activity
which reflects normal interaction. Attackers can still avoid detection by generating attacks
that mimic regular user behavior. This is where decoy or deceptive files are brought into
play.

One effective mitigation technique pertains to installation of decoy files in multiple disk
locations and their constant monitoring. While they are in use, it is important that the decoy
files are indexed at multiple places and generated in a way that makes it complicated for
offenders to identify them.

Mitigating lockerware - a comprehensive action
review
Even if your organization takes the necessary time and effort to prevent ransomware
attacks and applies advanced protective measures, there is no guarantee that every unit in a
large computer network is safe. Lockerware is fairly personalized and prevention is
founded on prevention and awareness. Delivering the ransom money is also no guarantee
that the malware will be cleaned or that the user and the organization are safe from future
attacks. It is critical to react immediately or at least within two weeks since the incident.
However, action needs and can be undertaken before, during, and after the incident and
Chief Information Officers should adopt a comprehensive approach.

Response plan development
Prompt action is almost impossible if actors are unprepared. At a moment of crisis,
decision-making can be weak and if the organization does not have an incident response
plan at hand, the consequences of the infection can exacerbate. Developing a solid plan for
fighting malware infections is the first mitigation task that should be completed by the
responsible business leaders in the organization.

A well-developed plan will prevent the company falling victim to payment at the moment
of panic happening in the coal-and-ice a few hours after the attack.
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Several behaviors are key-avoiding payment and rather immediately referring to the
incident plan, disconnecting infected units from the network, employing company digital
security teams in line with the incident plan, keeping records of the information, and
notifying law enforcement authorities.

Security awareness and education
We have underlined the essential role of awareness in malware mitigation. As usual, it is
not sufficient to provide an ad hoc security training. When a threat needs to be identified,
only constant refreshers will do the job. Social engineering is the prevalent way of
spreading malware. Security education will not only assist risk avoidance, but will also
reduce the damage and prevent severe further impact. End users should be educated about
how to act in front of their personal computers. A purposeful security education would
produce a change in malware perception and culture and evade off-the-cuff behavior. In the
end, this always comes down to bypassing suspicious links or malicious e-mails.

Patching
The US Computer Emergency Readiness Team from the Department of Homeland Security
estimates that over 85% of attacks can be prevented by security patching. Patching should
be applied and regularly maintained on the operating system and on the additional
software and anti-malware solutions installed on a computer.

The security patch is a remedial change performed on a computer asset to improve and
ward off the weakness of a vulnerability. By using the cyclical process of identifying and
mitigating existing threats, it removes the current exploitation and also mitigates future
exploration of the vulnerabilities.

Robust monitoring
Situations in which the lockerware has used the command and control servers or when
malware spreads from one to another host can be prevented by robust monitoring. The
process is executed by applying host and network monitoring methods and by using
effective security information and an event management malware detection plan.
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Restrictions to unnecessary services
Restricting software installation surpasses personal responsibility and is a method that can
be executed on the organizational level. Not every user station needs to have full
functionality. Certain restrictions to the tools and applications necessary to perform the
work on a station will prevent infections and can be applied to services, software, IP
addresses, and unused devices.

Disabling services
The decision about which services should be restricted comes down to the business in
question and there is no one-size-fits-all approach. Obviously the lead IT engineers or the IT
department in an organization should decide about the enabling and the disabling of
specific services. Certain debatable or risky services can be used subject to additional
approvals or permissions for a limited time or scope of operation.

Restricting software
A number of ransomware variants, especially those that apply a level of encryption can
make changes to critical files. Although lockerware is not primarily aimed at file encryption
there are advanced malware type for which software restriction is an appropriate anti-
threat measure.

Blocking IP addresses
A superb way of mitigating lockerware is blocking the ToR network. Most ransomware
attacks use ToR gateways to communicate with the command and control centers. Once the
ToR is blocked, offenders' communication path is broken off and they have to think of
finding alternative ways of delivering the infection. Newest infection techniques not only
apply communication through ToR, but also website traffic redirection. The innovation
does not hypothesize that IT departments should now altogether abolish IP address
blocking, but that they should include it in the mitigation strategy as a measure of
historically proven worth.
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Removing unused devices
This action prevents possible further infection spreading and it should be applied to varied
physical devices such as mapped drives, USB storage devices or memory sticks,
smartphones, and cameras. All writeable devices should be removed from a station when
not in use.

File exchange management
Businesses are based on sharing and it is impossible to do a job unless certain files are
shared and worked on collaboratively. Once the process of file sharing becomes a routine,
security gets on wobbly feet. To keep the filesystem safe, organizations should establish best
practices for sharing data and files in a safe and secure manner. An effective way to
minimize risks is application of digital signatures.

Discerning effects of e-mail security
With due regard to personal beliefs, we must not leave out the key fact that e-mail security
considerations are the religion of evading malware. If there was ever a malware mitigation
commandment it should be the "Do not open a suspicious e-mail" statement. Risky files
belong to the family of executable files. Users should particularly avoid e-mails containing
attachments with phishing-prone extensions, such as .exe, .js, .vbs, and .ps files or
document files that can support macros, such as .doc, .xls, or .xlm.

However, the first component of e-mail security is technical control on company level.
Efficient e-mail security methods include anti-spam and phishing prevention filters,
blocking e-mails that contain hyperlinks, and quarantining images and attachments. To
avoid spreading the infection, macros option can also be disabled in office applications.

Software updates
Mitigating malware by software updates includes not only regular operating system
updates, but also additional software installations and anti-malware tools. The actual
components always depend on the operating system in use and should involve the web-
browsing tools and the e-mail client.
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While certain software includes malware applications by default, such as the Windows
Defender in Windows 10, many will need special anti-malware measures. Mobile devices,
for example, require specific protection and regular software updates are critical. Prompts
for Android updates are a regular part of Google's annual security reports. Latest browsers
include in-built tools that prevent clicking on malicious links and compromised websites.
For example, Smart Screen is a tool in Microsoft browsers that discovers potentially
suspicious pages. It checks visited sites against a set of dynamic criteria and asks for
permission for further browsing and feedback reporting. In case of malicious links, the tool
will block the page and advise on caution. The tool also employs a record of whitelisted and
blacklisted applications, and examines downloads against a list of incorporated and user-
reported unsafe files. Each suspicious link is accompanied with a warning advice.

Data backup
Even if the files are not encrypted, many lock screen malware variants perform file deletion
in the execution process. In case of lockerware, the smart defense tactics encompasses
keeping the files on an external, non-mapped drive or device. In case the physical
separation method is impossible, regular system restore or manual sync methods can be
enabled as secondary mitigation tactics.

Data backup is vital. If it were not for the possibility to restore files from backups, full data
recovery after a ransomware attack would have been impossible without paying the
ransom. No backup means that the ransomware had its work done. Offenders often fail to
go for the fair play option by unlocking the screen. In such situations recovery from
backups is the only solution. Even when ransomware has certain backup files infected,
there are steps that CIOs can undertake to minimize the malware impact:

Regularly conduct and maintain backups
Write-protect and store backups offline and offsite
Use versioning to ensure reputable media are available for use for a certain
period of time before the infection
Test backups to affirm reliability and data restoration capacity
Check backups for risks by applying anti-virus scans
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Cloud storage and security solutions
The advantages of cloud storage are undeniable. However, advanced sharing and external
storage is an additional security risk. In this respect, the cloud space cannot only serve as
storage for files, but also as a location for implementing advanced security solutions. For
example, the Microsoft OneDrive cloud feature employs a protection mechanism against
ransomware. When in use, the OneDrive feature provides extra space in the cloud for
storing, sharing, and syncing files. Additionally, it serves for work on shared documents or
feature updates from multiple remote locations.

While the risk certainly grows exponentially, modern cloud storage solutions provide
improved malware protection through concrete cloud-based ransomware prevention
methods that adopt modern ecosystem-wide detection techniques. It is crucial to remember
that cloud security can be tailored to suit the needs of the particular enterprise and that
costs and time can be saved, while simultaneously providing increased safety. This is called
the "elastic" approach to security and it can be successfully deployed to cloud solutions with
shared responsibility and dynamic workflow.

File history or system protection recovery
Specific operating systems have applied software tools that enable file restoring. The File
Restore and the System Protection features on Windows 10 and 8.1 or Windows 7
respectively need to be enabled for certain files restoring. While the feature is useful and
practical, it must be remembered that it is not omnipotent and will not work in situations
when backup files are deleted or possibly encrypted.

Mitigation by deception technology
Kharraz and his research partners accentuated the use of decoy resources to effectively fight
malware attacks. The use of decoy resources is called deception technology. It is a 
specialized advanced method for prompt detection and analysis of infections applying
automated precise techniques that can work almost in real time. Deception tools are
proactive and divert attacks by applying deceiving measures that defend against threats by
preventing encryption. The decoy resources build a layer of protection and are usually
generated from licensed operating system software or imitations of such software.
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Quick five-step guide for businesses under attack
With so many applicable defense techniques, it can be challenging to decide on the first
critical decisions and steps to take when an attack takes place. Therefore, it is practical to
have a short reference document that serves as a reminder that there is always something
that you can do, even when you have not prepared thoroughly in advance.

We have summarized the critical steps that can be undertaken when a ransomware attack
has taken place for users of recent versions of the Windows operating system. Some of the
actions will work in any situation, regardless of the system in use.

While reading it as a basic guide, it is worth remembering that no amount of first-aid
recovery will surpass the effects of an extensive anti-malware preparedness plan conducted
by professionals. Moreover, specific devices and operating systems require a tailor-made
approach that may not be effective in specific circumstances. The wise decision overall is to
get professional help:

 Disabling sync features: Enabled syncing features makes it easier for offenders
to instigate attacks that will overwrite files, especially when they use crypto
ransomware. By disabling sync features you can prevent targeting data in the
cloud.

Removing malware from the affected devices: Running a full scan is vital to
remove the malware from the infected devices, including synced or mapped
drives. Many operating systems come with a built-in basic anti-malware tool,
which is not 100% effective. An advanced anti-malware software tool is the
ultimate protective solution.

 File recovery: File recovery depends on the system version in use. For example,
Windows users can recover files through the File Restore or System Protection
functions.

Blocking the payment transaction: Under certain circumstances, the payment
transaction can be blocked, even if you have already started the payment process.
This is throughble when the files have been successfully recovered without using
the help provided by the attackers.
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Contacting law enforcement and reporting the crime: Getting in touch with the
relevant cybercrime authority in the country is important not only for taking
action in the concrete case, but also for predicting future criminal behavior and
for undertaking protective measures to prevent similar attacks to other victims.
Sending a report to the relevant software authorities is also recommended. By
clicking the Send Report button you protect yourself and your organization,
show solidarity, and contribute to a great business practice in building effective
advanced anti-threat solutions.

Summary
While introducing evolution of ransomware in Chapter 1, Introduction to Cyber Extortion,
we noted that over the last few years we have seen a re-emergence of crypto ranomsware,
which is getting popular, advanced, and dangerous. When there is a new pioneering
method, it is easy to forget about the harm done by the predecessors.

We dedicated this chapter to explain the widespread presence and the malevolent strategies
of lockerware, even in the last couple of years, when a new player has taken over. We
explored a large ransomware study that draws a conclusion that various lockerware
variants were included in 94 percent of the examined cases, thus confirming the practicality
and the profitability of this extortion method. To understand the malware process, we
presented the techniques used in notable filed cases and the various scenarios of the
ransomware families used on a global level.

Further on in the chapter, we demonstrated specific actions in the lockerware process,
providing details about the stages of delivery, payload, infection, and execution. We
emphasized the importance of awareness and the key role of end users in the mitigation. To
conclude the chapter, we specified applicable mitigation strategies and gave instructions
about long-term security planning and about immediate actions that can save the day when
you are under attack.

In the next chapter, we will focus on crypto ransomware and intent to give the reader some
detailed knowledge on stages of this ransomware. For every stage of the attack, different
public high-profile ransomware cases will also be explored.



5
Crypto Ransomware Prevention

Techniques
This is a deep dive into crypto ransomware with the intent to give the reader detailed
knowledge on stages of this ransomware. For every stage of the attack, different public high
profile ransomware cases will be explored. Although there are only four stages, they will be
in-depth exploring various ways that the initial infection occurs, comparing encryption
techniques and speed at which data is locked, how data is held hostage, as well as how the
ransomware propagates to other devices or servers on the network. The chapter will end
with information, which helps one identify which ransomware hit them.

The defense will be discussed in depth and perhaps this will be the most interesting topic
for most readers.

In this chapter, we will cover the following topics:

Crypto ransomware
Ransomware's target
Stages of ransomware
Defense in depth
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Crypto ransomware
Unlike other variants of ransomware, crypto ransomware targets the system storage and the
data - encrypting entire data that is stored on the computer. Once encrypted the data is
rendered useless unless the user obtains the decryption key. These days, everyone is going
digital and storing their sensitive data on their computers and mobile devices. Most of them
do not create periodic backups of their data or are not aware of the need to have backups as
a safeguard against potential data or computer theft or ransomware attacks. Such
fundamental weaknesses are exploited by crypto ransomware to exploit victims with
sophisticated ransomware campaigns, extortion, and so on.

Once the users are trapped with crypto ransomware, it indexes the files available on the
system and encrypts all the files and formats. Until all the files are encrypted by the
ransomware, the ransomware persists and executes under the radar. Once the ransomware
message is presented to a victim, by this time the damage is already done to the victim's
data. In most scenarios, once the victim is infected, the ransomware doesn't affect the critical
system files or functionalities and does not deny access to the system. Thus, this enables
victims to do multiple activities apart from accessing the data that is encrypted.

One of the key aspects of the ransomware is that each infection has a time limit after which
the decryption key may not work or the contents may get permanently deleted in case the
ransom is not paid by the victim. Victims generally don't think rationally especially under
time limits and thus in most cases they tend to pay the ransom.

In 2016, approximately 64% of ransomware was detected as crypto ransomware by leading
security vendors from the total number of samples analyzed by a leading security vendor.
In contrast to locker ransomware, crypto ransomware is more sophisticated and provides
access to the Internet so victims can purchase crypto currencies to pay the ransom. Some
sophisticated ransomware that is derived from crypto ransomware also provides victims
with a portal to buy crypto currencies with adequate "How To's" and detailed information
on payments.
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Ransomware tutorial and setup available in Darknet

Earlier, crypto ransomware versions were not as effective and sophisticated as today's
variants. Ransomware authors at that point in time didn't rely on strong algorithms and key
management - such as the keys were stored within the system itself or within the malicious
file (ransomware). In certain cases, it was also identified that the key used to be similar
across multiple samples, which signifies that if a key has been used to unlock one of the
ransomware infected machines, it could further be used for other systems infected by the
ransomware.

The authors of the ransomware employ strong encryption algorithms, for instance, RSA,
AES, and 3 DES with an oversized key in the ransomware. In multiple variations of the
ransomware developed by novice cybercriminals, they store keys within the ransomware
itself. As they are against this practice, experienced ransomware authors tend to produce
exclusive asymmetric keys for the respective infected node. The association of
public/private encryption with robust policies within the ransomware limits the victim's
response to:

Payment of ransom
Losing their data
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Another variant of ransomware available in Darknet
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The effectiveness of the ransomware is directly proportional to the cyber criminal's
expectation, that is, novice authors tend to focus only on the associated profit from
immature victims, on the other hand, experienced malware authors tend to target 
campaigns to hold hostage the sensitive data across systems of large businesses and
organizations - evading law enforcements. Primarily due to the fact that multiple users tend
to have concerns about different aspects of data - for instance, documents, videos, photos,
applications, and so on. A number of ransomware variants are available and they are
spreading comprehensively targeting the attack surface.

Crypto ransomware - scenarios and variants
This section emphasizes on interesting crypto ransomware variants transcending across the
globe.

CryptoLocker
This ransomware has been all over the place at a point in time, in some form or the other.
The actual CryptoLocker botnet was closed in the second quarter of 2014, but by then
cybercriminals had already extorted nearly US $3 million from targeted victims. Since then,
the name and approach have been widely used and imitated, although all the operations
these days are not directly associated with the actual one.

CryptoLocker in Darknet

To date, it continues aggressively with several variants having been discovered. It is
primarily distributed via exploit kits and spam. It primarily targets users within corporate
environments, and executes on common versions of Windows including Windows XP,
Windows Vista, Windows 7, 8, and 10.
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The ransomware encrypts files with specific file extensions using an RSA 2048 bit key and
AES-256. When it finishes encrypting the targeted files, a screen prompts the user to send a
ransom of two Bitcoins within a 96-hour period in order to receive a decryption key. If
funds are not received, the decryption key is destroyed, rendering the user's files
inaccessible. The ransom can also be paid via MoneyPak (USA), CashU, Ukash, or Bitcoin,
which is used in the majority of cases. Once paid, a decryption key is sent to the infected
system; the ransomware usually initiates decryption of the targeted files, though there have
been some instances reported in which decryption does not occur.

CryptoLocker version 3 ransom message
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CryptoLocker ransomware ransom

Unfortunately, CryptoLocker is effective. It is significantly more advanced than previous
ransomware programs in three respects:

The methods used for encrypting files
The covert and effective nature of its delivery mechanism
The architecture of the Command and Control decryption server

CryptoLocker programmers have implemented both asymmetric and symmetric encryption
using the native CryptoAPI found in the Windows Operating System. Each victim machine
is assigned a 2048-bit RSA public/private key pair by the Command and Control servers.
The Command and Control server then sends only the public key down to CryptoLocker
malware on the victim host.
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The malware then encrypts each file with a uniquely generated 256-bit AES (Cipher-block
chaining mode) key, which is encrypted with the RSA public key and stored at the
beginning of the file. Since the AES key is discarded after the file is encrypted, it is now only
decipherable by the holder of the victim's RSA private key, which is only stored on the
Command and Control server.

When CryptoLocker executes on the victim's host, it makes multiple requests to a list of
more than 1000 domains (see the sample in the following table) that have been generated
randomly based on the current date using an algorithm. Within that daily-generated
domain list, a few will resolve and connect to the Command and Control server. It was
observed that many of the domains are acting as pass-through proxies for the actual
Command and Control server that is hidden elsewhere to prevent the takedown.

Table 1 - Example of Domains

ctotujnmdjphxdu.org

dclffueprfhkgf.biz

hwuiingqeuubi.org

jmrfxxpcmspvi.org

kqnvwyqyqqmkab.biz

lhkbianumwfs.biz

nqktirfigqfyow.org

qficuwythvxmc.biz

yuwspfhfnjmkxts.biz

CryptoLocker is disseminated through spam e-mails sent to corporate e-mail addresses.
Phishing e-mails may mimic communications from shipping companies indicating expected
delivery dates/times, and they contain an attachment. The executable has a PDF icon and
takes advantage of the hidden extensions that are set by default by the Windows OS.

An analysis of the kill-chain reveals that the Cutwail botnet is being used to disseminate the
spam. The attachment is an executable that is a dropper known as Upatre. It connects to a
site (via secure channel Secure Sockets Layer or "SSL") to grab a copy of the Gameover Zeus
Trojan. The Zeus Trojan then connects to another site and grabs a copy of CryptoLocker.
This method suggests that the threat architects appear to have hired a distribution service
that uses Cutwail/Upatre/Zeus to disseminate the phishing e-mails and CryptoLocker. By
tunneling via malware that's already known to be effective, CryptoLocker maintains a low
profile, decreasing the likelihood that it will be detected prior to successful attack execution.
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Locky
Locky is comparatively a new kind of ransomware with a similar approach as earlier ones.
This ransomware is spread widely via spam usually in the form of an e-mail presenting as
an invoice. With a classical message instructing users to enable macros to read the
document, this ransomware is as destructive as previous ones, the minute it is scrambled
upon. As soon as the macros get enabled, this malware initiates encrypting files across the
system with AES encryption scheme. Once the encryption is complete, it demands the
ransom in Bitcoins.

All the campaigns that are involved in propagating Locky ransomware work on a massive
scale. One of the widely known instances of Locky remains when one organization reported
blocking approximately 5 million e-mails connected with this malware, over the course of
two days.

In the first quarter of 2016, multiple institutions within the healthcare sector were targeted
and infected with Locky ransomware - one of the most known cases being the assault on
Hollywood Presbyterian Medical Center. Fortunately, the healthcare data was unaffected,
but other systems essential for routine operations such as CT scans, emergency room
systems, and normal operations were affected. Eventually, the medical center had to pay a
ransom of 40 Bitcoins to unlock their computing instances even after getting wide support
from law enforcement agencies. In further analysis, it was identified that the attack was a
consequence of a random malicious e-mail.

If we relatively compare the sophistication and techniques among other ransomware
variants, Locky can be called reasonably less complex, but it is propagating rapidly. RSA
2048 and AES 128 ciphers are used by Locky to encrypt files. Locky also sets a wallpaper to
show the victims what to do next. Using links, victims are usually presented with
instructions so they can directly understand how and where to proceed for more
information.

Multiple security vendors stated that this malware was developed by Dridex - which is a
criminal organization known for operating banking malware. This malware is majorly
distributed with Microsoft Word attachments and all the files once encrypted are renamed
with the .locky extension. Signature-based detection generally doesn't work with Locky
due to the fact that each binary of Locky is uniquely hashed and after infection, it deletes
backup shadow copies of the OS.
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Locky instructions

TeslaCrypt
TeslaCrypt is another form of ransomware that has gone mainstream and as most of the
earlier variants; it uses an AES algorithm scheme for encrypting files. One of the interesting
aspects of this malware is that it solely targets Adobe vulnerabilities and propagates via
Angler exploit kits, which exploits Adobe Flash vulnerabilities. In the absence of Adobe it
exploits Silverlight and Internet Explorer.

This ransomware dissects itself in the Microsoft temp folder and also provides multiple
payment options including Ukash, PaySafeCard, and Ukash. Fundamentally it works
through a compromised web portal wherein Angler is embedded within an iframe. Once
the victim is rerouted to a landing page, it performs certain checks (where it checks for anti-
viruses, conducts host analysis, and so on) and then if it succeeds, Flash is exploited and
then used to downstream the payload in the Microsoft temp folder. This malware, as the
majority of other variants, copies itself to %appdata% wherein it stores the key and list of
indexed files. Once the files are encrypted it uses the .exx, .ecc, .mp3, and .ezz
extensions. Although it bears a resemblance to CryptoLocker in the way it's designed, they
do not share the common source code.
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TeslaCrypt has evolved multiple times with the following changes:

From symmetric encryption it was configured to asymmetric AES encryption.
This revision occurred when Cisco researchers had released the Talos TeslaCrypt
decryption tool.
It was revised again when Kaspersky labs released the decryptor tool for
TeslaCrypt. The malware authors then again remediated the flaw and released
another version that also appended the .mp3 extension once the files were
encrypted.

TeslaCrypt ransom message
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Another example of a TeslaCrypt message

TeslaCrypt was known earlier for having targeting limited file types related to Windows
platform-based games, which further got evolved with encrypting PDF, Word, and image
formats such as JPEG. Another interesting aspect was that it also allowed the victims to
decrypt only one file for free showing good faith.

CryptoWall
With the fall of CryptoLocker rose another ransomware called CryptoWall. There have been
multiple variants including Cryptobit, CryptoWall (2, 3), CryptoDefense, and so on, which
followed the same distribution channels as CryptoWall, that is, via spam and exploit kits.
Another common method was malvertising on the Zedo ad network. Thus, numerous
websites unconsciously distributed the ads, which even they didn't realize were bad.
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The early form of the ransomware used the RSA public encryption key, which in its later
version used a private AES key, which was further masked using a public AES key. It has
changed multiple times and it is even used for setting up malware to steal Bitcoin wallets. It
encrypts a diverse set of file types than that of CryptoLocker.

The malware binary too replicates itself to the Windows temp folder (%temp%) and launches
a new event of the explorer.exe process and executes the Cryptowall binary along with
it. It then connects to Invisible Internet Project (I2P) proxies, which then further connects to
a Command and Control (CandC) server using a unique hash value generated for that
instance. Ones the server is connected, the CandC server updates the system with a public
key (which is unique to the system) and delivers instructions for ransom in the language
based on the location of the machine (via geolocation).

Variants of this malware still use I2P proxies to interconnect with CandC servers and use
Tor for collecting ransom payments from targeted victims. Unlike its predecessor
Cryptolocker, the Cryptowall ransomware targets the Windows OS globally.

CTBLocker
This malware is majorly a ransomware as a service, wherein cybercriminals spread the
malware globally via multiple affiliates (including novices, botnet managers, and so on),
which it recruits for a share of the ransom (which would be paid by potential victims). This
business model (of affiliation) was made popular by fake anti-viruses, phishing, and click
fraud schemes. This strategy did work for this ransomware wherein it achieved a large
volume of malware infected at a much more rapid rate.

The malware distribution channel and associated business model are quite interesting if we
put it in perspective. For this ransomware, the majority of the model's affiliates tend to pay
the ransomware operators (members who spread the ransomware to a wide audience) a fee
(or a small fraction for each ransom) to use the malware. As a result of the affiliate business
model, the ransomware uses potentially all the infection vectors available. In common
cases, cybercriminals depend on various exploit kits and malicious e-mail campaigns. Due
to the business model and potential target of this ransomware, it is available in multiple
languages including Dutch, German, Italian, Spanish, French, English, Latvian, and so on. It
especially propagates to American and European countries.
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It also uses a blend of symmetric and asymmetric encryption to limit victims from having
the right to access their files. It uses Advanced Encryption Standard (AES) and Elliptic
Curve Cryptography (ECC) to encrypt files. The applied principle for CTB-Locker is that
the AES encryption scheme is used to encrypt all the files and the mean of decryption is
encrypted by means of an ECC public key. As a result, cybercriminals who retain the ECC
private key can only decrypt the encrypted files.

One of the unique aspects of this malware is that it doesn't require access to the Internet or
any interaction with its Command and Control servers to activate encrypting files in the
system. The connection to the Internet is not required up until the victim's efforts to decrypt
their encrypted files. As other malware, all the communication corresponding to ransom
payment is over Tor and proxies that relay Tor traffic.

Recently multiple variants of CTBLocker were seen encrypting web
portals that were hosted by WordPress. The ransomware was referred to
as Critroni - wherein the intruder penetrated websites and swapped its
index.php / index.html file with different files that were used to
encrypt the website data with the AES 256 encryption scheme. In this case,
the ransom messages were displayed on the homepage of the website.
This variant targeted websites that relied on outdated versions of
WordPress or vulnerable plugins.

Ransomware's targets
As per the mindset of cyber criminal groups, any computing resource is a potential target
due to the profitability of multiple attack vectors, which can be derived as per the weakness
existing in the victims systems. As society is becoming more dependent on technology and
associated constant access to data within these technologies, the threat landscape of such
malware intensifies. As per leading security vendors, the most frequent targets of
ransomware have been personal systems, organization servers/databases, and mobile
devices.

As per the recent ransomware trends, targeted campaigns are rising across the globe.
Earlier, ransomware authors didn't consider who their victims were, provided that the
ransoms were paid. With that viewpoint, ransomware propagated across regions with
multiple types of users used to hit millions of users and even if a fraction of those victims
paid the ransom - the campaign was considered successful.

The following sections list the key targets of ransomware.
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Businesses of all sizes
Overall, organizations of all sizes across industries are targeted rigorously these days.
Associated systems of businesses are more likely to hold sensitive data and documents that
are critical for its services - for instance, business reports, client's data, a database of
information, IPs, financial documents, and so on. Disrupting services for any organization
or losing critical information holds a huge impact across its service lines.

For example, if POS devices across a retail shop become unavailable due to a ransomware
hit, the sales would be affected and the business would halt imposing huge losses every
minute. New sophisticated ransomware variants can enumerate multiple systems
associated by an infected system including file share servers, and so on, signifying that with
one system getting infected, the potential of other systems to get infected also increases.

Even though most large organizations have scheduled periodic backups and may have
adequate disaster recovery plans, most small and medium businesses lack that kind of
discipline. For large enterprises usually, it's been observed that individual end users may
not be considered in scope for disaster recovery - primarily focusing only on the other key
services. Due to such elements, organizations across all sizes become a viable target for
cybercriminals and ransomware.

Ransomware has not excluded any particular industry, but the following industries have
been identified to be specifically targeted.

The healthcare sector
Traditionally, this sector was not a target for ransomware attacks. Of late the healthcare
sector is being targeted predominantly with multi-level campaigns of malware variants.
One of the most attention grabbing successful ransomware scenarios observed was with
Hollywood Presbyterian Hospital Medical Center, which was infected with Locky
ransomware. The hospital administration had to pay the ransom to get the systems
released.

Soon after this, multiple systems that were accountable by Los Angeles Country health
department got infected. Interestingly, in this case, the health department restored its
operations from the backup and didn't pay any ransom. In the same way, multiple hospitals
in Germany were infected with a ransomware variant and didn't pay any ransom to the
ransomware campaigners and further got it restored from their backups.
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Public agencies - educational institutions and law
enforcement agencies
Multiple cases of ransomware have been observed recently across public agencies such as
universities and law enforcement agencies. cybercriminals assume public agencies are more
likely to have sufficient funds to pay the considerable ransom. There have been various
reports of education institutions and law enforcement agencies being hit by crypto
ransomware.

Horry County school district in South Carolina paid approximately $8500
as a ransom, when the FBI investigation produced no other alternatives. In
another similar case, multiple elementary schools run by New Jersey
school were hit by ransomware wherein they demanded a ransom of 500
Bitcoins (approximately US$ 416,995). This incident was considered to be
one of the most disrupting cases since the cybercriminals compromised
systems and files used by students.

Financial institutions
Ransomware is often spread via established botnets spreading phishing campaigns, spam e-
mails, and malicious links. Financial institutions have been a frequent target of large botnets
schemes, for example, Ramnit and Dyre botnets. A lot of traction has been seen by
cybercriminals towards putting efforts against infecting systems across institutions in the
finance sector.

As per the comprehensive analysis conducted by leading security vendors
- the most targeted countries for this sector with approximately 40% is the
United Kingdom and Unites States with approximately 36%.
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Home users
In the niche of cyber security, people are thought of as one of the weakest links. They are
considered one of the most vulnerable targets. Ransomware is one of the best effective
malware against personal computing users who are considerably not fluent with systems or
ransomware and how specifically it works and impacts their computing environment. The
home user is the most affected group wherein in the majority of cases users don't even have
the bare minimum access to technical assistance. In many cases, it has been identified that
due to lack of support, the user feels secluded/helpless, which further increases the pressure
to pay the ransom demanded. In addition, there have been cases in which users were aware
of the freely available solution, but due to limited knowledge or technical capabilities were
not in a position to employ the solution.

All the information and data (documents, photos, videos, games, and so on) stored by an
average user is personally valuable to users and despite this most users will not have an
effective standby plan to successfully recover from malware and crypto ransomware
assault.

As per surveys conducted by Symantec, it was identified that
approximately 25% of average users do not have any backup at all, while
55% of users backed up files. Out of this 55% only 25% of users used to
backup files only once a week while the rest of the users backed up once a
month or less frequently than that. This signifies that the majority of users
are exposed when it comes to crypto ransomware assaults.

As we have seen previously, most ransomware even encrypts and deletes the shared
backup drives connected with the system (which acts as the local backup) - it is crucial for
home users to define a strategy to reduce the impact of an attack, if it succeeds in the first
place.

Stages of ransomware
The following are the diverse stages of a ransomware assault irrespective of whether it is a
targeted attack or a mass distribution attack:

Initial infection1.
Encryption/locking2.
Holding hostage3.
Propagation4.



Crypto Ransomware Prevention Techniques

[ 186 ]

Having considerable knowledge on each stage of the attack and having insight on
indicators of compromise (IOC) to identify the ransomware sufficiently assists in
defending against such assaults or at the very least reduce the impact of attacks.

In the following section, we will emphasize on dissecting all the phases of a ransomware
and will brief on where the activities of a malware differ as per the type of attack. For
example, one of the major differences among targeted attacks and a mass distribution attack
is the time taken to execute all the phases of the ransomware. The overall time of getting a
mass distribution attack executed is often approximately 15 minutes (from initial infection,
encryption, and holding hostage to the victim receiving the ransom), which is very low
relatively.

This is due to the fact that these attacks would not look forward to exploit systems beyond
the current system. On the other hand, targeted attacks tend to look at a much wider set of
systems to have a much greater footprint. cybercriminals look forward to affecting the
complete business than individual systems due to the impact and profitability possibilities.
Targeted attacks are more difficult to attack since it is generally operations by a focused
group than automated systems spreading and executing mass distribution ransomware.

Initial infection and exploitation
The initial phase of ransomware is to infect an end user system by any possible means.
cybercriminals use numerous methods to spread ransomware out of which the primary
ones include:

E-mail attachments comprising of malicious documents and malware
Advertising - through various legitimate and illegitimate channels
Drive by downloads - which exploits vulnerabilities

As all of us understand, for a malware assault to be successful the ransomware needs to be
executed on a host. The way ransomware authors approach potential targets is through
spam/phishing e-mails or an exploit kit that exploits vulnerabilities across multiple
applications and platforms. These exploit kits work well with environments that are
running misconfigured/outdated software applications on their systems.

Numerous cybercriminals use such forms of exploit kits packaged with malware, which
they stealthily place on authentic websites or bogus web portals that resemble a reliable
brand or website. When a legitimate user visits such forged portals that host such types of
kits, it automatically scans the system of the potential user and checks for the OS version,
browsers, framework, and applications running at the browser/OS level and if they are
vulnerable it exploits and follows the next steps for the ransomware.
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War driving
War driving is a general term that is used when random attacks are launched on an
enormous scale. Classical examples include:

Phishing e-mails sent to a mailing or distribution list generally having more than
thousands of e-mail addresses
Websites wherein exploit kits have been embedded that further compromise a
potential user's system when they visit such malicious websites

In the majority of cases, organizations that don't follow mature security practices are the
ones who are the prime victims of such attacks.

E-mail attachments
In many cases, malware does land up in systems through e-mail attachments. The e-mail
resembles to be coming from a known entity such as a financial institution, healthcare
provider, or employer and do consist of a message that the user could relate to for instance -
monthly statement, payroll information, and so on.

In such cases, within each e-mail the attachments are carefully selected to mask their actual
intention. In general, the files that are attached do have a .exe, .doc / .docx or .xls
extension, which the system would identify as an executable or Microsoft Word or Excel
files:

Sometimes if the system settings are set to disable the display of extensions, even
though the name of the file is BobPayroll2016.doc.exe the target user will see
only BobPayroll2016.doc and may assume the file to be a normal harmless
document.
In other cases, documents with the .doc / .docs / .xls extension would have
malicious macros embedded - wherein if a user executes the document and
enables the macros, malware automatically gets executed. In Microsoft
installations, macros are by default enabled.
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At all times ransomware is carried onto computing devices via multiple stages of
downloaders - particularly to avoid detection from anti-malware solutions. Authors of such
malware also extend the profitability by introducing an affiliate model - wherein they pay a 
fraction of the ransom to potential actors who infect multiple targets using any of their
techniques, for instance via botnets spreading widespread phishing campaigns, and so on.
Such threat actors that assist ransomware and malware authors to distribute sophisticated
ransomware are majorly botnet operators who see this as an easy and quick revenue stream
to earn from their existing services.

Drive-by downloads
Many times general users accidently become victims by merely visiting compromised
websites. Multiple instances have been seen wherein malicious code gets downloaded just
by scrolling over banner ads. These are drive-by downloads that fundamentally tend to
exploit browser, application, and operating system vulnerabilities. For instance, as we
discussed earlier the exploit kits used by CryptoWall to load - Angler, Nuclear, and so on,
exploit the vulnerabilities in Java, Flash, and other platforms.

Phishing campaigns
Phishing and spam e-mails are the most commonly used delivery methods for spreading
malicious content to a wide network of users. Most organizations even after conducting
multiple awareness programs across all employees, most businesses find their employees
still getting trapped with such campaigns where they click on attachment and links. If we
see holistically, just one click of an employee is enough to infect the entire organization's
network and compromise its systems. As we saw previously, large botnet operators are
used to send massive spam and customized e-mails to an organization. Botnet services are
relatively cheaper and thus novice cybercriminals who tend to earn quick money can
purchase ransomware from ransomware authors and massive botnets from botnet
operators and run phishing campaigns masquerading multiple businesses that would
attract potential targets to click on those e-mails.
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Targeted attacks
In the case of targeted attacks, the cybercriminals identify a target or multiple targets and
on a case by case basis, try to figure out as much information as possible. For instance, in
one of the recent cases cybercriminals gathered information about a company through one
of the job description posted by them. They understood that within the targeted firm,
McAfee products have been extensively used. Thus, they ran a phishing campaign and sent
multiple phishing e-mails to the firm's employees, with a message to have a chat with the
support team. Once the victim initiates a chat session with the cybercriminals the intruder
installs the malware on the system thus neutralizing the critical defenses. Once this is done
the ransomware encrypts every available resource in the environment.

This way, during the infection stage, these steps are used to get the payload to the end user
system. This payload could potentially be the actual ransomware or a malicious application
that would create a backdoor in the system through which multiple variants of malware can
be pulled to the system to execute multiple attacks.



Crypto Ransomware Prevention Techniques

[ 190 ]

Command and Control (C2)
Once the ransomware is executed and installs itself to the target system it makes contact
with the Command and Control server. The Command and control server in most cases
provides further instructions to the end node. Most of the prevailing anti-virus and anti-
malware solutions block the malware if it has a known signature to the corresponding
malware. Endpoint security software's and perimeter security devices (such as Firewalls,
IPS, and so on) retain a list of proxies and commands and control servers that are related to
malwares and thus detect their presence when the infected system attempts to
communicate to malwares. Certainly this is not one of the effective measures, primarily due
to the fact that it is complex to build an all-inclusive list of Command and Control servers.
In addition, Command and Control servers can be procreated and sealed within no time.

cybercriminals have thus transformed their approaches to use a dynamic domain algorithm
that would generate a list of domains (in thousands), and tries to establish a connection
with each of them. Defending the anonymized Command and Control servers remains the
primary objective of the cybercriminals as it is essential to the survival of a botnet. In an
interesting case, a security vendor exposed a Russian Cyber Criminal group so-called
APT29 - where the communication protocol they were using was Twitter feeds. They had
also utilized steganography techniques to embed commands within images.

Like in most of the cases earlier, the ransomware used to replicate itself in multiple
locations within the system, such as:

<%startup%>

<%appdata%>

<%rootdrive%>/random_folder/

<%WINDOWS%>

<%TEMP%>

Once the malware is executed, it from time to time checks the system to identify the backup
files and folders so to encrypt them first or delete it so to prevent the restoration of services
through them. Essentially such actions are implemented to eliminate any means available to
the targeted system for recovering from the attack without paying the ransom impairing the
campaign.

Multiple ransomwares including Locker and cryptolocker tend to execute commands to get
rid of all the volume shadow copies from the infected instance. Modern malware has a
tendency of killing the processes (of operating systems as well as third parties) associated
with backups and then encrypting the backup files or potentially deleting them to provide
no opportunity of backup to the user.
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Such instances and awareness of malware behavior could potentially help security
administrators to enable comprehensive security logging and create use cases or security
scenarios in the SIEM - Security Incident and Event Management solutions so to alert them
when such actions take place.

Encryption/locking - delivery and execution
Once a system is infected with ransomware, as preferred by the ransomware owner - this
becomes the launching pad for propagating the infection all over the organization's
network. Once all the systems that are footprinted by the ransomware get infected, the
public keys are delivered to all the bots.

Once the initial process of exploitation is over, the real payload gets delivered in the system.
The payload is mostly delivered by means of an encrypted channel, which in most cases is a
custom encryption layer (as a replacement for SSL) over and above a typical HTTP
connection. It's quite difficult to identify the malicious content over the wire due to the
malware using strong encryption. It's thus a good idea to frequently scan a few crucial
locations with the operating system for objects possessing malicious behavior. It sets up a
good line of defense.

File encryption
Once the ransomware is replicated across all the systems targeted by the malware, it will
perform a key exchange in a secure manner with the Command and Control server and
establish encryption keys that would be used on the corresponding infected systems.
Ransomware generally tags each system with a unique identifier, which also gets presented
to the victim during the stage when instructions are shared. This is also the same medium
through which the Command and Control segregates the encryption keys used for
corresponding infected systems.

As soon as the malware is deployed in a system, it executes and initiates the steps as per its
design - which in a majority of cases is to disable the corresponding system's services or
index the files available in the system to select the critical file for encryption. Alongside, by
means of victim's prevailing access rights, the malware also scans all available physical and
cloud-based drives to identify prospective data that can be encrypted.

At this point in time, the victim would not sense any effect of the malware. Strong
encryption modes are also used by modern crypto ransomware - for instance, RSA 2048,
which even eliminates the option of the user to determine the key used for decrypting the
files.
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Intentionally, most encryption schemes used today include strong encryption, for instance
AES 256 - which victim's cannot decipher by their own. In addition, new categories of
ransomware do not need to even contact a Command and Control server for exchanging
keys. SamSam for instance is a malware wherein the malicious software in itself does all the
encryption locally without having any outbound connect to the Internet. This is crucial for
security administrators to understand that if they haven't identified any outbound
connection from their internal network showing symptoms of communication with a
Command and Control server, it doesn't signify that ransomware may not be present.

During encryption, the file naming convention is handled differently by different
ransomware. For example, CryptoWall v3 does not encrypt the filenames, while v4
randomizes the extension and filename. In another instance, Locky adds a Locky extension
at the end and such conventions are useful for an organization to fingerprint the variant
based on such characteristics. Based on multiple aspects such as the bandwidth quality,
malicious application behavior, and number of devices affected - the encryption process
timeline varies from a few minutes to days. A distributed network may take days to
completely encrypt all the nodes, whereas an independent node would get encrypted in
minutes.

Former versions of ransomware such as cyrptolocker are used to encrypt local system files
primarily before expanding out to attached services and network devices. The new variants
have transformed their approach with encrypting the backup first -that is, they scan for file
shares discovering files that include the file or folder name with a date such as
sql20161209.bak. Once these files and folders are encrypted they target other file types. It
is thus useful for security practitioners to be aware of such techniques and evolution of
ransomware across each stage. This would assist them to have an adequate incident
response plan. Cyber attackers target to encrypt the crucial files of an organization first
(which also includes the files and folders with recent dates) and may follow multiple
approaches including the ones shared previously. In addition, due to the persistence
mechanism contained within potential crypto malware, if any system gets disrupted for
instance with a reboot, the modern ransomware processes pick up from where it was left off
encrypting the system until it is completed.

At this stage, there are a few crucial things that we should realize, that is, all ransomware
principally intends to extort money from victims, but operationally and technically they can
be completely different. Even though in earlier sections we have defined how different
various types and variants of ransomware are, we will delve a bit more to further see how
they work on an operational and technical level.
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Ransomware encrypting files
Crypto ransomware characteristically has been seen using both types of encryption
techniques - symmetric and asymmetric techniques. In Symmetric encryption as everyone is
aware of, using a single key encryption and decryption takes place. In this case,
ransomware generally requests the ransomware author for the encryption key to encrypt
the system or generates a key within the infected system and shares it with the cyber
criminal. Once the files are encrypted the malware make sure that the key is not available in
the system or is obfuscated so that the victim is not able to identify it and able to decrypt
encrypted files without paying the ransom.

One of the key advantages of using this encryption scheme is that symmetric algorithms
performance wise it is much faster and uses small keys than asymmetric encryption
mechanisms. The performance of the malware is a critical parameter since cybercriminals
look forward to encrypting as soon as possible before its behavior is identified and alerted.

The other encryption scheme used more frequently nowadays is the asymmetric encryption.
In this scheme there is a public and private key involved wherein the public key is the key
used for encrypting and the private key is used for decrypting the data that is encrypted.
Ransomware once downloaded and executed, tends to download the public key too in
many cases and keeps the private key with the ransomware owner itself. Even if the victim
has access to the public key, it is of no use for them since they would require a private key
for decrypting the files.

The major drawback of using the public key is that encrypting files and folders would be
relatively much slower than symmetric key encryption. In the case of ransomware, taking
more time to perform actions signifies a massive risk from a cyber criminal's perspective -
the risk of security solutions identifying the pattern of operation or malicious behavior of
services, running in the background and may alert the system administrator. Sophisticated
ransomware tends to use a blend of symmetric and asymmetric encryption algorithms. In
many scenarios where crypto ransomware uses asymmetric encryption unique public
private keys are also generated for infected systems. The scenarios can get more
complicated and difficult for security solutions to trace the pattern

In general, the location of the keys for encryption and decryption does have a vital impact
on the overall effectiveness of the scheme. The subsequent sections will elaborate a few
malware families detailing how the approaches differ at this stage.
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Public key download
A variant of CryptoWall, Cryptodefense utilizes both symmetric and asymmetric
encryption mechanism. It uses the AES algorithm to encrypt the files on the infected system.
In the infected system itself, a 256 bit AES key is generated and once the files are encrypted
the same key is encrypted with an RSA asymmetric public key (which the system received
after interaction with the Command and Control server). The resultant encrypted AES key
is then stored in the system's infected files. Even though the AES key is available in each
encrypted file, the victim cannot use it since the RSA private key is owned by the
ransomware owner (which is required to decrypt the encrypted AES key).

cybercriminals use such an approach and generally have a unique RSA asymmetric key pair
for each infection. This provides them an assurance that one private key would not decrypt
all the encrypted files. One of the ways this malware can be stopped is if the communication
to Command and Control a server is identified and disrupted, then the encryption
procedure cannot be successful.

Embedded public key
One of the ransomwares that postulates another approach operationally is CTBLocker. This
ransomware uses both the encryption schemes too, with a difference that it embeds the
public key for RSA asymmetric encryption with the initial download of the payload itself.

The ransomware author holds the private key. The rest of the procedures are quite similar
as earlier - malware generates an AES symmetric key for the encryption process, which is
encrypted with an RSA public key. The encrypted key is added with the encrypted data and
the victim cannot restore the environment in any attempt to recover the AES key, due to the
RSA private key being held with the ransomware author.

The only advantage of using such a method is that the ransomware can commence the
process of file encryption without communicating to any Command and Control server.
cybercriminals make sure that for each infection there is some level of customization and
there is a different public key available. Otherwise, if a victim receives a private key - an
attempt to decrypt other infected systems using the same key can be made, vandalizing the
scheme.



Crypto Ransomware Prevention Techniques

[ 195 ]

Embedded keys
Malware targeting mobile operating systems, for instance, Android malware (Simplocker)
uses the AES symmetric encryption algorithms to encrypt files on the end user devices. The
AES key is contained within the malware and thus the malware is not required to
communicate to Command and Control servers for any additional files. In this case, the
malware authors can invoke the malware by providing instructions and commands via
SMS messages - for instance to encrypt or decrypt the files contained within the user device.
Since the key is available within the malware package, if identified it can be used to decrypt
the encrypted files within the device.

Such kind of malware design is not a technique that is used widely in case of crypto
ransomware. These methods are typically only seen in malware that has been created by
novice cybercriminals.

Ransomware locking screens
This category of malware blocks the infected victims from accessing their computing
devices operating system and corresponding services. In these scenarios, a ransom message
is displayed to the victim in a continuous loop giving the impression that the message is
continuously displayed. Such malware mostly uses the features and relative APIs
provisioned by the core operating system and services.

Windows and mobile locker ransomware
Mostly all the malware threats infecting operating systems to lock down users employ
approaches that are similar in nature. The malware displays the message in full screen
mode of the operating system - either using a browser window or creating a window using
the operating system APIs. The window presenting the message to the user usually tends to
be the only window that the malware creates.

In mobile platforms such as Android, the ransomware usually creates an activity window
for displaying the ransom message. It also checks periodically whether the message
window is presented to the user by using techniques such as ExecutorService objects
provisioned via Android.

In multiple cases it has been observed that the malware has a service running in the
background to make certain that their window is active and overriding all the other
services. The service also monitors the other applications and services that the victim may
invoke to kill the ransomware processes. In case some services exist to end the malicious
processes, the malware service that monitors those ends such services and processes.
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Certain forms of malware utilize the shutdown messages and processes to signal to other
services that the operating system is shutting down. This lets the malware close other
processes that may obstruct activities of the malware.

The message content presented to the user via a window is generally contained within the
malware itself, but there have been scenarios wherein customized messages have been
downstreamed from the Command and Control server. Customizing the message is
common across cybercriminals for switching the language to serve the message in the local
language where the infection happened, using geo location.

Locking browsers is a different category wherein binary executables are not used and
neither access to underlying operating systems is locked. Through advertising and other
mechanisms, targeted users are redirected to a web portal hosted on a server wherein
malicious browser-based ransomware such as Browlock is hosted. Such malware is
deployed completely using client side technology and primarily contains JavaScript code
with HTML to present the ransom message to the user.

Browlock sample
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Holding hostage
When all the indexed files and folders within the infected system are encrypted, the
malware presents a message to the user with information about the malware, the damage
done to the corresponding system and infrastructure, instruction on what to expect next,
where to send the ransom, along with the payment options and other details for the victim
to unlock the system.

With the demand instructions, victims are provided with a few days to pay the extortion
ransom after which the ransom would increase or data would get compromised or deleted.
In many systems, the way the extortion instructions are described can help trace the
ransomware that has potentially infected the system. In most cases as per my analysis, the
instructions are protected and saved on the hard disk of the infected system itself along
with the encrypted files.

In other occurrences, specific placeholders and locations are used to save the message.
Locky for instance takes an exclusive approach wherein it not only pushes files on the
victim's instance, but also alters the victim's operating system wallpaper with instructions
on how to pay the ransom and decrypt the files. CyrptoWall v3 uses the HELP_DECRYPT file
to store the instructions and v4 uses the HELP-YOUR-FILES file. There are variances across
malware categories, but such insight is useful to identify the exact variant and create a
proactive approach to defense.

Of late, there has been an interesting behavior of malware where the messages self-destruct
themselves, that is, the ransomware cleans itself from the victimized computing device to
avoid leaving any traces that would assist security professionals and vendors to proactively
identify the ransomware. This aids the malware operator's campaign by presenting no
symptoms of any malware to the security solutions deployed within the system and
network infrastructure.

As soon as the ransom amount is paid and verified by the ransomware authors, the private
key is delivered from the corresponding Command and Control server and decryption
commences automatically. The verification from malware authors can take from 2 hours to
72 hours. In rare cases, decryption also fails on some files, but in such cases no support from
malware authors/operators is available.
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Propagation
Once the malware is executed, the propagation takes place via multiple avenues as we
discussed previously - for instance through the infected system propagation takes place via
the contact list available within the system, cloud drives, network storage, and other
connected devices. As we have discussed earlier, the propagation is major via spear
phishing e-mails with attachments that are malicious in nature. These attachments are
majorly Microsoft Office or Adobe PDF objects with malicious code/ransomware contained
within them.

The other way was advertising where web portals hosted malicious ads and unintentionally
users are redirected towards the malicious websites and are victimized via drive by
downloads where the ransomware deploys itself in their respective devices. Often times,
malware from legitimate sources have been identified infecting general user's worldwide -
for example, from leading financial institutions, media agencies, and so on.

Defense in depth
Ransomware assaults against organizations of all sizes are transcending day by day. In the
first quarter of 2016 multiple attacks were targeted towards the healthcare sector. Since
these attacks and campaigns are profitable for cybercriminals with all the organizations and
individuals being vulnerable, it's a profitable business that is becoming mainstream. The 
consequences of such malware campaigns are far broader than just the cost of the ransom.
From the productivity loss in business, to unavailability of services to business customers,
the impact is enormous.

Thus, the success of an organization in defending against such malware attacks is mainly
dependent upon the understanding of one's environment, what the critical assets that could
be targeted are, and what is the current level of preparedness to mitigate and contain such
attacks.

It is also considered wiser to discuss one's organization's preparedness with other
organizations so a pool of knowledge related to processes and tools to defend against such
types of ransomware and cyber security risks increases the preparedness of the
organization.



Crypto Ransomware Prevention Techniques

[ 199 ]

There are multiple strategies that can be defined and practiced to protect from sophisticated
ransomware campaigns. These strategies assist in providing defense against potential
malware getting in the environment or succeeding in the first place. Out of the following
strategies, some of them might include facets that are already considered for your
environment that could be narrowed down further for comprehensive protection.

Protection against ransomware can be segregated into the following categories:

Defining a security architecture
Perimeter defense controls:

IPS
Firewalls

Vulnerability assessment
Patch management
Specific measures

Defining a security architecture

An essential and often missing element in an information security program to protect
against malware is a well-defined and complete information security architecture that
reflects the business decisions and the information security policy decisions of the
organization. In many cases, the security architecture is described as a network topology
that also reflects information security technology. An effective information security
architecture is one that reflects business decisions, is understandable by a wide audience,
and is defined using different levels of elaboration that provides detailed guidance for the
various parts of the organization.

The purpose of an enterprise information security architecture (EISA) is to address the
organization's need for a holistic approach to IT security to provide enterprise-wide
guidance to ensure that information security is approached in a consistent manner and with
a consistent level of risk. The architecture is intended to provide guidance for the
organization as a whole. The value of the architecture will be in its applicability to the
organization's business and its usability by a wide audience for protecting against
sophisticated malware.
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Need for a security architecture
The basis of security architecture is to implement the security building blocks in such a way
to provide the appropriate levels of protection to the business information and processes of
an organization.

An information security architecture is designed to be strategic and in layers to protect from
sophisticated threats such as malware - it is meant to have a longer life than a blueprint,
design requirement, or a topological chart or configuration. If it is too specific, it becomes
constrained by current circumstances. If it is too comprehensive or general, it cannot deliver
direction and guidance. It is meant to assist in making choices associated with the
identification, acquisition, design, application, implementation, deployment, and operation
of elements in the organization's technical environment.

The information security architecture should support many communities, departments, and
lines of business, and represent the long-term view of technical direction. Information
Security Architectures agree for multiple implementations based on the realities of the
moment and caution should be exercised to prevent the information security architecture
from becoming a blueprint for a specific implementation. The information security
architecture provides the overall guidance for managing IT risk across the organization.

The purpose of an Enterprise information security architecture should be to address the
organization's need for a holistic approach to information security to provide enterprise-
wide guidance to ensure that information security is approached in a consistent manner
and with a consistent level of risk. The architecture is intended to provide guidance for the
organization as a whole. The value of the architecture will be in its applicability to the
organization's business and its usability by a wide audience.

The result, then, should be an architecture that supports:

Crucial data placements across the key enterprise services for reducing the
impact of any malware
Defines the key security control in terms of technology adoption and processes to
reduce the risk identified for the business
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Following the principle of least privilege
The principle of least privilege is one of the factors why most ransomware is successful, this
is due to the fact that even if users are not required to have admin privilege provided to
them, they often have an account with higher privileged role. If a user is not expected to
perform certain actions, then the roles assigned to the user should be restricted to perform
those actions. If admin rights are not required by the users it should not be provided. This
way, even malware would not be able to impact the files and services due to such access
restrictions. Another approach can be to provide read only access to users especially for the
network shares (where the user is not expected to make changes). This would restrict
ransomware to encrypt those files. Shared which are open to all or which allow anonymous
access should be reviewed and eradicated. This declines the scope of ransomware.

Perimeter defense controls
As we have seen, threat sources are adaptive in nature. An effective ransomware defense
program should move away from a stagnant security paradigm to an adaptive security
framework. That is, the solution and measures across perimeter should include the ability
to deal with change and threats that change on almost a daily basis at the first level. To do
so and be effective, businesses need to reconsider their method towards security and create
a comprehensive and holistic security strategy built on business-aligned risk management
to achieve resilience against modern cyber threats.

The perimeter is now dynamic in nature:

Businesses need drive corporations today to connect their enterprise to the
Internet and third parties, thereby increasing risk
With the advent of the extended enterprise, the concept of the perimeter is
changing
When unauthorized access can be obtained remotely, private information about
employees, customers, business partners, patients, passengers, and so on can be
stolen or abused

Beyond perimeter defense and monitoring, cyber threat monitoring approaches should also
incorporate a layered approach that considers attack scenarios where perimeter controls in
a combination of security analytics would detect and mitigate the potential threat vectors
across organizations. In addition to this, leveraging technologies with perimeter
countermeasures can attribute and identify suspicious or "utlier" activity that may be
malicious in nature to specific users.
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The overwhelming majority of corporate enterprises employ a perimeter security model,
which is hard exterior, soft interior. This is where modern malware gets an opportunity to
exploit. Typical perimeter defenses include technologies such as firewalls/next generation
firewalls, proxies, and intrusion detection/prevention systems (IDS), which if configured
well against the identified threats and security use cases, should be in a position to halt the
malware infection.

Proxy design and implementation is difficult in nature (primarily due to fine tuning of
policies as per the organization needs) and it frequently depends on maintaining the
security as per the organizational focus areas, which may be limiting users to restricted
business portals during business hours or restricting users to access to a portal which they
shouldn't have access to. Even with perfect IDS, firewalls, and proxies, there is always some
application data or micro applications that may need to be detected using customized
application signatures infused to the security solutions.

From a perimeter context and particularly for protection against malware, the key
considerations should be taken for the following crucial areas:

Network Device Configuration primarily focuses on:
Firewalls
Routers
Content Filters
LAN Switches
Network Intrusion Detection or Intrusion Prevention Systems
Antivirus
Wireless Access Points
VPN Devices
Web Proxy Servers

Internal Network Architecture considerations primarily focus on:
Internal LAN requirements
Network Services and their corresponding security
Network Connection/Access Control
Documentation of network configuration and architecture
Guest access
Access to internal applications/segregation of zones
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External Connection considerations primarily focuses on:
Third Party access to internal networks
User Authentication for external connections
Segregation of internet connections
Wireless Connections

Endpoint protection

It should be determined if enterprise commercial products can aid in improving security at
the endpoints of a network. Consider the following items:

Anti-malware - Anti-malware generally detects harmful items within the system,
prevents modification by users, scans the system frequently, auto-protects the
system by running scans automatically upon performing a function, as well as
provides protection from attacks
Firewalls/Host-based Intrusion Detection Prevention - End point security tools
that provide stringent controls over the system ports and services include Host
based Intrusion Detection System (IDS) or Intrusion Prevention System (IPS),
which identifies any form of anomalies across the environment by continuously
monitoring the behavior of the targeted system

Firewalls
A firewall in its simplest form is a boundary guard between two networks, usually an
internal private network and the Internet. The main purpose of a firewall is to guard a
trusted network against mistrusted parties on the outside that could access or tamper with
internal information and resources. Firewalls can be implemented as either hardware and
software, or a combination of both. Firewalls are not just filters, but also gateways and
chokepoints.

A firewall should provide the following key features and characteristics:

Monitor all incoming and outgoing traffic: All traffic from inside the network to
the outside, and vice versa, should pass through the firewall. This can be
achieved by logically blocking all access to the local network except via the
firewall.



Crypto Ransomware Prevention Techniques

[ 204 ]

Source or destination based blocking: Blocking unwanted incoming traffic from
a specific source or to a specific destination is provided by a firewall. An example
would be the blocking of all incoming port 80 requests to all servers except the
web server.
Outgoing network traffic blocking: A firewall should provide mechanisms for
the system administrator to block all outgoing requests to websites that are
considered harmful based on the company's security policy. A firewall can
contain the risk of phishing through network traffic blocking.
Content filtering: Network traffic content analysis can help scan for virus
signatures and other common threats.
Support for Virtual Private Network (VPN) connections: VPNs allow secure
connections from the Internet to a corporate network. Firewalls can be used to
establish a site to site and remote access VPNs to securely connect the various
sites and users to the organization.
Immunity to penetration: The firewall itself is impervious and stable. This
implies the use of a trusted and secure operating system.

Firewall classification
Firewalls can be broadly classified into different types based on factors such as:

The type of protection offered:
Host-based firewalls (personal firewalls)
Network-based firewalls (enterprise firewalls)

Implementation:
Hardware firewalls
Software firewalls

Protection methodology:
Packet filter
Stateful packet inspection
Connection filter
Application proxy filter
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Classification based on the type of protection offered

The kind of firewall installed for a large organization is different than one installed on a
user's desktop, but it is one of the security solutions that can identify potentially malicious
traffic across the environment:

Host-based firewall: A personal firewall is most often a software application
installed on a single host and it protects just that computer. However, host-based
firewalls can also be implemented as separate hardware components, or they are
built into other network devices. A host-based firewall does not provide
extensive reporting and management features.
Network firewall: Network firewalls have the capacity to screen network traffic
for a number of computers. They provide extensive reporting and management
features and even allow the configuration of multiple firewalls in a single step.

Classification based on implementation

Hardware firewalls: An integrated appliance that has firewall software
preinstalled on a device with its own operating system is called a hardware
firewall.

Hardware firewalls can be implemented as dedicated personal
computers with hard disks or as solid state application-specific
integrated circuit (ASIC) devices. ASIC firewalls are generally faster
performers. Hard disks, on the other hand, can be a potential single
point of failure.

Software firewalls: Firewall applications that can be installed on the user's
operating system are called software firewalls. Software firewalls can be
implemented either as a packet filter or a process filter. Process filters can be
easily tricked into allowing malicious code to access the network.

Classification based on technical methodology

Static packet filter: The static packet filter checks the source and destination IP
addresses in the network header and the source and destination port numbers in
the transport header in addition to determining the protocol of the data packet.
This information is used by the static packet filter to determine whether to permit
the corresponding data packet, or to discard it at the point of entry as per the
firewall's rules into the network.
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The filtering unit denies all packets that are explicitly denied by the set
of rules, allows all packets that are explicitly allowed by the set of rules
and drops all other unknown packets. Traditionally, static packet filters
are stateless - they do not keep track of connection sessions. This implies
that networks protected are still susceptible to ping floods and Denial of
Service (DoS) attacks.

Stateful packet inspection: The packet filter examines the network and transport
headers for similar information as the static packet filter. In addition, it provides
state awareness by maintaining a table of connection streams. This table is called
the "Connection Bypass table".

All data packets, which have the same monitored network and transport
headers, form a unique connection stream. Each packet that arrives is
associated with a connection stream. If the data packet is associated with
a connection stream already in the table, it is allowed without any
further verification. However, if the packet arrives on an unknown
connection stream, it is first verified as per the firewall rules and
permitted only after it passes the inspection. This means that the packet
filter is aware of the difference between a new and an established
connection.

Connection filter: The connection filter maintains a Connection Verification table
that maintains the TCP flag sequences. The connection filter verifies that the TCP
handshaking process is valid by examining the state of the flags.
Application proxy filter: The application proxy examines the network header for
the source and destination IP address, the transport header for the source, the
destination port numbers, and the header of an application protocol such as
HTTP, Telnet, and so on. This type of firewall actually reconstructs the packet
inside the host, thereby protecting it from covert attacks. But such reconstruction
at the application layer has a performance penalty and it increases the latency of
the application.

Key requirements

Now let us look at the key requirements from a ransomware perspective, which includes
the following:



Crypto Ransomware Prevention Techniques

[ 207 ]

Operation requirements

Blocks unwanted incoming/outgoing traffic between selected end points (for
instance common Command and Control servers)
Enables scanning for virus/malware signatures and other common threats
Provides granular policy definitions to develop specific security policies by user,
group, content, or bandwidth
Supports seamless and agentless integration with the approved standard
directory services
Supports the common routing protocols : BGP, OSPF, EIGRP, and IGRP
Provides an intuitive working user interface to ensure that staff can be trained in
operating the system
Supports application level backups using the vendor provided tools that can be
scheduled on a regular basis

Performance and capacity requirements

Supports the peak traffic/number of simultaneous connections/connection rate
that is expected
Supports any load from the variously defined user communities
Supports communications from multiple time zones
Synchronizes with the approved trusted time source

Availability requirements

Provides 99.999% availability
Utilizes local and global replication features to support performance, failover,
and high availability

Reliability requirements

Meets any applicable service continuity requirements
Detects and notifies when event data is corrupted
Fails elegantly without taking any other infrastructure component or node down
with it
Provides disaster recovery and failover options

Monitoring and notification requirements

Can be monitored using the approved system management capability
Aligns with the security and network management program
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Intrusion Prevention System (IPS)
IPS is one of the most valuable security systems that provides protection across all the
layers with an attempt to identify and block/trigger alerts as per the actions defined as per
the threat use cases.

Key requirements
The key requirements from a ransomware perspective include:

Operation requirements

Supports processes and features for labeling custom checks, attack vectors, or
other controlled events (for example, through a vulnerability description
language)
Provides the capability of declining updates (or rolling the system back to its
previous state)
Supports false negative notification (for example, notifying the IDS operator to
the fact that the system cannot handle an intense workload and is starting to miss
events)
Processes fragmented packets
Supports additional customization of each signature according to specific user
requirements (for example, to reduce false positives)
Notifies personnel when the IDS detects an attack, misuse, or another anomaly
including sending a notification to the central console of the system, registering
events in the event database, Syslog server, and so on
Logs the type of event, date and time of detection, the sensor that detected that
specific event, the source and destination addresses related to the event
registered, and detailed content of all data fields related to the event
Provides an event tracing mechanism that allows you to record all events in
exactly the identical sequence and at precisely the same speed at which the
hacker or intruder was operating
Supports remote management of an unlimited number of sensors
Supports a hierarchical management, allowing the system to switch between two
consoles automatically, without user intervention
Supports group operations (for example, updating the attack signature database,
applying templates, and starting and stopping groups of sensors)
Provides the ability to specify priorities for detected attacks and vulnerabilities
both statically and dynamically
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Provides a comprehensive report generating mechanism (for example, reports at
various levels of detail, information on the identified attack along with the
operating systems and applications vulnerable to it, cases of false positives,
methods of elimination, and so on)
Supports prevention mechanisms including closing the network connection to the
attacking host, blocking the intruder's user account, reconfiguring network
equipment and security tools, automatic elimination of the vulnerability, and so
on
Protects against rogue access points
Provides an intuitive working user interface to ensure that staff can be trained in
operating the system
Supports application level backups using the vendor provided tools that can be
scheduled on a regular basis

Performance and capacity requirements

Supports the peak number of simultaneous connections/traffic
volume/connection rate that is expected.
Note the number of packets that this node needs to handle should be computed
at the protocol level and not at the business function or user activity level
Supports any load from the variously defined user communities
Supports communications from multiple time zones
Synchronizes with the approved trusted time source

Availability requirements

Provides 99.999% availability
Utilizes local and global replication features to support performance, failover,
and high availability

Reliability requirements

Meets any applicable service continuity requirements
Detects and notifies when event data is corrupted
Fails elegantly without taking any other infrastructure component or node down
with it

Maintainability requirements

Provides updates to the signature database
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Uses industry standard repositories to store output data that supports local and
geographic failover

Monitoring and notification requirements

Can be monitored using the approved system management capability
Aligns with the security and network management program

Key network security controls
The following are the key network security controls that should be focused upon across all
size of businesses to protect against malware of all sizes:

Key Perimeter Categories Sub Categories Perimeter Controls

Network security Network
Security

Computer networks should be segregated
from external networks and all connections
to external networks including the Internet,
outsourced vendors, and business partners
should be authorized and provided in a
secure manner.

Network security Network
Security

All remote access to the organization's
network must be authenticated and
provided based on business requirements.

Network security Network
Management
Responsibility

Any changes on an organization's network,
introduction of new networks, connection
to external networks, and so on, should be
done after consultation and approval from
a corresponding IT security department.

Network security Internet Access
for organizations

The Internet access should be provided
from a central location. All branches,
administrative offices, and corporate center
departments that are connected to the
organization's backbone should access the
Internet only through the organization's
central gateway. Users located in remote
offices should not be allowed to access the
Internet through this gateway.
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Key Perimeter Categories Sub Categories Perimeter Controls

Network security Internet Access
for organizations

Central Internet gateway should be set up
and managed. All users should be
authenticated before being allowed access.
Users having Internet access privileges
should have a unique user ID and
password defined on the Internet gateway
server. The user ID should be mapped to a
specific IP address, which will reduce the
chance of unauthorized access due to
sharing of user ID.

Network security Restricted
URL/Internet
Access for
organizations

Internet URLs and portals that are
restricted as per the organization's policy
should have an exception provided only to
the users with a business need. The user
should send the request for Internet access,
after approval from the IT-Networking
Dept / Corporate Center.

a) Need for access

b) Website(s) URL, if any
specific requirement

Network Security Internet Access
Limitation

Full Internet access should not be provided.
There should be restriction on Internet
access based on working time and day and
download/upload limits should be defined
for normal users.

Network Security Internet Access
Limitation

Internet connection should not be provided
on desktops having privileged access to
critical applications/databases, such as a
desktop with administrator access to core
business applications or databases.

Network Security Security at
Internet Gateway

Internet gateway should be secured
through a Firewall, which should prevent
any inbound access to the Internet Proxy.
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Key Perimeter Categories Sub Categories Perimeter Controls

Network Security Security at
Internet Gateway

All normal or encrypted traffic through
Internet gateway should be scanned for
viruses and contents. Anti-virus software
should be installed on the Internet gateway
server and configured properly.

a) Whenever a user
downloads/uploads a file,
it should be scanned for
viruses.

b) If a virus is found, then
the download/upload
should terminate and the
user informed on the
status.

c) Usage of the Internet
should be consistent with
the normal business
requirements.

Network Security Security at
Internet Gateway

Internet access should be controlled to
ensure that only business related sites are
accessible. URL filtering software should be
used to automate the task of filtering
essential websites. The IT networking
department is responsible for
implementing the access policy on the URL
filter in consultation with security.

Network Security Security at
Internet Gateway

Monitoring should be performed at
Internet Gateway level including Top
Users, Most visited URL, and Policy
Violation. Real-time live reports should be
generated to assess the performance and
volume of traffic being utilized.
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Key Perimeter Categories Sub Categories Perimeter Controls

Network Security Security at
Internet Gateway

In the case of any major outbreak/security
incident having a business wide impact, it
should be ensured that impact is
minimized by various means (policies on
perimeter systems), which may include
blocking of Internet access for the users.

Network Security Segregating
Server and User
Segments

Critical application servers should be
protected by Firewalls. These servers
should be accessible only from their
respective user segments. The Firewall
should restrict user access to essential ports
on the respective servers.

Network Security Segregating
Server and User
Segments

For critical locations, network segmentation
for different user groups should be
implemented at network level.

Network Security Segregating
Server and User
Segments

There exists restrictions on connection time
for high-risk applications, which are
considered sensitive. This can be achieved
through manual policies on the
enforcement points (firewalls, web
application firewalls/proxies, and so on).

Network Security External
Networks

External networks should be separated
from the organization's network through
access control devices/network access
control.

a) Depending on the type
of access and criticality of
application, the access
control should be
implemented either as
access control lists on
routers or through
dedicated firewalls.
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Key Perimeter Categories Sub Categories Perimeter Controls

b) Access control devices
should restrict access to
essential IP addresses and
ports. Wherever feasible,
the resources that are
required to communicate
or accessed by the
external network should
be segregated on a
separate segment of the
firewall.

c) Any access to such
resources from the
external network should
be secured by user
ID/password over an
encrypted channel.

d) An automatic session
time-out should be set for
remote-access
technologies after a
specific period of
inactivity.

e) IDS should be installed
to monitor the traffic from
external networks.

f) All such access should
be removed or disabled as
soon as the requirement is
over.

Network Security Network
Management

Physical and logical ports and services,
which are not specifically required for
business functionality, should be protected
by disabling/blocking.
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Key Perimeter Categories Sub Categories Perimeter Controls

Network Security Network
Management

Equipment identification should be enabled
on network devices based on the sensitivity
of applications and data communication.

Network Security Network
Management

Routing controls should be implemented
for networks to ensure that computer
connections and information flows do not
breach the access control policy of the
business applications.

Network Security Network
Management

Networks should be configured securely to
not disclose any internal IP addresses and
routing information to unauthorized users.
Mechanisms including Network Address
Translation (NAT), Port Address
Translation (PAT), Filtering of route
advertisements, and so on, should be
implemented.

Network Security Network
Management

All default or vendor-supplied
authentication credentials should be
changed before deployment or use of
Network/Security devices for the bank.

Network Security Network
Management

All remote access on network/security
devices should be protected using
cryptographic techniques such as SSH,
VPN, and SSL for web-based management.

Network Security Network
Management

All network and security devices should be
updated by respective application owners
with latest upgrades and security patches
regularly on release.
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Key Perimeter Categories Sub Categories Perimeter Controls

Network Security Network
Management

All the network and security devices
should be in time synchronization with a
standard time device/server. This standard
time device/server should be in sync with
time values from industry accepted
standards such as Internet/GPS. This time
data should be protected from any
unauthorized modifications.

Network Security Access Controls
on Network and
Security Devices

Access to network devices should be
controlled by access control lists.

Network Security Access Controls
on Network and
Security Devices

Access to network/security devices should
be provided on a need to have basis.
Physical and logical access for diagnostic
and configuration ports should be
controlled.

Vulnerability assessments
Vulnerability assessments are point-in-time exercises intended to identify and analyze
vulnerabilities associated with technology assets. This aids the organization to identify
security loopholes that could be exploited by known malware variants. Vulnerability
assessments focus on current operations including process, procedure, and state of
technology assets.

Organizations must establish a formal program with defined roles and responsibilities for
managing vulnerability scans and assessments, including:

Development and management of vulnerability assessments processes and
procedures.
Architecture reviews.
Security controls, limitations, network connections, and restrictions must be
tested to assure conformance with applicable standards.
Internal and external vulnerability scans must be run at least quarterly:

Internal scans must also be conducted after any significant change
in the network (such as new system component installations,
changes in network topology, firewall rule modifications, product
upgrades).
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A vendor certified by the payment card industry must perform
quarterly external vulnerability scans. Scans conducted after
network changes may be performed by the company's internal
staff.

Penetration testing must be conducted at least once a year and after any
significant infrastructure or application upgrade or modification (for example,
major release, widespread upgrade of major router IOS version, change of border
firewall vendor, and so on). Penetration testing must include:

Network-layer penetration tests
Application-layer penetration tests

These processes and procedures must include follow-up actions leveraging the IT Asset
Management data (for example, configuration information, OS versions, and patch levels)
to validate and track findings in order to determine appropriate remediation efforts

Vulnerabilities identified must be resolved according to the remediation management
process.

Configuration management
Configuration management is the practice of standardizing the configuration of similar
technology assets based on documented configurations developed by subject matter experts
in accordance with applicable policies and approved by functional leadership.

Organizations must document baseline configurations for all technology assets. These
standards must:

Be designed in compliance with applicable security requirements
Be kept up to date by the functional areas responsible for the technology asset
Be integrated as part of the system build process and consistently enforced across
all functional areas
All technology assets must be configured consistently with the applicable
baseline configuration
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Patch management
The purpose of patch management is to identify controls and processes that will provide
appropriate protection against threats that could adversely affect the security of the
information system or data entrusted on the information system. Effective implementation
of these controls will create a consistently configured environment that is secure against
known vulnerabilities in operating system and application software.

It helps reduce vulnerabilities through the following phases:

Performing security impact analysis of patches
Testing and approving patches as part of any changes to system configuration
Updates the existing or initial configurations to include the implemented patch
Assessing patches to ensure they were implemented properly
Monitoring systems/components for current patch status

Using leading industry standards such as NIST SP 800-40 helps establish a comprehensive
patch management process.

Patch management also includes 'virtual patching', which uses Deep Packet Inspection and
shields vulnerabilities in critical systems until an actual patch is available and deployed.

Vulnerability remediation management
Vulnerability remediation management is the practice of evaluating identified
vulnerabilities, assigning risk based on likelihood and impact, planning an appropriate
response, tracking the response through completion, and periodically verifying completion.
Examples of processes that provide inputs to the vulnerability remediation management
process include technology risk assessments, threat monitoring, and vulnerability Assessments.

Organizations must evaluate the relevance of reported vulnerabilities and identify the
associated risk to an organization's technology assets. The determination of risk must take
into account:

Hardware details, software versions, and the configuration of an organization's
information systems as recorded in the asset inventory.
The likelihood of occurrence.
The impact of an occurrence.
Any applicable compensating controls.
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Respective stakeholders from an organization must be notified immediately
when there is a reason to believe there has been, or imminently will be, impact to
the confidentiality, integrity, and/or availability of production system.
All system components and software must have the latest vendor-supplied
security patches installed within one month of approval by change management.
The organization must identify an appropriate response to each technical
vulnerability based on risk and the alternatives available. The response must
consider the root cause(s) of the vulnerability. The technical vulnerability
resolution may, among other things, include:

Software Release. If a software release is available to fix the
vulnerability it should be tested and deployed following proper change
management processes. Depending on the urgency of the deployment
the change request may be submitted as an emergency change request.
Compensating Control. If no software release is available to address
the vulnerability, or if the deployment of the software release is
determined to create an unacceptable risk, alternative controls may be
deployed to prevent the exploitation of the vulnerability. As in the case
of the software release approach, an emergency change request may be
appropriate. Examples of compensating controls include changes to
technical configuration and standards and changes to processes.

Assessing ports, services, and protocols
It is crucial to determine which ports, services, and protocols are unnecessary by assessing
which ones are the least used and do not support a functional use. Systems should be
configured so that only the necessary ports, protocols, and services are integrated into
support of the organization's functional needs and level of risk tolerance.

Any unnecessary open ports and available protocols and services provide entry points for
attackers attempting to attack a system. These risks are increased if there are known
vulnerabilities associated with a given port, protocol, or service.

In addition, the remote connections should be provided for system users with a defined
functional requirement. If remote connections are approved for use by the organization, use
the security requirement guidelines to identify the security configurations for remote access.
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Secure software installation
It should be determined how the installation of software should be managed. The simplest
approach is establishing controls on computers that prevent any self-installations by users
and require software installation to be done at the organizational level. However, this
option may not be practical for a few organizations. Other methods for controlling the
installation of software that may be considered include:

Whitelisting: All software is checked against a list approved by the organization
Checksums: All software is checked to make sure the code has not changed
Certificate: Only software with signed certificates from a trusted vendor is used
Path or domain: Only software within a directory or domain can be installed
File extension: Software with certain file extensions such as .bat cannot be
installed

Specific measures
The following are the more narrowed down security measures that should be focused upon
based on the type of ransomware to be protected against:

There have been multiple instances wherein security vendors have emulated the
domain generation algorithm and can disseminate this to organizations so they
can block the domains that particular ransomware is likely to be using in the
future. Blocking these domains in advance will improve the likelihood of
preventing the key from being sent to the victim, and hence obstruct malware's
ability to encrypt users' files.
If a malware does infect systems in your organization and successfully encrypts
files, it is advised to disconnect infected hosts from the network and shut down
the computers promptly (hard shut down). It may be possible to forensically
restore some files that are on the disk that may not have been overwritten.

Instances of infected systems can also be reported to the FBI at
https://www.ic3.gov.

https://www.ic3.gov
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Performing regular image backups at the local level and data backups at the
enterprise level is essential to recover from an attack. It is recommended that
system restore is enabled on hosts. It is also advised to keep a recent backup
offsite. Besides enabling the recovery of backed up files, a system restore will
help ensure that the host is cleaned of primary and secondary malware.
Network detection and domain name system (DNS) monitoring are advised.
Our research observed the following network and DNS indicators:

Modern malware frequently generates new domains on a daily
basis.
It scans domains for successful resolution.
Malicious domains show as new in DNS cache.
NXD - the majority of these domains will not resolve and multiple
NXD responses will be observed from one asset in less than a
minute.
Domains are pseudo-randomly generated and contain higher
entropy than typical domains. These domains are measured at 3.7
bits/bytes and above.

Restrict all the employee's permissions to "read" until otherwise other methods
are required as per the business.
Review and audit accesses periodically to shared folders.
Configure organization security policies to restrict macros (by default), restrict
execution of .exe files until approved (or create a whitelist), and restrict auto
play from devices and services when connected to the host.
Educate and provide to employees periodically.
The following are two samples of detection logic specifically for Cryptolocker,
which may enable detection based on these observables:

If asset > 10 DNS_NXD_RESPONSE < 30s then Alert
andand Quarantine(Asset)

If DNS_Request == NON_Cached || NXD andand
Entropy(Domain) > 3.70 then Alert andand
Quarantine(Asset)
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Summary
Today, these advanced malwares primarily target files that are handled by end users either
for professional or personal usage. Active directories, exchanges, cloud applications, and so
on, have not been targeted precisely until now by such ransomware, but this is one of those
sides that can change in the future - principally due to the importance and value of such
elements towards an organization. It is highly recommended to define a comprehensive
security architecture and practice security controls as per the organization's threat
landscape since, even when the malware transforms and revolutionizes our base practices
will be in a position to provide a strong defense at all sophisticated ransomware.

In the next chapter, we will emphasize on mobile ransomware and will look at how
extortion is reaching the masses via mobile devices.
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Exploring Mobile Extortions

The number of users getting infected with mobile ransomware is incrementing day by day
and of late it was identified that this trend has almost increased by four times over the last
year. This chapter emphasizes on mobile ransomwares and details how via mobile devices
extortion is reaching common people.

The topics covered in this chapter are as follows:

Mobile malware - an increasing security risk
Mobile ransomware
Ransomware timeline
Protecting your mobile phone
Future predictions

Mobile malware - an increasing security risk
Extortion and ransomware is an ever growing challenge for the users of mobile devices. As
we had discussed earlier, locking and file encrypting variants of malware have been
triggering multiple infections transcending financial and data losses across industries. Such
lock screen and crypto ransomware have made their way to multiple mobile platforms.

Similar to malware on computing devices, malware threats are evolving in recent times
adding sophisticated techniques. Malware authors/operators are implementing and
embracing similar techniques that have proven to be effective against desktop computing
environments in addition to traditional types of mobile malware, for instance - SMS Trojans.
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As during early times with Windows operating system, mobile platforms too now face the
lock screens with police ransomware type of scareware that tricks the victims deceptively
accusing of accessing illegal content via their devices. In addition, Cryptolocker
ransomware has revolutionized the malware trend with significant extortion campaigns - it
also expands itself to mobile platforms having an enormous impact to the mobile users
having practically no way to reclaim the files.

Mobile devices these days contain everyday data used by organizations and individuals,
that is, average individuals prefer to keep data on smartphones for easy and quick access
than PCs, which gives an opportunity to malware authors to utilize and exploit this chance,
increasing the risk of losing data. If we notice the trend, the malware authors have already
started targeting users across European and American markets. Multiple variants of
Simplocker and Lockerpin was observed infecting victims primarily in the USA.

Early mobile malware samples
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Mobile ransomware
We have already discussed ransomware in the earlier chapters and extortion across
multiple streams - that is, malware that infects a user's system or computing resources and
then demands a ransom from the users to release those hijacked resources. The major
categories for mobile ransomware and extortion include the same - lock screen and crypto
ransomware.

In the former form of malware, cybercriminals would target the resources, in turn
restricting access to the device, whereas the later form of malware emphasizes on
controlling the files residing on mobile devices. Both types of malware have been
predominantly active in the operating system space since 2013, even though they have
existed for years. Mobile ransomware authors have been targeting individuals as well as
businesses.

As with the trends observed with malware in the operating system for end user computing
devices, ransomware authors have commenced creating targeted malware for mobile
devices with similar techniques and sophistication seen on Windows and other OS
malware. It would be logical to assume that such trends would be seen also with evolving
technology ecosystem such as IoT.

Data stored on mobile devices is valuable, comprehensive, and is used extensively than
what individuals used to store and work with PCs. Thus, malware authors find it extremely
worthwhile to invest their time in customizing most sophisticated malware for mobile
devices across multiple platforms.

Common infection vectors
Malware targeting PC's that are primarily used for extortion classically fulfill the definition
even for mobile devices - that is, infecting and spreading across devices, masquerading as a
legitimate application. In most cases widely held applications from gaming, general utility,
and pornography-related industries are chosen to increase the probability of a user to view
and download the application (which is essentially a malware). In multiple scenarios, the
apk's (application packages) only resemble the mobile icon and name of the actual
application, although in other scenarios malware authors in addition to the original
function of the application extend the code that is malicious in nature. In multiple cases, this
increases the odds of malicious behavior going undetected.
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Certainly, once a malware author redefines the code, it breaks the digital signature of the
application package. Thus, the author now has to resign the application and submit it with
a different developer account. In more than 95% of cases, ransomware may not be found on
the official application stores, but the ways in which a general user is tricked to download
the application is transcending with time. There have been instances wherein multiple
security vendors have reported multiple samples of malware such as AV scareware,
phishing spyware, and ads redirecting to malicious application to companies such as
Google and Apple.

Malware authors are customizing and varying the techniques for infecting users since
sophisticated exploit driven techniques do not work very well on mobile platforms. For
instance, prior to the actual payload being tossed, at an intermediate stage a dropper
application is used.

Malware Command and Control communication
As with the majority of malware used for extortion, once successfully deployed most of the
malware reports back to a Command and Control (C2) server. For mobile devices, in most
of the circumstances it is reported to C2 for tracking, sending device information, for
example - the model of the device, IMEI number, the language of the device, the location of
the device, and so on. On the other hand, if a stable consistent channel is established
between the device and C2 then the possibility is high of the malware listening and
executing commands provided by the ransomware operators via C2. This also further goes
beyond to create a network of infected mobile devices to have the malware operator control
over the botnet created by such malware.

A few of the following functions and commands have been dissected by ransomware
targeting mobile platforms in addition to its primary function of locking the device or
displaying the ransom instructions to the user:

Executing or invoking an arbitrary URL in the phone's browser
Sending an SMS message to infected phone's contacts with malicious links
Locking and unlocking the device
Copying contacts
Displaying a ransom message in the local language as per the location of the
device
Enabling or disabling mobile data/Wi-Fi
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In mobile platforms the most typical communication protocol used is HTTP and in certain
cases malware has been identified communicating via Google Cloud Messaging to its
Command and Control center. The Google Cloud messaging service generally provisions
users/developers to traverse data (inflow and outflow/receive and send) to and from the
application on the supported devices (predominantly Android). Some of the other malware
use Tor, Baidu, and XMPP-Jabber protocols and services. Malware targeting Android
mobile platforms have also been seen communicating using the built-in SMS services for
sending or receiving commands to the relevant Command and Control center.

Malware self-protection
Infecting a device with malware is not a minor task for cybercriminals since even if users
don't have any anti-malware protection in place there are defensive measures provided by
the corresponding mobile platforms. Once such measures are overcome, the prime focus of
the malware author/operator is to make certain that their malicious code/application remain
in the device persistently. To force this, malware authors embed/define multiple self
defense mechanisms and techniques within the application code for instance identifying
and killing processes that show anti malware application behavior. This technique was seen
in multiple malware such as Lockerpin for Android mobile platform.
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Amongst all, one of the primary techniques that most of the malware across mobile device
platforms focuses on achieving is obtaining administrative privileges of such devices. It is
important to understand that the administrative privileges for the device are not the same
as the device root access (which is even more dangerous if attained by the corresponding
malware), but it provides basic crucial privileges for the malware to act and control the
device.

Instances of malware asking for device administrator privileges
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Such privileges are used by utilities and system-related applications for security-related
activities. In contrast malware utilizes such capabilities to defend itself against intended
uninstallations. This also signifies that before such applications are to be uninstalled,
corresponding device administrator privileges needs to be revoked first. For example,
renowned malware such as Lockerpin use exclusive device administrative privileges to set
or alter the lock screen PIN.

Analysis of mobile malware sample - SMS Zombie
In this section, we will focus on analyzing a sample mobile malware to decompose the
malware life cycle.

Tools utilized:

Dex2jar, JAD, Android SDK, and Dalvik Debugger Monitor

Platform affected:

Android

Malware:

SMS Zombie

Sample installation of the application
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Analysis observations
The following observations can be seen from the analysis:

Once installed, malware gains permission to edit/read/receive SMS, and read
incoming and outgoing calls
Dalvik Debugger Monitor (DDM) was used to observe the changes done to log
files, file permissions being given to the malware, and payloads being deployed
on the Android device
Through DDM, it was observed that two files named android.phone.com and
com.xqxmn18.pic were being added to the data files of the Android device.
While opening these files, it was observed that they contain other .apk files,
which in turn contain .xml files having the phone number of the malware author
to which the payload deployed on the Android device sends trapped information
to.

Analysis of the malware
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Static analysis
The following section demonstrates the static analysis on the mobile malware:

Android manifest

While performing the dynamic analysis, it was observed that the payload was
being deployed in the device by the malware. It consists of other .apk files
consisting of an AndroidManifest.xml file:
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Converting the binary XML file to human readable XML format using Apktool, it
was observed that the AndroidManifest.xml file in turn calls the
com.xqxmn18.pic package and send an SMS to the malware author.
Using the Dex2jar tool to convert the .dex files to a .jar file and then
decompiling the .jar file using the JAD tool (Java decompiler) to the .java file
to perform the complete code analysis:

Static Analysis of the file

Possible infection vectors of mobile malware include:

E-mails/Spam
Suspicious applications
SMS
Compromised sites
Malicious websites
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Impact of mobile malware primarily includes:

Infiltration: A successful attack can potentially bypass the credentials and access
the target system
Information theft, information disclosure: A successful attack can potentially
lead to disclosure of enterprises sensitive data
Brand reputation damage: Malware authors may target different vulnerabilities
in mobile computing platforms
Business operation disruption: Malware can potentially exploit security
hole/vulnerability that may affect the availability of services from the enterprise
Exploitation: Malware can potentially exploit software vulnerability in an
enterprise to gain information access/control of the target system

Ransomware timeline
Initial presence of ransomware on mobile devices were mainly scenarios wherein extortion
functionality was added to fake anti viruses (impersonating a legitimate anti-virus
application). Fake AV's have existed for a long time and they are available on mobile
platforms from as early as 2011 and on desktop environments since 2004. These malwares
primarily imitate an antivirus scan across all the files and folders of the mobile device, and
then ask users for money to eliminate all the threats from the infected files. Such malware is
also called Scareware due to the reason that they extort money from infected victims after
giving them a fake alarm making them believe that their device is infected with multiple
malware.

Fake AVs may or may not be considered as ransomware. It depends upon the key
characteristics of the application. Some Fake AVs target to trick infected victims to pay to
show the false alarms of malware persisting on the device, whereas on the other hand, some
of them have ransomware built into it and force the user to pay for unlocking the device.

Ransomware and extortion attempts were primarily seen with lock screen malware on
Windows with multiple tricky messages supposedly representing law enforcement
agencies, FBI, and local polices used to scare the infected users and as penalty asked them
for payments.
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Android Defender
Defender, an instance of fake antivirus can perhaps be called the first ransomware that
targeted Android-based mobile devices. It was initially identified in late 2012 - mid 2013.
The following screenshot shows the GUI of the application that tricks the user to believe
that the application is a legitimate anti-virus application with similar behavior. It also
shows the multiple stages of the application.
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This is one of those malware that displays the name of different types of malware (which
actually exist) including actual files and folders existing on the mobile device and memory
card tricking its users to assume the application as legitimate.

Fake AV
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The good thing about the application is that the user still has control of whether they would
like to continue using the application, leaving their devices unprotected.
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Nonetheless, on the other side - the application makes the device unusable by displaying
popups and multiple notifications every time the user clicks on any application. If the users
click on the red button, it dismisses the notification popup, but generates another popup
disrupting the user's experience.

Malware popups
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The application also has a more aggressive mode that invokes after six hours once the
application is launched. It then shows a full screen with adult images that cannot be closed
until the time the infected user pays up the amount demanded.

The following screenshot shows the sample wherein $99.98 USD is being charged and the
user is asked to provide lot of critical data representing their credit cards, personal
information, and so on. The infected user's credit data once shared could also be used for
further misuse.

Purchase options
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Police ransomware
We have discussed a lot of malwares having Lock screen as one of the themes across
multiple variants. Some lock screens gave the impression as a Blue Screen of Death
(BSOD) and some showed the windows activating message. The most predominantly used 
lock screen was the notification screen impersonating messages of FBI or police claiming
that the infected users system is locked due to illegal activity being traced from their
systems.

Reveton is one of the known variants. The ransom messages that get notified also at time
quote relevant Criminal Code, but they do mention that the user can get away paying a fee.
One of the interesting aspects is that the malware uses IP-based geolocation capabilities to
customize the ransom messages and the locking screen as per the law relevant to the local
region.

Initial malware variants targeting Russian speaking users
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The initial samples of this type of ransomware on mobile devices were seen in the first half
of 2014 and they were targeting Russian speaking mobile users. Though it was not long
until English variants came into the picture with location aware malware being introduced
targeting global mobile users.

Locker malware variants also showing a camera shot with messages in multiple languages example shows Russian, Ukrainian, and Kazakh banners

Malware variants transforming with change in English language



Exploring Mobile Extortions

[ 241 ]

Simplocker
In the second quarter of 2014 multiple file encryption ransomwares were identified for
mobile devices. It was during this time that such types of malware were seen massively
infecting Windows users (Cryptolocker, CTB-Locker, and Crypto Wall being some of the
renounced ones) across the globe. Once the malware is launched, it displays a ransom
message as shown in the trailing figure (Figure 14) and in a background process it initiates
to encrypt files.

Simplocker primarily scans the mobile devices and the SD card for files with multiple image
file extensions (such as .jpg, .png, and so on), document file formats (such as PDF, DOC,
and so on), media format (such as MP4, AVI, and so on), and get them encrypted with AES
cipher (which is one of the strong variants of encryption).

It was also identified that the encryption key was hardcoded inside the application binary
(in plain text) unlike the conventional crypto ransomware variants targeting Windows
operating system. This also signifies that the earlier versions of the malware were pre-
matured and were in early development or proof of concept stage.
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The majority of the ransom messages were in Russian and the payment demanded
remained in Ukrainian Hryvnias. The malware authors also instructed the infected users to
make payments via prepaid money vouchers, for instance MoneXy or QiWi, since these
were not traceable compared to credit cards.

Ransom requests
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When the malware notified the users, via the language and payment methods it could be
derived that the malware author was targeting mobile users in Ukraine.

Malware using the front camera
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Some variants of the malware also used to take the picture of the victim through the mobile
device camera and displayed it to increase the overall impact.

Simplocker distribution vectors
This malware, as other malware targeting mobile device platforms, generally tricks a user
into downloading and deploying the application by disguising itself as a legitimate
application. It generally targets brands across adult applications (applications for viewing
adult videos), gaming applications (such as Grand Theft Auto - GTA, and so on), and
common utility applications (such as Flash, and so on). They also spread through trojan
downloaders. Trojan downloaders are not that common in the mobile device space, but
their evolution is transcending. Trojan downloaders are applications whose sole focus is to
download other malicious malware.

Applications such as Trojan downloader have a much greater possibility of getting in
application stores such as Google Play, and so on, due to multiple reasons:

In case the only activity that the application performs is opening a URL outside
the application. This activity cannot be qualified as a malicious behavior.
There are no permissions requested, which can be called as malicious thus
allowing any application to get installed and request privileges from the user.

It also has been noticed that the URL contained within the applications in most cases do not
point to any malicious package. The malicious packages are served once the user reaches
the redirected URL and then again gets redirected from that server or instance that is under
the cybercriminal's control.

Simplocker has not been seen spreading via the official Google store at any point in time.
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Simplocker in English
Soon after the initial sample of Simplocker was observed, it was detected that new variants
of the malware were spreading across markets with multiple improvements. The most
evident change was the language. Now the malware authors were also using English
instead of Russian. The message intent was similar to the ones earlier, that is, victims were
made to accept it due to the trace of illegal activity via their systems (such as piracy,
pornography, and so on). Their devices are then blocked by the law enforcement agency.
Furthermore, it was observed that the ransom was asked to be paid using a MoneyPal
voucher and was now in the range of USD $200 to $500. Like some of its earlier variants,
this malware presented the camera feeds to the infected user too.

Ransom messages in English
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The newer variants of the malware also transformed with time, most notably the visuals
and design of ransom requests. From the FBI they started using NASA with the same type
of messages accusing victims of visiting pornographic sites and asking for a fine of $500
USD.

NSA ransom messages

Unlike earlier variants that emphasize on encrypting documents, images, and video
formats, the malware now also encrypts archive files such as ZIP, 7z, and RAR formats.
Potentially the impact of this add-on is enormous since Android file backup solutions store
the backups as archive files, which signifies if a potential user gets infected with the
malware all the backup will also be encrypted.
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Advanced variants of the malware also tricks users into giving the malware device
administrator rights. Once these rights are granted, it makes the removal process of the
malware more complicated since the user then would require to primarily revoke the
applications prior to uninstalling them. This is quite challenging especially when the
ransomware is locking the screen disrupting all the activities of the user.

Another key aspect was the updated communication protocol for communication with its
Command and Control Center, which now was Extensible Messaging and Presence
Protocol (XMPP). With XMPP it gets more complex to detect than other protocols used.
These protocols are used to share the details of the infected device to the server and to
execute the commands by the malware operator.

One of the most crucial aspects in this malware's evolution is the encryption keys that are
utilized by the malware for encrypting the victims file. After the initial version of the
malware it was observed that the new malware variants used unique cipher keys that were
generated and sent by the associated Command and Control center. Thus, now with new
variants it was no longer possible to decrypt the hijacked files easily.

Lockerpin
If we observe malware that previously had the screen locking functionality - it was done by
invoking the ransom window in an infinite loop. Even though multiple self-defense
techniques were implemented to keep the device user locked out, it wasn't complex to
unlock the device via disabling device administrator rights and removing the malicious
application in safe mode.

Unfortunately, with this malware in place, which was discovered in mid-2015, it was
identified that malware operators have transformed their approach. In this case if a user is
infected with the malware, one of the sole ways to remove the screen lock was if the device
was previously rooted or if there has been an MDM solution that is capable of resetting the
PIN. The last resort was to do a factory reset that deleted all the data existing in the device.

The key mechanism used by this malware was quite straight forward, that is, it leveraged
the built-in Android screen locking mechanism if was able to set a pin on the device or
modify it if the PIN was already set. It was able to do so provided if the targeted user had
granted the rogue application device administrator privileges.
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As per the statistics provided by multiple security vendors it was noted
that most of the infected mobile devices were in the USA. As per the
malware trends it was observed that the malware authors were shifting
their targeted users from Russian, Ukrainian, to United States wide mobile
user bases - noticeably due to the fact that was it was potential for higher
profit.

Most of the malware infecting Android devices rely on the elevated privileges provisioned
by end mobile users. Most malware these days use covert techniques such as displaying
multiple windows for instance with an overlaid message such as "Patch Installation", which
triggers the underlying window representing Device Admin activation. Thus, when a user
clicks on the legitimate looking button, assuming it to be installing patches for the
application, it actually intentionally activates the underlying device admin privileges.

Malware stealthily obtaining Device Administrator rights
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Once the malware is installed as with other ransomware variants, a bogus message
representing the FBI tricking the users to pay a ransom of USD $500 is displayed.

Ransom message
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Subsequently after some time once the ransom message is displayed, the PIN of the mobile
device is automatically set/changed to a number that is randomly generated by the
malware. In some of the variants it has been observed that the malware removes the PIN of
the device resetting it to a 0 value.

Device locked by Lockerpin

Lockerpin's aggressive self-defense
Lockerpin also customizes multiple self-defense techniques to make sure the malware is not
removed from the mobile device. Any form of efforts to disable the device admin privilege
for the application fails generally due to the fact that the malware registers a callback
function for reactivating the privileges as soon as any event gets triggered for removing the
privilege.
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Like the way how the device admin privileges were forcefully provisioned by the user
whenever a removal attempt is made by the user, the malware reactivates the privileges
with a bogus message window over the device admin privilege permission approval
window.

Malware blocking efforts to revoke high level privileges

One of the self-protection mechanisms is to kill the currently running anti-virus/anti-
malware processes when the AV comes into play. As per the following screenshot, the
malware attempts to protect itself from Avast, Dr. Web, and ESET mobile security solutions:

Malware making an attempt to kill running AV processes
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Jisut
This is a malware that can be considered as quite unusual compared to others in this
chapter. All the other malware samples termed in this book primarily have financial gain as
the motivation; Jisut gives the impression of being created as a practical joke. This malware
is mostly identified in China and seems to be the work of novice cyber criminals.

Initially this malware appeared in the first half of 2014. Since then multiple variants have
been observed with some modifications across messages, templates, and so on. This
malware has a behavior of having a full screen (only a black background) overlay above all
the mobile activities, which tricks users in believing that the device is locked or switched
off. If the user tries to get the menu to Power off/Restart the device a joke is displayed:

Joke messages: Left joke says - "Off, you are dead!" and the right joke says "I hope you have fun!"
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Some other variants of the malware require infected users to click on a message that reads "I
am an idiot". These actions are just meant to frustrate users.

The message says "Please click the button below 1000 times"
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Like other malware discussed in this chapter, some variants of this malware are able to set
or modify the mobile device lock screen and password.

A mobile device locked with a PIN and password by the malware.
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Custom lock screens
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Protecting your mobile phone
It is crucial for mobile users to be aware of the potential ransomware threats existing across
environments and the importance taking preventive measures. One of the key focuses that
all individuals should consider is to avoid unofficial applications being installed on the
device either via any third-party portal or malicious app store. Furthermore, it's essential to
have a backup of all the sensitive data from the device.

If the users take applicable measures against malware, they may never face any request for
ransom. If a user gets infected with a malware there are multiple options for eliminating it
based on the ransomware variant:

In most cases, boot the device in Safe Mode so that third-party applications do
not execute. In such cases, the user can manually remove the malicious
application.
If a malware is locked with adequate high level privileges, those should be
revoked prior to the application being uninstalled. If the enterprise device has a
Mobile Device Management (MDM) solution deployed, it will be able to reset
the lock as per the user's requirement. Google Device manager is also another
solution if the user is able to use the functionality.
A factory reset can be used as the last resort in case none of the solutions work.
In case the crypto ransomware is based on the malware, variant decryption may
or may not be possible. It is recommended to not pay the ransom since there's no
certainty that the malware authors would decrypt the files if the victim decide to
pay the ransom.

Surrendering to the malware authors demands primarily increases the overall problem.
Enterprises can address the mobile security risks by:

Reviewing and updating governance framework, policies, and procedures to
include mobile environment specific requirements including legal, regulatory,
and corporate.
Access to different zones should be provided based on security posture
demonstrated by end-device. The following are the sample host posture controls
that may be considered while providing the access:

Jail-broken or rooted devices
Compliance with corporate policy
User roles

Implementing security controls in enterprise applications to demonstrate
acceptable security posture and resist malicious activities.
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Implementing endpoint security solutions that align with enterprise security
policy.
Implementing OS and mobile app patches in accordance with enterprise patch
management policy.

Future predictions
As we see massive sophisticated attacks increasing across the environment utilizing
technologies such as IoT, and so on. The following are the key predictions out of which
most of them can be seen gaining momentum in today's date:

Cross platform attacks : Malware may potentially gain the ability to infect
different mobile device platforms with small variations in the code.
Targeted attacks : Malware authors may potentially target security
hole/vulnerability within an enterprise and compromise target systems.
Advanced social engineering attacks : Malware attacks under the disguise of
legitimate applications can potentially target mobile platforms.
Mobile botnets : Mobile botnet may potentially gain access to the device and its
contents. It takes advantage of unpatched exploits to provide attackers with root
permissions over the compromised mobile device, enabling attackers to send e-
mails or text messages.

Summary
In this chapter, we focused on covering most of the common mobile ransomware and the
next chapter will concentrate on describing the next steps ahead once the user is infected
and money is transferred via such ransomware schemes, taking you deep into the
cybercrime world to help you understand how the digital currency receives flows in
various types of extortion.

In the next chapter, we will look deep into the cybercriminal world to help us understand digital
currency in detail and how the money flows in various types of extortion.
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Follow the Money

Extortion is all about money. Now after successful multiple extortion campaigns across the
globe by means of multiple attack vectors, the profits can be seen and the idea is proven.
This is motivating more cybercriminals to enter the scene and replicate the concept (and
more than a few times even other assaulter's names).

This chapter will take you deep into the cybercriminal world to help you understand the
digital currency in details and how the money flows in various types of extortion. We will
look at why it is so hard to catch the cyber extortionists and in future why such extortionists
can't hide behind crypto currencies such as Bitcoin. We will also look at ransomware as a
service, which is designed to be so user-friendly that it could be deployed by anyone with
little cyber know-how, which makes it important for protection to be solid.

The chapter will end with some take away for the reader on defense side based on how the
money flows.

We will cover the following topics:

Cryptocurrency
Blockchain
Bitcoins
Why is it difficult to catch attackers?
Ransomware as a service (RaaS)
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Cryptocurrency
Whether it be Distributed Denial of Service (DDoS) attacks to take down a service or
ransomware to abstract or steal data—cyber extortionists extorting organizations of all sizes
for money is growing and cryptocurrency plays one of the major roles.

During ancient times, multiple items have been utilized as a stock for value and medium of
exchange such as coins, cowrie shells, clay tablets, and now paper and plastic money.

In the early 18th century, countries progressively used valuable metals
such as gold and silver to back their plastic money, forming a
monetary/fiscal system called the gold standard. This made it essential for
governments to hold and embrace these valuable metal reserves to
support their currency. As the economy worldwide became more
composite/multifaceted in the latter half of the 20th century, most countries
in due course moved away from the gold standard, creating flat currencies
constructed on laws and trust in corresponding government.

As the evolution of money—as a store of value, norm of exchange, and unit of account has
matured, so have the methods and modes of exchanging it. From this perspective the
exchange of money has constantly been a function of the skill and technology available. We
transformed from valuable metals to coins to paper and plastic money prior to inventing
checks, and then credit cards, which by the way were not created for Internet era.

If we see holistically, it has merely improved to meet the need of trades, and consumers
operating in a networked and digital world.

Cryptocurrency thus is fundamentally use of cryptography and hashing algorithms
leveraged to establish a distributed system of economy:

The currency is just in the form of numbers inside text files that are
cryptographically secured.
Transactions are basically "Pseudonymous" and the currency allows for a
decentralized governance model where a distributed ledger keeps track of
transactions.
Cryptocurrency transactions are potentially performed by computers processing
at high speeds thus yielding a better throughput.
Digital operation eliminates the chances of typically encountered human errors.
Thus, it is near to impossible to abuse money production rate as it is
mathematically controlled.
Fraudsters, cybercriminals, and cyber extortionists thus find it more profitable to
follow the rules than to breach them and try to benefit.
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Bitcoin can be called as the first successful implementation of the Distributed
cryptocurrency. The increasing propagation of virtual and crypto currencies transcends the
availability of tools and services that are essential to carry out cyber crime. Unfortunately,
this in turns increases the cyber crime rate and other forms of disruption. Furthermore, as
per multiple reports from McAfee, such currencies do face a challenge of using them for
money laundering—with a propensity to target attacks on financial institutions and
exchanges and digital wallets.

Today, if we speak of the term "cryptocurrency" or "virtual currency", in the eyes of most
people Bitcoin is the first thing that they think about. It's indeed one of the widespread
currency schemes among a plethora of existing currency schemes. As per the European
Central Bank, digital currencies are categorized into varied two categories:

Electronic money schemes (wherein units are the traditional currency for instance
US Dollars, Pound, and so on)
Virtual currency (whose units are "invented currency")

The characteristics between each of the preceding categories, as defined by the European
Central Bank, are depicted in the following table:

Blockchain
Blockchain is a digital public ledger or a database where transactions are verified and
securely stored on a network of connected blocks without a governing central authority.
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The blockchain has several unique and valuable characteristics that are transforming
multiple ranges of industries. Some of the primary ones include:

Distributed Ledger: The ledger is shared across all the nodes of the network and
keeps an updated record of all transactions
Decentralized network: The database is maintained and governed in a
decentralized manner by network participants without any central authority
Immutable transactions: Consensus requirement of all nodes on status of ledger
at any time makes changes highly difficult as those would need to be done at all
nodes
No third party validation: All transactions are validated by independent data
miners at all nodes and unknown identities of participants makes processes free
from biases
Real time recording: Copies of the ledger get updated across all nodes instantly

How does a blockchain transaction work
The following diagram illustrates the working of a blockchain transaction:
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The preceding figure describes the working flow of blockchain across the following key five
areas providing insight about the key elements involved in each phase:

Initializing a transaction.1.
Recording of the transaction.2.
Transaction broadcasting.3.
Validation of the transactions.4.
Overriding blocks.5.

Common misconceptions about blockchain technology
The following key areas can be considered as the most common misconceptions regarding
this technology:

Blockchain enables Finance to eliminate FTE costs: Although blockchain is a
technological innovation, it does not aim to "replace" humans with technology.
Blockchain would help companies automate many processes thereby reducing
(and not eliminating) reliance on Finance talent. Blockchain indeed creates the
role for accountants, and other specialists in its area.
Blockchain is a flexible technology that can improve every business function: In
its current form, blockchain comes with its own limitations and considerations
that it is not suited for all business functions. The blockchain framework is an
effective approach to validate scenarios where blockchain would work best.
Blockchain is just a hype and a mere upgrade to the current ERP and Reporting
systems: Though it is still early days for blockchain, it is not a hype anymore.
Blockchain is not an ERP or system upgrade, but a "radical shift" in technology
and a "leap forward" change in current processes.
Going for blockchain is an IT decision and not a business decision: Blockchain is
much more than just a new technology as it fundamentally changes the existing
business models and the processes. Blockchain needs to be supported by a shared
vision between business, finance, and IT.
Blockchain is a solution to all finance problems: Blockchain makes sense when
businesses are brought together with distributed consensus technology. Without
building business collaboration, Blockchain misses its essence and the promised
benefits in terms of speed, efficiency, security, and cost reduction are not fully
realized.
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Blockchain can store all of the company's information: In using blockchain for
business applications with a high volume of information, the amount of stored
blockchain data adds up quickly. This is because the blockchain tends to replicate
itself with every node that is added. This makes blockchain "too heavy",
impacting its speed and efficiency.
Blockchain is protected from user mistakes: Although blockchain is based on a
complex mathematical algorithm, its nodes are only referenced by public key
hash, which makes them susceptible to human error. A few other examples of
user mistakes may include fat-fingering an extra zero; or copying and pasting a
completely different address string
Blockchain is a store-all for the endless amount of data that would limit cloud
usage: Although the database on a blockchain can hold reliably all the needed
information, it may become too complex with the addition of other necessary
features that help analyze that information. As a result, blockchain cannot be
used for large-scale database applications.

Bitcoins
Bitcoin protocol is slightly different from other crypto currencies and the following are a
few characteristics of the protocol:

Cryptography—Elliptic Curve Digital Signature Algorithm (ECDSA).
Hash Function—Double SHA256 Hashing or SHA256 and RIPEMD-160.
Addressing individual users in the Peer-to-Peer network:

Key Hash = Version of BTC + RIPEMD-160 (SHA-256(Public key)).
Checksum = First four bytes of SHA-256(SHA-256(Key Hash)).
Bitcoin Address = Base58Encode (Key Hash + Checksum).

Block Header - Every block has a special Block Header section that contains
information about the version, timestamp, pointer to previous block in the form
of the previous block hash, Merkle root hash, proof-of-work nonce, and
transaction count.
Proof-of-Work - Proof-of-Work involves finding a nonce that when hashed along
with the block header results in a hash that is less than a target value of hash. The
target can be adjusted based on difficulty level required, which is actually related
to the time required for validating every block.
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Incentive - For every block validated, a process known as mining, 50 BTC are
given as the incentive. This value halves every four years. Current incentive is 25
BTC for every block mined out.
Currency Generation - Mining introduces a new currency to the system.
Transactions that begin with mined currency are called Coin base transactions.

Quick facts about Bitcoin

Let us look at some interesting facts about Bitcoin:

Bitcoin and the concept of cryptocurrency were first mentioned in a 2008 paper
published under a presumably pseudonymous identity, Satoshi Nakamoto.
The currency code for Bitcoin is BTC. At the moment, it is unofficial.
Least denomination—Satoshi = 10-8 BTC.
Exchange rates over time—$1 = 1309.03 BTC in October, 2009. 1 BTC = $1250 in
November, 2013.
Biggest wallet balance that was seized by the
FBI—1FfmbHfnpaZjKFvyi1okTjJJusN455paPH 144,341.51959292 BTC = $142
million.
Current Bitcoin rate—$502.83.
Magic: The Gathering Online Exchange - Mt. GOX, a Tokyo based Bitcoin
exchange was launched in July 2010. By 2013 they were handling 70% of all
transactions. It was suspended in 2014 because of bankruptcy.
World's first Bitcoin ATM—Robocoin, introduced in Vancouver, Canada in
October 2013.
More than 100 Bitcoin ATMS are operational worldwide.

Currency denomination
Creating a transaction for every Satoshi/ Bitcoin will be infeasible and impractical to even
keep track of all Bitcoins from multiple transactions. Bitcoin protocol uses a special piping
process using multiple inputs and multiple outputs in a transaction.

Each transaction will have multiple inputs that can refer to outputs of previous transactions.
The accumulated input sum will go to the outputs that are directed at the payee's.



Follow the Money

[ 265 ]

Any extra sum can be redirected back to the payer by using another output. If the input
sum is greater than the output sum, the difference will be paid as a transaction fee to
whosoever mines the block containing the transaction.

The following figure on the Bitcoin lifecycle illustrates the overall process involved in
Bitcoin transactions:
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Data structure (transaction and block) of Bitcoins is illustrated here:
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Samples of transactions and blocks
The following screenshot an example of sample raw transaction:
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The following screenshot an example of sample raw block:

Protocol weakness
The following points describe the key weaknesses observed for Bitcoin:

Selfish Miners:
A mining operation can refrain from announcing the next new
block for a while in order to get a head start on the next block
This prevents other honest miners to waste time and processing on
irrelevant proof-of-work
The analysis shows that anyone with more than one-third of
computing power can always get the strategy successfully working
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51% Attack:
Miner controlling 51% of the computation power could potentially
tamper with the block chain and enforce double-spending
transactions
Although the possibility of such overpowering is very low, the
concern became almost genuine when a mining power from China
grew to control almost 41% of the network power
Later they were moderated due to community outcry

History Tracing:
Since transactions are publicly logged, the flow of currency is
visible to anyone on the network
This information alone will not be able to identify anyone, but it is
possible to construct a pattern based on the history of transactions
and it might be possible to work out who owns which addresses
with a single clue

Energy Consumption:
So many machines set out to solve proof-of-work significantly
consume power
One of the factors that decides the value of the Bitcoin will be the
power consumption
Cheaper energy linearly increases mining energy use

Security concerns
The following points describe the key security concerns for Bitcoin:

Transaction Malleability:
Until a transaction is finalized and incorporated into a block chain
the underlying data and hash can be altered.
This is not really a serious problem since the money intended for
recipients will reach without any failure. But if the recipient is
malicious, they can alter a transaction and later claim that they did
not receive any. This was the issue that happened which made it
suspend its operations on bankruptcy.
Users need to be careful while spending unconfirmed transactions.
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Malware:
Malware stealing Bitcoins by targeting computers with wallet
programs installed. The wallet is stored unencrypted.
Malware creating botnets that lead to unauthorized mining by
using combined computation power of the botnets.
Ransomware affecting users through drive-by downloads and
disseminating through e-mail attachments that take hold of a
machine and keep it locked until some ransom in the form of
Bitcoins is paid to the malware developer.

Denial of Service Attacks:
The currency network could potentially be targeted with DDoS
attacks to slow down the network
Such attacks will not be successful in modifying the block chain
because of the proof of work scheme and they may only slow down
the processing of transactions

Vulnerabilities in Client Software:
Vulnerabilities associated with the implementation software
platform and infrastructure could potentially be targeted to steal
currency or obtain computing power to overcome the block chain
Performing infrastructure vulnerability scans and keeping them
patched up to date may help deal with such attacks
This will not affect the Bitcoin block chain in any way and the
vulnerability is not in the protocol

Economics of Bitcoin
The following points describe the economic key features of Bitcoin:

Price volatility:
Bitcoin is over seven times as volatile as gold
Bitcoin community claims this is due to insufficient liquidity and
lack of popularity
Users need to be careful while spending unconfirmed transactions
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Regulation:
Governments could levy regulations on how the Bitcoin currency
can be traded
Internal Revenue Service (IRS) has already started treating Bitcoin
as property rather than currency and ruled that it should be treated
more like a stock rather than cash and should pay taxes.
This makes Bitcoin not fungible

Criminal activity:
Due to the anonymous nature of transactions, Bitcoins have been
used for trade in underground markets and black markets for the
sale of drugs and other illegal products
Ponzi scheme and money laundering have been suspected

Banks' skepticism:
Banks have always been skeptic about Bitcoins and their reputation
Bitcoin companies have had problems with opening traditional
bank accounts and do not share enthusiasm in investing in the
currency

Bitcoin – myth busters

Before we move ahead, let's bust some myths about Bitcoins:

Myth 1: Bitcoin is difficult to handle than fiat currency! It creates more problems
than it solves.

   Explanation:

Unlike precious metals such as gold/silver, Bitcoin is easy to transfer, secure, and
verify
Bitcoins are predictable and limited in supply and they are not controlled by any
authority
They are faster and cheaper to transfer than fiat currency
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Myth 2: The CPU processing power is the investment for Bitcoin.

  Explanation:

It is not appropriate to say that Bitcoin is obtained for the energy put in the form
of CPU power
The currency is "Created" by processing power and is also a means of securing
the network
The value of Bitcoins is not based on the amount of CPU power or electricity that
goes in to mining them

Myth 3: Anybody can create Bitcoins at will. The system runs in to inflation over
time.

   Explanation:

The currency generation is controlled by the network and is impossible to be
created by the nodes
The amount of currency mined out for each block reduces by half every four
years and hence reaches a saturation point
Myth 4: Bitcoin is mostly used by hackers for bad activities.

   Explanation:

Bitcoin development happened among a group of enthusiastic computer
programmers.
The form of currency exchange was widely adopted by hackers due to the very
nature of anonymity. The trade of illicit goods over the black market was covertly
done over Bitcoins owing to its anonymous nature.
But today nearly 25,000 merchants across the world have started dealing over
Bitcoins.
Myth 5: Bitcoin developers can plan a conspiracy and dictate the software
behavior.

   Explanation:

Any modification to the software will render all the others incompatible and thus
all the transactions get rejected.
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Thus Bitcoin developers have limited or no power over the behavior of the
currency.
Protocol modifications also cannot be made until all the users in the network
agree upon the modification.
Also different developers make different client software all adhering to the
original Bitcoin protocol. This makes it highly difficult for other developers to
modify the protocol and be successful.

Why is it so difficult to catch attackers?
Virtual currencies or Crypto currencies are becoming quite popular choices for 
cybercriminals and extortionists to engage in illegal activities. These currencies, especially
Bitcoin, by now have already expanded with a name or reputation for facilitating the drug
trade and other illicit activities through the deep web and through websites, for instance,
Silk Road. Nonetheless the major risk which we foresee is of using it for extortion.
Numerous characteristics of Bitcoin, which we discussed earlier in this chapter, illustrate
that this cryptocurrency is prodigious for regular end users, also making it the excellent
currency of choice for cybercriminals and extortionists. It is also termed as one of the most
perfect and seamless extortion currencies.

We have been asked multiple times why Bitcoin extortion is becoming so popular. If we
look at the overall features and physiognomies of this cryptocurrency, it is a near perfect
tool for extortion. Of all the anonymity features of this cryptocurrency, its users prefer it
since it makes it quite tough for regulatory and legal authorities to trace the flow of
payments. It is a boon for most cybercriminals and extortionists to execute multiple widely
treacherous extortion schemes.

Bitcoin automates and makes all the functions of traditional currency quite easy. In
addition, it is quite difficult to trace the location or identity of people using the crypto
currencies transactions, especially if more security measures are considered while
transacting. Thus, cybercriminals prefer cryptocurrency, which can be exchanged in the
dark web with 100% anonymity.
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For most cases, it is due to the anonymity and decentralization of the cryptocurrency that
Bitcoin is the prime choice for cybercriminals, but there's another view to it. Bitcoin as we
have seen has no specific barriers to enter. Anyone and everyone can set up a free and
unrestricted Bitcoin wallet address without needing any approval from financial institution,
regulations, or dealing with providing evidence and proofs of identity, taxation, evidence of
residence, and so on. This signifies that anybody can leap in for the cyber ransom game and
could cash out until they want without any interference from regulations or laws.

On the flip side, the major issue with this cryptocurrency's anonymity is that all the
transactions are publicly logged by design, that is, anybody and everybody can see the
Bitcoin transactions or the flow of the cryptocurrency from address to address in the
blockchain. The overall information widely available in the public ledger cannot by itself be
used to identify a user (due to the fact that the addresses are merely random numbers), but
if any of the addresses are mapped or backtracked to a real identity, it may be possible to
discover who owns the corresponding addresses. There are multiple ways of deriving
information specifically from network analysis or surveillance or searching public forums
for Bitcoin addresses.

Cybercriminals, for the most part, to make it more complex to trace their transaction,
generally use some third-party services that primarily take their Bitcoins, send them to
some other address that may be used in multiple other transactions, and then send them
back to some other addresses that the cybercriminal may own. This is generally called
Bitcoin mixing service, and there are multiple services available like that. This choice
presumes that the corresponding mixing service may not keep track of the overall lifecycle
of transactions, thus anonymizing the overall transaction and not revealing any
information.

Primarily due to the following reasons it is generally difficult to trace back the
cybercriminals and extortionists:

When they create and majorly utilize a new Bitcoin address for each payment
request or inward payment
When they route all Bitcoin traffic through an anonymizer
When they associate the balance of old Bitcoin addresses into a new address to
carry new transactions (payments)
When they use money laundering services
When they utilize the third-party eWallet service to consolidate addresses
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Ransomware as a Service
Today, anyone can be a cybercriminal, and the worrying aspect is that cybercriminal's
activities are getting mainstream by offering assaults - "as a service" with adequate service
manuals. Ransomware being one of the most treacherous attacks has amalgamated with
other illegal online campaigns by becoming a service—Ransomware as a Service (RaaS) ,
that is, ransomware service platforms, which accomplish all the necessary functions for the
crime. In the first five months of 2016 we have seen a ~260% increase in ransomware and
most of the credit for such happenings goes down to mass Ransomware as a Service
campaigns.

With ransomware as a Service thriving widely over the dark web, the perturbing aspect is
that this cybercriminal business model extensively lowers the barriers to entry for future
cybercriminals. The ransomware supervisor's markets and recruits mass dark web forum
members with multiple recruitment messages translated such as "This solution is for all of
them who would want to earn money in not a very virtuous path. This model is 100%
successful and does not require any fees or you to pay any advance payments."

The rationale and approach behind these forms of services primarily tend to be software
distribution, which customs the proven business affiliate model. Thus, the malware
supervisors are also open to recruit members who do not have any experience. The prime
objective of the supervisors is to provide the affiliates with copies of the malware so they
could infect multiple targets by which so ever means they select. These affiliates generally
attempt to directly target victims in addition to hiring multiple criminal services, for
example, hiring a botnet, spam run, and so on. Thus, the modus operandi is being renting
the ransomware service platform to cybercriminals including members who don't have the
technical competency to do it by themselves, getting paid potential huge commission on
every successful ransom.
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The malware supervisor doesn't mention or care how much ransom is demanded by the
affiliate, provided the supervisor gets his share. Every malware distributor sets custom
parameters for each campaign. The interesting aspect is that the ransomware doesn't
generally rely on standard malware C&C servers. Once a victim gets infected by the
affiliate, it drops an e-mail or message to the victim with adequate instructions to contact
the malware supervisor for resolution. Once the ransom has been paid by the victim (in
crypto-currency, that is, Bitcoins) the malware supervisor send 40$ of the revenue to the
affiliate as their cut.

Dissecting RaaS with Cerber
Some of the high profiled campaigns include Ginx, Ranstone, and Cerber.

Cerber ransomware is one of the top ransomware variants existing in the wild with
multiple new versions and campaigns affecting victims. It demonstrates every single aspect
of an evolving ransomware-as-a-service operation. With Cerber, cybercriminals have
unleashed the notion of easy and flexible RaaS, which could be customized, managed, and
executed by untrained actors without any required technical knowledge. In multiple deep
web forums, these affiliates and unskillful actors can connect with developers of the
malware to get suitable instructions. In this case of Cerber, with an insignificant payment,
the affiliates and to-be attackers get a variant of this ransomware. With this, they can
effortlessly manage their ransomware campaigns by means of a basic web interface.

As per the data gathered by McAfee, Cerber affiliates at one point in time ran more than 160
ransomware campaigns active in nature, infecting more than 150,000 victims across the
globe, with an estimated profit of approx. $195,000 during the second quarter of 2016 alone.
What's interesting is that all campaigns ran separately by means of a dissimilar distribution
method and unique packer.
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McAfee initially discovered this ransomware's ecosystem through an advertisement in the
deep web by a cybercriminal named "crbr", providing potential forum members the
opportunity to join the Cerber affiliates program. The advertisement included a detailed
and accurate description of the malware and its components to be managed including the
landing pages, the affiliate program through which it is traded, and the relevant estimated
profit.
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As per multiple research and analysis conducted by McAfee, it was accepted that Cerber
was originated in Russia as most of its advertisement appeared in Russian. In addition,
while analyzing its configuration, it was revealed that there are a certain number of
countries wherein the ransomware does not infect the potential targets. This is assumed to
be the approach for avoiding legal or regulatory consequences in those countries by their
corresponding law enforcement agencies.

For this corresponding ransomware, the ransomware supervisors advertised that the
participating actors who are enthusiastic and keen to distribute the ransomware by any
means to a large target base, would receive a part of the overall profit. In this particular
instance those who would distribute the ransomware would earn 60% of the overall profit
and the rest would go to the developers of the ransomware. In addition, 5% of the profit
was also to be shared with the affiliates if they recruit new members to this business model.

As per the overall campaign, a unique Bitcoin would be created for each potential
target/victim. Flexibility for a lot of customizations was also available for affiliates who can,
for instance, adjust the ransom and create a rule to double after some number of days if the
ransom is not paid in full. As per the campaign, once the payment is made by the victim
they would be provided a link to the decryption tool for that system. For the affiliates, even
an all-inclusive support service exists with a comprehensive ticketing system in the
ransomware management panel.

Profile page of ransomware in discussion (Cerber)
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The preceding screenshot shows the spots where the malware operator can define the
ransom amount based on the targeted systems.

Referral statistics with placeholders for defining the referral amount

The ransomware supervisor provides the referrals statistics along with the affiliates
projected profit. As per the observation and analysis of such campaigns, approximately 3%
of the campaign victims do procure the decoder. Certainly, this proportion of procurement
varies based on the campaign method and the country, but holistically the percentage of
victims infected through spam e-mail as a medium to send ransomware is higher.

As per multiple sources the average amount paid by the victims is approximately $500. As
per McAfee, most of the decoders for the infected systems are purchased by victims in
France, Germany, Italy, Great Britain, US, and India.
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The following screenshot illustrates 13491 installations of the ransomware and 116 ransom
payments that earned the campaign owners approximately $34,800 during the second
quarter of 2016.
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One of the most interesting aspects of this ransomware as it operates is that it doesn't
require a C&C - Command and Control connection for encrypting the machines of victims.
Nevertheless it does reports to a node that is used to monitor the performance,
productivity, and effectiveness of the ransomware through gathering information of victims
infected by the ransomware, payments made, and corresponding details of the campaigns.
One of the most fascinating elements created by Cerber's developers to evade discovery of
this server is to broadcast all the messages to an extensive IP range over UDP (thus not
requiring any form of response from the server).
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Tracing the flow of money
As we understand Cerber ransomware creates an exclusive and lone Bitcoin wallet for each
prospective victim to receive funds. This wallet usually appears on the landing page, which
is displayed to the victim, denoted as an encoded string.

The highest number of Cerber's infections and payments was in South Korea. The United
States ranked second as per McAfee reports to have provided the cybercriminals with the
highest number of payments. Even the malware developers and supervisors over forums
claimed that the United States is one of the leading countries with various ransom paying
users.

Once the ransom is paid by the victims and the Bitcoin transaction occurs, what happens
further? Most of the major inquiries revolved around whether the money goes straight to
the ransomware's author or to a vast Bitcoin account that further transmits the amount as
appropriate. This indeed was one of the logical assumptions against how ransom payments
were handled until the reality was recognized.

After analyzing a lot of Bitcoin transactions, it was identified that most ransomware's used a
Bitcoin mixing service as part of the ransom flow or the flow of the money to make the
transactions as anonymous as possible. As we discussed earlier, Bitcoin mixing service is
one of the most constructive ways identified by cybercriminals and extortionists to make
the money flow untraceable while making purchases or carrying out other business
transactions.

As we have seen, wallets are anonymous or unspecific (as they cannot be associated with
any specific user), but on the other hand all the Bitcoin transactions and corresponding
actions are logged and exist publicly via blockchain—which keeps a record of each and
every individual transaction made using this cryptocurrency. There are multiple third-party
services available for Bitcoin, which enables you to trace such records when required.

Wallets that frequently hold a high number of the cryptocurrency and through which
numerous daily transactions occur generally draw the attention of law enforcement
agencies and third-party security services. This could potentially lead to recognizing or
detecting multiple accounts associated with ransomware as well as those of the prospects
involved with the ransomware affiliate business model eventually discovering their
personal accounts.
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Bitcoin mixing services do assist the attackers by transferring money between wallets that
could not be linked with the original holder. These services generally charge a fraction of
the transfer fee and mix transactions using hundreds of Bitcoin wallets, making it near to
impossible to track them individually. In addition to the mixing service, the potential
customer using the services could also split the total amount across various Bitcoin wallet
once the mixing process is complete. This service is thus one of the least flawless and
seamless tools for cybercriminals and extortionists to rotate funds gained through illegal
businesses.

As per McAfee's analysis of multiple Bitcoin wallets created for Cerber ransomware, each
victim sends the ransom amount to the unique Bitcoin wallets created for them
(ransomware developer wallets). The ransomware developer then utilizes a Bitcoin mixing
service, which exchanges the cryptocurrency for others and then transfers the exchanged
Bitcoins to quite a lot of new and distinct Bitcoin wallets.

The ransom transfers from the designated victim Bitcoin wallets to the ransomware author's
wallets. The author then uses a Bitcoin mixing service, exchanging the Bitcoins for others,
paying the transfer fee, and then transferring the swapped Bitcoins to several new and 
completely unrelated Bitcoin wallets.

Summary
We have discussed multiple areas in this chapter that detailed how money flows across
multiple areas with a deep insight on the technologies used today. We also dissected an
entire ransomware campaign to show a practical insight of the ecosystem.

In the next chapter, we will discuss "the next steps"—once a user is victimized by
ransomware.
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Held Hostage – What Now?

We have discussed cyber extortion and its realms in earlier chapters, primarily it's the act
wherein a victim is demanded to pay a ransom so to avoid the effects of the malicious
event.

Ransomware is the most common method via which cyber extortion is transcending day by
day. With such attacks going mainstream in 2016 wherein the targeted system and
corresponding information are locked or encrypted with an ultimatum of paying a ransom
to unlock or decrypt the system, it is no wonder why the trend looks to increase in
upcoming years.

With such assaults and campaigns increasing, crypto currencies such as Bitcoin are under
the radar from governments and financial regulators. Once a victim is trapped with the
ransomware, as per the demand from malware authors or operators, the decryption key is
sent to the victim only after the ransom is paid by the victim. One of the things to note is
that even though in many cases the victims have paid the ransom as per the instructions by
the malware author or operator, it doesn't provide assurance of being attacked again.

In this chapter, we will see what options there are and if the system has been compromised
starting first with To pay or Not to Pay. We will also discuss the world of cyber insurance as
well as how to analyze the attack and what to do for future attacks.

The topics covered in this chapter are as follows:

To pay or not to pay
Cyber insurance
Analyze and respond
The moral dilemma of malware
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To pay or not to pay
When an organization or a user gets hit with such malware it is quite complex for the victim
to choose if they should pay or not pay the ransom as per the ultimatum provided by the
malware operators to get their system or files back. In the case of a large organization,
where data is critical for business operations, not agreeing to the demands may have a
massive impact, for instance - losing customer's valuable data, halting business for some
time/days, and so on.

The following figure outlines the key malware outbreaks seen in the last decade:

Ransomware variants

If we look at the other side, if victims agree to the demands and pay the ransom every time -
this would raise the spirits of malware operators and more sophisticated campaigns may
originate. Even though law enforcement agencies recommend not to pay the ransom, there
have been numerous instances wherein they themselves have agreed to the demands of
cybercriminals to get their files back. Midlothian's police force, the city of Detroit, and a
Tennessee sheriff's office include the few government agencies who have fallen victim to
such cyber crimes.



Held Hostage – What Now?

[ 287 ]

Undoubtedly there has always been a question of whether we can trust such malware
operators to actually unlock the files once they are encrypted. Many cybercriminals have
the business acumen to understand that their reputations play a major role in the whole
campaign. Thus as a part of the campaign they set in certain approaches to gain the
reputation, demonstrating the ability to decrypt limited files (such as one-five) free of
charge. CTB-Locker provides such provisions wherein the victims can try to decrypt the
files before they pay the ransom. CTB-Locker makes options available to decrypt one—five
random files for free. This provides an assurance and possibility that the malware operators
have the ability to decrypt and could decrypt the files once the ransom is paid.

There have been cases, where:

The security researchers (pretending to be the malware infected victims) and
cybercriminals have been involved in negotiating the demand posed by the
malware operators (so to make it more affordable)
The malware operators decided to return, decrypting the files - even when the
victim didn't pay as per the dates provided on the ultimatum (Figure 1)

Decryption message
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CTBLocker offering a test decryption

It is only possible to cease such form of business models if none of the victims paid the
ransom. Nevertheless, due to several reasons, an individual or business affected by the
ransomware tend not to be in a position wherein such thinking can be applied (of not
paying the ransom) - primarily due to the sensitivity of data and system being encrypted.
The other crucial reason is not having adequate contingency measures to protect against
such malicious threats.

On the other hand, there is no certainty that once the ransom is paid by the victim, the files
would be decrypted—either due to the fact that the malware operator does not intend to
decrypt the files or the decryption fails. In a minority of cases, interacting with the malware
operators did result in lowering the ransom costs, but this may not be the case at all times.

As with multiple forms of digital extortion, it cannot be guaranteed that the infected
system's data would be decrypted or revived back in its steady state and neither can it also
be assured that they would not be targeted again.



Held Hostage – What Now?

[ 289 ]

Hollywood Presbyterian medical center – Impact
based scenario
Possibly one of the most acknowledged and covered malware extortion incidents was the
one befallen on Hollywood Presbyterian Medical Center. During the first quarter of 2016,
the medical center's employees weren't able to access their systems and network and
eventually realized that cybercriminals had seized control of the environment with a
malware variant (Locky Ransomware) via the most predominant method of infection—e-
mail. As with most Locky campaigns, the e-mails were masqueraded as an invoice and one
of the potential victims enabled macros, which further downloaded and executed the
malware. Users were presented with the ransom message when they attempted to access
the network and the corresponding system.

In this particular case, cybercriminals demanded 40 Bitcoins at that point in time. Medical
center management was not prepared for such assaults on their environment and thus
approximately for a week their environment stayed offline. Some of the patients were
diverted to other medical centers and 911 were called for patients that required intensive
care. Eventually, the medical center's administration understood that paying the ransom to
the malware operators was the only way out to get operations stabilized and thus, they paid
the ransom. The medical center received the decrypter for the ransomware, which further
brought the network back online.

The prestigious Hollywood Presbyterian Medical Center infected with malware
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Analyzing and responding
Even though with the best potential security readiness with an exceptional security plan
and rigorous mitigation procedures in place, cyber attacks potentially targeting all the key
sensitive areas in an environment will occur and in some cases compromises may occur.
Responding to such forms of malware and extortions is more of a situational challenge.
When identified mitigation falls across places, it is crucial for organizations to consider
potential options for responding to the cyber attack, and in some cases, interacting directly
with malware operators.

It is recommended to avoid communicating with the cybercriminals directly up until the
condition or current state of affairs is comprehensively evaluated. Since cybercriminals
often provide victims a time limit, it is often essential to have a systematized and controlled
response ensuring balanced and rational decision making. This precisely depends on the
following factors, including, but not limited to:

The risk acceptance of an organization
Impact of the malware to the organization's critical asset
Impact of business operations and continuity
High availability of the environment (actively available redundancy)

Preference 1 – situation being controlled by the
Incident Response (IR) team
The Incident response (IR) team should be spontaneous to take control of the environment.
The response to such malware should more or less be the same as followed for any
Advanced Persistent Threat attacks (APT). As soon as the assault is reported the incident
response stage initiates and the procedures defined by the information security team should
be followed. Information Security teams generally provide procedures to be followed in the
event of a ransomware assault.

This also signifies that information security teams are an important element in the overall
organization structure. It is crucial and without the security team in an organization, it can
be quite challenging to face such assaults. This would also give enough liberty to
cybercriminals to target such organizations with any trouble.
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The IR team should control the case initially by informing the relevant authorities and law
enforcement bodies. The executives within an organization tend to be generally reluctant
reporting such assaults due to the fear of potential reputation damage. Thus, a security
team along with an IR team should be in a position to evaluate the situation and provide
feedback to executives on whether the environment held hostage may well potentially have
a much greater harm to the business than the reputation part.

A potentially competent and trained information security team should create a plan of
action, which should include all the critical parameters to be followed by the IR team. It
should also be aligned with the organization's disaster recovery plan, which classifies the
Recovery Time Objective (RTO) and Recovery Point Objective (RPO) in the case of cyber
assaults. These are a few of the key aspects that form an important element to derive the
best course of action.

It is also recommended to have a backup of the infected systems for forensic evidence of the
cyber attack - which should be preserved for action from law enforcement. Once such IR
activities are achieved, the affected systems must be reverted from the back copies of the
environment. If no redundant systems are available for the business critical assets, then the
respective security teams should implement a vendor solution (decryption tool) if available.

Preference 2 – implementing a security solution
(without an Information Security team)
There are multiple scenarios wherein organizations do not have an information security
team. Users thus need to be aware of high level remediation strategies and an incident
respondent should be aware of vendor security solutions and decryption tools.
Respondents should also be trained in the concepts of information security to be able to
understand the situation and remove the malware.

According to ICIT The Ransomware Report, if a victim organization does not have an
information security team, then a respondent will have to assume those roles and
responsibilities. Knowledgeable users can implement some vendor solutions and
decryption tools; however, without training in information security or computer systems,
the victim might not be able to remove the ransomware. In multiple cases, files may not be
decrypted completely or might have got moderately corrupted or may still have been
infected with the malware. Thus, awareness is an important aspect of the overall
remediation. Without user awareness the potential risk of getting the systems compromised
increases in general.
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For more information, check out the following link:
http://icitech.org/wp-content/uploads/2016/03/ICIT-Brief-The-Ran
somware-Report2.pdf

Preference 3 – trying to recover the data
Recovering data from backups is primarily the sole assured way out for systems infected
with malware. If the infected systems have a backup that is not infected the recovery is easy
and it is just a matter of restoring back to a point in time.

If the infected systems in the environment have been backed up and are reliable, then
victims can ignore the demands from the cybercriminals and clean and restore the system
via the backup.

The other way is to recover data via a file recovery tool or via shadow copies.
Unfortunately, most modern ransomware remove the shadow copies and may detect third-
party recovery processes and tools, which it then kills. In numerous situations, due to the
system registers being infected even with recovery points the system restoration may not be
possible.

Preference 4 – paying the ransom
Agreeing to the demands of the cybercriminal and paying the ransom should be the last
resort. Paying the ransom alleviates the pressure on businesses. At the same time, there
have been scenarios wherein the malware operators haven't provided the decryption key
after the ransom payment. If a victim is at this stage where paying the ransom is the only
way out, it is highly recommended to perform a background research on:

The variant of ransomware that has infected the system
The reputation of the malware operator (assurance that the keys for decrypting
the files would be provided)

cybercriminals do understand that if they have a bad reputation of the files not being
unlocked by them after the ransom is paid, then infected victims would not pay the ransom.
Thus as a sign of good faith, some variants provide an option to decrypt random limited
files for free.

http://icitech.org/wp-content/uploads/2016/03/ICIT-Brief-The-Ransomware-Report2.pdf
http://icitech.org/wp-content/uploads/2016/03/ICIT-Brief-The-Ransomware-Report2.pdf
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Victims should also realize that paying the ransom once does not provide the assurance that
they would not be attacked and infected again with such malicious campaigns. General
users should not tend to expect honesty from cybercriminals. With the assumption that the
victim is in a position to pay the ransom, the cybercriminals may attempt to target the same
environment again.

If the malware operator does not decrypt the data, then based on the variant of ransomware
it is challenging to recover the system to its steady state. Modern ransomware provisions
algorithms are quite strong in nature such as RSA 2048 bits.

Thus, it is important to understand the situation once the environment is infected by the
ransomware. In multiple cases sometimes no other options are effective. Some of them
include:

When the backup of the infected system is also compromised
When the system outage would disrupt business operations causing a loss that is
significantly more than the ransom demanded
When hospital systems are impacted and patient's lives are at risk, and so on

If the victim has decided to pay the ransom the following elements should be considered:

Organizations should pay the ransom in the crypto currency demanded
Credit card and other financial information should not be shared or used to pay
the ransom
If the card or account information is used to pay the ransom, it should be closed
or frozen for any activities aftermath, to avoid any further breaches

Cyber insurance review
The cyber risk landscape is increasing day by day and thus cyber insurance is going
mainstream. Cyber insurance allows businesses and organizations to transfer some of the
risks associated with the cyber security incidents to their insurance providers.
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Cyber threat landscape and the impact of cyber
risk
As we have realized, with the steady increase in cyber crime, many organizations across a
variety of industries are susceptible to various types of cyber incidents. Many organizations
have come to the realization that a cyber attack is inevitable—not "if" but "when".

These cyber attacks have significant financial consequences that vary by geography,
industry, and sophistication of attack:

Two years back, the average cost of a data breach was between $1.1 million and
$5.4 million dollars, which has increased
Based on multiple analyst reports, the average cost per compromised record is
anywhere from $150 to $277

Threat landscape
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Information security programs are facing a funding shortfall and are looking towards cyber
insurance to assist. In addition, other non-monetary risks such as reputational and
regulatory risk may also be realized.

Cyber incidents today result in multi-million dollar losses for organizations. The average
financial impact to companies in the US for one or more incidents is ~ $5.4 million. Cyber
incidents are widespread and spanning across industries irrespective of the organization
size. It has been identified that only 52% of data breach incidents were carried out via
hacking activities, a good portion of the rest involves insiders or third-parties.

The growing need for cyber insurance
This changing cyber risk landscape is driving interest in cyber insurance, which allows
organizations of all sizes to transfer some of the risk associated with their cyber incidents to
their insurance provider. While cyber insurance can provide a means of addressing the
unexpected, organizations are typically faced with the following challenges:

Selecting a policy that appropriately balances the cost of premium with risk
exposure
Understanding policy complexity and exclusions
Understanding the type of risks covered by cyber insurance and the impact of
residual risks

In the wake of increased cyber risk, cyber insurance can help organizations mitigate losses
from a variety of cyber risk exposures, including data breaches, loss of confidential
information, and business disruption.
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Cyber insurance coverage

Cyber Insurance coverage areas

Cyber insurance can be considered as an add-on security control mitigating the risks of the
organizations by provisioning insurance coverage to the organization in following key areas
highlighted by a paper authored by Deloitte and referenced by Harvard (h t t p ://r m a s . f a d
. h a r v a r d . e d u /f i l e s /r m a s /f i l e s /l u - c y b e r - i n s u r a n c e - c y b e r - r i s k - m a n a g e m e n t - s t r a t

e g y - 03032015. p d f ):

Liability for loss or breach of data
Remediation costs to respond to a breach such as forensic investigation,
notification to affected parties, and so on
Regulatory fines and penalties as well as associated settlement costs

http://rmas.fad.harvard.edu/files/rmas/files/lu-cyber-insurance-cyber-risk-management-strategy-03032015.pdf
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Maturation of the cyber insurance market
The demand for cyber insurance has been increasing from the time when it was launched in
the year 2000 along with an increase in the number of insurance providers. Now the market
has matured and is incrementing profoundly. Despite the increase in cyber incidents, cyber
insurance adoption among organizations still remains low. This is primarily due to:

Lack of awareness
Complexity associated with underwriting
Challenge with aligning insurance coverage with risk exposure

According to the "Chubb Public Company Risk Survey: Cyber," more than
65% of public companies surveyed do not purchase cyber insurance, yet
63% of decision-makers were concerned about cyber risk at a point in time.

Typical coverage provided by cyber insurance
Multiple coverage options need to be considered along with associated pre-conditions prior
making an investment in cyber insurance. Some of the most typical coverage provided by
insurance providers includes:

First Party Coverage: It defends against losses suffered in response to a cyber
security incident that can be referred to as a direct expense to the organization. It
primarily includes cyber extortion (which is prevailing right now), costs
associated with crisis management including notification of the cyber security
incidents, disruption of business services, and so on.
Third Party Coverage: It defends againstlossesrelated with third parties in
response to a cyber security incident that can be referred as a cost to others. It
generally includes regulatory expenses, communications, and so on.
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Typical Coverage Exclusion: Overall the insurance providers write an insurance
matching the customer's requirement and their analysis of the customer. Thus, it
may explicitly exclude and include certain clauses, coverage limits, coverage
areas, and add sections to protect the insurer from much excessive risks. It may
include non performance of third-party services (such as cloud, and so on),
software malfunction due to errors in programming, and so on.

Typical premiums associated with cyber insurance as per the Deloitte study

Typical cyber insurance underwriting process
Insurers have started to institute a more rigorous process to underwriting cyber insurance
policies:

Initiate and Asses: The cyber insurance provider would direct the client to have a1.
self assessment of their organization's information technology and security
environment. As per the self assessment of the organization the insurance
provider may have an independent assessment or walk-through of the
environment based on the self assessment.
Risk Assessment: If the client is requesting coverage of more than $10 million -2.
$15 million, the provider may request the client to also conduct a third-party
assessment of their premises.
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Review and Report: As per the results provided to the provider, the provider3.
analyzes the recommendation made by the third party and suggests the outcome
as per their own analysis.
Underwriting: Based on the overall analysis the cyber insurance provider4.
calculates the premiums, and then defines the coverage and associated
exclusions.

Considerations while selecting cyber insurance
The following items should be considered when selecting a cyber insurance policy:

Knowledge of the enterprise risk appetite:
Analyze the controls implemented to identify the cyber risk
coverage and evaluate the cyber insurance coverage that would be
required to cover the high priority risk areas
After a comprehensive analysis, it would be gathered that for
certain areas where there are security controls, coverage may not
be required

Rationalizing policies and associated complexities:
In multiple policies available in the market it is seen that some of
them may require enormous underwriting processes. Thus it is
advised to spend time in understanding the pre conditions of the
policies that are required to be met so as to get hold of insurance.
Simultaneously, it is also recommended to realize that there are
certain policy exclusions that need to be understood to make the
coverage more effective.

Maintain an equilibrium between cost of premium and deploying security
controls:

Organizations should definitely conduct a cost benefit analysis
once they identify their organization’s risk appetite so to determine
the overall suitability or relevance of an investment in coverage
It is urged in general – to have cyber insurance for covering those
risks that are considered to be a challenge for the organization to be
resolved in house

Process for claiming insurance should be clear:
Not all cyber claims are treated equally – know what is going to be
required to file a claim and make sure you can satisfy these
requirements before purchasing insurance
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When an incident happens, insurers often require organizations to execute a formal incident
response process—including saving logs, e-mails, forensic scans, and other evidence—using
methods that preserve the integrity of the evidence.

How third party vendors can assist

Third-party vendors can assist in executing a cyber insurance focused risk assessment to
answer the following questions:

How do you select the appropriate insurance policy?
What type of coverage should my organization get?
What residual risks does my organization face with our current cyber insurance?

It is highly recommended to conduct a cyber risk insurance focused assessment, which
should involve:

Security assessments to gauge:
Cyber prevention measures in place
Current risk exposure and potential impact on business

Analysis of coverage requirements based on assessment results
Comparison of different policies and coverage offered on the market
Recommendations and opportunities to strengthen the security program by
defining cyber risk management strategies and cyber prevention measures based
on current capabilities and coverage requirements

Cyber insurance focused risk assessment

The following sample approach could be used to assist clients in understanding their risk
exposure, evaluating insurance policies, and providing recommendations in selecting
insurance as well as implementing security controls to improve risk posture. The approach
has been split into four phases:

Phase 1: Performing current state cyber risk assessment
Phase 2: Assessing cyber insurance options
Phase 3: Conducting fit-gap analysis
Phase 4: Developing strategy and recommendations
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Performing current state cyber risk assessment
This phase includes (at a high level) conducting a risk assessment to identify the key cyber
risks, analyzing the security controls in place corresponding to the organization's cyber
risks, and conducting simulation activities to understand the extent of losses associated
with key cyber risks. It also includes:

Developing risk profile: Conducting a cyber risk assessment to identify and
understand the nature of key cyber risks
Evaluating the security posture of the organization:

Analyzing the security controls in place corresponding to the
organization’s cyber risks
Based on the analysis, identifying gaps

Assessing the potential loss: presenting the threat scenarios and simulating the
potential financial impacts caused by different types of breach or failure

Based on the simulation results, analyze the potential range and
extent of losses

Assessing cyber insurance options
This phase primarily emphasizes on gaining an understanding of the organization's existing
insurance coverage and identifying various cyber insurance providers—analyzing different
types of policies, price and controls expectation, and conducting the review of first-party
and third-party policy coverage options. It also consists of:

Reviewing comprehensive policy options:
Conducting the review of first-party and third-party policy
coverage options. Analyzing the organization’s existing policy and
identifying gaps.
Understanding the policy exclusions and identifying potential
gaps.
Evaluating claims coverage and understanding the potential
triggers.

Based on the policy analysis, identifying corresponding pros and cons
Mapping the current capabilities and gaps against exclusions and coverage
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Conducting fit-gap analysis
Based on the current state assessment, this phase emphasizes identifying potential cyber
risks that require insurance, including:

Identifying gaps in controls required to be implemented prior to insurance
purchase
Performing cost-benefit analysis of purchasing insurance and implementing
internal controls

Developing strategy and recommendations
This phase identifies and prioritizes the initiatives required to address gaps in policy
requirements and finalize policy purchase decision based on roadmap necessary to meet
baseline requirements.

The moral dilemma of malware
Malware is generally malicious in nature by itself. Nonetheless, it is one of the key element
forcing victims to consider their actions once they get infected. When a victim is under
threat from malware, they don't necessarily have the time and patience to analyze the
circumstances and react (or weigh) to the demands from cybercriminals. Until recently, the
malware exploit trends followed more or less a similar approach and direct progressive
strategy.

Such malware operators also have introduced ethics and principles into the overall
equation. Accepting ransom demands from such malicious campaigns is in one way
obnoxious, but a necessity in a large number of cases. In a way, it's motivating the
cybercriminals—who not only broke into the victim's environment, but also stole or
controlled their data. It enables malware operators to grow and plan future attacks with the
potential of getting much stronger.



Held Hostage – What Now?

[ 303 ]

Such malware attacks do not only highlight the vulnerabilities across by environment, but
also emphasize on the fact that there's not a clear answer of whether one should accept the
ransom demand and pay. In one viewpoint, it could be argued that it's the price that the
victim has to pay for having an environment that is unpatched and using outdated
applications and software. It is not a surprise that there still exist multiple business units
who are using outdated operating systems such as Windows XP for critical business
operations, across multiple sectors including healthcare, business and financial institutions,
and so on. No general computer users or businesses would prefer to get extorted or fund
such criminal activities.

In multiple cases even the law enforcement agencies have suggested victims to "pay the
ransom", even though officially it is discouraged—primarily due to the fact that even if
victims pay, they may not get their data back. Organizations thus must look forward to
having a strategy to decide the best course of action during such incidents. This may split
into multiple areas, including:

Having a timeline associated with bringing the environment back online
Responsibilities split across stakeholders to keep the business operations up
Safeguarding the critical assets—customers and employee's information, and so
on
Technical and strategic measures for the organization systems

These are the most critical areas and for no two organizations, it may be similar—excluding
the technical measures.

At a minimum the technical measures should include:

Creating a defense in depth secure architecture: Layered security or defense in
depth is a crucial element for overall security and it is implemented through
overlapping layers providing protection at each level. The key benefits of the
defense in depth strategy is that it provides measures corresponding to:

Protection
Detection
Response
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In many scenarios, a layered security strategy mitigates the potential
weakness of one layer by the strength of other corresponding layers.
Practically this strategy involves protecting an asset in a series of
multiple layers - for instance at the perimeter layer (that is, the boundary
between the Internet and locally managed systems and networks), a
classic network security design would enable routers, firewalls, and
intrusion detection (or prevention mechanisms to protect the network
from cybercriminals and attackers).

In addition to the perimeter devices, further manual real-time
monitoring by resources to identify anomalies in the environment and
finally the third layer would inculcate automated mechanisms
triggering an action in response to anomaly detection. Thus, defense in
depth emphasizes on controls at every layer to provide comprehensive
security.

Layered security can be related to multiple systems and services. To
measure and define one's defense in depth stratagem, it is crucial to
identify the key assets that need to be protected from potential threats. It
would include - identifying the type of data, where it resides and what
are the possible ways to reach to it. This, in turn, assists to define the
approach in a more secure manner.

Identifying the key vulnerable areas in the environment: There are multiple
components in a computing environment that are generally vulnerable and play
a crucial role in the overall system security. These primarily include:

Unauthorized and unpatched software's (such as browsers,
messaging, social networking applications, and so on)
Handling data—How people handle sensitive data and where they
store and log critical and sensitive information in the environment.
User actions—In the niche of cyber security people are the most
vulnerable element in an organization. Modern crypto malware
tends to exploit this vulnerability via multiple sophisticated
campaigns through spear phishing, social engineering, and click
baits.
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Key actionable steps to hack proof the systems: At a very high level the
following items should be commonly followed across all stakeholders:

Endpoint protection
Hardening of system services:

Ports, port services, and protocols
Secure software installation

Handling information assets and private information
Protection from spamming and phishing
Protection from social engineering
Backup

For individuals and general computer users the following items are crucial and should be
considered very seriously.

Using endpoint protection solutions
The following points should be considered at minimum while configuring an endpoint
solution:

You should scan all the data or documents downloaded from the Internet.
New versions of the endpoint protection software should be downloaded or
scheduled as new versions become available.
Your system should be configured to be updated with new virus signatures on a
daily basis. In addition, anti-virus signature files and programs shall be updated
immediately when you are notified that signatures are available to counter a new
virus threat.
Real-time monitoring of files should be enabled.
Scans of selected operating system files and files in memory should be configured
automatically by the virus screening software each time the PC is booted or
rebooted.
A full virus scan of all files on the PC should be performed after every virus
signature update.
Virus scans should not be bypassed or disabled.
You should also scan all the in-bound and out-bound e-mail messages for traces
of any potential harmful malware. Any e-mail messages with virus indications
must be quarantined, reviewed, and infected messages deleted.
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Hardening systems
It primarily focuses on using restricted services, protocols across ports, and having secure
software installation mechanisms in place.

Ports, services, and protocols
It is crucial to determine which ports, services, and protocols are unnecessary by assessing
which ones are the least used and do not support a functional use. Systems should be
configured so that only the necessary ports, protocols, and services are integrated into
support of the organization's functional needs and level of risk tolerance.

Any unnecessary open ports and available protocols and services provide entry points for
attackers attempting to attack a system. These risks are increased if there are known
vulnerabilities associated with a given port, protocol, or service.

In addition, the remote connections should be provided for system users with a defined
functional requirement. If remote connections are approved for use by the organization, use
the security requirement guidelines to identify the security configurations for remote access.

Secure software installation
It should be determined how the installation of software should be managed. The simplest
approach is establishing controls on computers that prevent any self-installations by users
and require software installation to be done at the organizational level. However, this
option may not be practical as per your environment. Other methods for controlling the
installation of software that may be considered include:

Whitelisting - All software should be checked and taken from original sources
Checksums - All software is checked to make sure the code has not changed
Certificate - You should use software with signed certificates from a trusted
vendor
File extension - Software with certain file extensions such as .bat should not be
installed

The following principles are crucial for you from a software perspective:

All installed software must be legally acquired and covered by a valid license
agreement
Illegal or pirated software must not be used
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Handling information assets and private information
Information assets include information and information systems that are of value to
you/your family and hence need protection. Examples of information assets include
customer data, photos, videos, financial records, and electronic media.

There have been several instances of a sensitive data breach in recent history resulting in a
huge financial loss, regulatory action, negative publicity, and other legal and regulatory
issues.

All personnel should be respectful of the privacy in the collection, use, retention, and
disclosure of personal information. You should be aware of how to prevent unauthorized or
inadvertent disclosure.

Protection from spamming and phishing
Spamming refers to the act of flooding user's mailboxes with numerous unsolicited e-mails.
Phishing is an e-mail fraud method in which the perpetrator sends out legitimate-looking e-
mail in an attempt to gather personal and financial information from recipients. Spam e-
mails fill up the allocated disk space for the user and make it difficult to find the legitimate
e-mails.
Phishing can cause damage ranging from denial of e-mail access to financial losses.
Phishing is used to steal the identity of the person and impersonate them.

Key tips!

Do not open attachments of e-mails sent from strangers.
Use the spam filtering facility of e-mail clients to send spam e-
mails directly to the junk folder.
Do not reply to spam e-mails.
Do not click on any links in suspicious e-mails especially that
are from an unknown sender.
Do not provide a company e-mail ID for registrations on
websites.
Verify the source of the e-mail before providing personal
details.
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Ransomware assaults against personal systems are transcending day by day. In the last
quarter of 2016 multiple crypto ransomware attacks were targeted towards the general
public via multiple phishing campaigns. Since these attacks and campaigns are profitable
for cybercriminals with all organizations and individuals being vulnerable, it's becoming
mainstream via spamming and phishing techniques.

The consequences of such malware campaigns are far broader than just the cost of the
ransom. From the productivity loss in personal data to unavailability of services to general
users the impact is enormous.

Protection from social engineering
Social engineering is obtaining confidential information from the user by manipulating. An
attacker uses baits or other methods to persuade the user to give out information.

Social engineering relies on common characteristics of most human beings namely to seek
help, to trust others, and to fear something that might affect them.

Malicious attackers sometimes impersonate themselves as legitimate personnel. By
impersonating as legitimate personnel, these attackers will try to convince employees to
divulge confidential information such as user ID, passwords, and so in, in order to gain
understanding of your information assets and obtain user account information for data
compromise

Key tips!

Do not share your user ID and password. Avoid giving the
password information to anyone electronically or over the
phone.
Do not provide confidential information to strangers.
If you receive a call from a helpdesk or IT regarding your
account, verify if the call is legitimate by asking for their name
and calling them back through the company's phone system.
If someone tries to improperly obtain confidential or proprietary
information confirm with the organization that the intruder is
impersonating.
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Backup
Backup as we understand is the process of saving sensitive data of an organization and its
systems in a safe place so it may be used for restoring the services and data in case of an
unexpected catastrophe or system failures.

Why do we need backups?
The most crucial aspect of backups is that it prepares the organization to face any form of
system failures providing the assurance of full restoration and backup of services. The sole
objective of backups is to have the business services available to organization users and
customers so to maintain the continuity of the business within a limited accepted time.

What is a recovery?
Recovery is restoration of the files from the backup in a limited amount of time:

Offline backup: When a backup is done while the systems are shut down it is
called offline backup, also known as cold backup. In this case an operating
system utility is used for copying data and controlling files for providing the
complete backup of the environment.
Online (or Hot) backup: Online backup is normal backup wherein you schedule
a backup while operating with your system. It is suggested to carefully back up
files due to the fact that you would not prefer to have the malware infect your
backup drive too. Cloud-based backup can be made using services such as
Google drive, Dropbox, and so on.
The frequency of online backups: It is recommended to do a backup every week
at maximum or whenever drastic changes or modifications are made to the
system in terms of new applications, exporting new family videos or photos, and
so on.
Critical files: All the files belonging to the operating system and corresponding
database are important. If a media failure damages a file due to a malware while
traversing files from one system to a backup drive, recovering it is generally
challenging.
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Summary
Ransomware assaults are incrementing day by day and are enabling script kiddies and
newbies to join the criminal activities. The most effective means to mitigate such cyber
attacks is having an appropriate strategy to tackle the situation along with cultivating an
environment of awareness among employees.

Having a security and incident response team is of utmost importance and it should be the
team who determine a comprehensive security strategy and an action plan that should
include - periodic vulnerability management, crisis management principles, and procedures
taking into account all known threats, applications and infrastructure patch management,
auditing vendors, and so on. Consequently, such actions combined thus would limit the
organization's attack surface. Based on the strategy and periodic assessment, an appropriate
use case can also be created for cyber insurance.

To increase security detection and prevention capabilities across business units,
organizations must seek to capitalize on a comprehensive cyber security framework that
includes the key ingredients as organization strategy, talent, processes, and technical
security requirements. Employers that leverage security professionals with wide experience
in risk assessments and mitigation as a qualification for their team can be more confident in
the skills of the employee and their understanding of evolving threats and priorities.

In the next chapter, we will close off the book with final thoughts with an eye towards the
future, especially mobile and Internet Of things (IOT). We will also discuss the attacks of
the future on servers as well as how machine learning will play a huge role in attacks as
well as defense.



9
Extortion of the Future

The key objective of this chapter is to address our final thoughts with an eye towards the
future, especially mobile, the Internet of Things, and crypto currencies. We will also discuss
in detail IoT and key areas within IoT identifying areas to secure and the key attacks of the
future on multiple environment including areas such as wearables and smart home
appliances. We will also look at how new technologies and frameworks will play a key role
in attacks as well as key areas for protection.

In this chapter, we will cover the following topics:

What does the future hold for ransomware?
Focus on operational security
Ransomware everywhere
Internet of Things (IoT) meets malware and extortion
Transforming the business model

What does the future hold for ransomware?
It is easy to estimate how the malware landscape is going to advance in the future. The
ransomware industry currently is at a matured state and via observing the pattern of its
evolution, it can be speculated how it is going to be transformed in the future
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The current level of maturity can be noticed by the number and variety of variants that have
emerged in the last 5 years. The ransomware variants are transforming themselves as per
the new technologies and security solutions so as to evade the defense systems. The
ransomware operators are also transcending their business model by introducing various
schemes such as Ransomware as a Service, via which they recruit multiple novice
cybercriminals to distribute the respective malware to any extent possible.

If we analyze the evolution of malware, it can be observed that every 2 to 3 years, malware
authors and operators switch their modus operandi and introduce new variants of
malware.

Even though the malware trends are incrementing worldwide, it is also to be noted that
malware authors need to change the modus operandi periodically due to the increase in
protection technologies against such malware, shutdowns from law enforcement agencies,
and so on. Malware authors have been seen transforming themselves much rapidly than
other cybercriminals.

Seeing the malware trend and variants across sectors, we can potentially note that the recent
technological implementations from crypto currencies to sophisticated IoT deployments
would share the future of malware and corresponding extortion schemes.

Focus on operational security
As law enforcement agencies are targeting malware operators to a great extent,
cybercriminals are required to force themselves to innovate and transform their criminal
operations. There have been multiple rewards introduced by law enforcement agencies and
security vendors to individuals who will share and give leads to catch/arrest multiple
malwares. For instance, the FBI proposed a reward of up to $3 million to any evidence
leading to the conviction of the author and architect of the Cryptolocker ransomware.
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Notice from FBI for Evgeniy Mikhailovich Bogachev –the Cryptolocker author

With this instance, multiple cybercriminal groups are carefully working around malware,
introducing multiple services such as Ransomware as a Service (RaaS), to create a bigger
scheme for concealing their identities and introducing multiple middlemen. They also have
implemented stringent security processes using Tor and the Invisible Internet Project (I2P)
for communicating with their group members and synchronizing their activities.

Mechanisms such as Tor and I2P provide network anonymity, which in the case of
ransomware authors and operators is the most crucial aspect - since it assists them to
safeguard themselves from the consistent "take down" efforts by the security solution
providers and law enforcement agencies. These also conceal the location of their web
portals and services via which the malware operators deal with middlemen and other
operators.



Extortion of the Future

[ 314 ]

In a similar manner, malware authors and operators are primarily using crypto currencies
such as Litecoin and Bitcoin as a medium for victims to transfer payments, as per the
ransom demands. Such setups make it complex for law enforcement agencies to track
criminal trails and even their corresponding money laundering activities.

The hosting services used by the malware operators and cybercriminals are the domain and
hosting services provided by another set of firms, which provision multiple avenues for
cybercriminals to bypass the law. Such service providers use mixing services, which include
multiple levels of redirection so to obfuscate the path of traversal and decreasing the
chances of getting caught.

Other measures including wide usage of Captcha and JavaScript challenges into the key
activities involved in the ransomware operations, which adds another layer making it
complex for enforcement agencies to track in and out operations of the malware.
Cryptolocker primarily uses such challenges to prevent automatic downloading of their
malware, whereas Cryptodefense customs such challenges preventing direct access to the
payment details.

Multiple blacklisting of IPs and geo location capabilities are also used to avert certain
visitors from sensitive locations (such as locations where the enforcement agencies are
placed or situated) to download the malware. This is also extended to restrict users and
investigators from other countries other than the targeted countries. Such mechanisms used
by the malware authors and operators are increasing day by day. Thus, it is expected that
cybercriminals will employ crucial drivers of future technologies to block attempts to
thwart their activities. Some of the key drivers include concepts of Artificial Intelligence,
machine learning algorithms, and IoT.

Ransomware everywhere
Since recent times, ransomware was a matter primarily existing in the most widely used
OS—Windows OSes only. Gradually malware was designed and available for other
operating systems and platforms too, for instance, macOS X, Linux OS, Mobile OS,
browsers, and so on. Due to the increasing market share of all other platforms, malware
across all the platforms are transcending day by day targeting general users.

Seeing the evolution, malware authors are working to introduce malware into other key
areas.
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Ransomware was initially a problem that mainly existed for users of the Windows
operating system in mostly traditional computer form factors. As Windows is by far the
most widely used operating system in the world, this comes as no surprise. Ransomware
specifically designed for the other major desktop operating systems such as Linux or
macOS X have been thin on the ground. This is most likely due to the low market share of
those operating systems, making ransomware investment in them unattractive.

Multi-platform locker ransomware such as Browlock has been created as a sort of catch-all
solution to target non-core victims. However, ransomware such as Browlock has limited
effectiveness, since it only targets the web browser and can be relatively easily overcome.
We have already seen ransomware appear on mobile phones, but where else is ransomware
likely to appear?

Malware on your wrist
IoT has a wide market with various applications across multiple industries. Smartwatches
are one such area considerably significant in the wearables niche. This is a crucial area in
consumer electronics that has gained momentum in recent times across multiple watch
manufacturers. Currently, most watch manufacturers are also using their own OS or
established mobile OS for the wearables.

Android wear is the customized mobile OS for smartwatches from Google, whereas
watchOS is the mobile OS by Apple. Android wear smartwatches are more popular and
widely used across the globe due to its wide community support.

With the evolution of wearables and the incrementing hype with associated technologies, it
is likely to attract the attention of various malware authors and operators.

When we consider the wearables platform from a malware perspective, it doesn't seem to
have any specific reason on why malware may not work on them. Wearable devices
generally have a touchscreen that interacts with the underlying system via touch gestures to
get the device working. In addition, they also support voice commands that have to be
activated through multiple mechanisms - in the case of Android phones by saying "OK
Google", and so on. Hardware buttons are generally not used by users since it has a very
limited capability. Most of the features and functions can be worked upon via touch and
voice commands.
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Such devices also have the ability to have direct Internet connections via Wi-Fi. These
devices are constructed with system on chip (SoC) hardware with built-in Wi-Fi
equipment. Multiple devices also have the capability to connect with another device such as
mobiles with the same platform or operating system - provisioning access to control the
smartwatch and deploy custom applications for wearables. Such features on one side
provide comfort to users by having mobile notifications and alerts reflecting on the
wearable and on other hand it shows multiple avenues for malware authors to create
customized malware for wearables or mobile devices that can further affect other devices.
Currently, the features available with wearable devices can extend the functionalities of
other wearables taking full advantage of the IoT ecosystem.

As per the key areas of wearables mentioned previously and known behavior of malware
discussed up until now, it is easy to correlate that the most effective ransomware for
wearables will be the locker ransomware. From a cybercriminal's perspective locking
wearable devices seems to be an intriguing and potentially viable business model than
locking the data contained within the wearable. It is not expected that users may have
sensitive data stored in the wearable. Due to the limited control over the wearable hardware
and potentially a few ways of interaction - such devices are vulnerable to multiple forms of
malware. Even if such kinds of malware hit the devices, the viable options available to a
user are either to pay the ransom as demanded by the malware author/operator or resetting
the device back to factory state. At the most, such malware infections could make the device
unusable.

For deploying an application on an Android wearable, the corresponding device needs to
be paired with an Android phone via a Bluetooth connection. Once a device is connected,
the user can control the application landscape and settings from the mobile itself. There are
multiple ways of pushing an application to the wearable - for instance applications can be
installed via a platform-specific application store (for example, Google Play for Android
and App Store for Apple) or by directly executing a .apk file.

In many cases, applications which get installed over the phone and with Android wear
component, would look out and automatically make changes to the Android wear without
any manual effort from the user via using wireless protocols. This from the perspective of a
cybercriminal also signifies that they can drive a mobile user to install applications from a
malicious third-party application store or portal via spam e-mails and SMS - with links to
the malicious portal.
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Malware on wearables
One of the most common ways via which malware could be deployed into the device is by
engaging the user to browse to a malicious web page or application store that further
redirects them to download malware disguised as a useful application. Generally, most of
the time, a user gets primarily tricked to believe they are installing the right application
from the right source, which masquerades the original legitimate sources.

Once the application file is downloaded on the device, it is deployed on the user device and
further synchronizes with the other wearable devices associated with the primary device (in
which the malware was installed). Generally, it is relatively easier to execute the malware in
the smart wear devices provided that the malware author repackages the malware for
wearables operating system and the platform. This can be considered as a fairly easy
process.

Once this is achieved, and the user executes the malicious application, both the mobile
devices and associated wearables would get locked disabling all the touch gesture
functionalities. Once the device gets locked any efforts to interact with the wearable or
mobile device gets responded by the notification message in the local language of the
malware.

Usually, if there is an application that is not required by the device user, they can uninstall
the app (which would remove the application from all the devices). Unfortunately, once the
device is infected with the ransomware the user cannot remove any of the applications
using the general method via traversing through the menu.

This stops the device users from performing any form of interactions since every time they
try to interact with the device system, the ransom message is notified to the user. All the
functions are impacted, particularly functions that operate through the touch gestures or
hardware button. Thus, for all the interactions malware would continuously block and
interrupt the user making it unmanageable and difficult to execute any functionality
including access to reset functionality.

Since there are multiple types of wearable technology and devices existing on the market,
some of them have capabilities to force a cold reboot by holding the hardware button for a
limited time. In such instances, users can potentially get some time to execute the factory
reset functionality prior the malware gets invoked. This could potentially delete all the
existing configurations and settings earlier set as per the user's convenience and provide
with a fresh smartwatch. In cases wherein the malware gets invoked when the device
restarts, potential recovery is uncertain.
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Overall, after validating all the key possibilities of infections across multiple scenarios, in
the future we can expect the following types of attacks from malware to wearable devices:

Cross Platform attacks - Malware that may potentially gain the ability to infect
different wearable device platforms with small variations in the code.
Targeted attacks - Malware authors may potentially target security
hole/vulnerability within an enterprise mobile environment and compromise
target devices in layers starting with infecting mobile users.
Advanced Social engineering attacks - Malware attacks under the disguise of
legitimate applications can potentially target multiple wearable platforms.
Botnets Mobile and smartwatch botnet's may potentially gain access to the device
and its contents. It takes advantage of unpatched exploits to provide attackers
with root permissions over the compromised mobile device, enabling attackers to
broadcast and send e-mails or text messages to nearby devices.

Internet of Things (IoT) meets malware and
extortion
One of the interesting areas where we see the next generation technology drivers emerging
is IoT. IoT is one those trends that is transcending periodically with potential dynamic
opportunities across all sectors.

The simplest definition for IoT is a giant network of connected things (applications, devices,
and people). The information sharing and data flow between things are at the core of this
technology. IoT describes the domain where just about everything can be connected and
communicated in a smart manner.

Today, people across the world are heavily dependent on IoT, which is touching every facet
of our lives. The various application areas for IoT include wearables, smart retail, smart
home, connected health, and so on. At the end of the day, all these things need to be tested
and validated to ensure the quality and the accuracy of data associated. Quality assurance
in IoT, thus, refers to the validation process of various aspects associated with
communication, computing, and of course the software, which remains an integral part of
IoT.
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According to Gartner Inc, the Internet of Things base will grow to
approximately 26 billion units by 2020.
As per TMT predictions in 2015 by Deloitte, IoT and corresponding
connectivity revenues are growing at about 10-20 percent annually, while
the apps, the analytics, and the services are increasing even more rapidly
at 40-50 percent. But very few parameters exist to check and ensure the
quality of these IoT enabled devices and machines from a quality and
security perspective.

The following sections will provide a comprehensive analysis of approach and
methodologies that can be used for securing and testing IoT enabled devices and the
various challenges and complexities involved when compared with the traditional
approach.

According to Gartner Inc, IoT product and service suppliers will generate
incremental revenue of more than $300 billion, generally in services in
2020. It will result in $1.9 trillion in global economic value-add through
sales into diverse end markets. Creating a robust and reliable IoT system
thus becomes an important point of focus, with an approach to test the IoT
enabled systems and people focusing on applications and devices.

This extensive growth opportunity is also available for malware authors and operators. At
present we can see smart home appliances such as smart TV's, smart refrigerators, smart
lights, smart locks, and so on, which can commendably be connected with each other. These
work on Application Programmable Interfaces (APIs), which could potentially be
compromised and hijacked by cybercriminals and held for extortion. Most of the devices
across industries could be vulnerable by the nature of design or the usage. For instance,
Network Attached Storage (NAS) devices have already been targeted with crypto
ransomware variants such as Trojan.Synolocker, which focused on Synology NAS products.

Internet of Things (IoT)
IoT has been the most pertinent word in the technology space and engineering circles over
the past few years. With increasing demand for cutting edge devices such as smartphones,
tablets, electric cars, and wearable devices, Internet of Things is most likely to transform
and shape the technology ecosystem with many more devices for this technology in the
coming years.
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The concept of this technology is very simple; connect all things to the Internet. The "things"
here may refer to computer-based smart devices with sensor and network communication
functionality, which has devices such as smartphones, webcams, microphones, medical
diagnostics devices, smartwatches, and even vacuum cleaning robots. IoT requires smart
elements or units to make it run. An IoT unit is any device or system that is used for
communication between systems and devices through the Internet.

"The Internet of Things is the network of physical objects that contain embedded
technology to communicate and sense or interact with their internal states or the external
environment."
                                                                                                                                   
 Gartner.

IoT has made great progress in the technology market of wearable devices. There is a recent
trend of people getting smartwatches, health bands, and eyewear and using them in
tandem to for health purposes and getting fit. There are serious talks of wide usage of smart
attire and body embedded technologies as well. All this will be connected through the
Internet, to give a boost to the IoT technology.

Assessing embedded and IoT devices
There is a strong need for traditional software quality assurance and security models to be
evolved along with IoT. The quality assurance and security teams should start focusing
more on usability testing, simulating the environment where the devices will be used,
making sure information is exchanged in a secure manner, and that the performance of
these devices are not affected. Today, the IoT space mainly constitutes mobile and
embedded systems. Thus, the general test approach for testing has to be significantly
different from the traditional way of testing desktop or web applications.

The quality assurance and security teams must create use cases and tests scenarios that go
beyond the use of mouse and keyboard to interact with these embedded devices They
should now take into account the body movements, voice commands, and touch and sensor
utilization while designing the tests and at the same time should focus more on the usability
and performance aspects of these devices. The key for quality assurance and security teams
to achieve quality testing is to think in a way how the "User" interacts with mobile or
embedded IoT devices. Since all of these devices actually function with us, testing how the
user experiences these devices becomes imperative. If we do not test the user interaction,
our assessments and decisions of quality will be lacking some of the most important
information needed to determine whether or not the devices are ready to be catered
securely to the customer. Why is "User experience" testing so important to IoT devices?
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In general, testing should include all things physical, including sizes, shapes, and genders
of the users. It should also include testing all sensory reactions including sight, sound, and
touch along with orientation, or the interaction with human movement. All these are an
incredibly crucial part of the test. Finally, we must consider the value and most thoroughly
test in terms of the user's perceptions, mindsets, biases, and emotions when interacting with
the IoT devices.

The first step towards adopting the "User Experience" approach is to understand the end
user's/customer's requirements. In the case of testing a new device, one can observe
contributors using the corresponding device in a prototype lab. In this setting, they can
observe and focus on their reactions and possibly discuss with them regarding their
feedback and response of the device. Thus, the key to following a test approach for user
experience testing involves not only "field" testing, but also testing in the real environment
in which the customer is present.

According to http://www.softwaretestingclass.com, the following are some of the test
scenarios that could be created as part of IoT testing and security:

Verify that a device is able to register to a network and data connection is made
successfully
Verify that all the devices involved in the IoT testing are able to register to the
network
Verify that devices involved in the IoT testing are able to transmit and receive
data through the network
Verify that only IoT devices with appropriate authentication and authorization
are able to connect to the network
Verify that IoT devices successfully disconnect from the network when the user
asks to
Verify that devices involved in IoT do not frequently disconnect from the
network until the user specifically asks to
Verify that if a maximum number of connections (as per the requirement) is
attained, the IoT device needs to stop the attempt to link to the network until a
predefined duration
Verify that in the event when data volume surpasses that defined in requirement,
the IoT device should not initiate any more transfer of data until a predefined
duration
Verify that the IoT device is able to transfer data in low power mode
Verify threshold signal range for an IoT device and how far can the device
operate from the network

http://www.softwaretestingclass.com
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IoT as of now is highly vulnerable and is not a foolproof system. An aggressive approach to
IoT testing by building a framework and executing different types of testing can only help
in making the ecosystem robust.

Although, being one of the most critical areas in testing IoT apps and services, security
testing is often overlooked due to market pressure on companies for launching new
products/releases. Also, at times there is a lack of understanding of security testing by the
IoT manufacturers. Needless to say, security testing is very critical and cannot be missed as
the device's behavior affects the end user's everyday life and the device can actually be
configured through a wireless connection, remotely.

So one can imagine how vulnerable these devices become if these devices are wrongly
configured intentionally! As an example, taking control of IoT systems of another user by
cutting off its transmission can be done by an IoT system remotely. Thus, security testing
assures that the system is accessed only by an authorized user and the information
exchanged between the device and the system is not intercepted and modified by a hacking
attack. A few security features that can be included as part of security testing in an IoT
ecosystem are insufficient authentication/authorization, insecure network services, privacy
concerns, insecure software/firmware, lack of transport encryption, and so on.

The common security observation
Across the industry, the following observations that are listed here, relate to people,
processes, or technology and they are the most common root cause for lack of security in
IoT and are summarized as follows:

There is no clear ownership of device security: Though the product R&D teams
are knowledgeable regarding the product design and configurations, they don't
perceive themselves as the accountable parties for owning security requirements
and proactively embed security into product design, development, and
deployment lifecycle.
There are no baseline security requirements for product R&D teams to use: For
certain products, the product R&D teams are more aware of technical security
capabilities especially when these products are becoming more accessible
remotely. For others, there is more reliance on physical security controls of the
hospital or clinical environment where devices reside.
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In general, the process is lacking in:
Applying security into product development lifecycle including lack of
a formal security risk assessment
Raising awareness to smart device users (for example, calling out
specific security responsibilities for hospital users to adhere to via user
manuals, training, standard end user license agreements, and so on)
Managing security for those products that are outsourced to third
parties for design and development a formalized security patch
management process.

There is a lack of basic security controls for most of the in-scope devices: The
lack of these security capabilities (such as unique user account and password
controls, anti-virus, security patching, logging and monitoring, and so on)
introduce increased risk exposure, especially as these devices are moving online
or becoming remotely accessible. Even for devices that are only connected to the
local hospital network, the increasing threats of computer virus contamination or
hacking activities (against the hospital environment) potentially make these
devices more vulnerable and render physical security controls less effective.
A lack of technical security control capabilities in devices is beginning to
impact device sales: The use of legacy versions of Windows operating systems,
the inability of customers to patch operating system vulnerabilities, and
difficulties in implementing anti-virus capabilities on the devices has led
customers to not select a firm's devices, or require them to go to extra efforts (for
example, use of network isolation) to utilize their devices. They can also lead to
regulatory compliance challenges due to the increased security risk exposure (for
example, unauthorized disclosure or loss of patient information, and so on).

In a nutshell, IoT security and testing complexities go beyond devices and sensors to
include added complexity that comes with a big volume of data transaction and
communication (that is, huge volume, velocity, and variety), which makes testing of real-
time IoT certification a major headache.
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With IoT getting mainstream possibilities for cybercriminals are also endless. Some of the
scenarios can be the smart house locking out its residents, a smart car being controlled by
the ransomware and rejecting its normal operations such as controlling speed, and so on.
There have been practical instances wherein a few security researchers remotely controlled
a moving vehicle and took control of the entire vehicle. They were able to remotely control
most of the vehicle's functionality such as the infotainment system (entertainment system),
steering, brakes, and so on. Such kinds of attacks are not complicated to automate especially
considering that connected computing technologies go beyond using machine learning and
artificial intelligence frameworks.

In the past, ransomware infections did not necessarily put lives at risk. In the future, this
frightening prospect may just become that bit closer to reality. Such key aspects could be
intrinsic to the IoT space; their impact would obviously be quite vertically agnostic.

Transforming the business model
For rookie cybercriminals who are looking for fun and profit via cybercriminal activities
there have been multiple underground marketplaces wherein malware authors and
operators sell various forms of crimeware toolkits. Such tools provision easy access to the
ransomware and extortion. RaaS is one of such examples wherein several malware
instances were transitioned and made available via an affiliate model free of cost.

Multiple malware variants are available with access to almost all the key components to
build a sophisticated malware and to hold a system hostage including a provision to create
a backend C&C server (with server control plane application). Cybercriminals could
procreate the malware customizing the mode of extortion message and the amount that
they wish to present to the potential victim. Some of the early examples include
Trojan.Ransomware.k, Trojan.Bootlock.B, and so on.

Cybercriminals are potentially seeing criminal activities as a medium to earn profits and in
most cases a business venture. Thus most of the successful technological evolutions and
innovations motivate cybercriminals to apply them into their potential campaigns. Malware
authors primarily look to monetize their malicious solution (malware) and innovating via
various affiliate models procreating technology, gives them enough return on investment
(ROI). Tox and Torlocker are some of the key examples where the authors took the
opportunity to transcend its operations via provisioning it "as a Service"—Ransomware as a
Service. This allowed novice users to get into criminal activities and at the same time a
share of the profit earned by distributing such ransomware across the globe via any means.
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Given the success of such types of business models, it could be assumed that cybercriminals
would look forward to innovating with current business models and increasing the
complexity of malware utilizing novel innovation techniques and modernization.

Summary
Thus, extortion, malware campaigns, and multiple other cybercriminal activities are to rise
tremendously in the near future with the industry leaning on multiple new technologies
such as unregulated crypto currencies and devices revolutionized as a part of the IoT
ecosystem. Using such technical innovations and exploiting the unregulated industry, we
have seen how cybercriminals earn profits and launder money via piloting multiple
sophisticated criminal activities.
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