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METOAMU YMPABJIHHA PUSUKAMU IHOOPMALIMHOI BE3MEKU
CRAMM TA COBIT 5 FOR RISK

Memoto cmammi € nposedenHs 0emanbHo20 aHaisy eidomux memoodie ynpaeninus pusuxkamu CRAMM
ma COBIT 5 for Risk onsa ix euxopucmanns cmoco8HO MiHIMI3ayil nausy pusukie Ha iHgopmayitiny de3nexy
nionpuemcmea (opeanizayii, ycmanosu). I1i0 uac nanucamus cmammi 3aCMOCO8AHO MEOPEMUYHi Memoou, a
came amaniz 0oCuiOdCeHb | NyOniKayil 3a MeMamuKol YAPAGIIHHA pUsuUKamu. 3asHauenutl mMemooon02iuHul
nioxio 0ae 3mMo2y NOPIGHAMU OCHOBHI Memoou YAPAGIIHHA puzukamu. Y pobomi 3a3HaueHo, wo HAuobiibul
NOWUPEHUMU Y C8IMI Memodamu ma MemoOuKamu ynpaeuinus pusuxkamu ingopmayitinoi oesnexu ¢ CRAMM,
COBIT for Risk, FRAP, Octave i Microsoft. I[Iposedeno pemenvruil ananiz memooie CRAMM i COBIT 5 for
Risk. 3asnaueno wo memoo CRAMM maec emanu iniyitosauns, ioenmugbikayii i oyinoeanus IT-axmusis,
OYIHIOBAHHS 3a2p03 | 8paziusocmel, gusnayents pusuxy. Haseoeno cmpyxmypy memooonoeii COBIT 5 for Risk,
PO32TIAHYMO KOMROHEHMU YCMAHOBU CMOCOBHO ORUCY (YHKYIL i npoyecie YNpasniHHA pUUKAMU 3d YI€K0
MemoOoN02I€I0 MA 3anpPONOHOBAHO PEKOMEHOAYil w000 6nPo8adIICEeHHs 3aX00i8 3HUICeH s pu3ukie. Hagsedeno
OCHOBHI nepesacu ma HeOOMKU PO3NAHYMUX MemOoOi6 YNPAGNIHHA PUBUKamMu. 3HAYUMICMb  PUUKIG
iHGhopmayiinoi besnexu 3pocmae uepe3 30LIbUIEHHS] KIIbKOCMI pedani3o8aHux Hanaodig, I 3 YPAXy8aHHsAM ix
pyunienoco nomenyiany. Ilopad i3 eusHavenumu nepeeazamu 60HU MalOMb i c80i obMedcenns. 30Kkpema,
PO32NAHYMI MEMOOU ePEKMUSHO BUKOPUCTIOBYIOMbCS KOMEPYITHUMU KOMNAHIAMU | OEPIHCABHUMU YCMAHOBAMU,
a makooc ModuCyms Oymu 3acmoco8ani nio 4ac OYIHIGAHHS U YNPAGIIHHA PUUKamMu IHopmayiunoi besnexu
06 ’exmie Kpumuunoi iHppacmpykmypu.

Knrouosi cnoea: ynpagninusa pusuxamu, nOmeHYiliHa WKood, PAHNCY8AHHS PUUKIE, OYIHIOBAHHS PU3UKIG
besneyi inghopmayii, peazysanns Ha pusux.

Beryn
IMoctaHoBka mpoOJjieMH. Y CydacHMX YMOBax  30UIbIICHHS KIUTBKOCTI peari3oBaHUX HamamgiB 1 3
arpecii  pociiicekoi  Qenmepamii mporm YKpaiHM  ypaxyBaHHSIM ix py#HHIBHOTO MOTEeHITIAITY.

CIIOCTEPIraeThbcsl TEHICHLISI 10 3pOCTaHHA KUIbKOcTi  YmpaBmiHHS pusukamMu Ib Ta X migTpuMka Ha
HanaliB Ha O0’€KTM KPUTHYHOI IHPPACTPYKTYpH 1 HUPUHHATHOMY pIiBHI € BaXIMBOIO  (yHKLIEO
CTpaTteriyHi NpoMHCIIOBi 00’ ekTH Hamoi aepkaBu. Lle  mignpuemcrBa  (oprasizamii, ycrtaHoBW)  (mami—
NpU3BOAUTH 1O BHUBEJACHHS 3 Jagy CHUCTEM  YCTaHOBa), M0 peali3yeTbcsi 3a  JOINOMOIOI0
JKUTTE€3a0€3MICUEHHS ~ IPOMHCIOBOCTI, IO  BXE  KOMIUIGKCHHMX  CHUCTEM  3axucry  iHdopmarii.
CIPUYMHWIO TI00ambHYy TeXHOreHHy Katactpody  CTBOpeHHs Takux cucTeM NoTpeOye BHOOpY 3aco0iB

(3HUTIICHHS rpedmi Kaxosecbkoi  3axucTy, 1O 3a0€3MEUYyIOTh 3HIWKCHHS BIUTUBY
2iopoenekmpocmanyii). Bogmnouac, PU3MKH  TOTCHIIIMHUX PHU3WKIB Ta BUSBICHUX ITiJl 4ac aHATi3y
iH(opMaIiifHOT Oesnekn  pusuKiB Ib 6€3 CyTTEBUX BHUTpaAT Ha BIPOBAKEHHS

(mami —Ib) BXomaT, MO  Kareropii  HaWOULTBII  IMX 3acOo0iB Ta iX MATPUMKY B poOOYOMY CTaHi.
WMOBIpHMX  PH3HWKIB, TOpsIA 13 TOpupomHiMu  Pesymbrarom mpoBeneHoOro anamizy pm3ukiB Ib moxe
KaTakKJIi3MaMH, EKCTpEeMaIbHUMHU NOTOAHUMM  OyTM  BHM3HAUeHHs  NOTPIOHOT Ta  JOCTaTHBOI
YMOBaMHU Ta IHIIMMHU.), Takok BOHM MICTATBCS Y  CYKYIHOCTI 3aco0iB 3aXUCTY iHpopMmarii,
HepeniKy 3 IIeCTH HaiOULIbII KPUTHYHMX PHU3MKIB 32  PEKOMEH/IOBaHMH NEpeliK OpraHizallifHUX 3aXOliB,
MOXJIMBOIO IIKOJO. llel cnucok BKIIIOYA€E PU3MKM  CHPSIMOBAaHMX Ha 3HIKeHHA pusukiB 1B Ta
NOB’sI3aHI 13  3acCTOCyBaHHSAM 30poi MacoBoro po3poOieHa (yIocKoHaneHa) apxitekrypa cucremu 1b
YpaKeHHs, NMPUPOAHMMHU KaTakiIi3MaMH, NOrOJAHMMH  ycTaHoBH. Lle J1ae 3Mory CTBOpPUTH €(QEKTUBHY
aHOMAJIIIMA Ta HECTadelo NUTHOI BOAM. PiBeHb  CHCTEMY  3aXHCTy, sKa BpaxoBye  CHEIUQIKy
3aXUCTy  OO’eKkTiB  iH(QOpMAIifHOI  MISITBHOCTI  TisSUTBHOCTI KOHKPETHOI YCTAHOBH Ta CIpPsSMOBaHA Ha
3JIeXKUTh Bin pusukiB 1B, mo 3pocTtaroTh dYepe3  3HIKEHHsS came ii pu3uKiB Ib. 3a Takux yMoB mporiec
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MpotnbopcTBo y KibepHeTUUHOMY NpOCTOpI

YIPAaBIiHHS PU3UKAMHU CKIIQIA€THCS 3 JBOX CTAITIB.

IMepmium  eTanoM  yOpaBiiHHS — pPH3UKAMH €
MIPUUHATTS PillleHHs BiJHOCHO pu3uKiB Ib, mo MaTh
OyTH imeHTH(IKOBaHI Ta OIliHEHI 3 TOTJSALY IIKOIN
st Ib ycTaHoBH Ta IMOBIpHOCTI pealtizariii pu3HKiB.

JpyruM  eramoM  YIpaBJiHHS  pPU3HUKAMH €
paHKyBaHHS PHU3HUKIB I0/I0 BHU3HAYCHHS
MPIOPUTETHOCTI Mifl Yac pearyBaHHsS HA PU3UKU IS
MOJTAJIBIIIOTO PO3POOJICHHS IUIAHy pearyBaHHs.

CkJajl i HATIOBHCHHS HABCJICHUX CTAIlIB 3aJICKUTh
BiJl METO/IIB YIPABJIiHHS PU3UKAMHM Ta IX OI[IHIOBAHHSI.
Tomy nurtaHHs BHOOPY ONTHMAJIBHHMX 1 €(EKTHBHHX
METOJIiB JIJIsl yIpaBiiHHA pusnkamu Ib yctaHoBH Ta iX
OLIIHIOBAHHS € BOXIMBUM HAYKOBHM 3aBiaHHsaM. [Iiist
BHpIIICHHS IIOTO 3aBJaHHS IOTPIOHO MPOBECTH
aHai3 BITOMHUX METOIB YIIPaBIiHHSI PU3UKAMH.

AHaJi3 ocra”HHiX gocaiIkeHb i myOsikamiii.
B Vkpaini po3poOieHO 1 3aTBEpIPKEHO  HHU3KY
HOPMATHBHUX JOKYMEHTIB, IO PEryJIOITh OCHOBHI
3acaau iH(popMaIiitHOT Oe3meku, 30KpeMa
KiOepOe3neK CTOCOBHO HEOOXiTHOCTI OIIHIOBAHHS
e(eKTUBHOCTI CHCTEM 3aXUCTYy YCTaHOB Ta 00’€KTiB
KpUTHYHOI  iHQpacTpyKTypu, MOpOTE€  E€IUHOTO
PO3YMIiHHS IIOJI0 BUKOPUCTAHHS METOIIB OIliHIOBAHHS
pusukiB Ib mis Hux He HaBeneHo [1; 2]. Bognowac, y
CBiTI pO3pOOJNIEHO HU3KY MDKHApOIHHWX CTaHAAPTIB
ISl CUCTeM YIpaBJIiHHA iH(OpMaIiiitHoo Oe3mneKoro,
[0 BU3HAYAIOTh BUMOTH JIO CHCTEMHU ympaBiiHHS [b
YOpPaBJIiHHSA PU3UKAMH, METPUKH 1 BHMIipIOBaHHS, a
TaKOXX KEPIBHHUIITBO 3 iX BIPOBAKCHHS. AHAII3 IUX
CTaHIAPTIB MPOBEACHO Y JCKUIbKOX HAayKOBHX
nyOmikamisx. Tak, y crarri [3] 3a3Ha4YcHi NPUHIUITN
CHUCTEMHOI'0 MiIXOJy, 0 MalOTh BUKOPUCTOBYBATHCS
MiJi Yac OLIHIOBAaHHS PHU3UKIB Oe3neku iHpopmarii.
JIOKIaHO  ONKCYIOTBCS JIMIIE METOTU  aHANI3y
Magerit Ta Mehari. B po6oTi [4] po3rasHyTO 3arayibHi
MOJIOKCHHS ~ WIOJ0  OIIIHIOBAaHHSA 1  YIpPaBIiHHA
pusnukaMu Kibep- i iHpopmariifinoi 6e3nexu, HaBeaeHi
KpuTepii BHOOPY METOMIB OINHKMA 1 YIpaBIIiHHSA
pU3MKaMH Ta TIPOBEACHO KOPOTKUH aHalli3 BiJIOMHUX
METO/IiB BiITIOBITHO JI0 KPUTEPiiB BUOODY.

VY poboti [5] HaBeneHO mepeBard Ta HEIONIKH
MpOrpaMHOro  3a0e3neucHHs Ui BH3HAYCHHS 1
OLIHIOBaHHS  pH3MKIB  iH(popMauiiiHOi  Oe3rexu
(CRAMM, CORAS, Risk Watch, OCTAVE, Oracle
Crystal Ball) i copmoBaHO psig pekoOMeHIaMii 1010
JIOLIBHOCTI 3aCTOCYBaHHS PO3TISIHYTUX HMPOrPAMHUX
3aco0iB. Takoxx y crarri [6] mpoBemeHo aHami3
MPOLIEyp OIIHIOBaHHS iH(GOPMANIHHUX PHU3HKIB 3
JIOTIOMOTOI0 TaKMX BHJIB MPOTrPAMHOTO 3a0e31meueHHs,
sk CRAMM, Risk Watch, TPU® 2006, NIST,
COBRA, OCTAVE, 111(V) po3pobieHi Ta
(GYHKIIOHYIOTh 3TiIHO MDKHApOJIHUX CTaHAAPTIB.
Crnix 3a3HaumTH, WO y poborax [3—6] Mmeromosoris
COBIT for Risk He po3risganace.

MerTo10 CTATTI € IPOBEJCHHS JCTAIBHOTO aHAII3y
MeroniB ynpasiinas pusukaMmu CRAMM ta COBIT 5
for Risk mis X BHKOpHCTaHHS CTOCOBHO MiHIMi3allii
BIUIMBY pHU3WKIB Ha iHQopMmariiiHy  Oe3meky
mignpueMcTBa (OpraHizaiii, yCTAaHOBH).

Buksan ocHOBHOro Martepiany

OCJIiKeHH A

Meron aHamni3y Ta ynpaiiHHS pusukamu CRAMM
(CCTA Risk Analysis and Management Method),
po3pobienuit 1985 poxy y BemukoOpuranii i
0a3yeThCs Ha CTaHAApTaX yNpaBiIiHHS iHQOpPMAIiHOT
Oesnexu cepii BS7799 (mepeompanpoBanuii B [SO
27000) Ta omucye MiAXiJ IO SKICHOTO OIIHFOBaHHS
pusukiB [7]. BomHowac mepexin A0 IIKAJIXA 3HAYCHB
SKICHUX IIOKa3HHMKIB BiZ0OyBa€TbCS 3a JONOMOTOIO
CIIEeLiaIbHUX TaOJHUIb, [0 BU3HAYAIOTH BiAMOBIIHICTh
MDK  SKICHAMH 1  KUIBKICHUIMH  TIOKa3HHUKaMHU.
O1iHOBaHHS PU3UKY NMPOBOAUTHCS Ha OCHOBI aHAII3Y
¢yHKIioHYBaHHS 1HQOpMaUiiHUX TEXHOJIOTIH (aii —
IT), 1O BHUKOPUCTOBYIOTBCI B  YCTaHOBI 3
ypaxyBaHHsIM MiHHOCTI [T-akTWBY, Bpa3NMUBOCTEH,
3arpo3 i WMOBIPHOCTEH iX peamizaliii BiIMOBITHO IO
anroputmy (puc. 1) [3].

AHani3
Pecypcu 3arposu BpasmusocTi
I [
v
. Pusuxu

Yupaiainas

v
Kontp3zaxomu

Pucynok 1 — Anropurm peanizauii metonry CRAMM

[Ipouec ynpaBiiHHA pHU3HKaAMH
CRAMM cknaa€eTbes 3 TAKUX CTAITIB!

Iniyirosanns  (Initiation). IlpoBomutbes — cepist
IHTEPB’I0 13 3aIliKaBICHHUMH Y TIPOIECi aHali3y
pu3nKiB iH(opMariitHoi Oe3meku ocobamMu, B TOMY
YUCi 3 BIANOBITaNIbHUMH 32  €KCIUTyaTallio,
aJMiHICTpyBaHHS, 3a0e3TneueHHs Oe3mnexu i
BukopucTanHs IT-akTuBiB, AN SKUX MPOBOIAUTHCS
aHami3  pH3WKIB. 3a  MJCYMKaMU  HaJa€ThCs
(dopmanizoBaHuii onmc 007acTi U1 MOJANBIIOTO
IOCHIMKEHHsS, 1i MeX 1 BH3HAYAETHCS CKIIAL
3aJy4eHHX JI0 aHaJli3y PH3UKIB 0Ci0.

loenmucpivayia 1 oyinroganns  IT-axmusie
(Identification  and Valuation  of  Assets).
Busnavaerscst nepenik IT-akTrBiB, IO BUKOPUCTOBYE
oprasizailisi y BU3Ha4eHii oOxacti mocmimkeHHs. IT-
aKTUBH MOXYTh MAaTH TaKW{ BWI: JaHi; IpOTpaMHE
3abe3neueHHs; Gi3MdHiI HOCIT.

st KOXHOro aKkTHBY  BH3HA4aeTbcs  HOro
KPUTHYHICTH JIJIS TisTBHOCTI OpraHizalii i CIijIbHO 3
NpPEJCTABHUKAMH IIPO3/ITIB, MO0 BHKOPHCTOBYIOTH
IT-akTB AN BUKOHAHHS 3aBJaHb, OIIHIOKOTHCS
HACJIJIKU JUISl TiSUTHOCTI OpraHi3amii Bil OpYyIICHHS
fioro KoH}iAeHIIITHOCTI, IIIICHOCTI Ta JIOCTYITHOCTI.

Oyintosanns 3aepos i epaziueocmeit (Threat and
Vulnerability ~Assessment). Ha nomoBHeHHS 10
OIlIHIOBaHHSI KPUTUYHOCTI IT-akTHBIB, BaKIUBOIO €
OITIHIOBaHHS HMOBIPHOCTI 3arpo3 1 BpasIUBOCTEH

3a MCTOAOM
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IT-aktuBiB. Metogq CRAMM wMicTuTh TaOIMIl, IO
ONKCYIOTh  BIANOBIMHICTE  MDK  BPa3jMBOCTSIMHU
IT-akTHBiB i 3arpo3aMu, SIKi MOXYTh BILTMBATH Ha HUX
3aB[SIKM  [IMM  BPA3MBOCTAM. TakoX MaroThCs
TaOJINIi, [0 ONUCYIOTh MKOoAy s IT-akTuBiB y
BHINAJKy peamizamii mmx 3arpo3. lleid eram
BUKOHYETBCSl TIJIBKM Al HaiiOumbm kputuanux IT-
AKTUBIB, I SKHX HEJOCTATHHO BIIPOBAKCHHS
0a3oBoro Habopy 3axomiB  3abesmedenHs Ib.
Bu3HaueHHs aKTyaJbHUX BPa3IUBOCTEH 1 3arpos
MPOBOJUTHECS MUISXOM 1HTEPB’IOBaHHS 0Ci0, IO €
BiANOBIAJIBHUMH 3a aJIMiHICTPYBaHHS "
ekcrmyararito IT-aktuBiB. Jlns pemru [T-akTuBiB
Metonn CRAMM wmictuth Habip MOTpiOHUX 0a30BHX
3ax0/iB 3a0e3nedeHHs iHGopMaIiifHOT Oe3MeKH.

Busuauenns PUBUKY (Risk Calculation)
MIPOBOJIUTHCS 33 BUPA3OM:

R= Ppeani3 X SLLIK, (1)

ae Ppeani3 = P3arpo3n><Pypa'5m/mOCTi - I\/lIM()BipHiCTl')

peaitizanii pusuKy;

Su — mkona IT-akTrBaMm 3a peanizarii 3arpos.

Ha erami Bu3HAYEHHS PU3HKIB IS KOXHOTO
IT-akTHBY BU3HAYAIOTHCS BUMOTH JI0 HAOOPY 3aXOIiB
i3 3abesnedyeHHs Horo iHpopMamiiHOT Oe3mekn 3a
mKanor Bix «l» g0 «7», 1Oe 3HadyeHHIO «1»
BIZIMTOBiTae MiHIMaIbHUI HEOOXiTHUI HAOIp 3aXO0/MiB 13
3a0e3neueHHs iHPOpMaIiitHoi Oe3neKu, a 3HAYCHHIO
«T» — MaKCUMAaJIbHU.

Busnauenns pusuxy (Risk Management). Ha
OCHOBI BHU3HA4€HOI'O puU3UKYy 3a BupazoM (1)
pO3pOOISIETHCS TEpellik 3axoiB i3 3a0e3meucHHS
iHpopManiiHOT Oe3rnexu. Jns LbOTO
BUKOPUCTOBYETHCS CICLIATBHUAN KaTaJIOT, 0 MICTUTh
10 4 THC. 3aX0/iB. PeKOMEHIOBaHUIT MEPEiK 3aX0/IiB
TIOPIBHIOETHCA 13 3aX0JaMH, sIKi BXe 3acTocoBaHi. B
MiACYMKY iaeHTH(]IKYIOThCS 00JIaCTi, 0 BHMAaraloTh
JIOIATKOBOT yBarn B YaCTHHI 3aCTOCYBAaHHS 3aXO/liB
3aXUCTy, 1 00JacTi 3 HaUIMIIKOBUMHU 3aXOJaMH
3axucty. llg iHdopmarliss BHKOPUCTOBYETHCS IS
(dbopMmyBaHHS TUIaHY il 31 3MIiHH TIEpeJiKy 3aXOJiB
3aXHCTY, IO 3aCTOCOBYIOTHCSA B OpraHizaiii 3 METOI
NPUBEJICHHS PIBHS PU3HKIB JI0 MOTPIOHOTO CTaHYy.

3 momIsAAy NPAKTUYHOTO 3aCTOCYBaHHS
BUALTUTH Taki nepeBaru metoqy CRAMM:

anpoOOBaHMH METON, 3a SKHM HAKOIUYCHO
3HAYHUH JTOCBIJ 1 MpodeciiiHi KOMIETEHIIii;

HasSBHICTH 3pO3yMiIOTO (OPMai30BaHOTO OIMHUCY
3BOJIUTH 70 MIHIMYMY MOJJIUBICTh BHHHUKHECHHS
MOMIJIOK 3@ peaiizamii TporeciB aHamizy Ta
YIpaBIIiHHS PU3UKAMU;

HasSBHICTH 3aC00iB aBTOMATH3allil aHAII3Y PH3UKIB
Jlae 3MOTY MiHIMI3yBaTH TpyAOBI BHTpaTH 1 4ac
BUKOHAHHS 3aXOJiB 3 aHali3y Ta YIpaBIiHHI
pU3UKaMy;

KaTaJloTH  3arpos,
3axomiB  3abe3meucHHS  iHpoOpMaIliiHOT  Oe3meku
CIIPONIYIOTh BUMOTH JI0 CHEIliaIbHUX 3HaHb 1
KOMITETEHTHOCTI Oe3mocepeIHiX BUKOHABIIIB 3aXO0/IiB 3
aHai3y Ta YIpaBITiHHI PU3NKAMH.

OcHoHuMH Henoikamu MeTony CRAMM e:

CKJIQJIHICTh 1 TPYJAOMICTKICTh 300pYy MOYaTKOBHUX

CIIL

Bpa3JIMBOCTEH, HACIIJKIB,

JlaHuX, [0 TOTpeOye 3aJydeHHs 3HAYHUX PecypciB
ycepenuHi opranizaiiii abo 330BHi;

BEJIMKI BHTpATH PECypCiB i yacy Ha peaizallito
MPOIIECiB  aHai3y Ta  YOpPaBIiHHA  PU3UKAMHU
iH(hopMamiiHO1 Oe3reKw;

3aJTydeHHSI BEJIMKOI KUIBKOCTI 3aIlikaBIeHUX OCi0
notpedye 3HAUYHMX BHUTpPAT Ha OpraHi3aliio CHUIbHOI
po0OTH, KOMYHIKalii BCepenHi MPOEKTHOI KOMaHAN
Ta y3rOJKEHHS IMiJICYMKIB;

HEMOJKJIUBICTh OLIHUTH PU3UKH Y TPOIIOBOMY
EKBIBUICHTI YCKJIaJHIOE BHUKOPHCTaHHS IIJICYMKIB
OLIIHIOBaHHS pH3UKIB iH(pOpMauliiiHid Oe3memi 3a
TEXHIKO-€KOHOMIYHOTO OOTPYHTYBaHHS i1HBECTHIIIH,
MOTPIOHUX JJIT BIPOBAJDKEHHS 3aco0iB 1 METOIIB
3axXuCTy iH(opMaIlii.

Meton CRAMM 3acTOCOBYETBCS SIK B YPSJIOBHX,
TaKk 1 B KOMEpPIIMHUX YyCTaHOBaX, i € (HaKTHUIHO
CTaHAAPTOM YIPABIIHHS pH3MKaMH iH(OpMaLiiHOT
Oesniekn 'y BenukoOpuranii. Meronq Moxe Oytu
BUKOPHCTaHUI B YCTaHOBaX, LIO OpIEHTOBaHI Ha

MDKHapOJHY B32€EMOJIII0 Ta BIZINOBIIAIOTH
MDKHapoOJHAM  CTaHjapTaM  YOpaBliHHA,  SIKi
3MIMCHIOIOTh  IEPBICHE  BIPOBA/UKEHHA  IPOLECIB

ynpaiinHsg pusukamu 1b. BomHodac Taka ycTaHoBa
Ma€ BUIUISTH 3HAYHI PECYpPCH 1 9ac Ha BIPOBAHKCHHS
merony CRAMM Ta BUKOpPHCTaHHS Yy CBOil
TiSTBHOCTI.

BimoMuM MeTOIOM yOpaBIiHHSA pH3UKAMU €
COBIT 5 for Risk (Control Objectives for Information
and Related Technologies — 3aBnanHs ynpasiiHHS 3a
IHQOPMAIIMHIMH Ta CYMDKHUMH TEXHOJOTiSIMH)
(manmi — COBIT), mo € Meronosorio yIpaBIiHHS
iHpOpMaIiHHIMHU TEXHOJIOTISIMH. 3a3HaueHa
METOJIONOrisE  po3pobiieHa  acomiamiero  ISACA
(Information Systems Audit and Control Association)
0a3yeThCs Ha HaAWKpamuxX TMPaKTUKax YIpaBIiHHS
pmukamu (COSO ERM, ISO 31000, ISO\EC 27000)
[8]. Meromomnoris COBIT posrnsgae pusuku b
CTOCOBHO OCHOBHOI JisUIbHOCTI yCTaHOBH, OIIACYE
MiIXOAM 0 pearizamii GyHKIiT yIpaBIiHHSI PU3UKAMH
Ib B ycTaHOBI 10 MPOLECIB SKICHOTO aHaJ3y PU3UKIB
iHpopMariiHOi Oe3nexkn 1  yHpaBliHHS — HUMH.
CrpyKTypa METo0JI0Ti] HaBeeHa Ha puc. 2.

KoMITOHEeHTH yCTaHOBH CTOCOBHO omnMCy (DyHKIIii
Ta MPOLECIB yNPaBIiHHI PU3UKAMH 32 METOMOJIOTIEI0
COBIT naBeneni Ha puc 3. Kommonenramu (yHKITii
YOpaBJIiHHA PU3WKAMH €: TPOIIECH, OpraHizalliiiHa
CTPYKTYpa, KylIbTypa Ta TIOBEeIiHKA, MPUHIUIIN
TIOJIITUKH, TIPOIIEAypH, iH(GOpPMAIlis, MPOIO3HIlii Ta
IT-cepBicu, mepconan i komrereHiii. Jlo mpomecy
YOPaBJIiHHA PHU3UKAMU CJIJl BiTHECTH: MPOIEC, IO
MICTUTh PH3MK, PHU3UKOBI CLEHapii — BiJHECCHHS
creHapiiB 1 mapoiiB, iHII JOKYMEHTH 3 0i0nioTexn
COBIT. Ilig uac peamzauii ¢yHKuii yrnpaBIiHHSI
pusukamu B ycranosi meroznonorisi COBIT Buainse
KOMIIOHEHTH, 10 BIUIMBAIOTh SIK Ha PU3UKH
iH(hopMaIiiHO1 Oe3MeKH, TaK i Ha MPOIEC YIPaBIiHHS
HUMH, a caMme: MPHUHIUNHA NOJITHKH, TNPOLEAYpH
opramizallii; TmpolecH; opraizaliiHa CTPYKTypa;
KOpIOpaTHBHA KYJIbTypa, €THUKA 1 TpaBUIIa MIOBEAIHKH;
inpopmamis; IT-cepsicu, IT-iHdpacTpykTypa i
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JIOTaTKH; TIEPCOHAJ, HOTO JTOCBIJ i KOMITETEHIIi. BUHUKHEHHS, MOXXE IPHU3BECTH JI0 HEBU3HAYCHOTO

OCHOBHMM €JIEMEHTOM aHaNi3y Ta YOpaBdiHHA  (MO3UTHBHOTO YW  HETAaTUBHOTO)  BIUIMBY  Ha
pusukamu Ib 3rimHo 3 COBIT € pusukoBi ciieHapii.  JOCSTHEHHS ITiJIeH opraHizariiin.
KoxHwuii crieHapiii € «omucoMm mofii, sKka y BUIAAKY
KoMIOHEeHTH YCTAHOBH .
COBIT 5 for Risk
; Kynerypa i
Opr. cTpyK - 5
Mponecn Jpr. CIPYKTYpa o s
KomnoHeHtn
[IpHHUNNIL NOMTHKIL IPOUEnyPH \ﬁ%}lglﬁ}l}lllm Przuxn
Tupopmanis Hponozn_un 1 [Tepconan L ? = =
IT- cepeicu KOMIIETEHITI] £532
s =25
€00 | |ico31000] | 1SONEC - Iponec, mo PH3HKoBaH
ERM 27005 MICTHIE TS HK cIeHapii
CTraHgapTH ynpapaiHHS PpH3HKAMH OpraHizauii
os)
.=
gF
£
SEE
ITIL ISO/IEC : ; . 5 =
270000 ISO/IEC 27001/2 [HIm !

Cranjgaprn ynpaglinag cepeicamd i pusnkamn Ib

[HII TOKYMEHTH 3
dismoTtexn COBIT 5

Pucynok 2 — Crpykrypa metogomorii COBIT 5 for Risk

KoMmoHenTH YCTaHOBH

Kynetypa i
[OBEAiHKA

Oprauisanifina

TTponecu crpyKTypa

TTpuHIMH, TONITHKK, MPOUEAYPU

Tponoswutii Ta Ilepconan i
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= & o ZZ
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[T= = =45 =2
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Sz o= g_"q
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€3 Ty -
11;57
Omic dyHKIIT yOpaBTiHHS Omic mportecy ynpaBTiHHS

PH3HKAMH ITOACHIOE, K Mae
OyTH moGynoBaHa GYHKIILL
VIIpaBIIHAS PH3HKAMH 1 IK
B i MeKax MaroTh
B3a€MOZIISTH OCHOBHI
KOMIOHEHTH OpraHizaiii

PHU3HKAMH IOSCHIOE SK M€
(YHKIIIOHYBATH VIIPABIIHHA
pmukamu [b g aHamizy Ta

SHIDKEHHS PH3HKIB 1B, mo
BIUTHBAKOTh HA OCHOBHI
KOMIIOHEHTH OpraHizaiii

Pucynok 3 — KOMIIOHEHTH YCTaHOBH CTOCOBHO OIMHUCY (DYHKIIIH Ta IPOLECIB YIIPABIIHHS PU3MKAMHU 32
metonoioriero COBIT
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Mertonosorist MicTUTh O1bIn, HiX 100 pU3UKOBUX

CIIeHapiiB, IO OXOIUTIOIOTH KaTeropii BIUIUBY:
CTBOPCHHS Ta 00CITyroByBaHHS noptdemniB
IT-poekTiB;  ympaBIiHHA  JKUTTEBHUM  ITUKJIOM

nporpamu / mipoekty; inBecturiii B IT; ekcrmeprusa i
HaBU4yku TiepcoHany IT; omepamii 3 mepcoHaNoOM;

iHpopmanis;  apxitekrypa;  IT-indpacrpykrypa;
nporpamHe 3a0e3MeueHHs; Hee(heKTHBHE
Bukopuctanus  IT;  BuOip Ta  ympaBiiHHS

nocravanbHukamMu [T; BIAMOBINHICTE HOPMATUBHUM
BUMOTaM; TCOIOJITHKA, BUKPAJaHHS CJICMCHTIB
iHppacTpyKTypH; LK1 JUTHBE IIporpamHe
3a0e3neyYeHHs]; JIOTIYHI Hamagu; TEXHOTE€HHHWH BIUIMB;
HAaBKOJIMIIHE ~ CEPEOBHINE, IMPHUPOAHI  SBHUINA;
1HHOBAIIII.

JI71st KOSKHOTO CIIeHapit0 BU3HAYCHUH CTYITIHb HOTO
HAJIC’)KHOCTI 10 KOHKPETHOTO THUITY PU3UKIB:

CTpaTerivHi PU3MKH, IO TIOB’s3aHi 3 BTPAuYCHUMH
MOXJIMBOCTAMU BuUKoOpucTanHs [T s po3BHUTKY Ta

MiABUIICHHS €(EKTUBHOCTI OCHOBHOI JiSUTBHOCTI
oprasizarnit;

MPOEKTHI PU3MKH, IO MOB’si3aHi 3 BmmBoM IT Ha
CTBOPCHHS 4YM PO3BUTOK ICHYIOUHX IPOLECIB
oprasizarnit;

pusuku ynpasninas IT i naganns IT-cepgicis, 1mo
OB’ A3aHH1 3 3a0€e3MeYeHHAM JIOCTYITHOCTI,

cTabUILHOCTI Ta HalaHHs KopucTyBadaMm [T-cepBiciB 3
MOTPIOHUM PIBHEM SKOCTI, MPOOJIEMH, IO MOXYTh

KoxeH pw3ukoBUE CreHapiii MICTHTh Taky
iH(hopMaIIifo:

TAN JDKepela 3arpo3d — BHYTpImHIA abo
30BHIIIHIN;

THUTI 3arpO3U — 3JIOBMHCHA Mis, TIPHUPOJTHE SBUIIE,
TTOMMJIKA,;

omnuc noAii — goctyn Ao iHdopmarii, 3HUILEHHS,
BHECEHHS 3MiH, PO3KpUTTs iH(opManii, KpaxiKka;

TUIH aKTHBIB (KOMIIOHEHTIB) opraHizauii, Ha SKi
BILUIMBAE OIS — Jitoau, npouecH, IT-inppacTpykTypa;

4ac moil.

Y BumaaKy peanmizanii PU3MKOBOTO CIICHAPIO
TISTIBHOCTI OpraHizalii 3amomiroeTbes mKoaa. Takum
YUHOM, TMJI 9Yac aHalli3y pHU3HKIB iHOpMaIiitHOl
Oe3nekn y BiamoBigHOCTI 3 Metoxponoriero COBIT
BHSIBJIAIOTBCSI aKTyaJIbHI JUIS OpTaHi3amii pU3WKOBI
creHapii 1 3axomd [IOJI0 3HWKEHHS  PHU3HKIB,
CIIPSIMOBAHHUX Ha 3MEHIIEHHS WMOBIPHOCTI peaizarii
ouXx creHapiiB. JJis KOXHOTO 3 BHSBICHHX PH3HKIB
MPOBOMUTBCS aHANi3 ¥Oro BIANOBIAHOCTI PHU3KK-
aNeTUTy YCTAHOBH 3 MOJANBIINM MPUAHATTIM OJTHOTO
3 TaKWX pPINICHb: YHUKAHHS PU3UKY; MPUHHATTS
PU3UKY; Iiepe/iada pU3UKY; SHIKCHHS PU3UKY.

Ionanemre YIIPaBIiHHS pu3uKamMu Ib
3MIHCHIOETHCS TUITXOM aHali3y 3aJIMIIKOBOTO PiBHA
PU3HKIB 1 TPWAHATTA PIlIEHHS PO HEOOXiTHICTH
peamizariii OJaTKOBUX 3aXOJiB 3HWKEHHS PHU3UKIB.
Meromoioris MICTHUTD pekoMeHaaIii 11003 (0)

MPU3BECTH JIO BTpaT Yy OCHOBHOI JisSUTBHOCTI  BIIPOBAJKCHHS 3aXOJiB 3HMIKEHHS PU3HKIB CTOCOBHO
oprasi3ariii. KOXXHOTO 3 THIIiB KOMITOHEHTIB opraHizaiii (puc. 4).
PusnkosaHi
cueHapir

Amnanis
PH3HKIB

Kapra
PH3HKIB

Puszuk-aneTur

[TapameTpn pilueHHs W00 PH3HKY

Bapiantu pimeHns moao pusiky

3anoGiranus 3HHKEHHA THpwuiinarrs Edextupnicts || PesynabraTneHicts
< pilleHHs 1Woa0 »
PH3HKY
i MoKIHBICTE CryniHb
aus [MpuiinatTa b :
IMepenaua p peanizaui BBy

. Cnucox
pilens Wwoao
pH3NKY

[MpioputeT pearypaHHs

[pioputeTHicTh

Bucokwii

>

HopmanbHuii

: 2
pilieHHA =
>§ ;
e Huzbknit Hopmanbhuii
T g
[Inau e o
pearyeaHHa Ha =
pH'SII]{H 13 = . x §
3a3HAYEHHAM BapticTh/ehekTHRHICTE >
npiopuretiB

PucyHoxk 4 — PexomeHzaanii moao BIIpOBaPKCHHS 3aX0/[iB 3HW)KECHHSI pPU3UKIB
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3 MOTJISITY MPaKTHYHOTO 3aCTOCYBaHHS
metoaosiorii COBIT mMorkHa BUALTUTH TaKi TIepeBary:

3B’30K 13 3arampHOI0 Oibmiorekoto COBIT i
MOXKITUBICTh BUKOPUCTOBYBATH T TX 0T Ta
«IT-xoHTpOMI» (3aXOMiB 31 3HWKEHHS PHU3HKIB) i3
CYMDKHHX 00JIacTe#, SKi Jar0Th 3MOTY PO3TISAaTH
pusuku IB 1 3axoau momo IX 3HUXKCHHS BiJHOCHO
BIUIMBY PU3UKIB HA MPOLIECH YCTAHOBH;

0aratopa3oBO anpoOOBaHWA METON, 3a SKHM
HAKOMMYCHUH 3HAYHUH  JOCBig 1  mpodecidni
KOMICTCHINI, a MiJACYMKH SIKOTO BHU3HAIOTHCS

MDKHapOJHUMH IHCTUTYTaMHU;

HasBHICTH 3pO3YyMUIOTO (HOPMaIi30BAHOTO OIUCY
METOJIOJIOTI{ Ta€ 3MOTY 3BECTH JI0 MiHIMYMY TTOMHIJIKH
i 9ac peamisalii ImpoIeciB aHami3y Ta YIpaBIIiHHS
pH3HKaMHU;

KaTaJory pU3UKOBHUX clieHapiiB Ta «IT-KOHTpOiB»
JIAI0Th 3MOTY CHPOCTHTH BUMOTHU HIOJO CIEIiajbHUX
3HaHb | KOMIICTEHTHOCTI Oe3Mmocepe/iHiX BHUKOHABIIIB
3aXO0/IiB 3 aHAJII3y Ta yNPAaBJIiHHS PU3UKAMH;

MOJXJIMBICTh BHKOPHCTaHHS METOJOJIOTII MiJ| 4ac
NPOBEJCHHS ~ ayauTiB  Ja€  3MOTYy  3HH3HMTH
TPYIOBUTpATH 1 NOTPIOHWHA dac aist iHTEprperanii
ITiJICYMKIB 30BHIITHIX 1 BHYTPINITHIX ayINTiB.

3a takux ymoB meroammi COBIT BnactuBi Taki
HEIOIIKN Ta OOMEKEHHS

CKIIQIHICTh 1 TPYIOMICTKICTh 300py IMOYATKOBUX
JlaHuX TMOoTpedye 3amydeHHS 3HAYHHX PECYpCiB
BCEpEANHI YCTAaHOBU a00 330BHI;

3aJy4eHHs] BEJIMKOi KIJIBKOCTI 3alliKaBJICHUX OCi0
nmorpeOye 3HAYHMX BHTPAT HA OpraHi3yBaHHS IX
CHiIbHOI pPOo0OTH, BUAIIEHHS Yacy Ha KOMYHIKawil
BCEpEIMHI IIPOEKTHOI KOMAaHIM Ta y3rOIKCHHS
MiZICYMKIB 3 yciMa 3alliKaBJICHUMH 0CO0aMu;

BIZICYTHICTh MO>KJIMBOCTI OLIIHIOBAHHS PU3HUKIB Y
TPOIIOBOMY €KBIBaJIeHTI YCKIIATHIOE BHUKOPHCTAHHS
MiICYMKIB  OIliHIOBaHHA pu3ukiB Ib  mig wac
OOTpYHTYBaHHS  iHBECTHIIiH, MOTPIOHUX IS
BIIPOBAKEHHS 3aC001B i METO/IIB 3aXHCTy iHpOpMAIii
[28].

Mertomonoris  COBIT  BHUKOPHCTOBYETBCS B
yCTaHOBax pi3HUX (OPM BIACHOCTI Ta € HAWOUIbII
MPHUIATHOIO JUTS BEJIMKHX TEXHOJIOTIYHUX
MIAMPUEMCTB 13 BHCOKHM CTYICHEM 3aJIe)KHOCTI
OCHOBHOI AisIIBHOCTI BiJ iH(QOpMaUifHUX TEXHOJIOTIH
1 MaroTb TMOTPiIOHI pecypcH 1 KOMIETEHIIT Myt
BHKOPHUCTAHHS IIi€i MeTomoiyorii. B mpomy BuUmaaky
MO>KJTUBA e(ekTHBHA IHTETpaIis MPOIIECiB
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1.MIpo ocHoBHI 3acagm 3abe3nedeHHs KibepOesnekn
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14 Bepecust 2020 poxy: VYka3 IIpesmmenra VYxpainu Bif
14 BepecHs 2020 POKy Ne 392/2020.
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(mata 3BEPHCHHS: 30.08.2023). 3. loriii O. B.,
I'op6enko 10. 1., 3amyaa O. A., IcipoBa K. B. Amnani3
METOJIB OLIHKK 1 YOpaBliHHA pH3UKamu Kibep- i
indopmarniiinoi Gesmexn Panmiorexmika. 2021. Bwum. 206.

YOpaBIiHHSA pH3UKaMHU iHQOpMaIiiiHoi Oe3mekn Ta
mporieciB 3aranbHoro ympaiiHHS 1T 1 mocsrHeHHS
CHHEpreTuyHoro edekry, SKHH  JacTh  3MOry
ONTHMI3yBaTH BHUTPATH Ha pealli3aiilo TpOIECiB
aHamizy ¥ ympaBiiHHSI pu3UKaMu iH(pOpMaIliitHoi
Oe3mexu.

TakuM YMHOM, TIPOBEJCHUN aHali3 METOIYy
CRAMM Tta meromomnorii COBIT 5 for Risk ctocoBrO
npoLecy yNpaBiiHHSA pu3MKamu  iH(opMmaniiiHoi
0e3MeKn yCTAaHOBHU J]aB 3MOTY BU3HAUUTH IIEPEBAru Ta
HEJOJIIKA  3a3HAYCHUX  METOIIB. BukopuctaHHs
PHU3MKOBO-OPIEHTOBAHUX TIJXOJIB, pPEaNi30BaHUX Y
PO3TIITHYTHX METOJax Ja€ 3MOTY MoOyAayBaTu OibI
e(heKTUBHY cHCcTeMy Oe3IeKH I YCTAaHOB, 3aXUIIATH
B Tepmry 4epry  HaWOmbIl — KPUTHYHI s
3a0e3mneueHHs (hyHKIIIOHYBaHHS 00’eKxTH,
BpPaxOBYIOUH aKTyaJbHi 3arpo3u OE3TEeKH 1 TeXHOJIOTI1,
0 3aCTOCOBYIOThCA. TakoX CIij  BiA3HAYHMTH
BOXKJIMBICTH OOMiHY iHQOpMalielo Ipo PH3HKH,
IHIIUJICHTH Ta 3arpO3 IS CIUIBHOI TMPOTUAIl HOBUM
BUKJIMKAM 1 3arp0O3aM.

BucHOBKH i1 IePCNEeKTUBH NMOAAJIbIIHNX

AOCJi/IZKeHb

PosrasayTi METOIU CRAMM Ta
COBIT 5 for Risk 3apexomengyBanu cebe sk Ji€Bi Ta
e(eKTHBHI CTOCOBHO MiHiMi3allii BIUIMBY PH3WKIB Ha
iHpopmariifHy 0Oe3neKy yCTaHOB pi3HUX  (opM
BJIACHOCTI. 3a3Ha4eHi METOIM MOKHa PEKOMEHIYBaTH
JUISL  3aCTOCYBaHHS B  YIpPAaBIiHHI  KPUTHIHOIO
1HQPACTPYKTYPOIO 3 METOIO 3a0e3MeUeHHs X Oe3neku
[9], mpoTe 1e BHMarae HaJEKHOTO HOPMATHBHO-
MPaBOBOTO peryJroBaHHs, OCKIJIbKU BiJ{
(YHKIIOHYBaHHS KPUTHYHMX O0’€KTiB, 3HAYHOIO
MIpOI0, 3aJIC)KUTh HAIliOHANBbHA Oe3leKa Jep:KaBH.
Kpim Toro, nmorpioHo po3poOunsaTH (yZXO0CKOHATIOBATH)
KOHKPETHI BUMOTH, BUKOHAHHS SKHX JacTh 3MOTY
3a0e3MCUNTH  HANCKHHKA  PIBEHb  3aXHIICHOCTI.
Bonnowac 3axomm 3a0e3medeHHS O€3MEKH MarOTh
obupaTtcst M KOHKPETHHH OO0’€KT 3aXHCcTy 3
ypaxyBaHHIM HOTO XapaKTEPUCTHK Ta OCOOIUBOCTEH
(yHKITIOHYBaHHSI.

IMogamemmi  JOCTIIDKEHHS CIIJI CHOPSAMYBaTH Ha
pO3TIs Ta MOPIBHSUIBHWN aHami3 IHIIUX METOMIB i
METOJMK, JE€ pealli3oBaHi PH3MKOBO-OPIEHTOBAHI
minxoau (cranmaptu NIST SP 800-30 1 ISO/IES
27005;2008).

C.5-23. 4.Horiit O.B., Jleammu A. B. JlocmimkeHHs
METOIB OLHKK pH3MKiB Ge3reni iHdopmarlii Ta po3pobka
NpOIO3ULiH 3 iX BIOCKOHAJICHHS Ha OCHOBI CHCTEMHOIO
nigxoxy. 30. Hayk. npans Xapkis. XYIIC. 2010. Bum. 2(24).
C. 85-91. 5. CaBeaneBa T. B., Manacko O. M.,
Ipuroxiok O. M. AHani3z MeToiB 1 3acO0IB s peasizanii
PU3HK-OPIEHTOBAHOIO IMAXOMY B KOHTEKCTI 3a0€3ICUYEeHHS
iHopMaIiiHOT Oe3reKu HiAIPUEMCTBA. BicHuk
YepKkachbKoro AEepKaBHOTO TEXHOJIOTIYHOTO YHIBEPCHUTETY.
Cep: TexHiuHi  HAyKH. 2018.  Nel. C. 81-89.
6. Byuuk C. C., llanaeB B. O. AHaji3 iHCTpyMEHTAIbHUX
METO/IB BHM3HAUCHHS pPHU3MKIB iH(OpMaLidHOT Oe3neKu
iHpOpMaIiITHO-TeIeKOMYHIKAIITHUX ~ cucteM. HaykoemHi
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texuousorii Ne 3(35). 2017. C.215-226. 7. CRAMM user
guide, Risk Analysis and Management Method, United
Kingdom Central Computer and Telecommunication
Agency (CCTA), UK, 2001. 8.COBIT 5: A Business
Framework for the Governance and Management of

Enterprise ISACA, 2012. 9. Measnnuyk O. YnpapiiHH:
KPUTHYHOIO iHPPACTPYKTYpOIO AepKaBH: 0a30Bi METOIM Ta
kputepil ineHTndikamii 06’exTiB. JepixaBHe ynpaBiiHHSI Ta
MmicueBe camoBpsgyBanHs. 2019. Ne3(42). C.13-27.

METHODS OF MANAGEMENT OF INFORMATION SECURITY RISKS
CRAMM AND COBIT 5 for Risk
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The purpose of the article is to conduct a detailed analysis of known risk management methods CRAMM
and COBIT 5 for Risk for their use in minimizing the impact of risks on the information security of the enterprise
(organizations, institutions). During the writing of the article, theoretical methods were applied, namely the
analysis of research and publications on the topic of risk management. The specified methodological approach
makes it possible to compare the main methods of risk management. The work states that the most common
methods and techniques of information security risk management in the world are CRAMM, COBIT for Risk,
FRAP, Octave and Microsoft. A thorough analysis of CRAMM and COBIT 5 for Risk methods was carried out. It
is noted that the CRAMM method has stages of initiation, identification and assessment of IT assets, assessment
of threats and vulnerabilities, and risk determination. The structure of the COBIT 5 for Risk methodology is
presented, the components of the institution are considered in relation to the description of risk management
functions and processes according to this methodology, and recommendations are offered for the
implementation of risk reduction measures. The main advantages and disadvantages of the considered risk
management methods are given. The importance of information security risks is growing due to the increase in
the number of implemented attacks, and taking into account their destructive potential. Along with certain
advantages, they also have their limitations. In particular, the considered methods are effectively used by
commercial companies and state institutions, and can also be applied during the assessment and management of
information security risks of critical infrastructure objects.

Keywords: risk management, potential harm, risk ranking, information security risk assessment, risk
response.
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