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BCTYII

KomiutekcHa cucTeMa TEXHIYHOTO 3aXMCTy iH(opMmamii € BaKJIMBOIO 1
HEBiJ €MHOIO CHCTEMOIO OO0’ €KTiB iH(OpMAIliiiHOT HisUTPHOCTI OpraHiB Aep:KaBHOI
BJIA[M, 30KpeMa iX iH(pOPMAIIfHO — aHATITHYHHUX CHUCTEM, CUCTEM CJICKTPOHIKU Ta
TesiekoMyHikanii. [IpakTr4Ha miAroToBKa TEXHIYHMX (axiBLiB JUIsi poOOTH B Taiysi
«Iaopmariiina Oe3neka» mepeadadae 3MA00yTTS KOMIETEHIH (axiBIsIMH, SKi
MaroTh OyTH 3IaTHUMH Ta yMiTH BUKOHYBaTH NpodeciiiHy poOOTy Ha mocajuax:

- (paxiBenp i3 opranizamii 3axucty iHpopMaIii 3 0OMEKEHIM JOCTYIIOM;

- axiBenp 13 eKcIUTyaTarlii, MOJepHi3amii Ta pPEeMOHTy 3aco0iB TEXHIYHOTO
3axuCTy iHpopMarii;

- (paxiBenp i3 3axucTy iH(pOpPMALii B KOMIT FOTEPHUX Ta IHIIAX TEXHIYHUX 3ac00ax
BiJl KOIiIOBaHHS T2 HECAHKL[IOHOBAHOT'O JAOCTYIIY;

- (haxiBewp i3 peKMMY CEKPETHOCTI;

- axiBenb — KOHCYJBTAHT 3 O€3MEKH IMPOMHUCIOBUX O0’€KTiB, TOMEIIKaHb i
IPOMAJICHKHX OYTHUHKIB BKJIFOYHO 3 OI[IHKOIO IXHBOT OC3MEKH;

- (paxiBenp 3 po3CIiAyBaHHS Ta Ti3HAHHS;

- haxiBelb 3 HATJISAAY, OXOPOHH Ta IHIMUX BUIIB 3aXHCTY.

Bunyckuukn kypciB MaioTh HaOyTu mpodeciiiHi KOMIETeHIIi 100 BHPIMIEHHS
mpobneM 1 3amgad comianbHOI AISTIBHOCTI Ta CHCTEMH YMiHb, IO 3a0e3MedyroTh
HasIBHICTb 1IUX KOMIIETEHLIiM.

BakanaBpu 3a HanpssMoM MiArotoBkH «CHCTEMH TEXHIYHOTO 3aXUCTy iH(pOpMAIii»
MaroTh HaOYTH TaKi 3arajgbHO MpoQeciitHi KOMITeTEHITIT:

- 3aTHICTB ONEPaTHBHO YIPABIISTH AiSUIBHICTIO MiAPO3iTy 3 3aXUCTy iH(popMaLii;

- 3IATHICTH i TOTOBHICTh /10 BUKOPHCTAHHS METOJIB aHANI3y W JiarHOCTUKH CTaHy
MpOrpaMHO-aNapaTHUX 3aco0iB 1 CHUCTeM TEXHIYHOTO 3axHucTy iHdopmarii Ta 10
3a0e3neyueH s MpoLecy 3aXUcTy iHpopManii 3 BUKOPUCTAHHSM HEOOXIJIHUX BHJIIB,
METOZIB, 3aCO0IB 1 TEXHOJIOTIH 3aXHCTY;

- 3[1aTHICTH 1 TOTOBHICTb 0 BUKOPHCTAaHHS BMiHHS:

- 3 001Ky, 00poOKH, 30epiranHs, rnepenadi, opraHisanii BAKOPUCTAHHS Pi3HUX
HOCI1B KOH}iAeHIIHHOT iHPOpMaIIii;

- 3 BUSIBJICHHSI 1 OJIOKYBaHHSI KaHAJIIB i METOJIB HECAHKLIOHOBAHOTO JIOCTYILY
1o iH(opMaIlii, Kepen i cHoco0iB TecTadinizyrouoro BIUIMBY Ha iH(poOpMaIlio;

-3 YCTAaHOBKH Ta ajanTailii chcTeM 1 3aco0iB 3a0e3ledeHHS 3axHUCTy
iHpopMmanii;

- 31 3MiHCHEHHST KOHTPOITIO SIKOCTI (DYHKIIIOHYBAaHHS YCTaTKyBaHHS 3aXHIICHUX
iHpopMaliiHUX  cHCTeM, aHaji3y SKICHUX 1 KUIBKICHMX  [OKa3HHKIB
(YHKI[IOHYBaHHS ~ YCTaTKyBaHHS, JUarHOCTUKM W  YCYHEHHS  BIJIMOB,
HACTPOIOBAHHA i PEMOHTY yCTaTKyBaHHS.
bBakanaBpu MarooTh HaOyTH TakoX cremnianizoBaHi npodeciiHi KoMIeTeHuil, sKi

3a0e3IeUyI0ThCS 30aTHICTIO T TOTOBHICTIO BUKOPUCTOBYBATH yMiHHS:

- eKCTICpUMEHTAIILHOTO ~ BU3HAYEHHS  HAABHOCTI  3arpo3  iHdopmamii B
ABTOMAaTH30BaHUX CHCTEMaX;

- PO3paxyHKy XapaKTepHCTUK i BHOOPY €IEMEHTIB KOHKPETHOI aBTOMAaTH30BaHOI
CUCTEMH 3 ypaxyBaHHsM 3a0e31eueHHs He0OOXiTHOTO PiBHS 3aXUCTy iH(pOpMaIlii;



- OL[IHKH IPaLe3/IaTHOCTI €JIEMEHTIB 3aXUILECHOI aBTOMaTH30BAaHOI CHCTEMU;

- BUKOPHCTAaHHsS KOMIUJIGKCHOI CHCTeMH 3axucty iHdopmanii B opranizanii
(mianpueMcTBi); 3aco0iB 3aXHUCTy IPOTPAMHOTO 3a0e3eyeHHs Bz
HECaHKI[IOHOBAHOTO  KOIIOBAaHHS, BIUIMBY  KOMIT IOTEPHUX  BIpyCiB  TOIIO;
KpunTorpadivHuX METOAIB 1 MPOrpaMHO — anapaTHUX 3ac00iB 3aXUCTy iHpopMaLii;

- 3IIHCHEHHS TEXHIYHOTO 00CIYTOBYBaHH:, KOHTPOJIIO 1 JIarHOCTHKH KOMILIEKCHOT
CHCTEMH 3axUCTy iH(opmarlii B opranizariii (i mpueMcTBi);

- HACTPOIOBAHHSI, PETYJIOBaHHS M PEMOHTY YCTaTKyBaHHS aBTOMAaTH30BaHOL
CHCTEMH i HACTPOIOBAHHS i anrpeliy CrelialbHOIO MPOrpaMHOro 3a0e3NeYeHHS;

- 3a0e3IeueHHs] BUKOHAHHSI BUMOT 1HCTPYKIiH 3 iH(opMmaliiiHoi Oe3nexu;

- KOHTPOJIIO TPaBMJIBHOCTI 3aCTOCYBaHHS TEXHIYHMX 3aco0iB 3a0e3redeHHs
iH(hopMariiHoi Oe3reKku;

- 3abe3neueHHs iH(pOpMaliiHOT Oe3MeKky nepuMeTpa Ta MPOTUAIl aTakam;

- OpraHi3yBaTH MOHITOPHHT CTaHy iH()opMamiiHOi Oe3IeKu;

- aHami3yBaTH TOPYIIEHHS iHpOpMaIiifHOi Oe3MeKu Ta BIUIMB iHPOPMAIIHHOI
Oe3reKy Ha eKOHOMIKY Oi3Hecy.

[IpoBeneHHs 1a0OpPaTOPHOTO NPAKTUKYMy Ta CaMOCTiiHE BHBYEHHS PO3IiJIiB
3MICTOBHHX MOJYJIB 3a0e3NeuyeTbesi J1abOpaTOPHUMH KJlacaMu, OCHAIEHUMH
Cy4YacHOI0 KOMIT'IOTEPHOIO TEXHIKOIO, BUMIPIOBAJBHUMU Ta IHIUKAaTOPHUMH
OpuiIajaMd # KOMIUIEKCAMH, 3pa3KaMH TEXHIYHHX Ta IPOTPAMHO — TeXHIYHUX
3ac00iB 3aXUCTy iHPOPMAIIil, ABTOMATH30BAHMMHU CHCTEMAMHU HABYAHHSI.

KokHOMYy CTyneHTy IOCTYIHI 3araibHi Ta pexuMHI 0i0miotedni (oHaM, 06a3u
MaHWX, HABYaJbHI IMAKETH HA HOCIAX, 3a 3MICTOM BIANOBIZHUM JUCHMILTIHAM
OCHOBHOI OCBITHBOI IPOTPaMH:

- «Meroau Ta 3ac00M TEXHIYHOTO 3aXUCTY iH(OpMAIIii»;

- «besneka iHdopmaliiiHo — KOMyHIKAIIHHUX CUCTEM»;

- «TexHiuHI 3aCO0M OXOPOHH 00’ €KTIBY;

- «KoMIutekcHi cucTemMu 3aXUCTy iH(pOpMAITii»

- «YnpasininHs iHQOpMaLiiiHOW 0e31eK0I0»;

- «CucteMH TEXHIYHOTO 3aXHCTy iH(pOpMAIii»

- «AynuT iHPOpMAIITHOT O3TeKH».

Hapuanbnuii nocionuk miaroryBamu: M.B. 3axapueHko (mocraHoBka npobiemu,
seryn), J.B. Tones (posa. 1, posa. 2), B.J. Kinpaimes (po3a. 2), K.T.H., IOLEHT
B.T". Kononosuu (Bctym, po3n. 1,).



PO3A4in 1
KOMMNEKCHI CUCTEMU TEXHIYHOIO 3AXUCTY IHOOPMALLIT

1.1 OpraHi3auis Ta TexHi4Ha ekcnnyaTadiss cuctemMm 3axucTy rpucoBaHoi
iHcphopmaLii Big HecaHKUiOHOBaHOro 4OCTYNYy Ha po6o4nx cTtaHuifx

1.1.1 MNMoniTuka 6e3nekun iHdpopmaLii B KOMM'IOTEPHINA CUCTEMI

Aemomamuzoeanum pobouum micyem (APM) HazuBaeTbcs poboue Mmicie
TIIpaIiBHUKA MiAPUEMCTBA, OCHAIIEHE IEPCOHATEHIM KOMIT IOTEPOM Ta BiIOBIAHUM
porpamMHo-arapaTHuM 3a0e3nedeHHsM. TepMiH poboua cmanyisi € CUHOHIMOM
tepminy APM. Moro 3acTocoByioTh, KoM CITil MiJKPECTUTH, IO B KOMII FOTEpHIif
MEpeXi JaHWH KOMITIOTEp € TPUKIHIIEBUM YCTaTKyBaHHAM MeEpexXi i Ha HbOMY
(GYHKIIOHYE oOrmepalliiiHa CHCcTeMa KiHIIEBOrO po00YOro Micis, Ha BIAMIHY Bif
MEPEKHOI OMEpaIiifHOi CHCTEMH CepBepiB, MapIIPyTH3aTOPIB TOLIO.

YV 1upoMy po3aim MOCiOHWKAa pPO3TILINAIOTBCS JBa THIM aBTOMAaTH30BaHUX
pobounx Micllb: BIOKpEMJIEHHMX aBTOHOMHO IIPalIOIOYMX Ta poOOYMX Miclp,
MIpHUETHAHMX 10 iH()OPMAaLiHO-00UNCITIOBATBHOT MEPEXKi.

BinokpemiieHi aBToMaTH30BaHi po004i MiCLisl, JOCTYII JI0 SIKHX KOHTPOJIIOETHCS
3 BUKOPDHUCTaHHSM  OpraHi3allifHMX 3axoXiB, Hajuexarb Jo Kkiacy 17
aBTOMAaTH30BaHUX cucTeM. Kimac “1” — e oJHOMAIIMHHUN OJHOKOPHCTYBAIIbKUN
KOMIUIEKC, SIKMHA OIpaiboBye IHGOpMaLio oaHiei abo KiTbKOX KaTeropii
KOH(}iAeHIiiHOCTI. ICTOTHI 0COOIMBOCTI IIBOTO KITACY:

- B KOXKHHM MOMEHT 4acy 3 KOMIUIEKCOM MOJKE IpAlIOBaTH JIHIIEC OAWH
KOpHUCTYBay, X04 y 3arajlbHOMy pasi oci0, sSIKi MaloTh JIOCTYI O KOMIUIEKCY, MOXe
OyTH OEKiTbKa, aje BCi BOHM MOBHHHI MaTH OJHAKOBI IOBHOBAXKCHHS (IIpaBa) MIOIO
JocTyiy 10 iHpopMallii, sika onparboBYEThCS;

- TeXHIuHI 3aco0u — Hocil iHopMaLii Ta 3aco0M BBEJCHHS/BUBEACHHS — 3
TOYKH 30pYy 3aXWIIEHOCTi, HaJeXaTh IO OJHi€l KaTeropii i BCi MOXYTh
BUKOPHCTOBYBATHCH IS 30epiraHHs Ta/ado BBeIeHHs/BUBEICHHSI Beiel iHdopmarii.

APM, npuenHadi 10 iHQopMamiiHO-009YHCITIOBATHHOT MEPEXKi, CITiJ] BIAHOCUTH
JI0 TOTO YH 1HIIIOTO KJIACy 3a BHJIOM iH(POPMAIIIHHO-00UHCIIOBAITBHOT MEPEXi, IO SKOT
X JIOMy4YEeHO: JIOKATBHOT 200 TII00aIbHOI.

MoXIMBHMHY € ABa MPOTHIIEKHI MIXOJU A0 PEAi30BYBaHHS CUCTEM 3aXHCTY
iHopMaLlii B KOMIT FOTEPHUX CHCTEMaX:

- HEepIIUH MiIXiA Noisirae y JopoOJIsiHHI ICHYIOYMX CHCTEM 1 TONOBHEHHI
X TOAAaTKOBUMHM 3aCO0aMHU 3aXHUCTY;

- JOpyruid, Oinpll HamidiHWE, — mMoONsrac y CTBOPEHHI 3axHIIEHOI
KOMIT FOTEPHOI CHCTEMH MOYHMHAIOYHM 31 CTBOPEHHS 0a30BOTO 3aXHIIECHOTO sapa |
Tl — 3aXHUIEHUX 000JIOHOK.

[puxnagom apyroro minxony € onepauiiiHa cucrema (OC) Windows NT abo
VAX VMS, y sixux cucrema 3axucty € yactuHoro OC.

Po3riisitHeMo mpakTHYHE peani3oBYBaHHS CHCTEMH 3aXHCTy IEpIIOr0 THIY Y
CTaHAapTHIA He3axuIeHil onepauiitniii cucremi MS Windows 95/98.



B VkpaiHi 3amo4aTkoBaHO BJacHe BHPOOHMITBO 3aXHMIICHHX BiJl BHUTIKaHHS
KaHallaMu MOOIYHMX eJEeKTPOMAarHiTHUX BUNpoMiHioBanb 1 HaBeneHb ([IEMBH)
3ac00iB  OOYMCIIIOBAJIbHOI TEXHIKH, NpPOrpaMHO-anapaTHUX 3aco0iB  3axXucCTy,
aKTUBHUX 3aco0iB 3axucTy iH(opMallii, NpUCTpoiB 3axucTy iH(opmamii B
Tesle)OHHMX JIHISAX Ta iH. € MOXKIJIMBOCTI peasli3oByBaTd (pyHKLIOHAIBHUN MPOQib
3axXHIIEHOCTI, 10 33JOBOJIFHSE 3aJaHUM BIHMOTaM MO0 3aXUIIEHOCTI iH(popMarrii.

Kowmmnexc 3axoniB 3axucty (K33) cucremu aBromarnsaiii, OkKpiM BUMOT 1010
ONOKyBaHHS TEXHIYHMX KaHAJIIB BUTIKaHHS, Ma€ BIINOBIJaTH BUMOTaM, SKi
chopmymnpoBari B HJ T3I 2.5-005-99 [10], a came BHMOram IIOJO
KOH(IACHIIIHHOCTI, MOCTYMHOCTI Ta crnocrepexyBaHocTi. K33 mae 3abesmeuyBatu
KOH(IEHIIHHICT, OnpanboByBaHHS iH(GOpMalii Ha OKpeMOMY KOMII'IOTepi,
CTIIOCTEPEIKYBAHICTD i KOPUCTYBaya i MiJicHICTh iHpopMartii. Cii 3a0JI0KOBYBaTH
JIOCTYII CTOPOHHIX Ta OPTraHi30BYBaTH CIUIbHY POOOTY JIeralIbHUX KOPHCTYBaUiB.

3arpo3n iH(opMarmii Ha OKpEeMO B3ATOMY KOMII'IOTEpi MOXYTh OyTH
HOPUPOAHUMH a00 TEXHOTCHHHMMHM, BHIIQJAKOBUMH a00 3yMHCHHMH, CHPHYHMHEHI
XMOHMMHM HaJIalITOBYBaHHSIMH CUCTEMH a00 TIOMMJIKAMH y Hil TOIIO.

OCHOBHI ITOTEHIIiITHI 3aTpO3H HAa OKPEMO B3STOMY KOMIT FOTEpi TaKi:

- iHpopMalil0 MOXHa MiAMISHYTH, MOPYIIMBIIM Yy Takuii cnoci® i
KOH(IICHI[IIHICTH;

- iH(opMaIlito MOXKHA TTiAMIHATH, TIOPYITUBIIH ii I{ITICHICTS;

- Joctyn o iHdopmarii Moxke OyTH 3a0JIOKOBAaHO, OTXKE MOPYIIYETHCS
JOCTYIHICTB iHQOpPMAIIIT Ta TTOCITYT, HaZaBaHUX KOMIT FOTEPOM;

- MOHAJT 3a3HadeHe iCHye HeOe3leka TOTo, IO Peai30BYBaHHS 3arpo3u
3aJIMIINTBCS TAEMHHUM, a00 NpPOBHMHY OyJe MOKIaAEHO Ha HENPHYETHY 10 IbOTO
oco0y. Lle € mopymeHHs CHocTepexyBaHOCTI Aill KOpUCTyBada a0 IOBOKCHHS
CUCTEMH.

Jns 3axucTy Bin 3arpo3 B KOMITIOTEPHHX CHCTEMaxX pPeasli3oBYIOTh (yHKIii
3aXHUCTY, Kl y CYKYITHOCTI CTBOPIOIOTH TaK 3BaHi mociyru Oe3meku. KoxkHa mocmyra,
sKa CKJIAJaeTbcss 3 Habopy (QyHKLIH, NPOTHCTOITH IEBHIH MHOXHHI 3arpo3
KOH(IIEHIIHHOCTI, HIJTICHOCTI, TOCTYITHOCTI YU CITOCTEPEKYBAHOCTI.

3a peatizoByBaHHs 3ac00iB 3aXUCTY BPaxOBYIOTh TaKi MOMEHTH:

- BJIACTHBOCTI OOYMCIIIOBAJIbHOI cucTeMH Ta iHpopMauii, sika Ha HIil
onpaiboByeThes. Cioau MOXYTh BXOAWTH OIPAIbOBYBaHHS KOH(DimeHIiHHOT
iHdopmarii, opraHizauisi CHUTBHOT POOOTH NEKIIBKOX KOPHCTYBauyiB Ha OJHOMY
KOMIT'IOTepi, MOXJIMBICTh  HaJaHHA aTpuOyTiB omHOro abo  JEeKiTBKOX
MIPUBIICHOBAaHUX KOPUCTYBadiB-aJIMiHICTPATOpPiB, SAKi MOTJIM O 30praHizyBaTH
pobory;

- HeoOXiHa CTIHKICTh Ta HAAIIHICTh peai3oByBaHHs (DYyHKIIN 3aXUCTY;

— BiJl KOr0 4YM BiJ{ YOro € HEOOXiJHMI 3aXHCT;

- BUMOTH HOPMaTHBHUX JIOKYMEHTIB, KpUTEPii OL[IHIOBAaHHS, HAKOITMUCHUI
JIOCBiJI Ta 3M0POBUH T3,

- BUMOTH IIIOJJ0 BapTOCTI CTBOPEHHS CHCTEMH 3axHcCTy. Burpatu Ha
3axucT iH(popMalii He TOBHHHI IEPEBHUIITYBATH MOXXJIMBHX 30HMTKIB 3a 3HIHCHCHHI
3arpos;



- 3pYYHICTh EKCILTyarTallii CHCTEMH 3aXHUCTy. SIKIOo cHcTeMa He € 3py4Ha i
3aBaykae POOOTI, SKIIO BOHA HE € APYXKHsS CTOCOBHO JICTAJILHOIO KOPHCTyBada, TO
KOPHCTYBa4 NIYKaTHME CIIOCOOM OMWHAHHS 3aXMCTY 1 BPEIITI Bi3HAIE 1X;

- PO3pOOHHK cHcTeMH 3axucTy. CHcTeMa 3aXHCTy Ma€e OyTH aTeCTOBaHa.

VY koxHId opraHizamii iCHYIOTh II€BHI MNpaBHjia poOOTH 3 iH(OpMaLiEr.
Haragaemo, mo nonimuxor 6Oesnexu iH(opMarlii Ha3WBaIOTh CYKYITHICTH IIPaBHI,
3aKOHIB, IHCTPYKIIIH Ta iHIIMX IPABOBHX HOPM, SKi PErNIAMEHTYIOTh MOPSAIOK
onpainboByBaHHs iH(opmanii, npuiHATHH B opranizauii. Ilomithuka Oe3nexu
iH(pOpMAIlii € CKITaJOBOIO YaCTHHOIO 3aTrajbHOI IMOJITHKH OC3MEeKH MiAIPUEMCTBA.

[oniTrka Oe3mekd BKIIOYAE B ceOE MEpelmiKk BUMOI, MEPETiK 3arpo3 Ta
OIIIHFOBAHHS PU3UKIB 1 OIIMCAHHS CTBOPCHOTO KOMILUICKCY 3aXO0/iB MPOTH/III.

V 3arambHOMY pasi KOMIUIEKC 3aXOJiB TPOTHIIi, TOOTO CHCTEMa 3aXHUCTY
iHdopMaii BKItOYae:

— opraHi3arliifai — iHCTPYKIii, peKOMEHAAIIi1 TOILO;

- (hi3uaHI — 0XOpOHA, CUTHAJII3AIlis TOIIO;

- TEXHIYHI 3aX0M OE3IMeKH i 3ac00H 3aXUCTy.

JIo TeXHIYHUX 3aX0J1iB HAJIC)KUTh BUKOPUCTAHHS:

- 3ac00iB  3aXMCTy BiJl BHUTIKaHHA KaHaJlaMH E€JIEKTPOMArHITHOIO
BHITPOMIHIOBaHHS, TeJIe()OHHUMH JiHISIMU, CUTHATI3ALlI€I0 TOIIIO;

- MPOrpaMHUX 3ac00iB 3aXHUCTY BiJl HECAHKITIOHOBAHOTO JIOCTYIIY;

- 3ac00iB KpUNTOrpagiuHOTO 3aXUCTY.

CyKymHICTh ~ TpOrpaMHO-alapaTHHX  3aco0iB,  fKi (YHKIIOHYIOTD
0e3mocepeIHbO Y CKIIali KOMIT FOTEPHOT CHCTEMH, HAa3MBAIOTh KOMMIIEKCOM 3ac00i6
saxucmy. K33 peanizoBye mociayru O€3MEKH, KOTPi MPOTHCTOATh ICHYHOYHM
3arposzam. 3ayBakumo, mo Takuii K33 000B’s3k0BO Mae OyTH YaCTHHOIO 3arajibHOi
cucTeMu Oe3MeKH Mopsi/l 3 OpraHizauiiHuMK Ta (I3UYHUMH 3aX0IaMH.

1.1.2 MpuHUMNKN BNpoBaaXXeHHs NOMiTUKM Be3neku

Po3mexoByBaHHS IOCTYIy KOPHUCTYBa4iB 0 pECypCiB 3[IiHCHIOEThCS Y
BIAMOBIAHOCTI 3 KOHIEMI€I0 maucrmerdepa noctymy (reference monitor, amB.
nigpo3ain 1.1.3). YV nporueci nepeBipku JIeralbHOCTI KOXKHOTO 3allUTy Ha AOCTYII JI0
pecypciB 6epyTh Y4acTh TaKi KOMIOHEHTH OOYUCITIOBAIBHOI CHCTEMHU:

- akmusHuii 06’exkm abo cyd’exkm Odocmyny, — 1e KOpPHCTyBad a0o
MIOPOIKEHNH KOPHCTYBAuEM IPOLIEC, SIKUM HaMara€ThCsi OTPUMATH JOCTYH JI0 MEBHOT
indopmartii. IIporec — 1e mporpama, B sIKii 3HAXOIUTHCS KEPYBaHHS 1 sSKa B JaHHUHA
MOMEHT € TIPEJICTABHUKOM KOPHCTYBaua B CHCTEMI;

- nacusHuii  00’ekm  abo  00’ckm  Oocmyny, — 1 TIaCUBHE
JoKepeo/mpuiiMad iHGopMallii, 10 SKOTO 3BEPTAIOTHCS 1 IKE MOTPeOye 3aXUCTY;

- 6aza oanux (BI]) asmopuszayii (nosnosasicenr) — e iHOpMAIlis, sKa
BH3HAYa€e IpaBa JOCTYIy KOPHUCTYBadiB i IpoIleciB 10 macMBHUX 00’ekTiB. Taka
iH(bOpMAIlis HA3UBAETHCS AMPUOYMAMU OOCHYNY,

- basa oanmux peecmpysanms, — 1€ 3allUCH IOJO 3alUTIB Ta HaJaHHS
JOCTYTy Cy0’€KTaM 110 00’ EKTIB;



- Jucnemuep Oocmyny, — 1€ 3aco0H, fKi pealli3oBYIOTh BCTaHOBJICHI
NpaBujia PO3MEKOBYBAHHS JIOCTYIY 1 CHPHSIOTH JIOTPHUMAHHIO IOJITUKH O€3neKH
iHpopManii, NpuiHATOT Ha MmiAnpUeMCTBI. JlUcneTdep NOCTyny peaii3oBye (YHKIT
3aXUCTYy 1 3a0e3mneuye Oe3neky iHpopMarlii mIIxom:

- KepyBaHHsI CTBOPEHHSIM KOPHCTYBayiB, IPOLIECIB Ta MACUBHUX 00’ €KTIB;

— Ha/IaHHs aKTHBHUM 00’ €KTaM TOCTYITy IO MACHBHHX Y BiIIIOBIIHOCTI 3
iH(opMaIi€ro, KOTpa MiCTUThCS y 0a3i TaHuX;

- peecTpyBaHHs MOMIA Ta Jill aKTUBHUX O0’€KTIB y 0a3l maHHX
peecTpyBaHHSI.

Ie#t xomIuieke 3aco0iB 3aXMCTy peai3oBye ammiHicTparuBHe (mandatory)
po3MekoByBaHHS joctymy. lle o3Hawae, mo kepysanHs bJl aBropumzamii
(arpubyTtamu nocrymy) ta BJ] peecTpyBaHHs 3MiHCHIOIOTH JIMIIE aJAMiHICTPATOPH —
TOOTO KOPUCTYBaYi, sIKi MalOTh BiJINOBIJHI MOBHOBA)XEHHsI. 3BMYaliHI KOPUCTYBaYl He
MOXYTh 3MIHIOBAaTH aTpuOyTH [IOCTYIy Ta BHUKOHYBaTH OyIb-AKi iHII (QYHKIIi
KepyBaHHs 3aCO0aMH 3aXHUCTY.

Kopucmyeaui. Koxna ocoba, korpa marume poctyn ao ITEOM, mae Oyrtm
3apeecTpoBaHa. B mporeci peecTpyBaHHA KOXKHOTO KOpHCTyBada JUIi HBOTO
CTBOPIOETHCSI CTPYKTypa IaHMX, Ha3uBaHa OOJIIKOBMM 3alMCOM KOpPHCTYBada, siKa
3anmcyerbess 10 bJI kopucryBaua. B B/l kopuctyBaua (ikcyroThCcs TakoX Bci
atpu0byTH  KOpHCTyBada, #oro nmipuBiiei Tomo. PeecTpye KopucTyBauiB
aJIMIHICTPATOp, SIKUI Ma€ BIMOBIIHI TOBHOBAYKCHHSI.

B o6mikoBoMy 3ammci KOpUCTyBada MiCTATBCS TaKi HOTO aTpUOYTH:

— iM’s1 200 TICEBIIOHIM;

- BCTAHOBJICHHI CHCTEMOIO 3aXHCTY 1IeHTU(IKAIHHUHA KOJI;

- peeCTpoBaHi B KypHaJIbHOMY (haiiimi moxii Ta pekuM pearyBaHHS Ha
crpoOH HECaHKLIOHOBAHOTO JIOCTYITY;

- (hyHKII{ aAMiHICTpaTOpa M MPUBLIET, TOCTYITHI TaHOMY KOPUCTYBaueBi;

- JiaTa Jii MOBHOBaYKEHh KOPUCTYBada Ta TEPMiH YHHHOCTI MapOoJIio;

- JHI TWOKHS Ta TOAWHM [IHS, B SIKIi KOPUCTYBayeBi JJO3BOJICHO BXIiJI J0
CHCTEMH;

- JoAaTKoBa iH(OpMallis, BUKOPHUCTOBYBaHa 3a iJeHTH(]IKyBaHHS Ta
aBTEeHTH(IKyBaHHS KOPUCTYBaya MPH BXOMKCHHI /IO CUCTEMH.

Aominicmpamopu. TlomiTika O€3MEKH, OKpiM TPaBWI  PO3MEKOBYBAHHS
JOCTYIly, BCTAHOBIIIOE TpaBwiIa KepyBaHHs. DyHKLIi KepyBaHHS IOKJIaJalOThCS Ha
JOBIpeHHX 0ci0, SKi HECyTh BIANOBINANBHICTH 3a O€3MeKy OINpanbOBYBaHOI
iHpopmanii. 1lux oci0 Ha3MBaIOTh agMIHICTPATOPAMH KOMII IOTEPHUX CHUCTEM.
AJMIHICTpaTOpU — 11 KOPUCTYyBadi, 3a SIKUMH 3aKpiIUICHI i 3amucaHi B OONIKOBHX
JAaHUX TPUBIIE] HA TIEpeTJsIIaHHs KypHATBHUX (haiiiniB, peecTpyBaHHS MIPOTPaMHOTO
3a0e3NeueHHs, peecTpyBaHHsI KOPHCTYBadiB, KEpPYBaHHsS JOCTYIIOM JI0 KaTaJoriB Ta
¢aiinis.

KopucryBau, skuii BCTAQHOBIIOE CHCTEMY, AaBTOMATHYHO IPU3HAYAETHCS
TOJIOBHUM aJMIHICTpaTopoM 1 Mae Maibke Bci JOCTymHI mnpuBinei. Binm Mae
¢ikcoBaHM ineHTH(IKAMIHHUN HOMep — “1” 1 #loro 00OMiKOBHH 3amuc He MOXe OyTH
BUIIydeHO. [OJIOBHMIA ajMiHICTpaTOp Ma€ MpaBO CTBOPIOBATH, BWIJIyYyaTH Ta
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3MIHIOBATH [MOBHOB&XXEHHS OyIb-SKUM KOPUCTyBadaM, SIK 3BHYaflHUM, Tak i
anMiHicTparopaM. AJjie BiH He Ma€ NpaBa CTBOPIOBATH 3aXUILIEHI KaTanord M
MIPHU3HAYATH MPaBa JOCTYIY JO HUX.

AnMiHicTpatop (HE TOJNIOBHHM) pEECTPYEThCSA B  CHUCTEMi TOJOBHUM
aJIMIHICTPATOPOM 1 Ma€ MPABO CTBOPIOBATH, BIJIYYaTH Ta 3MIHIOBATH MOBHOBAXKCHHS
3BUYaiHOMY KOPHCTYBAaueBi, aje HE Mae MpaBa 1€ POOUTH JUIS TOJIOBHOTO
aZMiHICTpaTopa.

Ilpoyecu. B  xommuiekcumx 3acobax 3axucry (K33) peanizoByroTh
PO3MEKOBYBaHHs JoCTyimy 10 KaranoriB K33 3 6oky mpoueciB. KopucTyBaui MOXYTh
OTPUMATH IOCTYII 3a 3amucoM 10 kartanora K33 numre uepes APM agminictpartopa.
APM anminictpatopa nosBoisie  Momudikysatn  bJl K33  amme  marounm
TTOBHOB)KEHHSI KOPHCTYBadaM 1 y BIJMOBIMIHOCTI 3 YCTaHOBJICHHMH TpaBmiamMu. B
KYpHJIM 3aBXKAW 3aHOCHThCS 1H(GOpMALls MPO Te, Bi SIKOr0 MpOLECy HamiHdIIoB
3aIUT Ha IOCTYTI A0 00’ €KTa Ta/ab0 BUKOHAHHS IIEBHOI OTeparii.

Tacusni 06 ’ekmu. 3axXUITyBaHUMH 00’ €KTaMH € KaTaJorH JOTIYHUX JUCKIB Ta
¢aiinm, posmimieHi B HUX. Po3MeXoOByBaHHS JOCTYIy KOPHCTyBauiB 10 ¢ailimiB i
KaTaJoTiB 3OIHCHIOEThCS y BIANOBIZHOCTI 3 TNPHHIUIAMH aJMIHICTPATHBHOTO
pPO3MEKOBYBaHHS  jgocTymy. Jlisi KOXXHOrO —Kartajora aAMIHICTpaTop MOXe
BCTAaHOBUTH CITUCOK JOCTYIy, B SKOMY IIEPEITiUYCHO KOPUCTYBadiB, KOTPi MarTh
IpaBa JIOCTYIy J0 IIhOTo Kartajora i (aiiiB Ta J03BOJIEHI MM KOPHCTyBadaM THITH
JOCTYITy, HAIPUKIIAJ, JIUIIE YUTAHHS.

1.1.3 Hapgbynosanuin K33 Hag cTaHAapTHUMU onepauiiHUMu cucteMamm

Kommiekc 3aco6iB 3axucty Bix HCJI nepiioro Tumy npu3Ha4€HO ISl 3aXUCTY
onpaikoByBanoi Ha ITEOM iHdopmMmariii Bifg HECaHKI[IOHOBAHOTO O3HAHOMIICHHSI,
MoauGikyBaHHs, BwiydanHs. K33 mo3Boise cTBOpUTH O€3MEYHE TEXHOJIOTIUHE
CepelOBHUINE I CHCTEM EIIEKTPOHHOTO IOKYMEHTOOOITy, OaHKIBCHKAX Ta IHIINX
CHCTEM, I SKUX KIIOYOBOIO BHMOTOI0 € JIOTPUMaHHS KOH(QIACHIIHHOCTI
ornparpoByBaHoi iHpopMauii Ta TexHoiyorii i ompanpoByBanHsi. K33 cayrye
CIIeIiai30BaHO HanOyMOBOIO HAJ CTaHTAPTHOIO OIEPalifHOI CHCTeMO MS
Windows 95/98 1 nomoBHioe ii (yHKIisIME po3MexyBaHHS moctymy. Komruieke
JI03BOJISIE CTBOPUTH 3aXMIIEHE aBTOMaTH30BaHE poOoyYe Micle 3 OOMEXEHHM KOJIOM
KOPHCTYBa4iB, SIKi MAOTh Pi3Hi MOBHOBAXKEHHS MO0 TOCTYITY 0 PECYpCiB.

CyKyIHICTh peayi3oBaHMX y KOMIUIeKCl (yHKLifi Ta MeXaHi3MIiB 3axHCTy
iHpopmarmii 3abe3medye piBeHb 3axHINCHOCTI iH(opMmamii, mocTaTtHI s
ONpalbOBYBaHHA iHGOpMaIlii, sKa CTAaHOBUTH SIK JEp)KaBHY TaK 1 KOMEpIiHHYy
TAEMHHULIIO.

K33 peanizoBye Taki QyHKIIT sIK:

- ineHTH(iKyBaHHs it aBTEeHTH(IKyBaHHS KOPHCTYBaUiB IIPH 3aBaHTaXKCHHI
[NEOM pno 3aBaHTaxkeHHsI OyAb-fKHX MPOTPaMHUX 3acO0iB 3 JUCKIB Ha IiJCTaBi
MapoJsi, KOTpU BBOAMTHCS KOPHUCTYBadeM, Ta ieHTH(IKaTOpa, KOTPUH BHOCHUTHCS
TUM caMHM KopucTyBaueM. Lle no3Bossie 3a0JI0KOBYBaTH 3aBaHTaXKeHHS! oriepaiiiiHol
cucremu (OC) # Buxopuctanas [IEOM cTOpoHHBOIO 000010, @ TAKOXK PO3ITI3HABATH
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KOHKPETHOTO JICTAIBHOTO KOpHCTyBada i BIANIOBIAHO pearyBaTW Ha HOTO 3aluTH
Hajami;

- 3abnokyBaHHs 3aBaHTaxeHHs OC 3 rHyukoro aucka ta CD-ROM. Lle
JIO3BOJISIE€ TAPAHTYBATH JIOJTyYEHHS 10 poOOTH BCix KoMmoHeHTiB K33;

- PO3MEXKOBYBaHHS JOCTYIly KOPUCTYBauiB 1O OOpaHHUX KaTaJoriB Ta
¢aiiniB, sxi posmimeHi B HuX. lle m03BoIsS€ 30praHi3oOBYBAaTH CILUIBHY POOOTY
JIEKITbKOX KOPUCTYBayiB, KOTPi MalOTh Pi3HI IpaBa i 000B’SI3KH, a TAaKOX 3aXHIATH
iH(OpMaLiIo BiJl BUIIQJIKOBOTO BHITy4aHHs i MOAU(DiKyBaHHS;

- KepyBaHHsI IOTOKaMH iH(popMarii i 3a0JI0KyBaHHS IOTOKIB iH(pOpMAIiT,
SIKI IPU3BOJISITH 70 3HIDKCHHS 11 KOH(IICHIIIIHOCTI;

- rapaHTOBaHE BWIy4aHHsS KOH(QiAeHUiIHHOI iHdopMamil nuIsIXoM 3amucy
Ha MicIie mboro ¢aiiyia BUTIaJAKOBOI OCTiTOBHOCTI OiTiB;

- KOHTPOJIb 32 BUBEACHHAM iH(OpMaIlil Ha PO3APYKIBKY;

- KOHTPOJIb ITICHOCTI IPUKIATHOTO TIporpaMHoro 3abesmedeHus (I13) Ta
13 K33, a Takox OJOKYBaHHs 3aBaHTAXKEHHS CTOPOHHIX (HE3apeecTPOBAHMX )
Iporpam i rmporpam, HUIICHICTh SIKuX nopymeHa. Lle no3Bosnsie 3abe3nedyBaTy 3aXUCT
BiJI BIpyCiB i JOTPHMAaHHS TEXHOJIOTIi OTpaIlbOBYBaHHs iH(OpMAILii;

- 3a0JIOKyBaHHsI ITPUCTPOIB iHTEpdeiicy KopucTyBaua (raciHHsl eKpaHa Ta
3a0JIOKyBaHHS KJaBiaTypu ¥ Muimi) 3a oOpaHOI KOMOIHAII€I KIaBilml a0 Mmicis
TIEBHOTO TIepioy Oe3/IisIbHOCTI KOPUCTYBayYa,

- peecTpyBaHHS nofii (3aBaHTaxkeHHss OC KOpHUCTyBayeM 1 3aBepIICHHS
ceaHcy poOoTH, clipoO HECAaHKI[IOHOBAHOTO JIOCTYILY, 3aIlyCKaHHS IIPOrpam, JOCTYII
10 KoHGiaeHUiHHOT iH(opMail Tolo) y crneniaabHuX KypHaJdbHUX ¢aiinax (OKD).
Lle 3a0e3neuye 3BOpPOTHHI 3B’SI30K 1 JO3BOJISE aIMIHICTPATOPOBI CTEXUTHU 32 THM, K
3MIHCHIOETRCS TOCTYII 0 iHpopMarlii 3 60Ky KOpUCTyBadiB, i KOpUTYBATH HA TiJCTaBi
1poro napameTpu koudirypauii K33;

- aJMIHICTpYBaHHS (BH3HAYCHHS PECYpCiB, PEECTpYBaHHS KOPHCTYBAdiB,
MIPU3HAYCHHS [IPaB JIOCTYILY, ONPAllbOBYBaHHS KYPHAIBHUX (aifiIiB TOLIO).

st Toro, abu 3poOUTH 0OIpyHTOBaHI BUCHOBKH PO T€, IO J03BOJISIE CUCTEMA
I 4M IpUaTHA BOHA JUIA 3aCTOCOBYBAaHHS B KOHKPETHHX YMOBAaX, CIif, IK MiHIMyM,
PO3IIISTHYTH TOJNITHKY O€3MeKH CHUCTEMH B LIOMY 1 KOXHOI 13 peasi3oByBaHHX
nocityr. Po3MexoByBaHHS JOCTYITy KOPHCTYBAUiB 70 PECYPCiB 3MIHCHIOETHCS JBOMA
criocobamu:

- Yy BIAMOBITHOCTI 3 KOHIECMIi€r0 nucrmerdepa jgoctyny (reference
monitor);

- SK peayli3oByBaHHAM ajMiHicTpaTuBHOro (mandatory) po3mMexoBYBaHHs
JOCTYIIy.

CTpyKTypy CHUCTEMH PO3MEKOBYBAHHS JOCTYIy KOPHCTYBadiB JI0 PECypCiB
noaaxo Ha puc. 1.1.
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Pucynox 1.1 — Cucrema po3mMexoByBaHHS IOCTYIy KOPUCTYBadiB 0 pecypciB

3a agMIiHICTPaTHMBHOTO PO3MEXKOBYBAaHHSI JIOCTYIy KepyBaHHsS 0a30l0 JaHUX
MTOBHOBa)KEHb (arpuOyTamMu AOCTyIy) i 0a3010 MaHWX PEECTpyBaHHS 3IIHCHIOIOTH
JIMIIE KOPUCTYBadi, KOTPI MalOTh BIANOBIJHI MOBHOB&KEHHS, — aJMIiHICTpaTOpH.
3BHUaifHi KOpHUCTyBa4i HE MOXYTh 3MIHIOBATH aTpHOYTH [OCTYyIy, a, OTXKE, W
HaJaBaTH IHITMM KOPUCTYyBadaM JOCTYN 10 iH(opmallii, 3 SKO0 BOHH IMPAIIOIOTh, a
TaKOX BUKOHYBaTH OyIb-siKi QyHKLIi 3 kepyBanHs K33.

Iocnyau peanizosani ¢ K33

K33 cucremu aBromaTm3aiii 00paHOro (YHKIIOHAJIBHOTO  MPOGIIO
3aXHMIIEHOCTI Ma€ peaizoByBaTh TakKi MOCIYTH 13 3aXUCTy iHpOpMaLii:

1) HamaBaTH TOCIYTH i3 3axucTy OO’€KTiB BiJ HECAHKI[iIOHOBAaHOTO
o3HalomisieHHsT 3 IxHIM  3mictoM  (kommpomerauii).  Koudinenuiitnicts
3a0e3neuyeTbcs TakuMu mochyramu: KA-1 — wMiHIManpHa agMiHiCTpaTHBHA
koH(ineHIiiHIcT, KO-1 — moBTOpHE BUKOPUCTAHHS 00’ €KTIB;

2) HazaBaTHM TMOCIAYTM 13 3aXMCTy OIpalbOBYBaHOI iH(opmauii Bix
HECaHKII0HOBaHOTO Moau(ikyBaHHA. LlimicHICTE MOXe 3a0e3MedyBaTUCh ITOCITYTO0
ITA-1 — miHIMabHA aMiHICTPATHBHA I[LTICHICTD;

3) HajgaBaTH MOCIYTH IIOAO 3a0e3nedyBaHHS MOXKIMBOCTI BHKOPUCTaHHS
CHCTEMH aBTOMAaTH3alii B MiJIoMy, OKpeMux (yHKHOiH abo ompamboByBaHOI
iHpopMauii Ha IEBHOMY HPOMDKKY 4Yacy 1 TrapaHTyBaTH 3JaTHICTb CHUCTEMH
aBTOMaTH3alii (YHKIIOHYBaTH y pa3i BiIMOBH ii KOMIIOHEHTIB. JJOCTYIHICTh MOXeE
3abe3neuyBarrcs nocayroro /IB-1 — pydHe BigHOBIIOBaHHS Micis 3001B;

4) HazaBaTH IOCIYrH i3 3a0e3nedyBaHHs BiINOBIJAILHOCTI KOPHUCTyBada 3a
cBoi nmii i 3a migTpumyBaHHS 3maTHOCTi K33 BuKOHyBaTH CBOi (pyHKIIII.
CrioctepekyBaHiCTh 3a0€3MEUy€EThCS B CUCTEMI aBTOMATH3aIlll TAKMMH MOCIYraMu:
HP-2 — peectpyBanns (ayaut), (3axumenuit xypHan), HU-2 — onpuHOuHE
inenTndixyBanHs Ta aBTeHTH(iKyBanHsA, HK-1 — omgHOCmpsmMoBaHMiA BiporimHuit
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kaHai, HO-1 — po3momin 060B’s13KiB, a caMe, BHOKpEMIICHHS aaMiHicTpaTtopa, HI-1 —
K33 3 konTponem ninicuocri, HT-2 — camoTecTyBaHHs Ipy CTapTyBaHHI.

PeanizoByBaHi CHCTEMOIO 3aXHCTy IOCIYrH O€3NEKM MOXKHA MOIATH dYepes3
¢dynakifauit npodins. 3rimao 3 HJ T3I 2.5-004-99 “Kpurepii OiHKA 3aXUIIEHOCTI
iHpopMallii B KOMIT'IOTEPHUX CUCTEMaXx BiJ HecaHKIioHoBaHoro noctymy”. K33 Bix
HC/I moxe peanizoByBaTs HyHKIIHHUHA TPOQIIE:

{KA-2, KO-0, LJA-1, OB-1, HP-2, HU-3, HK-1, HO-2, HII-1, HT-2}.
Haiiyacrime po3poOKy BUKOHYIOTH BiAIIOBIAHO 10 BUMOT IIOJ0 PiBHs rapaHTii I'-3.

onmanwmii GpyHKITIOHATEHIIA TPODLITE 3yMOBICHHN MTPU3HAYCHHAIM KOMIUICKCY 1
chopMoBaHM Ha MIACTaBI MONEPEAHBO MPOBEICHOrO aHai3y 3arpo3 Ta PU3HUKIB 3
ypaxyBaHHSIM TaKHX MOMEHTIB!

- KOMIUIEKC TIPU3HAYSHUH JIJIT aBTOHOMHO{ (HE ITiIiIMKHEHO JT0 JTOKaJTbHOT
Mepexi 1 He BUcTymarouoi B poii cepBepa) [IEOM, Ha sikiii BogHOYacC HE MOXYTb
MPALIOBaTH KiJTbKa KOPHUCTYBadiB a00 BIKOHYBATHUCS MPOIIECH 1HIINX KOPHUCTYBAadiB,
10 3HAYHO CKOPOUYE TEPEITiK 3arpo3, a 0TkKe, i BUMOTH JI0 HabOpy MOCITyT OE3MEKH;

- KOMIUIEKC 32 BU3HAYCHHSM € Ha/I0yI0BaHUH HaJ| TPOrpaMHO-aNapaTHOIO
1aT(OPMOIO IMITOPTHOTO BUPOOHUIITBA, IO HAKIIANAE HIU3KY OOMEKCHb Ha TEepeITiK
Ta PIBHI TOCIYT, SKi HE MOXXHA 3/0JaTH NPHHIMIIOBO; MM (HaKTOM, 30Kpema,
00MeXeHO I piBeHb I'apaHTii;

- peari3oByBaHHS JOJATKOBUX ITOCHYT Ta/a00 iXHIX OiIbII BHCOKHUX
pIiBHIB, sKi 3a0e3leuyroTh 3aXHUCT BiJl MaJOWMOBIPHHX 3arpo3, abo mojaiblie
3HWKEHHS PIBHS PU3UKY NOTPeOye 3HAUHUX BUTPAT.

3asHadyeHnit QyHKIIHHUN TPOdITs JOCATAETHCA JIMIIE B TOMY pasi, SKIIO
BUKOHYETHCS HM3Ka YMOB Ta OOMEXEHb, 30KpeMa OOOB’SI3KOBUM € BHKOPHCTAHHS
arapaTHOTO 3aXHUCTY Bil HECAaHKIIOHOBAHOTO 3aBaHTaKCHHSI.

Ioenmudhixyeanusi 1 aemenmuiyeanns Kopucmyeaia BUKOHYIOTbCS 3a
JIOIIOMOTO010 (DYHKIIIHHUX MOCIIYT:

- HU-3 — mnoocunne ioenmuikysanis 1 asmeHmupiKyeamnmsi,

- HK-1 — oonocnpamosanuii 00cmosipHuti KauaJ.

Ilepm HiX 37ifiCHIOBaTH PO3MEXOBYBaHHS IOCTYIy Io pecypciB, K33 mae
PO3Mi3HATH KOPUCTYBaua i OJIOKYBAaTH JOCTYI HEABTOPU30BAHHUX KOPUCTyBauiB. J[yist
LBOTO, NpPU BXO/PKCHHI KOPHCTyBaya [JO CHCTEMH, BHKOHYETBCS  HOTO
ineaTudikyBaHHsa (po3mi3HaBaHHA) 1 aBTeHTH(IKYyBaHHs (TIEPEBIPSIHHS pPE3yJIbTATIB
ineHTUIKYBaHHS).

InenTudikyBaHHs KOpHCTyBaya BHKOHYETHCS Ha MIJCTaBI BBEAECHOTO HUM 3
KJIaBiaTypy iMeHi (TICeBIOHIMY). ABTEHTH(IKYBaHHS KOPHCTyBada BUKOHYETHCS HA
IiICTaBl BBEJCHOTO HUM 3 KJaBiaTypH Haposisi W HajaHoro ineHTudikaropa, IIo
Hocuthbest. OTXKe, peani3oBaHO aBTEHTH(IKYBaHHS KOPHCTyBada BOJHOYAC 3a JBOMA
MPUHIUITAME: “Ma¥0 I0Ch” — HOCUMHUH ieHTH(IKATOP, 1 “3HAK0 AeI0” — mapoJib.

Hocumnm inenTH(diKaTOpOM MOXKE OYTH KIII0OYOBa JUCKETa YW iIeHTH]IKaTOp
Touch Memory. Touch Memory y 6a3oBiii koHdirypamii K33 migMukaeTsest 1o
30BHILIHBOIO 200 BHYTPILUIHBOTO pO3HIMY CHeLiaibHOT IUIaTH, abo MoxKe
migMuKaTucs g0 napaiensHoro mopty LPT1 (depes amantep DS1410D(E), abo mo
nociigoBaoro nopty COM?2 (uepes aganrep DS9097).
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VY pasi, KO0 HagaHa KOPUCTyBaveM iH(opMaIis 010 aBTCHTH(IKYBaHHS HE
BI/INIOBIJ[a€ €TAJIOHOBI, — TOCTYII JI0 CHCTeMH 3a0sI0KoBYeThes. Okpim Toro, K33 Beme
KOHTpPOJIb 32 CIUIMBaHHSIM TEPMiHY YMHHOCTI IOBHOBa)XEHb KOPHCTYyBaya Ta OTo
Mapojsi, a TaKOXX 3a BINMOBIMHICTIO JHS THXXHSI W 9acOBOTO IHTEpBATY, 3a SKHI
KOpHUCTYBau 3JiICHIOE BXOKEHHsS 10 CHUCTeMH. Bci 1i mapaMeTpu 3aqaroThes
aJIMIHICTPATOPOM.

JlocToBipamii kaHay B3aemofii kopucTtyBau—K33 3abe3medyeThcsi NUISXOM
peanizoByBaHHs (GYHKIIH ineHTH(IKYBaHHS W aBTEHTU(]IKYBaHHS IPOrpaMamu,
“npomutuMu” y Mikpocxemi I13I1 posmmpenns BIOS, sika Bxoguts mo cxmany K33.
Lli mporpamu OTPUMYIOTh KEpyBaHHs IiCis BBIMKHEHHS €JIEKTPOXKHBJICHHS abo
CKHMJIaHHS KOMIT'I0Tepa JI0 3aBaHTAKEHHS Oy/Ib-SIKUX MPOTpaM 3 JUCKA.

YV K33 peamizoBaHO TakoXk MOXKIWBICT, 3a0JO0KOBYBaHHS TIPUCTPOIB
iHTepdeiicy kopucrtyBada (KnaBiaTypd, MHII i MOHITOpa). 3a0JIOKOBYBaHHS
3IIACHIOETRCST 200 KOpHCTyBadeM 3a JOIOMOTOI0 IMEBHOI KOMOiHAIil KiaBim, abo
K33 3a 0e3misuibHOCTI KOpPHCTyBada MPOTATOM IEBHOTO Tiepiomy dacy. Jlist
PO30JIOKyBaHHST KOMII'IOTepa KOPHUCTYBaueBl CIIii Mpe]’ssBUTH CBill ineHTH(iKaTOop,
II0 HOCHUTBCSI, 1 BBECTH MapOJIb.

Koumpone yinicnocmi K33 ma camomecmyeants BUKOHY€ETbCS 32 JIOTIOMOTOFO
(YHKIIOHAIBHUX MTOCIIYT:

- HIJ-1 — K33 3 konmpoaem yinichocmi,

- HT-2 — camomecmysanus npu cmapmyganHi.

KonTtpomns nimicHocti K33 mossirae B mepesipii niicaocti I13 K33 3a koxHOTO
3aBaHTaXeHHS cucteMd. OKpiM TOro, NaHi omeparii MOXYTh BHUKOHYBATHCS 3a
OaxaHHAM aJMIHICTpaTopa 3 BUKOPHCTaHHSIM INpPOTpaMH aJMiHICTpYBaHHA. Y pasi
BUSBJIICHHS TIOPYIICHHS LLUTICHOCTI, KOPHCTYBAa4deBl HAICHUIAETHCS BiOIOBIIHE
MOBIMOMJICHHST — 1 mojaibiia podoTa ONIOKyeThes. Y Takiii curTyarlii HeoOXifHe
BTpYyYaHHs afMiHiCTpaTopa JuIsl BiHOBIEHHS LiTicHOCTI a00 nmepeincramsmii K33.

OnHi€ero 3 JOAATKOBUX BUMOT ISl O1IBIIT BUCOKHMX PiBHIB MOCITYTH “ITICHICTH
K33” € 3abe3neuyBaHHs HEMOXIIMBOCTI OMHHAaHHSI 3aCO0iB 3aXHCTy, 110 BKIIIOYAE
3a0e3neyyBaHHS HEMEepepBHOI poOOTH [UX 3aco0iB Bil MOMEHTY BBIMKHEHHS
eNeKTpoxkuBieHHs. st Toro abu 3a0JIOKyBaTH MOXKIHUBICTH 3aBaHTakeHHs OC 3a
yac BIJICYyTHOCTI 3aco0iB 3axucry, mporpamu, “‘npoummti” y Mikpocxemi IT3I1,
pearizoByIOTh:

- 3abnokoByBaHHs 3aBaHTaxkeHHs OC 3 qucketn Ta CD-ROM;

- 3a0JIOKOBYBaHHs KJaBiaTypH 1O 3aBaHTaKEHHS JpalBepa pealbHOro
peXuMy.

JlonaTkoBoO 3a0JI0KOBY€ETHCSI MOXKIIMBICTh BUOOpY BapianTta 3aBaHTaxkeHHs1 OC
y pasi aBapiifHOro 3aBepLICHHS ONEePEAHbOT CIIPOOH 3aBaHTAXKCHHSL.

OkpiMm Toro, K33 peamizoBye rommponv yinichocmi — npocpamHoco
3abe3neuenns. Jlana QyHKLis nepeciigye KiibKa iIei:

- 3arofirae MOMMPEHHIO BIpYyCiB, a OTXKe, HmopymeHHo mimicHocTi OC,
K33 ra indopmariii;

- JIO3BOJISIE YHUKHYTH BUTIKaHHIO iH(popMallii 32 paxyHOK BUKOPUCTaHHS
NPUXOBAHUX KaHAJIB, IIOPYIIYBaHHS BCTAHOBJICHOI TEXHOJIOTIl ONpalbOBYBaHHS
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iHpopMarii, a TakoX IHMHX [if, TMOB’SI3aHAX 3 YIPOBALKCHHSAM ‘‘TPOSHCHKIX
KOHEH”’;

- JI03BOJISIE CTBOPUTH YMOBH, KOJIM B CHUCTEMI IPALIIOE JIMIIE NepeBipeHe
I13, sxe, 3a O3HAYEHHSAM, HE BHUKOHYE JXOIHUX i, AKi MOTIM O CIPUYUHUTH
BUMKHEHHS a00 MMO/I0JIaHHS 3aC00IB 3aXHUCTY.

Kontpons mimicHocti [13 momsrac B mepeBipmi IIUTICHOCTI BHUKOHYBaHHX
MOJYITIB 32 iXHBOTO 3aBaHTAKEHHS. 3aBaHTAKEHHS MOYIIB, KOTPi HE BiIIMOBIAAIOTH
JaHUM Tpo HHUX B erasoHHomy 3amuci bJ] K33, 3abnokoByerbcs. B/l eranona I13
CTBOPIOETHCS i MOIU(IKYETHCS YITOBHOBAKECHUM a/IMIHICTPATOPOM.

Posmescosysannus  docmyny 0o pecypcie 3a0e3NedyeTbCsi BUKOHAHHSIM
(YHKIIOHAIBHUX MTOCIYT:

- KA-2 — bazosa aominicmpamuena Konghioenyiinicms,

- LJA-1 — minimanvHa aOMiHICMPAMUBHA YINICHICMb,

- KO-0 — minimansne nosmophe guxopucmants 00’ ekmis.

Po3mexoBYBaHHS JOCTYIy KOPUCTYBAdiB JI0 PECYpPCiB 3MIMCHIOETHCS Ha PiBHI
KaTaJIoTiB BiJIIIOBITHO /10 NPHUHIIMIIIB aJIMiHICTPATUBHOTO PO3MEKOBYBAHHS JJOCTYILY.
3axuiryBaHi pecypcH, SKAMH € Kartamord, imeHTudikyrotscs K33 tak camo, sk i
orepartiiiiHa cucTema, Ha IiJICTaBi MOBHOTO iMEHI (BKJIIOYAIOYH iM sl IUCKA Ta LUISX).
KoxHOMYy KaTajioroBi CTaBUTHCSA y BIANOBINHICTH CICI[iabHUN aTpUOYT — PIBCHB
KOH(DIIEHITITHOCTI, SIKUii 00MEXy€e MOXKITMBOCTI KOPUCTYBAUiB 3 JOCTYITY JIO TaHOTO
katasora. Ko>kHOMy KOpUCTyBa4eBi CTaBUTHCS y BiANOBIJHICTb PiBEHb JOIYCKY.

Y K33 moxe OyTu BBelleHO 1Ba a00 OLIBINE PiBHIB IOIyCKY KOPHCTYBAYiB Ta
KoH(imeHIiitHOCTI KaTtanoriB. [IpumipoMm, MOXHa yBECTH JBa PiBHI JOIYCKY
KopuctyBauiB Ta KoH¢imenuiiinocri: “JICK” 1a “TAE€MHO”. PiBeHp nomycky
KOpHCTyBauya Mae OyTH SIBHO 3aJaHWil aAMiHICTpPAaTOpOM, Yy TNpPOTHBHOMY pa3i 3a
BMOBYAHHSIM 3raJlaHuil KOPUCTYyBad HE 3MOXKE OJEpiKaTh JOCTYIy JO 3aXHUIIEHUX
KaTaJoriB. PiBeHb KOH(]IIEHIIIHOCTI KaTanora BCTAHOBIIIOETHCS TP HOTO CTBOPEHHI
i He Moke OyTu 3MiHeHWH. He3axuIleHi KaTrajord BBaXKalOThCS 32 BMOBYAHHSIM
BIZIKpUTUMH (HE MAIOTh PiBHS KOH(]IJEHIIHHOCTI) 1 OCTYI 10 HUX € J03BOJICHHUHN /IS
yCiX KOpUCTYBadiB.

TIpumipom, KokeH KopucTyBad Mae cBidi igeHtudikamitanii kon (IK), sxwmii
AaBTOMaTHMYHO HAJAETBCS JAaHOMY KODUCTyBaueBI 3a HOr0 pEECTpyBaHH:.
[nenTHdiKamiiHIA KOX KOPHCTyBada € VHIKATbHUM IS KOKHOTO KOpPHCTyBada i
HaJaeThCs Juie oaHopazoBo. 3MiHuTH IK KkopucTyBauya, Ha BiAMIHY BiJ I1HIIKX
arpuOyTiB (IME€Hi, mapoJisi, NepesiKy NPHUBLIEIB, PIBHS JOMYCKY TOILO), HE MOXKHA.
Came wna miacraBi IK K33 imeHTndikye kopucTyBadya W BH3HA4ae€ MOro
MOBHOBa)keHHsI. KOXKHOMY KOPHCTYBaueBi CTaBUTHCS Y BiJIIOBIIHICTh CIICIiaIbHUMA
aTpulOyT — piBeHb AOMYCKY, IO € aHAJOTiYHHHA A0 (GOpPMH IOIYCKY Hph poOOTi 3
iH(dopMaIliero 3 0OMEKEHUM JOCTYIOM 1 BH3HAYa€ HOro MOXKIHUBOCTI 3 JOCTYITY O
uiei indopmarii.

K33 Benme 0a3y naHmX 3aXHMIIECHWX KaTaloriB, KEpyBaTH SKOI MOXYTb
aIMIHICTpaToOpH, KOTpPi MaroTh BIANOBIAHI NOBHOBaXeHHs. Jlnsi  KOXHOTrO
3aXMIIEHOTO0 KaTajora aJMIHICTPaTop YCTaHOBIIOE CIIMCOK JOCTYIY, B SIKOMY
MepeslideHo KOPHUCTYBadiB, KOTpI MalOTh IIpaBa JOCTYNy IO JAaHOTO Karajora,
MiJKaTajgoriB Ta (haiiiB, PO3MIIIEHUX B HUX, 1 JO3BOJICHI JIS I[MX KOPUCTYBadiB
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TATN OCTyIy (YnTaHHA abo dguraHHs/3ammc). [ms Toro, abW KOpUCTYBa4 Mir
oJlepKaTH JIOCTYIl JI0 3aXMIICHOTO Karajiora, WOoro piBeHb JONYCKy Mae OyTH He
MEHII 32 piBeHb KOH(QiAeHUiHHOCTI Karanora. KopucryBaui MaroTh Jiuine Ti npaBa
JIOCTYTIY JIO 3aXUIICHUX KaTaJloTiB, a OT)Ke W 70 iHdopMarlil B HUX, SKi ABHO HajJaHi
aIMIHICTPaTOPOM.

K33 minrpumye xepyBaHHs moTokamu iHpopmamii. K33 cTexxuts 3a TiM, abu
He BimOyBajocs TmepemimeHHs iHdopMallii (HampukiIaa KOIiroBaHHS ¢ailliB) i3
3aXMIIEHUX KaTajJoriB y KaTajord 3 MEHIIMM piBHEM KoH(iaeHIiHHOCcTI abo
BIIKPHTI, TOOTO CTEXHUTH 3a THUM, a0W TPOIECH, B SKUX € BIIKPHUTI U1 YUTAHHS
(aiinm, po3MillleHI B 3aXMINEHMX KaTajorax, He 3MOIJIM BIJIKDHBaTH JUIS 3allUCy
¢aiinm, po3milleHI B He3aXWIIEHHMX (BIOKpUTHX abo 3arajibHMX) KaTajorax abo
Karajorax 3 MEHIIMM piBHeM KoHigeHmiiHocTi. Ile, 30Kkpema, I03BOJSE
3a0JIOKOBYBATH KOIIOBaHHs (paillliB 13 3aXMILEHUX KaTaJlOTIB y He3axwulleHl abo 3
KaTaJoriB 3 OUNBII BHCOKHM piBHEM KOH(INEHIIIIHOCTI — B KaTaJlOTH 3 MCHIINM
piBHEM, 1m0 3amoOirae, mopsA 3 I1HIIMM, HECAHKI[IOHOBAHOMY EKCIIOPTYBAHHIO
KoH(ineHiHHOT iHdopMarii Ha 3MiHHI HOCII.

OxpiM TOro, agMiHICTPAaTOp Ma€ MOXJIHMBICTH SBHO BH3HAYATH CICIiaibHi
KaTaJlord IMIIOPTYBaHHS/E€KCIIOPTYBaHHs (HAIIPUKIIaA AUCKOBOJ A:) i KOPUCTYBadiB,
KOTpl MaloTh IOCTYN 10 HHX, @ TaKOX 3JiHCHIOBAaTH KOHTPOJIb 33 BUBEICHHIM
iHdopMarlii Ha TIpyKyBaHHSI.

JlonaTkoBO peanizoBaHO MEBHI OOMEXKEHHs Ha JOCTyN (JUIs 3alMCyBaHHs) 110
karanory K33 i ¢aitniB HamamroByBanus OC.

OCKUTbKH 1IeHTH(IKYBaHHS 3aXHINEHUX KAaTaJoTiB 3MIHCHIOETHCS Ha ITiICTaBi
MOBHOTO INUIAXY, TO TPH CTBOPIOBAaHHI 3aXWIIEHMX KaTalIoriB i poOOTi 3 HUMH
MOJKJIMBI TaKi 0OMeKeHHS:

- 3aXHMCT TOLIMPIOETbCS HA BCIO TUIKY JepeBa, pO3MOYMHAIOUM 13
3a3HaueHoro B bJ| 3axuimieHoro karanora, BKIIOYaloyM Horo miakarainoru. Tomy He
TIPUITYCKAEThLCS 3a3HAYATH K HOBHH 3aXUIIICHUNA KATAJIOT, SIKHH € TIKaTaJoroM yxe
3aXHMIIEHOT0 KaTajora.

- K33 3a00poHsie BUKOHYBATH NepeHMEHYBaHHS 1 BUITyYaHHS 3aXHIICHOTO
Karajora ¥ THX KarajoriB, IO HOTo MICTATh, ax JO IHMCKa, PO3MIIIIEHOTO B KOpEHi
JiepeBa KartaJiora.

JonatkoBo obMesxeHo mocTym 1o kartamora K33 Ta ¢aiimiB HamamroByBaHHS
OC (CONFIG.SYS, MSDOS.SYS) 3a 3anmcom. JlocTym mjs 3amucyBaHHsS 0
kartanora K33 xopucryBadi MoxyTh ozxepxatu ymie yepe3 APM anminictparopa,
KOTpHid 103BoJIsI€ 3MotuGikoByBaTH bJl nuie kopucTyBadaM, siKki MalOTh BiAIOBIAHI
noBHOBaxkeHHs1. [IpaBo moctyny no daiinie HanamToByBanHs OC 3a 3anucoM Mae
JIUIIE TOJIOBHHUHN aJMiHICTpaTop. € TaKoK MOXIUBICTD 3a0I0KOBYBAaHHS BiIIAaJICHOTO
JIoCTymy 10 JokambHuX (aiimiB depe3 JIBC sk 10 MOMUTIOBAHUX PECYpCiB, HABITH
SIKIIIO TaKy MOXKJIMBICTh BU3Ha4€HO B HasamToByBaHHsIX OC.

3a crpobu KopuCTyBada oepKaTh 3a00pPOHEHHMH BHJ JOCTYIy (HANpPHUKIA,
BUWIIy4yuTH (aiil y KaTajosi, 0 SIKOr0 JO3BOJICHO AOCTYII JIMIIE ISl YUTAHHS) Y
xypHasbHOMY (aitni K33 peecrpyersest cipoba HC/I i, sikimo asist KopuctyBada He
BCTaHOBJICHO “M’SIKWI” pexxuM pearyBaHus Ha cripoou HCJI, y skoMy 3MiHCHIOETHCS
nuie peectpyBants HCJI, — moctym 3a0J10KOBY€ThCSL.
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JonatkoBo 10 QyHKIH Oe3nocepeHROT0 PO3MEKOBYBaHHS AocTymy B K33
pealtizoBaHO MOCIYTy “TIOBTOPHE BUKOPUCTAHHS 00 €KTIB”. Y pa3i BKIOYCHHS AaHOT
MOCITYTH MOXJIMBOCTI y IpoLeci BWIIy4aHHs (aiiiiiB, po3MilllyBaHUX B 3aXHUILEHUX
Karajorax, 3[IIHCHIOEThCS 3amuc MmoBepx iHpopMmarii, mo € y ¢aiax,
MICCBIOBHUITAKOBOT OiHAPHOT MOCIMOBHOCTI (Tak 3BaHui wiping). JlogaTkOBO MOXe
3atupaticsa iH(opMamis B 3ammci Kataimora gaHoro ¢aitma — iM’s Qaiima Ta foro
JOBXXHHA.

Peccmpysanns  0iti  xkopucmyeauie ~ 3HIHCHIOETBCS 32 JIONIOMOT'OIO
¢yHKIiOHANBHOT TocyTH HP-2 — 3axuujeHuil 3cypHa.

K33 peectpye crnpobu HECAHKIIOHOBAHOTO JOCTYIy B CICHIATbHUX
KypHaJIbHUX (aiyiax i, SKIIO It KOPUCTYBauya HE BCTAHOBJICHO “M’SKUIT” PEXUM
pearyBanHs Ha crnpoou HCJI, — 3a0y0kOBye BHKOHAHHS HECAHKITIOHOBaHWX Iii.
OxpiM TOro, B )XypHaJIbHHX (ailiax peecTpyroThesl (JakTH BXOPKEHHSI KOPUCTyBaya
J0 CHCTEMH, a TakoX (aKTh 3MiHEHHs craHy ©Oasum manux K33: peecrpyBaHHS
kopuctyBauiB Ta [I3, 3MiHeHHS TpaB AocTymy no ¢aimi Tomo. JlogaTkoBo st
KO>KHOTO KOPHCTyBaya MO)Ke OyTH BCTaHOBJIEHa HEOOXiHICTh peecTpyBaHHS (aKTiB
3aIlyCKaHHS TIPOTrpaM, JOCTYIY A0 3aXHIICHHX KaTaJIOTiB i 3BEpTaHb 10 3BUYANHHMX
¢aiiniB Ta KaranoriB (BiAKpUTTS (GaiiiB JuIs 4YMTaHHA Ta/abo 3amMcyBaHHS,
CTBOPEHHSI, IepeHMEHOBYBaHHS, BHJIy4aHHs (aifliB Ta KaTaJoriB, NeperisigaHHs
BMICTY KaTaJIOTiB).

VY koxkHIM 3amuci xKypHanbHoro (aitna (ikcyroTbes nata it 4ac monuii, THI Ta
aTpuOyTH ormeparlii, HANpPUKIA] BIIKPUTTA (Qaila Il YWUTaHHA/3alHCYyBaHHSA,
aTpuOyTH TpoIeCy ¥ KOpHCTyBada, KOTPi 3iHIIMIOBAIN TOIi0, O3HAKH YCITIITHOCTI
3aBeplIeHHS onepanii i y pa3i BIIMOBJICHHS — IPUYMHA, a TAKOX iHINA iHpopmaris.

OmnparpoByBaHHS JKypHAJIBHOTO (aiia 3IiHCHIOETBCS aAMIHICTPATOPOM,
KOTpHI Ma€ BiAMOBIHI TOBHOBAKEHHS, 1 BKIIIOYAE:

- neperyisiaaHas iHdopmaltii, HasBHOI B )KypHaJIbHOMY (aiiii;

- aHai3yBaHHS CTATHUCTHUKH;

- JOOMpaHHS TIEBHMX 3alKCIB IpHU MeperjisJaHHl 3a Jiarna3oHOM
mapameTpis;

- TPpyIyBaHHS TOBTOPIOBAaHUX MO a00 CTaHMAPTHHUX ITOCIiTOBHOCTEH
IOJIiH, 3aJaBaHyX aIMIHICTPATOPOM, Y TPYyIH MOIIH;

- PO3IPYKOBYBaHHS XypPHAJIBHOTO (haiina.

OnpanboByBaHHs JKypHalbHOro (haiiia 3/AiHCHIOETHCS aIMIHICTPATOpoOM 3a
JOTIOMOTOF0 BignoBigHOTO pexkumy APM anmiHicTparopa.

Posmesncosysanns 0606 ’°13ki¢ BUKOHYEThCSA 3a JOMOMOTOI0 (DYHKITIOHATBEHOL
nocnyru HO-2 — pozmedicogysants 0008 's3Ki6 aOMIHICmMpamopis.

3a KOKHUM aIMiHICTPATOPOM MOKYTh OYyTH 3aKpiIuicHi IpuBiiei Ha:

- HeperisAaHHs )KypHanbHUX (aiiis;

- peectpyBanHs 113;

- peecTpyBaHHS KOPUCTYBadiB;

- KepyBaHHsI IpaBaMU JJOCTYITy 10 KaTaJOT1iB.

OxpiM TOro, sIBHO BHOKPEMJICHA POJIb TOJIOBHOTO aJMiHICTpaTopa, sIKHi Mae
MPaBO NPU3HAYATH aJAMIHICTPATHBHI NMPUBLIET 1 BCTAHOBIIOBATH 1HIII aTpuOyTH s
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IHIINX aIMIiHICTPaTOpiB, OJHAK HE Ma€ i HE MOXKE MAaTH IpaBa Ha KEpyBaHHS
JIOCTYIIOM /IO KaTajoriB.

Bionoenwoeanuns nicisa 360i6 BUKOHYeTbcs (yHKUiHHOIO mocmyroto /JB-1 —
pyune 8i0HO6MI08AHHS.

VY K33 nepexbayeHa MOXKIMBICTh BiJHOBIIOBAHHS IMPAIE3aTHOCTI CUCTEMH
TOJIOBHUM aJIMIHICTPaTOpOM Tricis 300iB, sIKi IPU3BEIH A0 MOPYIIYBaHHS IUTICHOCTI
I13 uu b1 K33, i B iHIIMX MOIIOHUX CUTYAIlisX.

Otxe, ycranosinenus Ha [IEOM K33 no3Bosnsie 3a0e3neqyBaT:

- HEMOXKITUBICTh HEKOHTPOJIEOBAHOTO i HECaHKL[I0HOBaHOT'0
03HaHOMIICHHS, KOTIIIOBAaHHS Ta BiTHOBJIIOBaHHS 1H(OpMaIlii;
- HEMOXIIUBICTb HEKOHTPOJILOBAHOTO i HECaHKIIOHOBAHOTO

Moau(iKyBaHHS Ta BUITyYaHHS iH(QOpMAITii;

- HaJaHHs JocTymy no iHdopmanii Juiie 3a yMOBH JIOCTOBIPHOTO
pO3Mi3HaBaHHA KOPUCTYBadyiB Ta 3 YypaxyBaHHSIM IIOBHOBXCHb, HaJaBaHUX
BIJIMTOBITHO JI0 CITY>KOOBOT HEOOXiTHOCTI;

- oOJlik [ifi KOpPHCTYBadiB Ta pEECTPyBaHHS CIPOO TOPYLIyBaHHS
BCTAQHOBJICHOTO IIOPSIAKY HOCTYNy JHO iH(opMalii, BKIIOYAIOYH 3a0JIOKOBYBAaHHS
noctymy mo iHdopmariii y pa3i BHUABICHHS TaKHX COpo0, a TaKOX MOXKIIHBICTH
31IFICHEHHS KOHTPOJIIO 33 JOCTYIIOM J10 iH(opMmalii 3 60Ky YNOBHOBa)KE€HUX 0OCIi0.

1.1.4 HapbynoBaHWI MEPEXHUIA KOMIITEKC 3acobiB 3axXnCTy iHopmaLyii

B komm’roTepHuX Mepexax peami3zoByloTh K33 i3 1eHTpamizoBaHUM
KepyBaHHSIM. [Ipy 1LBOMYy 4YacTo peani3oBYIOTh LEHTPaIi30BaHE BiJIaJICHE
aJIMIHICTpYBaHHS JIOKAJIFHUX KOMIDICKCIB, YCTaHOBJICHHX Ha POOOYMX CTaHIIISIX
JIOKaJTBHOT 004HCIIOBabHOI Mepexi 3 mpoTokoioM TCP/IP. Jlo ckimany Takoro K33
BXO/IUTh aBTOMAaTU30BaHe poOoue Micle BignaneHoro aaMiHicTpyBanHs (APM BA)
Ta KOMIUTIEKC 3ac00iB 3axucty podounx cranmiii (PC).

Ha po0Oounx cTaHIisIX peanti3oByIOThCs TaKi 10JaTKOBI (DYHKIIIT:

- KpunTorpadiyHui 3aXucT (aiiniB B 00paHUX KaTajorax y Ipo30poMy
PEXKHMI;

- MIATPUMYBaHHS BiJJIaJICHOTO aIMiHICTPYBaHHSI.

Kpunmoepagiunuii 3axucm

[Ipu ycraHoBieHHI 3aXMCTy Ha KaTayor 3a Oa)KaHHSIM aJMiHICTpaTopa MOXe
3IiACHIOBAaTUCS IMU(pyBaHHS iHPOpMAaIii y Bcix (aimax maHoro xaranora i Horo
nigkaranoris. udpyBanns iHdopmarii 3aiHCHIOETBCS BIANOBIAHO IO alropuTMy
KpHIITOrpadiqHoro 3aXHCTY, YCTaHOBJICHOTO IrocCt 28147-89.
PosmmudpoByBanHs/3amudpoByBanHs iHGopMaliii, po3mimeHoi B 3amudpoBaHUX
¢daiinax, 3mIACHIOETBCS B MPO30POMY PEKHMI, TOOTO OC3MOCEPENHBO MpHU
YHTaHHI/3anKuCyBaHHI iHpOpMAITii.

3a paxyHOK peani3oByBaHHA JdaHOI (QYHKIi 3amo0iraloTbess 3arpo3u
NopyIllyBaHHsT KOH(}iNeHIIHHOCT] 3axuieHoi iHpopMalii y pa3i OMHHaHHS 3ac00iB
3axmucTy abo BigTOprHeHHS HOCIiB iH(popmanii HXXKMJI, Hampukiax BHKpaIaHHS.
OkpiM TOro, BUKOPUCTaHHSI KPUIITOTpadiuHMX IEPETBOPEHb JI03BOJISIE 330BOJIBHSTH
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BAMOTH MIOAO IOCIYTH ‘“TIOBTOPHE BUKOPHCTAaHHA OO’ €KTIB” IO BiTHOMICHHIO IO
¢aiinis, po3mimeHux B 3amm(pPOBaHUX KaTalorax, HaBiTh 0€3 peanti30ByBaHHS
3aThpaHHs iHpopMaNii Ipy BUITyYaHH.

Biooanene aominicmpysanns

JUIs migTpuMyBaHHS MOIIMBOCTI BIITAJICHOTO aaMIHICTPYBaHHS IO CKIIAIy
I13 K33 nma pobouiii craHmii yBOAWTHCS CHEUiadbHUN KOMIOHEHT — areHT APM
BiJJIaJICHOT0 aMiHiCTpyBaHHs (puc. 1.2).

Bzaemonis kommnonertiB [13 K33 Ha poOouiii cranIii BigOyBaeThCs TakK, SIK Ie
mogaHo Ha puc. 1.2. ExeMenTn B3aeMoii CTAaHOBIATH 3aMUTH/BiANOBIA Bin/no APM
BiJUIaJICHOTO aIMIHICTPYBaHHS: TPH3HAYCHHS IMPaB JOCTYNMy 1 IOBHOBaKCHb,
Kepylo4HX KOMaHI JO JAHCIIeTYepa JOCTYIy, IIEpeBipeHHS TpaB JOCTYIIY,
peecTpyBaHHS MO, IIeperisiaHHs KyPHAIIIB ayIuTy.

Arenr APM Bignanenoro pocrymy (arear APM BJI) 3abe3neuye BUKOHAHHS
TaKuX (QyHKITIH:

— NpUHMaHHS KepyBaJbHUX KOMaHJ Bii APM BignaieHoro qoCTymy;

— MoauQiKyBaHHS JOKaIbHHX 0a3 JaHWX BIOMOBIAHO N0 KomaHa APM
BIJUIAJICHOTO aJMIHICTPYBaHHS N BHIABaHHS KEPYBaJIbHUX 3alHUTIB JAUCICTYCPOBI
JOCTYITY;

- nepenaBaHHs MoAuQikoBaHMX 0a3 JaHWX Ta >KypHaAIbHUX (aiimiB Ha
APM BinaaneHoro aaMiHiCTpyBaHHS;

— MPOTOKOJIOBAHHS 3anuTiB APM BigmaneHOro aqMiHICTpYBaHHS Ta IiH 3
BUKOHAHHS 1IUX 3aIUTIB.

APM AreHT Monys
Anminic- — aJMIHICT- APM- | 5
»  Tpatop B 3B’SI3KY
= patopa J1
=
<
R
=
=
5 =
g g
> >
Z )
o — peectpanii
§_ .E TIOBHOBaKCHb nomiit
a 2
=
=~
=
g
= Cy0’exr [Jucneruep O6’ext
1_,| moctymy [ JIOCTYILY JIOCTYILY

Pucynoxk 1.2 — Apxirexrypa I[13 K33 Ha pobouiit cranmii
APM BimaneHoro aaMiHiCTpyBaHHS peali3oBye Taki ()yHKIIIi:
- BEJICHHSI LIEHTpali3oBaHoi 0a3u paHuX po0ovoi cTaHLii (CTBOpEHHS,
BIJIy4aHHS 1 MoauQiKyBaHHS aTprOyTiB poO0Y0i CTaHII] Ta TpyH poOOYHX CTaHIIN);
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- (hopMmyBaHHS mactopta poO0Yol cTaHMii y BUTIAAL (aiina, HeoOXiTHOTO
JUTSL THCTaISILIi poO0Yoi CTaHIIil;

— npuiitMaHHs 0a3 JaHUX BiJl pOOOYMX CTaHIIIN Ta IXHE MeperiisaaHHs;

- ollep)KaHHSA >KypHaJdbHUX (ailliB Big poOOYMX CTaHIi Ta iXHE
aHaJi3yBaHHS;

- 3a0JIOKOBYBaHHs JIOCTYIy KOpHCTyBa4ya 10 poOovoi craHUii i HaxaHHS
TaKOTO JOCTYIIY;

- nepelaBaHHs Ha poOOYY CTAHII0O KEPIBHUX KOMAaHI, CHPUYMHEHHX
Moau(diKkyBaHHAM aTpUOYTiB pobodoi cTaHIii abo 3a0J0OKOBYBAHHSM/IO3BOJIOM
JIOCTYITy KOPUCTyBaua 10 po00401 CTaHIIii;

- ineHTU(iKyBaHHS W aBTeHTHU(IKyBaHHS KoprucTyBaua APM BignaneHoro
aJMiHICTPYBaHHS,

- PO3MeKOBYBaHHS 000B’sI3KIB aaMmiHicTparopis cucremu K33;

- HajamToByBaHHs APM BiqajaeHOro aaMiHiCTpyBaHHS 3a JOIIOMOTOO
iHTepdeiicy kopucTyBaua.

B nporeci poboTi KOMIT'IOTEpHOT MEpeXi 3I1HCHIOEThCS CHHXPOHI3Allis CTaHy
JIOKTBHUX 0a3 MaHuX Ha POoOOYUX CTaHINISAX IEHTpaizoBaHoi 60asu maHwx Ha APM
BI[UTAJICHOTO  JOCTYIy. 3 METOI 3aXUCTy mepefaBanol iHdopmamii  Bix
HECAaHKI[IOHOBAaHOTO MOIU(IKYBaHHS W TmeperiasgaHHs npu oOMmiHi Mk APM
BiIJAJICHOTO aaMiHICTpyBaHHSI Ta HOro areHTaMd Ha poOOYMX  CTaHIlAX
3a0e3neuyeThes 3aXUIICHUH KaHal.

1.1.5 Bumorun go cepefosulla ekcnnyaradii, cuctemu Ta nepcoHany

Bumoeu 0o cepedosuwa excnnyamayii

Bumorn g0 cepemoBMina  ekciulyaTalii  MaloTh  BpaxOBYBAaTHCh
CHiBpOOITHUKAaMK, KOTpI BiANOBINalOTH 3a Oe3IeKy OnpanboBYBaHHs iH(opmarii B
ITEOM minnmpueMcTBa, a TaKoX CIIBPOOITHUKAMHU, KOTPi 1HCTAIIOBATUMYTh Ta/abo
BHUKOHYBaTHUMYTh pouib aaminicrparopis K33 Big HC/.

3acobu 3axucty IIEOM Bix HCJL, siki (GyHKIiIOHYIOTH Oe3MmocepeHb0 B CKIIaIi
00YHMCIIOBAIBLHOI CHCTEMH, € OOHIEI0 31 CKIAJOBUX 3arajbHOI CHCTEMH 3axOJiB
Oe3meku, sKa, OKpiM TOro, BKIIIOYAE OpraHi3amiiHi, (i3W4Hi, a TAaKOX TEXHIYHI
3axX01 Oe3MEKH.

Cucrema 3axoniB Oesneku iH(opMalil BIPOBaKY€ETHCS 3 METOIO 3/1iHCHEHHS
MOJITUKK Oe3neky iHpopMarii, yXBaJIeHOT Ha ITiAPUEMCTBI.

EdexruBHicTs BukopucTanHs K33 Oarato B 4oMy 3alieXHTh Bif IHIIHX
CKJIaZIOBUX CHCTeMH 3axucty iHpopmalii. Byns-ska ckiangoBa cucremu 3abesnedye
3aXHCT JIMIIE Bijl MEBHOT MiJMHOXHHH, a HE Bil BCIX 3arpo3, a 1o3a CUCTEMOIO, SIK
MpaBWJIO, HE MOXKe 3abe3rleuyBaTH aJCKBAaTHOTO 3aXWCTy HaBiTh BiI i€l
nigmaoxkuHn. Komen K33 He 3abe3meuye CTOBIICOTKOBOTO 3aXHCTy BiJ 3arpo3s
Oesmerni iHpopMarii. IXHe 3aBaHHS — 3HIKEHHS HMOBIpHOCTI 3[iHICHEHHS 3arpo3.

Oxpim Toro, st oyap-skoro K33 icHye mija Hu3Ka 00MEXKEHbB II0/I0 TOTO, 5K
BiH Ma€ SKCIUTyaTyBaTHCS, U1 TOro, abu MOXKHA Oyio rapanTtysary, mo K33 milicHo
3MilicHIOE CBOi (QYHKINT ¥ O AOCTYNm a0 iH(OpMamii 3MiHCHIOEThCS JIUIIE Tif
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konrponem K33. JloTpuMaHHs JaHUX OOMEKeHb Ma€e 3a0e3edyBaTUCh 30BHIIIHIME
crocoBHO K33 KoMmoHeHTaMM CHCTEMH 3axXUCTy iHpopMauii — opraHizaumiiHo-
TEXHIYHUMH 3aXO0/IaMH.

Hmwxde po3rasHyTi peKOMEHIOBaHI OpraHi3allifHO-TeXHIYHI 3aXOaH, KOTpi
MaroTh OyTH BTIUJICHI JUIsi CTBOpPEHHs cepenoBuina ekcruryarauii K33, y skomy 0
edekruBHicTh BuKOpHucTanHs K33 Oyia makcumanbHOW0. Bumoru mo cepemoBwiia
eKCIUTyaTallii BKIIOYalOTh BUMOTH JO (i3WYHOTO CEpeloBHINA, IEPCOHANY W
00YNCITIOBATIBHOT CHCTEMH.

Bumoeu 0o gizuunoeo cepedosuwa ii nepconany

VYuposamkenns 3aco0iB 3axucty [IEOM Bix HCJl He o3Ha4ae, 110 micist bOro
MOXKHa BiIMOBUTHCS Bil 3axoliB (i3udHOT O€3MEeKH TPUMINICHHS, B SKOMY
posramoBana 3axuinena [IEOM, un MoxkHa momyckari ctopoHHix ocio no I[TEOM,
Ha SKiif OIpanboBy€eThCSI KPUTUIHA THPOpMATITiS.

Tonoue mpusnauenHs K33 Bin HCJ] — 3abe3medyBaTt 3aXUCT BiJ] TakuX
TUIIOBHX 3arpo3:

- JIOCTYITy CTOPOHHIX 0ci0 10 iHdopMmarii;

- JIOCTYITy CTOPOHHIX 0oci0 g0 [TEOM;

- JIOCTYIly HEaBTOPH30BaHUX, KOTP1 HE MAIOTh BIJNIOBITHUX TOBHOBAXXEHb,
KOPHUCTYBadiB 10 iHPOpMaIIii;

- JIOCTYIly aBTOPU30BaHHX KOPUCTYBadiB 10 iH(GOpMAILlii, BHACIIIOK YOI
MOJKe MaTH Miclle BHUTIKaHHSI KOoH(QimeHIiHOI iHQopMmarii abo 3HIKEHHS PiBHA ii
KOH(iIEHIIITHOCTI;

- HEKOHTPOJILOBAHOTO ~ JIOCTYIly ~ aBTOPM30BAaHMX KOPHUCTYBadiB  J0
iH(hopMmarii;

- Iiif  aaMiHICTpaTOpiB, SKi MOXYTb NPHU3BECTH JO BCTAHOBJICHHS
mapaMeTpiB HaJAIITOBYBAaHHS, 32 IKUX 3POCTAa€ IMOBIPHICTh BUTIKAHHA iH(pOpMAIIi.

Ha migcraBi bOoro BUOKPEMITFOIOTCS TaKi KaTeTopii THIIOBUX MOPYITHHKIB!

- CTOPOHHI OCOOM, KOTpPi MOTEHI[IIfHO MOXYTh OJCpPXKATH JOCTYI JIO
[NEOM (Hampukia 3amuireHoi 06e3 gorisamy) ado indopMamii (HampuKiIam B mMepiox
PEMOHTY ab0 BUKpaJaHHA);

- KOPHUCTYBAaui, SKi BHACIIIOK MTOMUJIOK, a00 3YMHCHO, MOXKYTh OJCPKaTH
JIocTyn 70 iHdopmMarlii, 70 SK01 BOHM HE TMOBHHHI MaTH JOCTyIy, abo JocTym 3
MOPYIIYBaHHSM YCTAHOBJICHHUX MTPABHJI, BHACIIIOK SIKOI'O MOXKE BiIOyTHUCS BUTIKAHHS
iHpOpMaii;

- aZMiHICTpaTOpH, KOTpi BHACTINOK IMOMHIIOK, a00 3YMHCHO, MOXYTh
HaJaTu JOCTYN A0 iH(opMalii HEeaBTOPH30BAaHUM KOpHCTyBauaM, ab0O NPHITYCTHTH
1HIII TTOMUJIKH.

Jns 3axucty Bin 3a3HaueHux 3arpo3, K33 peamizoBye ¢yHkumii, onucani B
moTepeHiX po3aiiax mociOHmka. Ilpm mpoMy Taki 3axomu, SIK OpraHi3amis
TIEPEIyCKHOTO PEXUMY, OpraHi3ailis HaBYaHHSI KOPUCTYBadiB, TIEPIOAUYHI CEeMiHApH
JUTSL aIMIHICTPATOPIB, TO3BOJIATH e OLIbIIE MiBUIIUTH Oe3MeKy iHdopMarrii.

VY pasi, sxkmo #Ha [IEOM ompansoByeThCS TaeMHa KOMEpIIiiHa iHpOpMAIIis,
0e3yMOBHO, MalOTh OyTH BUKOHAHI BCi BAMOTH BIANOBIJHUX 1HCTPYKLIH 3 opraHizauii
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MIepemyCcKHOTO pexunmMy, 3axucty Bin [IEMBH, nporunoxexHoi Oe3meku Tomo. Yci
KOpHUCTYBayi IOBMHHI MaTH BIIIOBIHY KaTEropito JOMyCKY.

Bumoaeu 0o obuucniosanvroi cucmemu il opeanizayii pobim

Crig po3ymity, 1io:

- Ko iHpOpMalil0 He 3amm@pPOBaHO, TO BOHA € 3axWINCHa Bif
HECaHKI[IOHOBAHOTO TMeEperBsIIaHHsad W MOAuQiKyBaHHS JWIIE B TOMY pasi, SKIIO
3aBaHT@XEHI 3aco0M 3axucTy (IpaiiBepu, SKi pPeali30BYIOTh PO3MEKOBYBAHHS
JocTymy);

- skmo  iHdopmario  3amuppoBaHO, TO BOHA  3aXWIICHA  Bif
HECaHKIIIOHOBAHOT'O TeperysiiaHHs B Oyb-IKOMY pasi, HaBiTh, KO 3aCO0U 3aXUCTY
W He 3aBaHTaXCHi, alie¢ Bil HECAHKIIIOHOBAHOTO MOAW(DIKyBaHHSI BOHA 3HOBY XK
3axHIICHA JIUIIE B TOMY pa3i, SIKIIO 33/isTHO 3aCO0U 3aXUCTY.

MosknuBicTh HocTyy a0 iH(opMarii mo3a 3aco0aMu 3aX¥CTy PO3TIIAIAETHCS
SIK BigdykeHHs iH(opMarii Bix 3aco0iB 3axucty. HallOUIbIIT 09eBHIHUM MPUKIAIOM
BiZIUY>KE€HHs € BUKpaJaHHs HOCIIB 1 HACTYITHUH A0CTYI /10 HUX Yy cepenoBuuli OC 6e3
3ac00iB 3aXHCTY.

B OC Windows 95/98 icHyl0Th Taki MOXIIMBOCTI NEepepHBaHHs CTaHIAPTHOI
mociioBHOCTI 3aBaHTaxkeHHs OC 1 OMHHAHHS 3aC00IB 3aXUCTY:

— 3aBaHTakeHHs 3 uckeTn a00 CD-ROM 6e3 3aco0iB 3axucCTy;

- MOKPOKOBE 3aBAHTA)KCHHS 3 BIIMOBJICHHSM BiJl 3aBaHTAXXCHHS 3ac00iB
3aXHCTY;

- gacTkoBe 3aBaHTaxkeHHS OC (y pexumi MS-DOS abo emymsmii MS-
DOS).

Jlnst moTpuMaHHS BCTAHOBJICHHUX TPABHJI JOCTYITY IO iH(pOpMAIIil CITiJ BXKUTH
3axO0/iB, SKI rapaHTyBanu 0 Oe3yMOBHE J10Jy4eHHs 3ac00iB 3axucty a0 podortu. K33
CcaMOCTIHHO (3a 3roaW aaMiHICTpaTopa) B)KHBa€ IMEBHUX 3aXOiB 3 METOIO
3amobiranus 3aBanTaxkeHHio OC 6e3 3ac00iB 3axucTy (pe3UIEHTHY YacTUHY 3ac00iB
3aXHUCTy CTaHOBIATH JApalBepH peajbHOro I 3axXHIIEHOro pexuMmiB. Ilpu npomy
000B’5sI3K0BO Ma€ OyTH 3aBaHTAXEHUH pailBep PealbHOTO PEXKUMY):

- Jo daitnta CONFIG.SYS B mporieci IHCTASIil 3aHOCHTHCS OIKC
JpaiiBepa peanbHoro pexumy. Ha gaiin BcranoBmoerscst arpudyr OC “nume s
YUTaHHA , a B Tporeci poboTu goctym 3a 3amucoMm no ¢aiima CONFIG.SYS
3a0JIOKOBYETHCS 3aCO0aMU 3aXUCTY ISl BCIX, OKPIM TOJIOBHOTO ajmiHicTpaTopa. Lle
JI03BOJISIE TapaHTyBaTH, 10 3 AaHOro (aiina He Oyae BHIYYEHO DPSIOK 3 OMHUCOM
JipaiiBepa peaJbHOTO PEeKUMY.

- Ho daitna MSDOS.SYS B mnpoueci iHcTaysiii 3aHOCHTBCS PSIOK
BootKeys = YES, mo no3Bossie 3amo0irtd MO>KJIHMBOCTI TIOKPOKOBOTO 3aBaHTaKEHHS
OC Ta BigmoBneHHst Bix onpausoByBaHHs (aitia CONFIG.SYS nuisixom BuOOpY
BiINOBiTHOrO BapiaHTa 3aBaHTakeHHs OC. Ha ¢aitn MSDOS.SYS rtakox
BCTaHOBIIOETHCS aTpuOyT OC “nure s YUTaHHsA, a B TIPOIeci poOOTH JOCTYI 3a
3amrcoM 10 aitma MSDOS.SYS 3a0510k0By€eThCS 3ac00aMK 3aXHUCTY VISl BCiX, OKPIM
TOJIOBHOTO aaMiHicTparopa. Lle rapanTis Toro, mo 3 ¢aiina He Oyae BITyYCHO PSIOK
BootKeys = 0.
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- HonatkoBo, abum  3amo0irTH  MOXJIMBOCTI  BHOOpPY  BapiaHTa
3aBaHTaXeHHs, mnporpamMamu [I3[1 ONOKYETbCS MOXIJIMBICTh  BUKOPHCTAHHS
KJIaBiaTypH JI0 3aBaHTa)XCHHS JpaliBepa peaJbHOr0 PEKUMY.

- OkpiM TOro, abwm 3amo0IrTd MOMJIMBOCTI BHOOpPY  BapiaHTa
3aBaHTA)XEHHs B pa3l aBapiiHOIro 3aBEpILIEHHS MOMNEPEIHbOI CPOOH 3aBaHTAKEHHS
OC, 3a imimianizanii KC3 (BJ]) BukonyeThest penaryBanss ¢aiina [0.SYS. V nanomy
¢daiimi pagox “\WNBOOTNG.STS” 3amintoetscst Ha psinok “\“NBOOT-NG.STS”.
Opurinan 360epiraetsest B ¢aitmi C:\-iIFLY-i\ IO.BNS. V pa3i, skmo 0yi10 BUKOHAHO
nepeiacrasinito OC, maHy onepartiro CiiJl TOBTOPHUTH.

- Abu 3amobirtu MosuBocTi 3aBantakeHHss OC 3 auckern abo CD-
ROM, mnporpamamu II3I1 OnokyeTbcss MOXIIMBICTH UYUTAHHS/3AIMCY IHUCKET JIO
3aBaHTAKEHHS JIpaiiBepa peabHOTro pexxuMy i 3aBanTaxkeHHs 3 CD-ROM.

- Iepe3aBantaxenus B pexxumi emysusiiii MS-DOS no3BosieHo Juiie st
TOJIOBHOTO aaMiHicTpaTopa. s iHIINX KOPHCTYBadiB CIIPO0a BXOIKEHHS B PEKIM
emyssiii MS-DOS (3 Bukopuctanusm myHKTy “Tlepe3aBanTaskeHHS B pexumi MS
DOS” wmento “3aBepmieHHss pobotn Windows”) 3aBepIIyeTbCsi IPUMYCOBUM
nepesaBaHTaxeHHAIM  OC.  OCKUIBKM ~ BHKOPHCTaHHS  JaHOI  MOJJIMBOCTI
3a0JIOKOBYETBCS, TO 3a3HAUYEHMH ITyHKT MEHIO INPHUXOBYETHCS BiJi KOPUCTYBadiB
nusixoM 3aHeceHHs a0 kiroya peectpy HKEY CURENT USER\SOFTWARE\
Microsoft\Windows\CurrentVersion\Policies\WinOldApp 3uauenns Disabled = 1.
OxpiMm TOro, 10 HOr0 CaMoOro KJro4ya BCTaHOBIIOEThCs 3HadeHHss NoRealMode =
YES, sixe momermnrye aaMiHiCTpaTOpOBi MOXKIIMBICT 32 HEOOXITHOCTI 3a0JIOKOBYBaTH
B HACTYNHHUH 3aIyCK 3acTocyBaHb (poc. ‘“npunoowcenuii”) MS-DOS muisixom
ycranoineHHs 3HaueHHs: NoRealMode = 1.

- Ipu pobotri B MS-DOS ngpaiiBep pealbHOro peKuMy 3a0J0KOBYE
noctymn 1m0 (GaiiiB, pO3MIMICHAX B 3aXMIICHUX KaTajorax, sKI0 KOPHUCTyBad HE €
TOJIOBHUM aJqMiHiCTpaTOp abo0 [UII HBOTO HE BCTAHOBICHO PEXHUM "M’ SIKOro"
pearyBanHs Ha cripoou HC/I.

VYCTaHOBNICHHSI alapaTHOrO 3aXWCTy BiJl HECAHKIIOHOBAHOTO 3aBAaHTA)KCHHS
(IT3I1) mo3Bomsie 3abmokxoByBath 3aBaHTakeHHA OC 3 mmckern abo CD-ROM i
rapaHTyBaTd, L0 B MNpuHUMOI ojepxkarn poctyn go IIEOM moxe mume
ABTOPHM30BaHUII KOPUCTYBAY.

Jlnst BuKITtoueHHs: MokuBocTi 3aBaHTakeHHss OC 3 gucketn a6o CD-ROM, y
pasi Buxomy I13I1 3 mamy, ciim BXKUATH JOJaTKOBHX OpraHi3amifHUX Ta TEXHIYHUX
3ax0fiB. Y SIKOCTi ocTaHHIX pekoMmeHayeThes: BcraHoBuTH B SETUP BIOS mapons Ha
noctyn 1o SETUP; ycranoButr B SETUP nocminoBHicTh 3aBanTakeHHs C:, A:.

SIKIIo e BU3HAHO HEIOCTAaTHIM, TO MOXKHA 3JIMIINTH B CHCTEMI JIMILIE OJIUH
HXM/] i nosxoMm BIANOBIAHOTO MiNIMKHEHHS 1O KOHTpoJiepa 3poOuUTH HOTo
IMUCKOBOZIOM A:.

Oobmexennst poctyny g0 SETUP BIOS no3Bomsie TakoX yHUKHYTH
MOXIHMBOCTI BiTydaHHs mporpam I3[ misxom ycTaHOBICHHS MEBHHUX MapaMeETpiB
SETUP (Bikna mam’sti II3[1, namanoi mis mnat ISA), sk HasBHI B Oararbox
KOMIT IOTEpPax.
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Hebe3neky mist oMmrHAHHS 3ac001B 3aXUCTY SIBILIE TaKOXK KoH(pirypamnis [IEOM
3 MOXJIMBICTIO BUOOpY BapianTa 3aBaHTaxkeHHs (MultiBoot), sikuii icHye, siKIIO Ha
I[TEOM ycranosineno aexineka OC. ¥V Takiii cuTyallii HEMOXXJIMBO I'apaHTyBaTH, IO
ITEOM He BmacThCs 3aBaHTAKUTH 0e3 3ac00iB 3aXUCTY.

YcraHOBIIGHHS anapaTHOro 3aXUCTY BiJl HECAHKL[IOHOBAHOT'O 3aBaHTAKEHHS HE
JI03BOJIUTH CKOPUCTATHCS MOKIIMBICTIO BUOOPY BapiaHTa 3aBaHTa)KEHHS, OCKIJIBKH Ha
yac 3aBaHTaKeHHS 3a0J0KoBYeThcs kiaBiarypa ITEOM 1 moctymHuMm Oyne e
NIepIIUi BapiaHT 3aBaHTAKEHHS.

Poboma KC3 6e3 131 npunyckacmuvcsa nuuwie Ha emani HAIAumosy8anHs abo
npu 8iOHO6M08AHHKI nicas asapii (Hanpukaao euxodi 11311 3 nady) i posensdaemuvcs sk
nozawmamua cumyayis. Ockineku 3a eiocymuocmi 11311 ichye tmosipuicmo
3asanmadicennss OC 0e3 3acobie 3axucmy, mo ONpayro8aHus Kpumuunoi ingopmayii
3a eiocymuocmi 11311 ¢ nenpunycmumum.

Heo0xigHO po3yMiTH TakoX, IO iICHYE MOJMJIMBICTH CTBOPIOBAHHS IPOTpPaM,
KOTpi JIO3BOJIATUMYTH 3100yBaTH AOCTYN A0 iH(pOpMAIlil OMUHAIOYH MEXaHi3MH
KOHTPOJIIO, PeaJli30BaHIMH 3aC00aMH 3aXHCTY.

Haii0inpin THMOBMIT TpUKIAaN — NPOTpaMH, sKi Oe3MocepeqHbO YHTAIOTh
iHpopmalito 3 JAMCKa 3  BUKOPHUCTAHHSM  HH3KOpIBHEBUX  iHTepQeiiciB
BBe/ICHHS/BUBeIeHHs] oMuHatoun (daitnoBy cuctemy OC. Taki aii He BiICTEXYIOThCS
K33, ockinbku 3aXuiyBaHUMU 00’ €KTaMH TSl HBOTO € (haliiii Ta KaTaJIOTH.

VY 3B’A3Ky 3 MM, PEKOMEHAYEThCS BHUKOPUCTOBYBATH IUIsi POOOTH JIHIIE
mepeBipere [13, ske mis moctymy mo iHpoOpMarii BHKOPHUCTOBYE CTaHIApTHI
inTepdetricn OC i He MICTUTh NMPUXOBAHUX MOMJIMBOCTEH 1 3aKJIaOK, a TaKOX
3agiroBatu ¢yHKIIT K33 3 KoHTpOIIO LTicHOCTI npukiIagaoro I13.

OxkpiM TOr0, PEKOMEHIYETHCS TaKOXK 3a0e3MedyBaTH SKOMOTa OLIBIIY CTalliCTh
MIPOrPaMHOTO CepPEeIOBHIIA, OCKUIBKHU iHCTaIsAIIs HOBOrO [13, a THM maye HOBOI Bepcii
OC, wmaibke 3aBXIM CIPUYMHIOE HEOOXIAHICTH IEpeHaNalITOBYBaHHS 3aco0iB
3aXUCTy, WO 3a3BUYai CYNpPOBAKYETbCs KOH(pIikTamMu ¥ mommiakamu. He
peKoMeHay€eThCs BecTd Ha 3axuiieHiit [IEOM po3pobky nosoro I13.

[Ile omHUM acIeKTOM, BiJl SIKOTO 3aJEXHUTh (PYHKI[IOHYBaHHS 3aCO0IB 3aXHCTY,
a oTXKe ¥ KOH(IAeHIIHHICTh, MUTICHICTh Ta TOCTYIHICTh iH(OpMAIIii, € IiTiCHICTh 6a3
nanux K33. K33 (APM aaMinicTpaTopa) caM KOHTPOJIOE LiicHicTs cBoix BJI, onHak
y NeBHUX CHUTYalisX, HAPHUKIAA 3a 3001B nuckoBoi migcucremu, bJ1 (ta i I13) K33
MOXYTh OyTH TOmpocty 3aryOieHi. €auHMM CIOCOOOM  BiIHOBIIOBAHHS
npanesnarHocti K33 y nopiOHili cuTyanii € #oro nepeiHCTamsnist W HacTyIHe
BimHOBIOBaHHS B/l 3 pe3epBHOi Komii.

[IpupoaHo, 1O MOMEpPenHBO pe3epBHA KOIMist Mae OyTd cTBOpeHa. APM
aJMiHICTpaTopa 3IICHIOE (PYHKIIIT, SIKi IIOJIETTITYIOTh CTBOpEHHs pe3epBHOi komil B/I.
ITopsimox pesepBHoro komitoBanHs bJ] K33 wmae Oytu Bu3HaueHuit oco0oro,
BiJINIOBIaJIbHOIO 32 TOTPUMAHHS MOJITHKH Oe3meKu iHpopMariii.
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BanumaHHs dns camonepesipku

1. Crpykrypa K33, peanizoBanoro B crannapTHiii onepauiiziii cucremi (OC)
MS WINDOWS 95/98.

2. IlpaBuia po3MexyBaHHS JOCTYIy IIpH poOOTi Ha creliani3oBaHOMY
pobodoMy wMiclli 3 OOMEKEHHM KOJOM KOPHCTYBadiB, HAIUICHUX pI3HUMH
MIOBHOBA)XKEHHSIMHU 3 JOCTYITY 10 PECYPCIB.

3.3 90ro ciix po3nOYHHATH BXOKSHHS 0 CUCTEMU?

4. SIxwii icHye mopsiIok 3aBanTaxkeHHs OC JeraqsHIM KOPUCTyBadeM?

5. Sxi 3acobum # Meroau BHUKOPUCTOBYIOTbcs B K33 miust 3amobGiraHHs
HECaHKIIOHOBAHOMY 3aBaHTaKCHHIO?

6. I1lo BinOyBaeThCs 3a CIIPOOH HECAHKITIOHOBAHOTO 3aBaHTAKEHHS?

7. Slki oOMeXeHHs HaKIaJaloThCs Ha TEPMIH YHMHHOCTI IOBHOBa)XCHb
KopHcTyBaya?

8. [TosicHiTh TpUHIMTIN TIepeBipsHHS miTicHocTi 13 K33.

9. Sk 31iHCHUTH 3MIHEHHS ITapoJIsi KOpUCTyBaya?

10. Ski icHyrOTh IpaBMIIa BUOOPY 1 30epiraHus mapois?

11. IpaBa goctymy KOpHCTyBaya J0 3aXHIIyBaHUX KaTaJIOTiB.

12. SIki icHy10Th OOMEXEHHsI IPU POOOTI i3 3aXHUITyBaHUMH KaTanoramu?

13. Sxi € mpaBwima i oOMexeHHS Tpu poOOTI 31 3MIHHUMH HOCISMH i
BUBEJICHHSIM Ha JPYKyBaHHs?

14. 3a sIKMX yMOB KOPHCTYBaueBi 3a00pOHEHO 3aITyCKaT CTOPOHHI IPOrpaMu?

15. V saxuit crmoci® cimi BUKOHYBAaTH 3a0JIOKOBYBaHHS 1 PO30JIOKOBYBaHHS
inHTepdeHCHUX MPUCTPOIB KOMIT ToTepa?

16. Yomy 3a00pOHSETHCS BUMUKATH JKUBJICHHS KOMIT FOTEepa MpH 3a0JI0KOBaHIi
KJaBiaTypi?

17. Slkuit icHy€e OPSAIOK KOPEKTHOTO 3aBEepILECHHS podoTn?
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1.2 CucTemMun aHTUBIPYCHOIO 3aX1CTy

1.2.1 3aranbHi NONOXEHHSA Ta 03HaYeHHs

Komm’rorepanii “Bipyc” — Iie mporpama, 3aTHa CTBOPIOBATH BJIACHI KOIIii,
HEOoOOB’sI3KOBO 30KHI 3 OpUriHAJIOM, Ta BIPOBADKYBAaTH iX y (aiinm, cucremHi
o0yacTi KOMI't0Tepa, KOMIT IOTEPHUX MEPeXkK, a TaKOK YMHHUTH iHII JeCTPYKTHBHI
nii. Tlpu oMy Komii 30epiratoTh 3JaTHICTD MOAAJBIIOTO PO3MOBCIOKEHHS. Takuit
MapasuTYIOUYMid TMPOTPAMHHNA KOJ 3YMOBJIOE BHKOHAHHS HECAHKI[IOHOBAHUX
KOMaH/I/IporpaM Ha ypa)keHOMY KOMIT I0Tepi. Bipyc pO3MOBCIOKYEThCS Y BHIIISAI
nporpam, ¢aitiB Ta MakpociB. Bin BrumBae Ha uiiicHicTs iH(opMalii, mporpamte
3a0e3neucHHs Ta/ab0 PeKUM poOOTH OOUMCITIOBAIBHOT TEXHIKH, III0 MOXKE PU3BECTH
JI0 BiIMOBHM KOMIT IOTEpa, BUKOHAHHA HUM [ili, MPUXOBaHWX BiJ KOpPHCTyBada, i
BIJIMIOBIZIHO, O TMOPYIIYBaHHS IUIICHOCTI Ta JOCTYMHOCTI iH(popmamii abo i
BHTIKaHHSL.

B o6uacti Bipycosorii 3acTOCOBYIOTh HAaBEICHI HIKYE TEPMiHH.

3axumwcT mpoTrpaMHHUX 3aco0iB — opraHizaimiifHi, IpaBoBi,
TEXHIYHI Ta TEXHOJOIiYHI 3aco0HM, CIpPSMOBaHI Ha IOMEPEKECHHS MOMIIUBHX
HECaHKIIOHOBAHUX Jiii 1O BIJHOIIEHHIO J0 MNPOrpaMHUX 3aco0iB Ta YCYHEHHS
HACHiJIKIB X AiH.

“MMpodinmarkTuka’ — cUCTeMaTH4Hi il EKCIUTyaTaI[IHHOTO MEPCOHAITY,
MeTa SKHX — BHSBISITH Ta YCyBaTH HECHPHUSTINMBI 3MIiHH Y BJIACTHBOCTIX Ta
XapaKTePUCTHKaX BUKOPHUCTOBYBAHHWX IPOTPAMHUX 3ac00iB, 30KpeMa IepeBipsATH
eKCILTyaToBaHi, 30epexyBaHi I HOBI OTpMMYBaHI NPOrpaMHi 3aco0M Ha HasBHICTh
KOMIT FOTEPHUX BipYyCiB.

PeBi3is — mepeBipsHHA HOBUX OTPUMAaHHX MpPOTpaM CIIEIiaJbHUMU
3ac00aMy, SIKe NPOBOJMTHCA ILUIIXOM IXHBOTO 3allyCKaHHS Yy KOHTPOJIbOBAHOMY
CepEIOBUIIII.

“BakKUUHYBaHHS — ONpauboByBaHH: (aiiiliB, TUCKIB, KaTaJIOTB, L0
MIPOBOJINTHCS 13 3aCTOCOBYBAHHSM CHELIAIBHUX INPOTPaM, sKi CTBOPIOIOTH YMOBH,
Moai0HI O THX, IO CTBOPIOIOTHCSA TMEBHUM KOMITI IOTEPHUM BIPYCOM, 1 YTPYIHIOE
IIOBTOPHY HOTO MOSIBY.

HecanknioHOBaHMH AOCTYN [0 NPOrpaMHHUX 3aC00IB — JOCTYII
Io Tporpam, 3ammcanux y nam’sti [IEOM abo Ha MammHHOMY HOCIi, a TaKOX JI0
BiZIOOpaXXEHHX JJaHUX Y JOKYMEHTALI] Ha LI IPOrpaMu, 31HCHEHHUH 3 TIOPYIIyBaHHIM
BCTaHOBJICHUX MTPABHUIL.

Hai#6inpil KpUTUYHUM JI0 BIUIMBY BIPYCiB YMHHMKOM € IIpale3/1aTHICTb
aBTOMATH30BaHUX pOOOYMX MiCIlb KOPHCTYBadiB KOMIT IOTEPHHX MeEpexX Ta
CEPBEPHOT0 KOMIUICKCY: CEpPBEpIB EICKTPOHHOI MOIITH, CepBepiB momMeHiB, DNS
cepeepiB, WINS cepsepiB, DHCP cepBepiB, a TakoxX cepBepiB 3a0e3redyBaHHS
0€e3IeKH JaHuX.

MOBipHEMH BipYCHHMH 3arpo3aMH MpALE3JaTHOCTI aBTOMATH30BAHOIO
po00YOro MicIsi MOXYTh OYTH:
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- VIOIKOJUKCHHS ~ KOMIT'IOTEPHHM  BipycoM  (aiflioBoi  CTpyKTypH
omepamiiHoOi ~ CHCTEeMH  Ta  MPUKIAIHOTO  IPOrpaMHOro  3abe3nedeHHs
ABTOMAaTH30BaHOIO POOOYOro Miclsl, HANPHKIAJ YIIKOMKEHHS QainiB Microsoft
Office;

- YILIKO/PKEHHS JIOKAJILHOT CUCTEMU POOOTH 3 EJIEKTPOHHOIO MOLITOI abo
HECaHKI[I0HOBaHe 11 BUKOPHCTAHHS;

- 3HUIIEHHS JaHWX B EHEproHe3ayiexkHi mam sti komm’rotepa (Flash
BIOS, CMOS), 1o Moske Npu3BECTH 10 BIIMOBH POOOTH KOMIT IOTEpa.

3arpo3amu Ipare3gaTHOCTI CEPBEPHOTO KOMILIEKCY MEpPEX MOXKYTh OyTH:

- VIIKO/DKEHHS ~ KOMI'IOTEpHHM  BipycoM  (aiiJloBOi  CTPYKTypu
oIepariiHOi CHCTEMH, MPHUKJIIAJHOTO Ta CEPBICHOTO TPOTrPaMHOTO 3a0e31eUEeHHS;

- MOPYITyBaHHS KOMIT FOTEPHUM BipycOM IIITICHOCTI Ta JOCTYIHOCTI
iHdopMallii, sika 30epiraeTbes Ta ONpaLbOBYETHCS HA CEPBEPax;

- HECAaHKI[IOHOBaHE BUTIKaHHS iHPOpPMAIIT 3 KOMIT FOTEPHOT MEpexi;

- MePEHaBaHTAXKEHHS KOMIT' IoTepa abo 3a0JIOKyBaHHS OOUYMCITIOBAIBHUX
pecypciB, CIpUYMHIOBaHI JIiSIMA KOMIT IOTEPHOTO BipycCy.

IIpuunHOIO 3apaxeHHs 00 €KTIB KOMIT IOTEPHHUX MEPEXK BipycaMH MOXKYTh
OyTH Taki JpKepena:

— MepeHOCHI HOCii iH(pOopMaLii: AUCKETH, KOMITAKT-TUCKH TOIIO;

- IaTepueT, 3a momomororo WEB-CTOpiHOK, €1eKTPOHHOI IOIITH, BIJILHO
PO3IOBCIO/IKYBAHOI'O TIPOIPAMHOTO 3a0e3MeUEeHHS;

- Ccy0’€KTH KOMIT'IOTEpHOI Mepexi: KOpHCTyBadi, aaMiHICTpaTopH,
PO3POOHUKH NPOrPaMHOTO 3a0€3Me eHHSI.

IIpakTrka CBiUNTH, IO KOMIT IOTEPHI BIpyCH HAHOCATH 3HAYHUX (DiIHAHCOBUX
30uTKiB. [l TPOTUCTOSIHHS 3arpo3aM 3apaXeHHs B Taly3i TeJIeKOMYHIKarlii
CTBOPIOIOTH CHCTEMH aHTUBIPYCHOTO 3aXHUCTY.

Mera CTBOpEHHSI CHCTEMH AHTUBIPYCHOTO 3aXHUCTy — 3a0€3MEUCHHS 3aXHCTY
pobounx craHUiii Ta CcepBepiB JIOKAJbHUX OOYHMCIIOBAIBHMX MEPEX  BiJ
JNECTPYKTUBHOTO BIUIMBY KOMIT IOTEPHUX BIpyCiB 3a MiHIMATbHUX BHUIATKIB Ha
aIMIHICTPYBaHHS, pECypcH OOYMCIIIOBAIILHOT TEXHIKM Ta TelleKOMyHiKaliiiHe
YCTaTKyBaHHSL.

Cucrema aHTHBIPYCHOTO 3aXHCTy Ma€ TapaHTyBaTH JIOCTAaTHId piBeHb
3aXHINEHOCTI Bil KOMITIOTCPHHX BIpyCiB, HEOOXiTHHMH s 3a0e3ledyBaHHS
LITICHOCTI, JOCTYITHOCTI Ta CHOCTEPESIKYBAHOCTI ONPaIbOBYBaHOI B iH(OpMAIIiiHO-
oOuncmoBanbHIH ~ Mepexi  iHopmauii, morpiOHOI  auA  3a0e3rnedyBaHHS
KUTTETISITBHOCTI Tamy3i.

CucTeMa aHTHBIPYCHOTO 3aXUCTy MPU3HAYEHA I OpraHi3allii Ta MpOBEeICHHS
00CTe)XKyBaHHsI, BUSIBISIHHS I YCYBaHHS KOMIT'IOTEPHHUX BIPYCIB y MPOTPaMHUX
3aco0ax Ta IXHiX KOMIIOHEHTaX CHJIaMH CIY»KOW 3axucTy iHdopmarlii Ha TOJIOBHUX
eramax >KUTTEBOTO IMKIY IIporpaM: NpHIOaHHS Ta 37a4yl JI0 eKcIulyaraii,
apXiByBaHHs Ta BJAaCHE TEXHIYHOI eKCIUTyaralii OOYMCIIOBAIBHUX MEPEK.
KomruiekcHa crcreMa aHTUBIPYCHOT'O 3aXHCTY BUKOPHCTOBYETHCS CIIY)KOOI0 3aXUCTY
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iHpopmanii s 3abesmedyBaHHA  iHGQopMamiiHOI Oe3lMeKkd B CETMEHTax
KOpIIOpaTHBHOT Mepexi mepeaaBaHHs iH(OpMaIlii, JOKaJIbHUX OOYMCITIOBATBHUX
Meperkax, aBTOMaTH30BaHuX pobounx micusx (APM).

1.2.2 OyHKUiT CMCTEMM aHTUBIPYCHOMO 3aXMUCTYy Ha CTagil 30aBaHHS
nporpam Ao ekcnnyaTtauii

Ha cragii npumbanHs Ta 37a4i A0 CKCIUTyaTallii HOBOTO MPOTPaMHOIO
3a0e3NeueHHs] CHCTeMa aHTHBIPYCHOTO 3axHCTy Mae 3a0e3ledyBaTH cleliaibHe
OIIpallbOBYBAHHS MPOrPAMHOI0 3a0€3NEUYEHHS 3 METOI0 BHUSBICHHS KOMII IOTEPHUX
BIpYCIB, @ TAKOXK yCyHEHHs HACJiJKiB, CIIPUYMHEHUX MOXKJIMBUMH BIUIMBAaMHU BipycCiB
HA omepamiiiHi CHCTeMH, CHCTEeMHI (aiiii Ta (aiiiin KOPUCTYBaviB 3 MporpaMaMu Ta
JTAHUMH, TTOYATKOBI CEKTOPH MArHITHUX JHUCKIB, TAOJHUII PO3MIIIEHHS (aiiiIiB TOMIO.

Ha uiit cramii 3a0e3meuyyeThCss BUKOHAHHS BHMOT IIOJO BHUIPOOYBaHb
MIPOTPAMHOTO 3a0e3IICUCHHS Ha HAsIBHICTE BIPYCiB, Y TOMY YHCII J0:

- CKJIa/ly 3aXOJIiB 3 MiATOTOBKY Ta IIPOBECHHS BUIIPOOYBaHb;

- CKJIQy, CTPYKTYpH Ta IpHU3HAYCHHS OCHOBHUX YacTHH IPOrpaMHO-
arapaTHOTO CTeHJA, KU 3a0e3nedye PoBeACHHs BUIIPOOYBaHb;

- 00HpaHHs Ta BUKOPHCTAHHS METO/IIB ITPOBEJCHHS BUIIPOOYBaHb;

- TECTOBHUX aHTHBIPYCHHX IPOrpaM, SKi BHABISIOTH Ta 3HHUILYIOTh BIpYCH;

- CKJIaJy Ta 3MICTY JOKyMeHTalii, KoTpa (ikcye MOpsIOK MPOBEICHHS
BUIIPOOYBaHb Ta IXHI Pe3yJIbTaTH.

BunpoOyBaHHs mporpaMHoOro 3a0e3ledeHHs Ha HasBHICTb KOMIT IOTEPHUX
BIpyCiB NpPOBOIATH Ha CHELiaIbHO YCTaTKOBAHOMY IPOrpaMHO-alapaTHOMY
BHIIPOOYBAILHOMY CTEHJi, B CKJIaJi SIKOTO MAalOTh OyTH HEOOXimHI TEeXHIUHI Ta
porpamHi 3aco0u, y TOMY YHCIIi aHTHBIPYCHI IPOTpaMu.

Cnyx0a 3axmcry iH(popMamii, sSKa MPOBOJUTH IEPEBIPSIHHSA MPOTPAMHOTO
3a0e3neueHHsT Ha HAasBHICTH BIpYCiB, BU3HAa4ae MeTy Ta o0OCSr BHUIPOOyBaHb,
HiATPUMY€E BUIPOOYBAIBHUHA CTEHJ y Ipale3laTHOMY CTaHi i Ma€ He IPHITyCKaTH
NPOHHUKHEHHS BIpYCiB 0 IIPOTpaM Ta JaHUX [0 [I0YATKy IPOBEICHHS BUIIPOOYBaHb.

3ax0/1 3aXHCTy MEPEBIPIOBAHOIO MPOTPAMHOI0 3a0e3CUeHHS Bijl 3apaKeHHS
BipycaMu MOXKYTh BKJIIOYATH B ceOe:

- PO3pOOKY Ta BUKOHAHHSI KOMIUIEKCY 3aX0IiB 3 MPpo(ilakTHKH, peBi3ii Ta
BaKI[HYBaHHS BUKOPUCTOBYBaHUX IPOTPaM;

— MiATOTOBKY IIOCaJOBHX 0Ci0, KOTpi BIINOBIZAIOTH 32 MPOBEICHHS
BUIIPOOYBaHb MPOrPaMHOro 3a0e3NeueHHS;

- po3poOKy Ta BHOIp croco0iB 3aCTOCOBYBAaHHS IPOTPAMHO-TEXHIYHHX
3ac00iB /7151 BUSBJIICHHS BipyCiB Y IporpaMHOMY 3a0€3MeueHHi;

— B3a€EMOJIII0 MIPO3/IUTIB, SKi 3aMOBJISIFOTH BHIIPOOYBaHHS, 31 CIYXO00F0
3axucTy iH(popMaLii Ipu MPOBEACHHI BUIPOOYBaHb MTPOTPAMHOTO 3a0€3IICUCHHS;

- KOHTPOJIb 32 TIPOBE/ICHHSM BUIIPOOYBaHb MPOrPaMHOro 3a0e3eueHHS;

- OLIIHIOBAaHHS €()EeKTUBHOCTI 3aCTOCOBYBaHHUX aHTUBIPYCHHX 3aC00iB;
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- BIOCKOHAJFOBAaHHS ~CHCTEMH 3axOMdiB 13 3aXHCTy MNPOrPamMHOro
3a0e3neueH sl BiX BIpYCIB Ha TIJACTaBl CydyacHUX JOCSATHEHb iH(opmariitHol
TEXHOJIOTT;

— BCTaHOBJICHHSI aIMiHICTPATUBHOI BiAMOBIJAIBHOCTI MOCAIOBUX OCIO 3a
BHUKOHAHHS BUMOT II0JI0 3aXUCTy HPOrPaMHOro 3a0e3MeueHHs Bill BipyCiB;

— MpU3HAYCHHS BiAMOBINANBHUX IIOCAJOBAX OCI0 Ta BH3HAYEHHS IXHIX
MMOBHOB&)KEHb, CTOCOBHHX OpraHizaiii Ta TPOBEICHHS 3aXOMdiB 13 3aXHCTy
IIpOrpaMHOro 3a0e31eYeHHs! Bijl BipyciB.

Cnyx0a 3axucTy iHpOpMaIii Mae 3a0e3lmedyBaTH BeCh IPOLEC IEePEBipsSHHS
HEOOX1THUMH OOYMCIIOBAJIbHUMH TEXHIYHHUMH Ta MPOTPAMHUMHU 3ac00aMH, a TaKOX
MPHU3HAYATH CIICI[IaJIbHO HABYCHUX CHIBPOOITHHUKIB JUIs IPOBEJCHHS BUIIPOOYBAHHS.
Crnyx0a 3axucty iH(pOpMaIlii Mpu3Havae MOCTIMHOTO MPEICTaBHUKA, KU OTPUMYE
[EBHI TTOBHOBAKCHHS 1 HECE MOCTIHHY BiANOBIAAIbHICTh 33 BUKOHAHHS BHMOT IIHUX
peKOMeHaItii.

Jlo ckimagy TeXHIYHHX 3ac00iB BUITPOOYBATLHOTO CTEH/Ia MAIOTh BXOWUTH:

- cymicHi [TEOM;

— HEOOXiIHI eJIEMCHTH TEIEKOMYHIKAIITHAX MEpeiK;

- KaHaJu 3B’ SI3KY.

Konkpernuii HaOip TeXHIYHHX KOMIIOHCHTIB Mae OyTH Takum, abu Oymu
3a0e3meyeHi yYMOBH BiATBOPEHHS BCiX HEOOXiAHMX 30BHIIIHIX BILIMBIB Ha IpOrpamMHe
3abe3neyueH sl B IpolLeci NPOBEIeHHsT BUIIPoOyBaHb. [lo ckiaqy BHIPOOYBaJbHOTO
KOMILIEKCY MOXYTh BXOJUTH Bi/IITOBITHI armapaTHi aHTHBIPYCHI 3aCO0H:

- KOMIT I0TepH crneuianbHOT KOHCTPYKIIII, 3aBIIKU SIKUM
HECaHKIIIOHOBaHUH JOCTYI JIO JAaHMX Ta 3apakeHHs (ailiiB Bipycamu Moxke OyTH
CYTTEBO yTPYIHCHUM;

- CrelialibHi IJIaTH, SIKI IPHEAHYIOThCS 10 oaHOoro 3 po3HiMiB [TEOM i
BHKOHYIOTH Ti 4H 1HII QYHKIIT 3aXUCTy iH(OpMAIIii;

- €JICKTPOHHI 0aratoyHKIIIOHAIBHI KITI0Ui 3aXUCTy iHPOpMaIIii.

Ckman ta  QyHKI[IOHATbHE  TpPH3HAUEHHS  MPOTPAMHUX  3ac00iB
BUIPOOYBAJIbHOTO L[EHTPY BHU3HAYAIOTHCS CHUCTEMOIO 3aXMCTY, SKa 3aCTOCOBYETHCS
IIpHU TIPOBEICHHI BUMPOOYBaHb IPOTPaMHOTO 3a0e3IeYeHHsT Ha HAsBHICTH BIpYCiB.
IIporpamHi 3acobm, KOTpi BXOAATH O CKIaAy BUIPOOYBAILHOTO CTEHAA, MOBUHHI
3abe3neuyBaTH:

- peryisipHe BeICHHS apXiBiB 3MiHIOBaHUX (ailiiB;

- KOHTPOJIbHE TICPEBIPSHHS BIAMOBIMHOCTI MOBXMHM Ta 3HAYCHHS
KOHTPOJILHUX CYM, 3a3HaYCHUX B CepTH(IKaTi Ta OTPUMAHUX IIPOTpaMax;

- CHUCTeMaTHYHe OOHYJIIHHS MEPIIUX TPhOX OAlTIB CEKTOpa MOYaTKOBOTO
3aBaHTA)XEHHsS Ha OTPUMaHUX HECUCTEMHHUX JIUCKETaX;

- IHINI BHOM KOHTPOJNIO IUTICHOCTI TporpaM Teped 3YUTYBaHHIM 3
JIMCKETH;

- MepeBIpsIHHSA MPOrpaM Ha HAasBHICTb BIJIOMHUX BHJIB KOMIT FOTEPHHX
BipyCiB;
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- BUSIBIICHHSI CIPOO HECAHKI[IOHOBAHOTO [OCTYIY JO BHIIPOOYBAIBHHX
IHCTpyMEHTAIBHHUX Ta/a00 OCHIiIPKYBaHUX POrpaM Ta JaHHX;

— BaKIUHALIi (aiiiIiB, AUCKIB, KaTAJIOTiB 3 BUKOPUCTAHHSAM PE3UICHTHUX
MPOrpaM-BaKIMH, SKi CTBOPIOIOTh TpPH (PYHKIIOHYBaHHI YMOBH JJISi BUSBICHHSI
BIpyCY IaHOTO BHIY;

- ABTOKOHTPOJIb LUTICHOCTI MPOTrpaMm Iepe iXHIM 3aITyCKaHHIM;

- BHJIy4aHHS BUSBIICHOTO BIpyCy i3 3apakKeHHX MporpamM abo JaHuX Ta
BiZIHOBJIIOBaHHSI iXHBOT'O IIEPBUHHOTO CTaHY;

IepeBipioBane mnporpamHe 3abe3rnedyeHHs Mae OyTH IMepefaHe  Juis
BUIIPOOYBaHb Ha MarHITHUX HOCIAX (IMCKETax) pa3oM 3 JOKYMEHTAIIEIO.

Ckman i TOCHITOBHICTH POOIT 3 MIATOTOBKH Ta TPOBEJACHHS BUIPOOYBaHb
porpamMHOro 3a0e3reyeHHs Ha HasBHICTh BIPYCIB y 3arajJbHOMY pa3i € TaKi:

- O3HAMOMIICHHSI 3 IOKyMEHTALII€I0 Ha POrpaMHe 3a0e3NeYCHHS;

- BUOIp METO/IB IEPEBIPSHHS HA HASIBHICTH BIpYCiB;

- BU3HA4YCHHS KOHQIrypamii nporpaMHMX Ta amapaTHHX 3aco0iB
BHIIPOOYBAILHOTO CTEH/IA;

- MiArOTOBKA MPOrpaMHO-allapaTHOr0 BUIPOOYBAJIBLHOTO CTEHIA J0
NPOBENICHHSI BUIIPOOYBaHb;

- oprasisartisi Ta MpoBeIeHHS BUMPOOYBaHb;

- oopMIIEHHS TPOTOKOITY NEPEBIPSHHS IPOTPAMHOr0 3a0€3NeUEeHHS;

- mepefaBaHHs [0 MiAPO3IUTY-3aMOBHHKA TMEpPEBIpeHUX NporpaM Ha
MAarHITHHX HOCISX (IHCKeTax);

- BCTAQHOBJICHHs NpaBwi (MOPSIKY) TapaHTiHOrO CyNpPOBOKCHHS
MePEeBiPEHUX MPOTPAMHHUX 3aCO0iIB.

[epeBipsiHHS HA HASBHICTH BIpyCiB y 3araJIbHOMY pa3i BKJIIOYaE:

- MOIIYK BipyCOMOIOHMX ()parMeHTIB KOIIB MPOTPAMHOTO 3a0€3IICUCHHS;

- MOJICJIIOBaHHSI CHUTyalliif, sKi 3a MPUIYIISHHSAM 3JaTHI CIIPUYUHHUTH
aKTHBI3aIliF0 KOMI FOTEPHUX BIpYCiB;

- aHami3  O0COONMBOCTEH  B3aEMOJil  KOMIIOHEHTIB  MPOrPaMHOTO
3a0e3MeueHHs 3 0TOUYIOYHM OINEPALliifHUM CepeIOBUILIEM;

- BiIOWTTS Pe3ybTATIB MEPEBIPSAHHAS Y BIAIOBIIHIN JOKYMEHTAII.

JokymeHrauis, KoTpa O(OPMIIOETbCS TMpH MIATOTOBII Ta MPOBEACHHI
BHIPOOYBaHbh MPOrPaMHOTO 3a0e3NedYeHHs] Ha HAsSBHICTh BipyCiB, Ma€ MICTUTH
BIIOMOCTI, sIKi BigOMBasud O MeTy, OOCSI, MOPSAOK MPOBEACHHS Ta PE3yJbTaTH
BunpoOyBanb. (OOOB’S3KOBUM € IOKyMeHT Buay “IIpoTokonm mepeBipsHHS
MPOrpaMHUX 3aco0iB Ha BIICYTHICTh KOMII'IOTEpHUX BipyciB”. JloKyMeHTaIist
CTOCOBHO BHUIIPOOYBaHb Ha HAasBHICTH BIpyCiB MO)ke OyTH IOJaHa Ha MarHITHUX
HOCISIX.
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1.2.3 MeToaun npoBeaeHHs BUnpobyBaHb NporpaMHmx 3acobis
Ha HasiBHICTb KOMITIOTEPHUX BipyCiB

[pu mocmimKkeHHI MPOrpaMHOro 3a0e3NedYeHHs] Ha HasBHICTb KOMII IOTEPHHX
BipyCiB BUKOPHUCTOBYIOTH JIBi OCHOBHI TPYITd METOJIB BHSBIEHHS BIpYCIB 1 3aXHCTy
Iporpam BiJi HHMX: NpOrpaMHi Ta amapatHo-Tporpamui. Jo npozpamuux memoodig
HaJIe)KaTh CKAHYBAaHHS; BUSBICHHS 3MiH; CBPHCTHYHE AaHAII3yBaHHS, PE3UICHTHA
«CTOPO’Ka»; BAKLMHYBAaHHS IPOTrPaMHOr0 3a0e3neueHHs. Anapamuo-npocpammi
Memoou 0a3yloTbcsl Ha 3IHCHEHHI OyIb-SKMX 13 3a3HAUCHMX BHILE MPOTPAMHHUX
METOJIiB 3aXHCTy Bijl BIpyCiB 3a JOMOMOTOIO CIIEUiaJbHUX TEXHIYHUX MPHUCTPOIB. Y
KOHKPETHHX JIOCHI/DKEHHSX MOXYTh OyTH BHMKOpDHCTaHi crocodbu Ta 3acobu
BHSIBJIICHHSI KOMIT IOTEPHUX BIpYCIB, sIKi pealli3oBYIOTh OJUH i3 PO3TIIHYTHX METOJIB
a0o ixHi KoMOiHarii.

Mertox ckaHyeanHs TONATAE B TOMY, IO ClieliaibHA aHTUBIpYCHA mporpama,
sIKa HA3UBA€EThCSI CKaH e p O M, TOCIIIOBHO Meperisiaae nepesipioBani daitnn B
MIOLIyKax TaK 3BaHUX “‘curHaryp” Bimomux BipyciB. [lin cuTrHaTyp o 0
PO3YMIIOTh YHIKaIbHY ITOCIIIOBHICTE OalTIB, sIKa HAIEKUTH KOHKPETHOMY BiIOMOMY
BIpYCOBI 1 He 3ycCTpivaeThcsi B iHIIMX mnporpamax. CKaHyBaHHS € HaMIIPOCTIIIUM
NPOrPaMHUAM METOAOM IOIIYKY BipyciB. AHTHBIPYCHI HPOTrpaMH-CKaHEPH MOXKYTh
rapaHTOBAaHO BUSBUTH JIMIIIEC BXKE BiJioMi BipycH, sKi Oy BUBYEHi 1 Ui SIKUX Oyia
BHU3HAYCHA CHUTHATYpYy. AHTHBIPYCHI NpPOTpaMH-CKaHEpH, SIKI MOXYTh BHIY4aTH
BHSIBJICHI BipYCH, HA3WBalOTh MoNi¢aramu. [ eheKTHBHOrO BUKOPHCTAHHS
AQHTUBIPYCHHMX IIpOrpaM, SIKi Ppeali30BYIOTb METOJ| CKaHyBaHHs, CJiJj HOCTIHHO
OHOBIIIOBATH iX, OTPUMYIOUH HalOCTaHHIII Bepcii.

Meron susignenns 3MiH TIONSTAE B TOMY, 1110 aHTHBIpYCHA NporpaMa CHOYaTKy
3armaMm’TOBY€ XapaKTEpUCTHKH BCiX OOJacTed AWcKa, SKi MOXyTh OyTH mimnaHi
HamaZoBi BIipyCiB, a TMOTIM TepioAMYHO TepeBipse iX. Skmo 3MiHH [UX
XapaKTepUCTHK OyayTh BUSBIICHI, TO TaKa IporpaMa IoBiJJOMIIsiE KOPHCTOBAYEBI, 1110,
MOXIMBO 10 KOMIT'FOTepa MOTpAuB Bipyc. MeTox BHsBIICHHS 3MiH 0a3yeTbcs Ha
BUKOPHCTaHHI ~ aHTHUBIPYCHHX IIpOTpaM-peBi3opiB, sIKi  3amam’sITOBYIOTh Yy
cnemianbHUX  (Qaimax  00pa3d  TOJOBHOTO  3aBaHTAXYBAJILHOTO  3aIlucy,
3aBaHTAXYBAILHUX CEKTOPIB JIOTIYHUX ITUCKIB, MapaMeTpH YCiX KOHTPOIHOBAHUX
¢aiinis, iHGOpMAIIiIO IIOJ0 CTPYKTYPU KAaTajoOriB Ta HOMEPH IOTaHUX KJIACTEPIiB
mucka. MOoXyTh OyTH TIepeBipeHi IHII XapaKTEpPUCTHKH KOMIT I0Tepa, oO0cCsT
BCTAHOBJICHOT ONEpaTHBHOI TaM’sTi, KIIBKICTh MIIMKHEHWX JHUCKIB Ta iXHi
rapameTpH.

IIporpamu-peBizopd TOTSHIIHHO MOXYTh BHSBIATH SKi 3aBTOIHO BipYCH,
HaBiTh paHille HEeBiJOMIi. AJle CJIiJ BpaXOBYBAaTH, 1[0 HE BCi 3MIHU CIIPUYUHSIOTHCS
BTOPTHEHHSIM BipyciB. 3aBaHTa)XyBaJIbHUI 3alIMC MOKE 3MiHIOBATUCH ITPU OHOBJIEHHI
onepaliiHoi cucTeMu, TIEBHI IPOTpaMH 3allUCYIOTh 3MiHIOBaHI JTaHi BCEPEIUHI CBOTO
BukoHaBuoro (aitna. @aitn  AUTOEXEC.BAT wMoxe 3MiHIOBaTHUCH IIpH
BCTAQHOBJICHHI HOBOTO IIporpamMHoro 3a0esneueHHs. [Iporpamu-peBizopu He
BUSIBJIIIOTh BHTIAJKIB, KOJW KOPUCTYBad 3alHMCye€ IO KOMII'IoTepa HOBHUH (aii,
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3apakeHUH BipycoM. AJie SIKIO BipyC 3apa3uTh i IHIII MPOTpPaMH, BXKE BpaxXxOBaHi
peBi3opoM, To BiH Oyne BusiBlieHHH. € N0AaTKOBA MOXIIMBICTH MPOrpam-peBi3opiB
LI0JI0 3JaTHOCTI BiJHOBIIOBATH 3MiHEHI (3apaxkeHi) (aiyin Ta 3aBaHTaXyBaJbHI
CEeKTOpH Ha IMJCTaBi paHill 3amaM’sToBaHOI iH(popMallii. AHTUBIPYCHI MpoTrpaMu-
peBi30pH HEMOXXJIMBO BHKOPUCTOBYBAaTH [UIsi BHSIBIEHHs BIpyciB y aiinax
JOKYMEHTIB, TOMy WO Li (ailli TMOBCAKYAC 3MIHIOIOTHCS. 1T KOHTPOIIO TaKUX
(hafimiB cI1i7] BAKOPUCTOBYBATH MPOTPAMH-CKaHEPH 200 EBPUCTUIHE aHATi3yBaHHS.

Merox  egpucmuuHo20  QHANI3Y8AHHSA ~ PEATI3OBYETBCS 338  JOIIOMOTOO
AQHTUBIPYCHHMX IIpOrpaM, sIKi HepeBipsiiOTH IHII MPOrpaMH Ta 3aBaHTaXyBaJbHI
CEKTOpH JIUCKIB Ta [HMCKET, HaMarar4uch BUSBUTH B HUX KOJ, INPUTaMaHHUH
KOMIT IOTEpHUM Bipycam. [Ipumipom, eBpUCTUIHHIA aHAi3aTOp MOXKE BHUSBUTH, IO Y
MepEeBIPIOBaHIN MPOrpami € HassBHUHN KOJI, SKUHl BCTAHOBIIIOE PE3UACHTHUN MOIYJb Y
mam’ati. EBprcTHYHE aHANI3yBaHHS JO3BOJISAE BUSBILITH paHimie HeBigomi Bipycu. Jo
TOJIOBHHX HEIOJIKIB €eBPUCTUYHOTO METOY HalIekKAaTh:

- NPUHLUIIOBO HE MOXKE OYTH BHSIBIICHO BCi BIpyCH;

- MOJJIMBI XMOHI CHUTHAJIM MIOAO BUSBJICHHS BIPYCiB y Tporpamax, sKi
BHUKOPHCTOBYIOTb BIpyCOIOiOH] TeXHOJIOTIT (IPUMIPOM aHTUBIPYCH).

YV MeToni pezudenmnoi cmopodici BAKOPUCTOBYIOTHCSI aHTUBIPYCHI TIPOTPaMH,
SIKI TIOCTiIHHO Tepe0yBalOTh B ONIEPaTHUBHIN MaM’siTi KOMIT loTepa i BiACTEXKYIOTh yCi
Migo3pini [ii, BAKOHYBaHI iHIIMMHU MpoTrpaMaMu. Pe3naeHTHa CTOpoka MOBiTOMIIIE
KOPHCTYyBaueBi Ipo Te, IO IeBHa IIporpaMa HaMaraerbcs  3MIHUTH
3aBaHTA)XyBaJIbHUH CEKTOp TBEPAOro JHcKa abo JUCKETH, a TaKOX BHKOHYBaHUH
¢aiin. PesmmeHTHa CTOpOXXKa IO3BOJISIE aBTOMATHYHO TICPEBIPATH BCi 3ailOBaHi
NporpamMu Ha 3apa)keHHs BiJoMHMH Bipycamu. [Ipoliec 3aBaHTaXeHHSI IPOrpaMu MpH
LIOMY YIOBUIBHIOETECS. Pe3naeHTHa cTopoxa Mae 6araTo HEJOMIKIB, SKi poOIATH Ti
MaJIONPUAATHOIO O BUKOPUCTaHHA. Pe3nmeHTHa CTOpoXka MOCTifHO mepepuBae
pobOTy KopHCTyBaya — 1 BiH KOXXHOTO pa3y BUMYILCHHI 3°sICOBYBaTH, UMM L
CIPHYMHEHO: KOMIT FOTSPHUM BIipYCOM, JICTAJIbHOIO KOMAHIOK YU MPOrpamoro.
Barato mporpam, He 3apakeHUX KOMIT IOTEPHUMH BipycaMH, MOXYTh BUKOHYBATH ii,
Ha sKi pearye pe3usieHTHa cTopoxa. OKpiM TOro, BOHM 3MEHILYIOTh OOCST mam’siTi,
JTOCTYHHUH JUTS HIIUX POrpam.

Baxyunyeanna BcTaHOBIIOE crOCiO 3aXUCTy OyAb-sIKOI KOHKPETHOI MpOrpamu
Bil BIpyCiB, 3a SKOro 10 IIi€l TporpamMH JOIYYaeThCSA CIEIiaIbHUA MOIYJb
KOHTPOJIIO, 1[0 CTEXHTh 3a ii mijicHicTio. [Ipu 1bOMY MEPEBIPSIOTHCS KOHTPOJIbHA
cyma mporpamMd ab0 TEBHI IHINI 1 XapaKTepUCTHKH. SIKImO Bipyc 3apaxae
BaKITMHOBAaHWH (aiisl, MOAYJIb KOHTPOIIIO BUSBIISE 3MiHY KOHTPOJBHOI CyMH daiina i
MOBIZIOMJISIE TIPO Li€ KOpUCTyBada. MeToA BakIMHYBaHHS Ma€ TOM HENOJIK, L0 €
MOXKIUBICT OMHHAHHS TAKOTO 3aXUCTY 32 BUKOPUCTaHHS Bipyca Tak 3BaHOI “cTelc-
texHouorii”. [IeBHi nmporpamy micist BaKIMHALIT MOXKYTh NPaIlOBaTH HEKOPEKTHO.

Anapamno-npoepamui METOIW 3aXUCTy TPOTPAMHOTO 3a0€3MEeUCHHS Bif
KOMIT FOTEPHHX BIPYCIB peaji30BYIOThCS 32 TOTIOMOTOIO CIIEIiali30BaHOI0 TIPHCTPOIO
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— KOHTpOJIepa, KOTPUI BCTABISETHCS B OJMH 13 PO3HIMIB PO3IINPEHHS KOMII I0TEpa, i
CIICIIaJIbHOTO MPOTPAMHOT0 3a0€e3MeUCHHS, SIKE KePye POOOTOIO 1LOTO KOHTpOJIEpa i
3I1HCHIOE 0MH 200 JeKibKa IPOrpaMHUX METO/IB, 3a3HAUYCHUX BHIIC. ATTapaTH
O-MpOTpPaMHI METONAHU € HaAaWOiNbm HaXZIiHHHUM cnocobo
M 3aXHCTy BiJX 3apaxeHHsS Bipycamu Konrponep 3axucry
MiZIMKHEHO JO0 CHCTEMHOi ITWHH KOMIT'IOTepa i BiH IOBHICTIO KOHTPOIIOE yci
3BEpPHEHHS O JUCKOBOi TMiJICHUCTEeMH Komil torepa. IIporpamue 3abe3mnedeHHs
amapaTtHOTO 3axXHCTy [O3BOJsiE 3a3HayaTd oOnacti  daitmoBoi cucremu, sKi
3a00pPOHEHO 3MIHIOBATH.

KopuctyBau MoOke 3aXUCTUTH TOJIOBHHHM  3aBaHTOXYBAJIBHUW  3aIuc,
3aBaHTa)XyBaJbHI CEKTOpW, BUKOHaBYi (aitnu, ¢ainn koHdirypamii Tomo. ko
arnapaTHO-IPOTPAMHUIA KOMIUIEKC BHSABHTH CIPOOYy MHOPYIIYBAaHHS BCTAHOBJICHOTO
3axXHCTY, TO BiH MOXKE TMOBIJIOMHTH TPO II¢ i 3a0JI0KyBaTH POOOTY KOMII FOTEpA.

ATnapaTHUH piBeHb KOHTPOJIO 33 AWCKOBOK ITJICHCTEMOIO KOMII'IOTEpa He
J03BOJIsIE BipycoBi 3amackyBatu cebe. I1loliHO Bipyc MposBHTE cebe, — fioro oapasy
k Oyne BusiBneHO. [Ipu LbOMY LINKOBUTO Gaiifyxe, K caMe MpPaLoe KOMIT IOTePHHI
Bipyc i fKi 3ac00H BiH BUKOPUCTOBYE ISl JOCTYITY OO ITUCKIiB Ta AUCKET.

AmnaparHo-niporpamMHi 3aco0M 3aXUCTy JIO3BOJISIIOTH HE JIMIIEC 3aXHIIATH
KOMI'IOTEp BiX BIpYCiB, TakoX BYACHO MOMEPEMKATH BHKOHAHHS IPOrpam,
CIIPSIMOBaHWX Ha pyHHYBaHHA (aiimoBoi cuctemMu komir torepa. OxpiM TOTO,
amapaTHO-IPOrpaMHi  3aco0M  JIO3BOJSIIOTH  3aXWIATA  KOMITFOTEP  Bif
HEKBaNi(piKOBAHOr0 KOPHUCTYyBaya, HE JO3BOJLIIOYM HOMY BHJIy4YaTH Ba)KIUBY
iH(dopmMmartito, mepeopMaTOBYBATH AUCK, 3MiHIOBATH (paiimm KoHpiryparrii.

HenonikoM anapaTHO-MPOrpaMHUX METOZIB € MPHHIMIOBA MOXIUBICTH
NPOIYCTUTH KOMIT FOTepHUI BIpyC, SKIIO BOHM HE 3IIMCHIOIOTH CHPOOM 3MiHUTH
3axuiieHi (aiiam Ta cucTeMHi 00JacTi.

1.2.4 CTpykTypa Ta (OYHKLii CUCTEMM aHTMBIPYCHOIO 3axXMCTy Ha cTagii
TEeXHIYHOI ekcnnyaradii iHpopMaUinHO-064YMCNIOBaNbHUX MEPEX

PosrnsiHeMO cuCTeMy aHTHBIPYCHOTO 3aXHCTY, PO3TOPHYTY B KOPIOpPAaTHBHiMH
iHopMmauiitHo-o0unCIIoBaNbHINH Mepexi Tamysi. CucTemMa aHTHBIPYCHOTO 3aXHCTY
BUKOHY€ (DyHKLII 13 3aXUCTy cepBepiB Ta poOOYMX CTAHLIN BiJ aTak KOMI IOTEPHUX
BIpyCiB Ta TIepeKpHUBAE HAWOLIBII IMOBIPHI BapiaHTH TPOHUKHEHHS BIPYCIB [0
Mepexi. CucremMa aHTHBIPYCHOrO 3aXUCTy 3a0e3Meuye:

- MOJUIUBICTh ~ HEBIHMHHOTO  3aXUCTy  00’ekTiB  iHQopMaIiiiHo-
00YHNCITIOBAIEHOT MEepEXi BiAMTOBIAHO 10 BCTAHOBJICHUX BUMOT Ta MOJIITUKA OC3TIEKH;

- MOXJIMBICTb ABTOMAaTH30BaHOTO OJIOKyBaHHS NIPOHUKHEHHS
KOMIIT FOTEPHUX BipYCIB 3 YCIX MOKIIMBHX JDKEPE;

- NPUHLMUIIKA MIHIMQJIBHOT OCTaTHOCTI, aBTOMAaTUYHOTO (DYHKI[IOHYBaHHS
Ta [CHTPAN30BAHOIO 3aXMIICHOIO BiIJAaJCHOrO0 KEpyBaHHS aHTHBIPYCHHM
MIPOrPaMHUM 3a0€3MEYCHHSIM i Ma€ JOMOBHIOBATHUCS aIMiHICTPATHBHUMH 3aX0JaMH.
Takox cucrema aHTHUBIPYCHOTO 3aXMCTy HE TIOBMHHA ICTOTHO 3HW)XYBaTH
MIPOAYKTHBHICTH 00’ €KTIB iHQOpMAIiHHO-009HCITIOBATIBHOT MEPEXi;
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- poboTy 3 MOBHMM HA0OpOM ICHYIOUMX OMNCpaIlifHAX CHCTEM I
cepBepiB Ta poOOYKX CTAHIIIH 1HPOPMAIIHHO-00YHCITIOBAIEHOT MEPEKI,

- “JikyBaHHS” YCIX BIZIOMHX KOMII'IOTEpPHHX BIPYCIB 13 3aHECCHHSIM
iHdpopMariii mpo e y BIAMOBIAHI TPOTOKOIM POOOTH I 3abe3rnedyBaHHS
MOHITOPHHTY poOoTH. B pa3i mimo3pu Ha 3apakeHHsS HEBIIOMHUMH KOMIT FOTCPHUMHU
BipycaMH Ta HEMOXXIHBOCTI JIIKyBaHHS 3a0e3meuyeThcs OJIOKYBAaHHS IOCTYILY
KOPHUCTYBaiB JI0 Mi€i iHpopMartii;

- MOXKJIMBICTH OIICPAaTHBHOTO MOBIJZOMJICHHS BiANOBITAJIBHUX OCI0 110710
BUHUKHCHHS KPUTHYHUX a00 OCOOJIMBUX CHUTyamid y Mepexi, TOOTO: BHSBICHHS
Bipycy, 3001 y cucTeMi OHOBJICHB, 3MiHEHHsI HaJIallITOBYBaHb CUCTEMH aHTHBIPYCHOTO
3axucry. Takox mnepenbaueHo reHepauito kepyBanbHUX SNMP-mociinoBHOCTEH 3
METOIO Bizyaltizaiii KOHTPOJIbOBAHUX MO y CHCTEMI MEPEKHOTO KEPYBaHHS;

- aBTOMATH30BaHE [EHTpaJIi30BaHe OHOBJICHHS AHTHUBIPYCHOT'O
IIPOTrPaMHOTO 3a0€3EeUCHHS;

- THyYKe MacmTaOyBaHHs 3a IIOSBM HOBHX OO0’ €KTIB aHTHBIPYyCHOTO
3aXHCTY;

- JIEH3IWHICTh Ta MATPUMYBaHHS TOCTa4YaJbHUKAMH 3aCTOCOBYBAHOTO
AQHTUBIPYCHOTO NPOrPaMHOr0 3a0e3MeueHHs.

CTpyKTypHO CHCTEMY aHTHBIPYCHOTO 3aXHCTy 30pPTaHi30BaHO 32 i€papXidHUM
piBHEBUM TPHHIOUNOM. EQEeKTHBHHMN 3aXWUCT BiJi KOMIT'IOTEPHHX BipyCiB
3a0e3MeuyeThcsi KOMIUIEKCHOIO — CHCTEMOIO  AHTUBIPYCHOTO  3aXMCTy, KOTpa
CKIIANIA€TBCS 3 YOTHUPHOX aHTHBIPYCHHUX pIiBHIB 1 Tmepexbadae BCTaHOBICHHS
AQHTHUBIPYCHOI'O MPOTPAMHOI0 3a0e3MCUCHHs Ha 00’€KTH, SKI € HAWOUIBI IMiagaBaHi
BIpYCHOMY 3apa)kKE€HHIO.

Ha nepwiomy pieni anmusipycHo2o saxucmy 3axXUIIAETHCS 1HOOPMAIIHHO-
o0uncIoBaIbHa MEPEXKa IUIIXOM BCTAHOBJIEHHS IEPBHHHOTO aHTHUBIPYCHOTO [IUTIO3Y
Ta TIEPEBIpSHHA YCiX orepariii B3aeMomii 3 TI0OaTbHUMH MEpeX)aMH i, 30KpeMa,
[nrepHeToM. KOHTPONIOIOTECS SIK BXIAHWH, Tak 1 BUXITHMH Tpadikd MPOTOKOIIB
HTTP ta FTP. B pa3i BusBICHHS aHTHBIPYCHUM IIIIO30M KOMIT IOTEPHOTO BIpyCY Y
Tpadika, iH}ikoBaHa iHpOpMalis OJOKYETbCS W YMHATBCS [il, nepenadauyBaHi
LIJTFO30BUM aHTUBIPYCHHUM 3ac000M.

Ha Opyeomy pisni anmugipychoeo 3axucmy 3aXUIIAIOThCS  CEPBEPH
€JICKTPOHHOI TOIITH IIUISIXOM BCTAHOBIICHHS Ha HUX aHTHBIPYCHOTO HPOTPaMHOTO
3a0e3MeyeHHs], IKe B PEKUMi peaTbHOTO Yacy TMepeBipse BXiIHI Ta BUXiJHI MOIITOBI
NOBiZIOMJICHHS.. B pa3i BUSIBICHHS 3apaKCHOrO JIMCTA MOXKYTh HAJICHIIATUCS
HEOOXiHI TOBIMOMJICHHS NP0 BIPYyCHY 3arpo3y IMepeadadyBaHUM alpecaTaM:
BiJIIIPABHUKOBI, OJICPKYBAuEBl Ta aJMIHICTPATOPOBI. SIKIIO MOIMITOBE MOBIIOMICHHS
MoOXe OyTH BWIIIKyBaHE, BOHO HAJXOJHUTh JO MICIsl IPU3HAYCHHS, @ B IIPOTHBHOMY
pa3i — BOHO 3a0JI0KOBYETHCS 110 3’ ICYBaHHs 00CTaBWH. JINCTH €NEKTPOHHOI TOIITH, 3
SKMX aHTHBIpyCHa Iporpama He CHpPOMOTIJIacs BHJIYYHTH KOMII'FOTEPHOTO Bipyca,
MOXYTh OyTH 3HUIIEHI a00 crpsiMoBaHi 10 [3oisTOpa.
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Ha mpemvomy pigni anmueipycroco 3axucmy 3aXUIIaoThcs (aiiiaoBi cepeepu
iH(hOpMAaITIHO-00YHCTIOBANIEHOT Mepexi: (QaiiioBi, 0a3 maHWX, Ta, 3a MOTPeOH,
TEXHOJIOTIYHI CepBepH # CepBEpH pPO3POOHUKIB MPOrpaMHOIO 3abe3INeUeHHS.
AHTUBIpYCHE NporpaMHe 3a0e3reueHHs, BCTAHOBIIOBaHE Ha (ailJioBi cepBepH, Mae
BUSBJSITH COPOOM 3alUCy 3apaKCHUX Ta MiZA03pIOBaHUX (ailjIiB Ha IIi CEpPBEPH.
[Hdopmaris mepeBipseTbcs B pekUMi pearbHOro dacy B (poHOBOMY pexxuMi abo 3a
3aIMTOM aJIMiHICTpaTopa. € MOXKITUBICT 3a0JIOKOBYBATH CITPOOH 3aITUCY 3apaKeHHUX,
I1i103pIoBaHuX (aililiB Ha CEPBEPH.

Koxna Ttaka cmpoba QikcyeTbcss B TPOTOKOJAX Ta 3BiTaX AaHTUBIPYCHOI
[porpamH i3 3a3Ha4yeHHsIM IMEHi 3apakeHoro (aiiia, 1usIXy 10 Hboro. IHdopmaris
CTOCOBHO TakHMX CHpOO TakoXX MOKe OyTH HeraifHO HajiciiaHa aJMiHICTPaTOpOBi
aHTHBIpycHOi Oe3meku Ta Ha pobOOdy CTaHINIO, 3 SKOi BUMHEHO CIpOoOy 3amucy
3apaeHUX Ta/ab0 Mino3proBaHUX (QailiB. BeneHHs MPOTOKONIB aHTHBIPYCHOTO
3aXUCTy 3HIHCHIOETBCS LICHTPAi30BAHO, 3aBISKU HASBHOCTI YTHIITH MEPEKHOTO
KepyBaHHSL.

Ha texHo0oriuHi KOMIT'IOTEpH, SIKi 32 PEXKUMOM HE MAIOTh JOCTYITy JI0 JUKEPE
3apaXeHHs KOMII'IOTCPHHMH BipycaMH, aHTHBIpyCHE IporpamMHe 3a0e3IeueHHS
TAKOX BCTaHOBIIOETHCS, alle OOCIYrOBYETbCS BpYYHY TIpPYIIOI0 aAHTHUBIPYCHOTO
3aXHCTY.

Ha uemsepmomy pieni anmugipycrozo 3axucmy 3aXUIIAI0ThCs aBTOMAaTH30BaH]
poboui mictst (APM) kopucTyBadiB Ta KOMIT IOTEPH, SKHX 3 MEBHUX MPUYHH HE
MiIIMKHEHO 110 Mepexi. APM MaroTh y CBOEMy CKiIalli aHTHBIPYCHHH MOHITOp Ta
AHTUBIPYCHHMH CKaHep, SIKMH 311HCHIOE NEpeBIPSHHS 3a 3allUTOM KOpPHCTyBaua abo
aJIMIHICTpaTOpa AaHTUBIPYCHOTO 3aXHCTY.

1.2.5 OpraHi3auis Ta kepyBaHHS CUCTEMOIO aHTMBIPYCHOrO 3axnUCTy

KepyBaHHS cHCTEMOIO aHTHBIPYCHOTO 3aXHCTy € IIEHTPalli30BaHUM 1 Mae
TPHUPIBHEBY CTPYKTYPY:

- MEPBUHHUI CEPBEP aHTUBIPYCHOTO 3aXHUCTY;

- CepBepH aHTUBIPYCHOI'O 3aXUCTY JPYrOro piBHS;

- cepBepH Ta poOOUi CTAHIIIT KOPUCTYBAYiB.

Ha BepxHbOMYy piBHI KepyBaHHS pPO3TOPHYTO CHCTEMY MOHITOPHHIY,
aHANI3yBaHHS 3BITIB Ta 3arajbHOrO KEPYyBaHHS AaHTHBIPYCHHM  3aXHCTOM
iH(hOpMAaITIHHO-00YHCITIOBANTBEHOT MepeKi. PiBeHb 0a3y€eThCsl HA OMHOMY TICPBUHHOMY
cepBepi. €, OKpiM TOro, KOHCOJIb KEPYBaHHS Ta MOHITOPUHTY aHTHBIPYCHOTO 3aXUCTY
MOIITOBOTO cepBepa. [IepBUHHUIT cepBep aHTUBIPYCHOTO 3aXKUCTY MPU3HAYCHO IS

- KEepyBaHHsI aHTUBIPYCHUM 3aXHCTOM CEPBEPIB Ta POOOUMX CTaHIiH BCiel
iH(pOPMAaLiITHO-00YUCITIOBATEHOT MEPEXKi;

- HaJaHHS MOMJIMBOCTI OTpUMaHHS (DalIiB OHOBIIEHHS AHTUBIPYCHOTO
IIPOrpaMHOro 3a0e31eYEeHHsI CepBEpaMy aHTHUBIPYCHOTO 3aXKCTY JPyroro piBHS;

- BEJICHHS 3arajbHOi 0a3u JaHUX PO CTAaH BCiX EJIEMEHTIB CHCTeMH
AQHTUBIPYCHOTO 3aXUCTy iH(POpMaLiHHO-00UHCITIOBAILHOT MEPEXKi;
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- NpPOBEICHHS ~ MOHITOPHHTY  CTaHy AaQHTUBIPYCHOrO  3aXWCTy Ta
aHaJTi3yBaHHS 3BITIB.

Ha npyromy piBHI KepyBaHHS 3IIHCHIOETHCS MOMUIMBICTH IEHTPATi30BaHOTO
KepyBaHHS BCiMa eJleMEHTaMH aHTHBIDYCHOI'O 3aXHCTy Ha pIBHI OKpeMHX
BiJOKpEeMJICHHX dYacTWH (OyAiBelb) TEPUTOPIANBEHO PO3MOIUICHOI iH(OpMAaIiifHO-
00UYNCITIOBAIEHOT Mepexi. PiBeHb 0a3yeThcs Ha Tak 3BaHWX BTOPUHHUX CEPBEPAX,
PO3TAallIOBAaHUX Yy BIZOKPEMJICHMX YaCTHHAX MEpEeXi i MOB’S3aHUX 3 IEPBUHHUM
cepBepoM. BropuHHIM cepBepoM MOXYTh OYTH ITOCTIHHO BBIMKHEHI poOO0di CTaHIIII.

BropuHHI cepBepH aHTHBIPYCHOT'O 3aXUCTy HPU3HAYEH] [UIs:

- ABTOHOMHOT'O KEpyBaHHS, B pa3i MorpeOu, aHTUBIPYCHHM 3aXHCTOM
BiIMTOBiAHOT OKpeMO1 YacTHHH iH(HOPMAaITiHHO-00UHCITIOBATLHOT MEPEXKi;

- 30upanHs iH(OpMAIlil B pSKUMI pealbHOTO Yacy Ta BEICHHS 0a3u JaHUX
OpO CTaH YCIiX €JEMEHTIB CHCTEMH aHTHBIPDYCHOTO 3aXHCTy, PO3TAallOBaHHX Y
BiIOKpeMJIEHi ! YacTHHI iHPOPMAIiTHO-00IHCITIOBATHLHOI MEPEXi Ta MiAIMKHEHUX IO
BTOPUHHOTO CEpBEPY L€l YACTHHH;

- OIpaLbOBYBaHHS 1 IOACHHOTO MepeJaBaHHs OTPUMaHO1 iHpopMaLii mpo
CTaH  AaHTHBIPYCHOTO  3aXMCTy  BIJIOKpEeMJICHOI  4acTWHHM  iH(opMmamiiHo-
o0uncIoBaIbHOT MEpeKi Ha LICHTPAILHUI CEpPBEP aHTUBIPYCHOT'O 3aXHUCTY;

- oprasizamii poOOTH CHCTEMH OHOBJICHHS BIpyCHHX 0a3 Ta Bepcii
AaHTUBIPYCHHMX TIpOTpaM BiJ LEHTPAILHOTO CEpBEpa Ta HAJAHHSA MOXIIMBOCTI
KOpHCTyBayaM aBTOMaTUYHO OHOBJIOBATH aHTHUBIPYCHE NpOrpaMHe 3a0e3eueHHs Ha
BJIACHUX KOMII FOTepax.

Ha Ttperbomy piBHI 3AiHCHIOETBCS Oe3MoOcepenHe KepyBaHHS aHTHUBIPYCHUM
3aXHCTOM OKPEMOT'0 poOOYOro MicIsi KOpUCTYBaya.

Opranizaniiiai 3aco0u poOOTH CHCTEMH aHTHBIPYCHOTO 3aXHCTY BKIIOYAIOTH
PO3pOOKY IHCTPYKIliH, HaBYaHHs TEPCOHATY, OpPTraHi3allif0 Ta KOHTPOJbL IMOTOYHOL
pobGotu. Jlnst opranizanii poOOTH CTBOPIOETHCS Ipylia aHTHBIPYCHOI'O 3aXHCTY, SKa
BIANOBiZa€ 3a OpraHizamiiiHe 3a0e3ledYeHHs 3aBJaHb KepPyBaHHSI CHCTEMOIO
AQHTUBIPYCHOTO 3aXHCTy Ta 3JIHCHEHHS KOHTPONIIO 3a ii (yHKIIOHyBaHHsAM. [ pyma
AHTHUBIPYCHOTO 3aXUCTy 3000B’s13aHa:

- 3abe3neuyBatn (QYHKI[IOHYBaHHS CHUCTEMH aHTHBIPYCHOT'O 3aXHUCTy Ta
KOHTPOJIb 32 BUKOHAHHSIM 11 BUMOT;

— B3aEMOJISATH 3  BIONOBIAHUMH  MAPO3AUIAMHA  CYIPOBODKCHHS
iHpopMaIlifHO-00YMCITIOBAILHOT ~ MepeXi TpH  BHU3HAYCHHI  HAJAIITOBYBaHb
AQHTUBIPYCHOTO NPOrpaMHOro 3abe3nedeHHs ab0 BHECEHHS IO HbOTO 3MiH;

- MPOBOJUTH MOHITOPHHT POOOTH AHTHUBIPYCHHX 3acO0iB 3axHCTy Ta
OIEpaTHBHO pearyBaTy Ha BAHUKHEHHS IPH [bOMY KPUTHYHUX CUTYalliil;

- KOHTpOJIIOBATH BYAaCHE OHOBIIIOBAHHS AHTUBIPYCHOTO IIPOrPaMHOro
3a0e31eYeHHs;

- ONEpaTHBHO  B3aEMOAIATH 3  KOPHCTyBayaMu  iH(pOpMaliiHo-
00YHCITIOBAIFHOI MEpeXi y pa3i BAHUKHEHHS CUTYAIIIH, TOB’A3aHUX 3 AaHTHBIPYCHIM
3aXHCTOM;
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— MOTOJKYBATH CBOI Jii 3 BIAMOBIAHUMHE MiAPO3AiIaMU CYIPOBOIKEHHS
iHpopMaLiiiHO-00unCITIOBaIbHOT Mepexi y pa3i HeoOXiHOIO BHECEHHS 3MiH Yy
poOOTy TpOrpaMHO-amapaTHOro 3a0e3ledeHHs aBTOMATH30BAHHX POOOYHMX MICIh
KOPHUCTYBaviB a00 CEPBEPHOTO yCTATKyBaHHS, 10 MOXKEe OYTH TOB’S3aHO 3 BipyCHOIO
3arpo3010.

Kopucrtysaui indopMaliiiitHo-009iCIIOBAILHOI MepeXi MarOTh BiJIOBiIaTH 3a
JOTPUMAaHHS BHMOI JIO CHCTEMH aHTUBIpycHOro 3axucry. KopucryBauam
3a00pOHSAETBCS ~ BHOCHTH  3MiHM 1O IIPOTPaMHOTO  3a0e3MEYCHHS  CBOTO
ABTOMATHU30BAHOTO pPOOOYOro MicIsd, SIKIi MOXYTh MOPYIIMTH BHMOTH MO0
¢dyHKIIOHYBaHHS 3aco0iB aHTHBIpycHOro 3axucry. KopucryBaui iHdopmariiino-
00YHNCITIOBAIEHOT Mepeki 30008’ sA3aHi:

- JOTPUMYBATHCS BUMOT Ta PEKOMEHJALN 10A0 3axucTy iH(popmarlii B
iHpOpPMaLiTHO-00YNCITIOBANBHI MEpexXi BiJl BIpyCHOTO 3apa)KCHHS;

- MOBIIOMJISITH TPYITy aHTHBIPYCHOTO 3aXHCTy B pa3i Migo3pu Ha
3apa)KeHHs aBTOMATH30BaHOTO pOOOYOT0 MiCIIsl KOMIT FOTEPHHUM BIpYCOM;

- HEe BHOCHUTH 3MiHH 1O NPOrpaMHO-allapaTHOTO 3a0e3NeyeHHs BIACHHX
ABTOMAaTH30BaHUX pOOOYMX Miclb 0e3 BigoMa MiJpo3AiNiB, 3a0e3Medyrounx i
GyHKIIT.

HavanpHuKM TiAPO3IUTIB BIiAMOBIMAIOTH 3a JAOTPUMAHHS BHUMOI IO CHCTEMH
AHTHBIPYCHOTO 3aXHUCTY CIIBPOOITHUKAMH CBOTO MiIPO3IiTy.

Ilizmpo3ninu cynmpoBOHKEHHS iHGOPMAIIHHO-00YHCITIOBAIHLHOI Mepeki MaroTh
OpaTu ydacTh y BIPOB3JDKCHHI 3ac00iB aHTHBIPYCHOTO 3aXMCTy Ta MiATPUMYBaTH
BiMOBITHICTh CKJIAAOBUX 1H(OPMALIHO-O0YUCITIOBATEHOI MEpeXi BHMOTaM IIOJ0
cUcTeMHu aHTHBipycHoro 3axucty. L{i migposainu 30008’ s13aHi:

- 3a0e3rneuyBaT  CHOPUSHHS OO0  (YHKI[IOHYBaHHSA  CHCTCMH
AHTHUBIPYCHOTO 3aXUCTY B iHpOpMaIliitHO-00UHCITIOBATIBHIN Mepexi;

— OpaT y4yacTh Yy BCTAHOBICHHI Ta MIATPUMII HpaIe3IaTHOCTI
AHTUBIPYCHOTO MPOrPaMHOI0 3a0e3MeUCHHS;

- MOTMEPe/PKATH TIPYMy AaHTUBIPYCHOTO 3aXMCTy IO0 BCTAHOBJICHHS,
BWIy4YaHHS a00 BHECEHHS 3MiH JIO MPOrPaMHO-alapaTHOTO 3a0e3MCUCHHS
aBTOMATH30BaHUX pOOOYMX MiCIb KOPHCTYBadiB iHGpOpMaIliitHO-009HCITIOBATBLHOL
Mepexi.

1.2.6 3axucT cepBepiB Ta poboUMX CTaHLiN Big 3apaXeHHs!
KOMM'IOTEPHMMU Bipycamu

3axucT cepBepiB Ta poOOYMX CTaHLIH MOXKHA 3IIMCHIOBATH 3a JIOTIOMOIOIO
Norton AntiVirus Corporate Edition. Okpemi poboui crtaHiii abo Tpynu CTaHIIIH,
JIOJIy4eHUX 10 BTOPMHHHUX CEPBEPIB, MOXKYTh IIEPEBIPATHCS HA HASBHICTH BIPYyCiB Yy
TaKi CIIOCOOH:
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- BpyuHy abo 3a 3ammroM. IlepeBipsroTbcs oOpaHi (aiinu # Texku Ha
00paHuX POOOUMX CTAHILIAXK:

- y peanpHOMy 4aci. Ll (yHKIiS HEBIUHHO TNEpEBIpse HAa HASBHICTh
BiIOMHUX BipyciB (aiiinm, SKi YHTAIOTHCS/3aMUCYIOThCS HAa cepBep abo pobouy
CTaHIIIIo;

- raHoBo. [lepeBipstoTecs oOpaHi Qaitnm i Teku Ha oOpaHHX PoOOUMX
CTaHIIISX 3aIUIAHOBAHOTO Jacy.

Jnst BUSsIBIICHHST BipyCiB MOXXYTh BUKOHYBATHCh TaKi OCHOBHI W pe3epBHi ii
IIOHO TTicTsl BUSABJICHHS BipyCy:

- JUKY8anHs [H@IKosanoeo ¢hatina. SIKIO OOMpaeThCsl AaHUI mapamerp,
cUCTeMa aHTHBIPYCHOTO 3aXHCTy HaMaraeThCsl BUIKYBaTu 1H(piKoBaHUH (aii;

- i3onsayis inghikosanoeo @atina. SIKmo 0OOWpaAETbCS MaHWKA Iapamerp,
cUCTEeMa aHTHMBIPYCHOT'O 3aXMCTYy HaMaraeThCcsl NepeMicTUTH iH(pikoBaHMH (ain 1o
i3omsaTopa iHdikoBaHOI po60Y0i cTaHmii. BHACTIIOK BOTO KOpHCTYBay IOTO (haiina
HE 3MOJXKE 3aIlyCTUTHU H0T0, OKU BiH He Oy/Je BWIIKYBaHHUI Ta MepeMillieHui Ha3an y
MMOYaTKOBE  pO3TallyBaHHsA. [30iroBaHHS  HeOesmewHux  (aitmiB  3amobirae
MOJANBIIOMY TIONIMPEHHIO Bipycy. MokHa 3apaxkeHi ¢ailiii aBTOMaTHYIHO
COpsSIMOBYBaTH 3 pOOOYMX CTaHIii Ta CepBepiB Ha I30JSMTOpHHUI cepBep 0e3
BTpy4YaHHS KopucTyBada. Lle 103Boisie  Tpymi  aHTUBIPYCHOTO  3aXHCTY
TepecrpsMOBYBATH 3apakeHi (haiinm 10 130J60BaHOT 001acTi HAa TIEPBUHHUHN cepBep
AQHTUBIPYCHOTO 3aXUCTY JJIsl BUBYAHHS;

- BUIYYAHHA 3apadceHo20 ¢hatina. SIKIO 0oOMpaeThCs HaHUHM Mapamerp,
CHUCTEMa aHTHBIPYCHOTO 3aXHCTy HAMAraeThCs BWIIydaTH 3apaxkeHuil (aiin. JlaHwii
rapaMeTp BUKOPHCTOBYETHCS JIMIIE B TOMY BHIAJKY, SIKIIO 3apakeHUH (aiia MoxHa
3aMIHUTH YHCTOIO PE3EPBHOIO KOITi€I0, OCKUIBKH (Paiiyl BUITyIaeThCS Ha3aBKIH;

- sanuwumu K €, U Haodiciamu nogioomieHus. SIKIo ooupaeThes TaHui
mapameTp, CHCTeMa aHTHUBIPYCHOTO 3aXHCTy CIIOBIIIATHME MPO BUSBICHHS Bipycy #
3aMucyBaTUME TOJIi0, ajle He BUKOHYBATHME JKOAHHX 1HIINX JTiH.

Cucrema aHTHBIPYCHOTO KEpyBaHHs Ma€ €IMHY KOHCOJIb KepyBaHHs. 3acoO0oM
aJIMIHICTpYBaHHS CHCTEMH aHTHUBIpYCHOro 3axmcTy € Symantec System Center.
Symantec System Center 1ga€ MOXJIHMBICTh PETYJIIOBaHHS KOPIIOPATUBHOT
AHTHUBIPYCHOT TOJIITHKH HIISIXOM HAJAIITOBYBAaHHS, NMEpErIsifaHHA Ta OJOKYBaHHS
KoH(irypariii Ha KIi€HTaX 1 cepBepaxX, IO JO03BOJSE YHUKHYTH BTpYYaHHS
KOPHUCTYBayiB Y TOJIITHKY 3aXUCTy iH(pOpMaIIii.

Symantec System Center CKIaIa€ThCS 3 TAKUX KOMIIOHCHTIB!

- KoHcoab Symantec System Center;

- crcTeMa KepyBaHHS CUTHAJIAMHU.

OcHoBHi QyHKIIii, BUKOHYBaHi 3 KoHCcoIi Symantec System Center:

- CTBOPEHHS I KEepyBaHHS IpyliaMyd BTOPHHHHUX CEpPBEPIB Ta MiINIMKHEHHX
JI0 HUX pOOOYHX CTaHIIIH Ta CEpBEPiB;

- BUSBIICHHS HOBUX BTOPHHHUX CEPBEPIB Ta POOOUMX CTAHIIIM;

- neperyisiAaHHg  iHpopMmanii Npo aHTUBIPYCHMH 3aXMCT CEpBEpiB Ta
PpOOOYHX CTaHIIH;

- KEpyBaHHsI OISIMH 3 CUTHAJIAMH [ONIEPEHKYBaHHS;
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- 3aIyCKaHHs JUCTAHIIIIHOTO TOIIYKY BIpYyCiB Ha cepBepax Ta poOOUIHX
CTaHIIAX;

- KepyBaHHs OHOBJICHHSIMH.

Cucrema  KepyBaHHS  CUTHAIAaMH  HAJa€  MOXJIMBOCTI  KepyBaHHS
MO3AIITATHUMH CHTyallisMd. BoHa [03BOJIsSIE HAJAITOBYBATH pIi3HI  3aco0u
TOTIepe/KYBaHHS PO BHSABICHI BipyCH, BKIIOYarOud mermkep, SMS, SNMP ta
eNIEKTPOHHY IOILTY.

Jns  meperisiiaHHs CIHCKY BCIX CHTHANIB, TEHEPOBAHUX MEPEKHUMH
KOMII'I0TE€paMH, Ha SIKHX 3aITyLIEHO MOJYJIi CHCTEMH aHTHBIPYCHOI'O 3aXHCTY, MOYKHA
BUKOPHCTOBYBATH JKypHasl curHaiiB. [lepBuHHI Ta BTOpHHHI cepBepu 30epirarorb
BJIACHI JIOKaJIbHI KOIIi1 )KypHAJIiB CUTHAJIIB.

JKypHan BipyCiB MICTUTh TMEpeNiK YCiX BHUSBICHHX BIPYCiB Ui OOpaHUX
pobounx craHmiii abo rpyn poboumx cTaHIiliii. MoxHa 00patu 00 €KT y CHHCKY i
BHKOHATH JIOJATKOBI Aii, Taki Ak “BunyanTti’” abo “I3omoBaTi”.

XKypHan ornsgaHHS BHKOPHCTOBYETHCS Ui HEperIANaHHA BHKOHAHHX a0o
BHUKOHYBaHHMX CEaHCIB OTJISIaHHS BipyciB Ha 00paHMX pOOOYMX CTaHILIAX abo rpymax
pobounx cTaHmii. Mo)kHA IPU3HAYATH YaCOBHH Jiarma3oH JJIs JOOWPaHHS 3aITUCIB y
KypHaJIL.

XKypnan monxiii micturh pemty iHpopMmanii, sika He TOTpamwia 10 IBOX
TOTIEPEHIX KaTETOPiid.

SIkio Oyzie BUSIBICHO HOBHH BIPYC, TO €JEKTPOHHOO IMOLITOK OCPKYETHCS
OHOBJICHHI ommc BipyciB. B iH(opMaliifHO-o0YHCIIOBaIbHIA CHCTEMI € KillbKa
METOIiB 3aBaHTaKCHHS BIPYCHHX OIKCIB i HAaJAIITOBYBAHHS 3aXUIIICHUX CEPBEPIB Ta
pobouuX CcTaHLiil 11 IXHBOTO OEPKAHHSL:

- Memoo mpancnopmysanus gipycuux onucie. e Meroxm MoxHa
BUKOPHCTOBYBaTH JUIsS LIJIKOBUTOI aBTOMaru3alii NpoIecy OHOBJIEHHS BIPYCHHX
OIUCIB IS BCIX CEpBEPIB Ta pOOOUYMX CTAHIIH CUCTEMH aHTHUBIPYCHOTO 3aXHCTY.

- LiveUpdate. ['omoBHa mepeBara mpbOro METOAY TIOJSATAE Y HEBEIUKOMY
po3mipi aiina, skuii posropraerbesa. Norton AntiVirus BU3HAYae, SIKHA BipyCHHIA
OIHC YK€ PO3MIMICHO Ha cepBepi abo pobodid cranmii. Hamami 3anmuryerscs e
yacThHA (paiina, sika MICTUTHh HOBI JaHi. J[Js MOPIBHAHHS: METOJ TPAHCIIOPTYBaHHS
BIPYCHUX OIMCIB BUKOPUCTOBYE Habarato Oumbiumid aiin, sikuii nmorpedye Ouibirol
CMYTH TIpoIycKaHHs Mepexi. [lepBuHHMIA cepBep 3aBaHTaxXye (aiiii OMUCIB BipyCiB.
IoriM BTOpWHHI cepBepU 3aBaHTaXYIOTh OHOBIICHHS 3 IIEPBHHHOIO CepBepa s
CBOiX POOOYMX CTaHIIIH.

- Definition Updater. 1leii MeTon MOXKHa BHKOPHCTOBYBAaTH, aOW JIETKO
PO3IIOJINSATH OHOBJEHHS BIPYCHHUX OIMCIB JUIi MOOUIBHMX KOPHUCTYBadiB 3a
JIOTIOMOTOF0 KOPIIOPATUBHOI €JIEKTPOHHOT IIOLITH.

- Intelligent Updater. ®aiinu Intelligent Updater — ue apxiBu, siki
CaMOpO3IaKoBYIOThCSI. BOHM mocTymHi s 3aBaHTaxeHHs depe3 Inteprer. Llei
METOJT MOXKE€ BHKOPHUCTOBYBATHCS ISl JOCTABJSIHHS CriemiadbHuX (aiiaiB ommciB
BIpYCIB.

OTxe, Ha MWIONPUEMCTBI 3B’S3Ky, 1€ BHKOPUCTOBYIOTHCSA iH(OpMAIiiiHi
TEXHOJIOTii, CJiJg peali3oByBaTH 3axo0u w000 GUAGLEHHA U 3anodieaHis

40



NPOHUKHEHHIO Gipycié NO CHCTEM Ta MPOLEAYpH iHPOPMYBAaHHS KOPHCTYBadiB IIPO
iXHIO [IKOAY. 3amoOiraHHs MPOHUKHEHHIO BipycaMm, 3pO3yMiio, € OuIbMI
pauioHalbHe, aHDK JIKBiAAIis HACHiAKIB BiJ iXHBOTO IIPOHMKHEHHS. B OCHOBY
3aXUCTY Bia BIpyCiB Mae OyTH TOKJIAJIEHO 3HAHHS W PO3YyMIiHHS TpaBUi OE3IEKH,
HaJIeKHI 3aC00M KepyBaHHs JIOCTYIIOM JI0 CUCTEM 1 HaBe/IeHI HIKUE PEeKOMEH/allii:

1. IignpueMcTBO Mae BU3HAa4YaTH (POpMalbHY TOJNITHKY, KOTpa BHUMaraia O
MOTPUMAHHS yMOB JIIEH31l Ha BHUKOPHCTAaHHS MPOTPAMHOTO 3a0e3rmeueHHs i
3a0opoHsuIa 0 BUKOPHCTaHHS HECAHKIIIOHOBAHUX IPOTPaM.

2. AHTUTHBIpPYCHI ITporpaMHi 3ac00H, po3poOJICHI TOCTAYATFHIKOM 3 JOOPOIO
pernyTaili€o, CiiiJi BAKOPUCTOBYBATH B TaKHH CIIOCIO:

- MpOrpamMHi 3acO00M BHSIBJICHHS KOHKPETHUX BIpYCIB MalOTh PETyJSIpHO
OHOBITIOBATHCS ¥ BHKOPUCTOBYBATHCS BIiJMIOBIMHO M0 IHCTPYKIIA TOCTadaIbHUKA.
BoHu 3acTOCOBYIOTHCSI Ul NEPEBIpPsIHHS KOMIT'IOTEPIB Ta HOCIiB iH(opmanii Ha
HasBHICTP BIIOMEX BipYyCiB sIK 3aIT00DKHUI 3axix a00 sIK MMOBCSKACHHA MPOIIEAYPa;

- MaloTh BUKOPHUCTOBYBATHCh TIPOTPaMHiI 3acoO0M BHSBIEHHS 3MiH,
BHECEHMX JI0 IaHUX, JUISl BUSBJICHHS 3MiH y BUKOHYBaHHUX IpOrpaMax;

- MporpaMHi 3aco0HM HeWTpaiizamii BipyCiB CIiJi BHKOPHUCTOBYBaTH 3
00EepEeKHICTIO | JIMIE B THUX BHIIAJIKAX, KOJW XapaKTEPUCTHUKU BIPYCIB LIJIKOBHTO
BHBYCHO, 4 HACNIJIKH BiJl IXHBOI HEHTpali3allii € mepenoavyBaHi.

3. Crhixg mpoBOIUTH PETYJIApHE MEPEBIpSHHS MPOrpaM Ta JaHHX Y CHCTEMaXx,
SIKI HMIATPUMYIOTh KPUTHYHO BaXKJIMBI BUPOOHMYI mporiecd. HasBHICTh BHIAJAKOBHX
¢aiiniB Ta HECAHKI[IOHOBAaHUX BHIIPABISTHH Ma€ OYTH PO3CIigyBaHE 3a JOIIOMOTOIO
(hopManbHBIX IPOLIEAYD.

4. JIuckeTH HEBiZIOMOrO IOXOJKEHHS NEpEBIpSIOTh Ha HAsSBHICTH BipyciB JIO
TXHBOTO BUKOPHCTAHHSI.

5. Cnig BuU3HaYaTH MpPOLEAYPH KepyBaHHS I OOOB’S3KM CTOCOBHO
MOBIZIOMJICHHSI TIPO BHIAIKH 3apaXCHHs CHCTEM KOMII'IOTEpHHMH BipycamH i
B)KMBaHHS 3aXOJiB 3 JIKBiZaIii HACHIIKIB BiJ iXHHOr0 MpoHUKHEeHHs. Ciix cKiTagaTi
HAJICXKHI TUTaHU 3a0e3rneuyBaHHs Oe3mepeOiifHol poOOTH MigNpUEMCTBA Yy pasi
BHIIA/IKiB BIipyCHOTO 3apa)keHHs, Y TOMY YHUCIi IJIAaHW PE3EPBHOTO KOMIIOBaHHSA BCiX
HEOOXITHUX NaHUX 1 MPOrpaM Ta iXHHOT'O BiTHOBIIIOBAHHS.

Ili 3axomu € 0COOJAMBO BaXIMBI JUIS MEPEXHHX (alIoOBHX CEpBEpiB, SIKi
MiATPUMYIOTh BEIHKY KUTBKICTh pOOOYMX CTAHIIIH.

1.2.7 Cuctema 6e3nekn BUKOPUCTaAHHS eNeKTPOHHOI NowTr

EnexTpoHHa momiTa mociae 3HayHe Micue y BHPOOHHMYIM JisUTBHOCTI
HiINIPHEMCTB 3B’s13Ky. PoOJb eNneKTpOHHOI MOIITH 3pOCTATHME 3aBISKH YHHHOCTI
3aKOHIB YKpaiHH IOJ0 IM(GPOBOTO IMiAMKHCY, €IEKTPOHHOTO IOKYMEHTOOOIry Ta
eNeKTpoHHOI Komepuii. EjekrpoHHa momra € JemieBa, 3py4yHa i HECKIagHa Y
BHKOPHCTAHHI, Ma€ BEJHKY KUIBKICTh KOPHCTYBadiB, CTala MacOBHM CEPBICOM Ta
3ac000M CIIIJIKYBaHHSI.

AJte eNeKTpOHHII MOITI IPUTAMaHHI PI3HOTO POAY PU3UKU:

- MepeHeceHHs BipyCiB, HeOEe3MeUHNX BKIIAJCHb, HeOE3MeUHNX MOOUTBHUX
KOJIiB, KOMaH/l, BUKOHYBaHHX 3a CIIPOOW YMTaHHS IOBIJOMIICHHS;
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- pyiHYBaHHS UM TIEPEHABAHTAKECHHS CHCTEMH;

- HeOakaHe BUTiKaHHS 1H(popMallii i yTpyAHeHe HOro BUSIBICHHS;

- BUKOPHCTAHHS EJICKTPOHHOT MOIITH 3 HEJJIOBOIO METOIO.

Jnst eheKTHBHOTO BUKOPHCTAHHS €JICKTPOHHOI TOMTH, SK 1 OyIb-IKOTO
IHIIOrO cepBicy, NOTpiOHa iepapxXiyHa CHCTEMa KepyBaHHs O€3MEeKOol Ta
e(EKTHBHICTIO, IKa Ma€ BKITIOYATH:

- KEpyBaHHS HAa CHCTEMOTEXHIYHOMY piBHI: JIOKQILHAMH MeEpeKaMH,
MIOLITOBUMH CEPBEPAMH, CEPBEPAMH KaTaJIOTiB TOIIIO;

- KEpyBaHHsI KOPUCTYBa4aMH: iXHE PEECTPYBAHHS, CTBOPCHHS aJPECHHUX
KHWUT, NIEpPeITiKiB PO3CUIIaHHS TOLIO;

- MPOTHUIIS 3aPAXKESHHIO KOMIT FOTEPHUMH Bipycamu;

- 3a0e3meuyBaHds KOHQIICHIIIHHOCTI MUISXOM aHalli3yBaHHS CTPYKTYPH
Ta BMICTY CICKTPOHHUX JIMCTIB Ta OINEPATUBHOIO pEaryBaHHsS Ha BHSBJICHI
MOPYILyBaHHS;

- KepyBaHHs iH(GOpPMaliHHUMHU IOTOKaMH: OOMEXEHHS HEAIJIOBOTO
Tpadika, 3abe3neyyBaHHA JOCTYHNHOCTI iH(poOpMalii, KOHTPOIb TPOIECIB,
IHIIIIHOBAaHMUX €JIEKTPOHHUM JINCTYBaHHSIM.

KepyBaHHS €ICKTPOHHOIO IOMITOID € 3aco00M 3IMIHCHEHHS MOJITHKH
BUKOPHCTAHHSI SNIEKTPOHHOT NOIITH. [101imuKa uUKOPUCMAHHs e1eKmpPOHHOT nouwmu
— 1ie Habip TpaBuII, SKi BU3HAYAIOTH il 3a Pi3HUX cuTyamii. [IpaBuia MicTITh YMOBH
Ta Jii; yMOBU a00 KpHUTEpii BU3HAYAIOTH O3HAKA BUHHKHCHHS KPUTHYHUX CHUTYaIliH,
Ji1 — pearyBaHHs 32 BUHUKHEHHS [IUX CUTYAIIiH.

Ha mixcraBi BHKOpUCTaHHS MpaBWJ, YMOB Ta [iifi THpaloe cucrema
MOHITOPUHTY €JIeKTPOHHOI MOMTH. 32 OJMH 3 NMPHUKIJIAAIB MOXE CIYI'yBaTH CHCTEMa
3aXMCTy TIOMTOBOTO cepBepa 3a gonomoror TrendMicro Scan Mail for MS
Exchenge. PosropranHs [OaHOrO aHTHBIPYCHOTO 3aco0y MOKe BimOyBaTHCS
BIJIAJICHO 3 €IUHOI KOHCOJI OJHOTrO0 3 IOINTOBUX CEPBEPIB, HA SKOMY BIXKE
BcranoByieHo TrendMicro Scan Mail for MS Exchenge.

VYcima cepBepamu ScanMail MoXKHa KepyBaTh LIEHTPali3oBaHO. ABTOMAaTHYHO
3a0e3MeuyeThcsi 3aXMUCT y peajbHOMY 4Yaci sl 3HOBY CTBOPEHHX IOLITOBUX
CKPHHBOK.

AHTHBIpyCHE CKaHyBaHHS ITOLITOBUX MOBIIOMJIEHb 3/IIICHIOETECS Y (POHOBOMY
pexxkuMi abo BpydHy. Y pa3i BUSABICHHS 3apa)KEHOTO IMOBIJOMIICHHS BiANPaBHUKOBI,
OJICp)KyBayaM Ta aJMIHICTPATOPOBI HAJCHIAETHCS TOMEPEHKCHHS HEOOXIIHOTO
3MICTYy €JEeKTPOHHOK momTo. KopucryBadi He B 3M03i BUMKHYTH CKaHyBaHHS
MOLITH, a0U MepeiaTi HeNPUITyCTUMUIL (haiii, OMUHAIOUH CUCTEMY.

IIpn ckaHyBaHHI BHUKOPHCTOBYETHCS AKTHBHUH (UIBTP IOBIZOMIIECHD.
AnMiHiCTpaTOp MOXKE 3a/@BaTH THUIU CJICKTPOHHOI MOIITH U JaHWX, SIKi cepBep
Exchange mpomyckaTuMe ab0 He MPOIyCKaTHME 3a JTOMOMOrow (iabTpa Ha MiaCTaBi
iHpopMmamii B IXHIX 3arojOBKaX — HANpPUKIaJ JOMEHA, 3BIIKHA BiANpPABICHE
moBioMyeHHs, abo Bmicty moiiB From (Biampasuuk), To (Komy) i Subject (Tema).
Lle MO>e BUKOPUCTOBYBATHUCS AJIsl OOPOTHOM 31 ClTAMOM.

CrmamMoM Ha3WBalOTh TOTIK HeOakaHOi He3alIaHOBaHOI iHpopMamii 10
MoTOBOI CKpUHBbKH. DIIBTP MOXKHA BUKOPUCTOBYBATH VISl PAaHHBOI MPODITaKTHKH
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eiieMiif HOBHX BipYCiB, 331al0UH KITFOYOBI CIIOBA, PAIOK TEMHU, PO3IIUPEHHS 1 iMeHa
(aiiiniB BKIaJeHb, 3 SIKUX OJIOKYBaTHMETHCS IPOHUKHEHHS 3apa)KEHHX MOBIJIOMIICHB
Ha cepBep Exchange.

CkaHyBaHHIO MiIJIATalOTh TAKOX CTHUCHEHI ¥ 3akomoBaHi opmaru. ["amyseBa
CHUCTeMa BUKOHYE CKaHyBaHHS (hailyliB, CTUCHEHHUX 3a mMormoMorom cxem PKZIP,
ZIP2EXE, ARJ, ARI2EXE, LHA, LHA2EXE, TAR, GZIP, LZEXE, PKLITE, DIET,
MSCOMPRESS, CABINET, UNIX LZW, COMPRESS Tta UNIX PACK. MoxyTs
OyTn mpockaHoBaHi (aiiy 3 AEKiIbKOMa PIBHSAMH CTHCHEHHS Ha MMOuHy no 20
piBHIB.

Pesysibratn po0OTH 3aHOCATHCS 1O KypHaIiB pobotu. XKypHamu pobotu
AHTHUBIPYCY AO3BOJIAIOTH BIJIIYKOBYBAaTH i PO3B’si3yBaTh IPOOJIEMH aHTHBIPYCHOTO
3aXHCTY IOLITOBOTO CEPBEPA.

OkpiM aHTHBIPYCHOTO 3aXHCTy, CcHCTeMa 3abe3neuye HU3KY (QYHKLIH
MOHITOPHHTY MOIITOBUX MOBiZOMIIEHb. KONM MOIMITOBE MOBiIOMIIEHHS TOTPAILISE JI0
CHCTEMH, INIPOBOAUTHCS TOBHE PO3OHMPAaHHS JHCTa I aHaNi3yBaHHS CTPYKTYypH Ta
3MICTY, BKJIIOYal04H jgoiy4deHi daitmu. Crcrema npaitoe i 31 ctucHeHuMH daitnamu.

CucremMa MOHITOPHHTY BUKOHYE:

- KOHTPOJIb BiJIPaBHUKIB Ta OAEP)KYBauiB IOBIIOMIICHb EJIEKTPOHHOI
TIOLITH;

- (himpTpyBaHHS TIOBIIOMJIGHP 3a IXHIM pPO3MIpOM, JIaTOI0, THIIOM
JoJTy4eHnX (aiis;

- BU3HAYCHHS PEabHOTO THIY JOIyYeHHX (aillliB 3a CHI'HATYpPOIO, TOOTO
3a NBIMKOBHM KozoM. LI ¢yHKIis 3anmobirae cpodaM OMHUHAHHS CHCTEMH MUISIXOM
HiAMIHK po3MIMpeHHs (aiina;

- posmizHaBaHHs rpadiyHuX, Bifeo Ta 3BYKOBMX (aiinmis. [xus mupkynsuis
MOX€ IPU3BECTH 10 BTPATH MEPEKHUX PECYPCIB BHACIIIOK IEPEHABAHTAXKCHHS;

- aHaJII3yBaHHS 3MICTY MOBIJOMJICHb Ha IPEIMET HassBHOCTI 3a00pOHEHHUX
CJIiB Y MOIITOBHUX TIOBiTOMJICHHSIX.

[Mincucrema ¢inpTpaunii mnoBiZOMIEHs 0a3zyeTbcss Ha NpaBHiIax, sKi
CKJIaHaloThesl 3 HAOOpy YMOB Ta [ii, BUKOHYBAaHMX CHCTEMOIO NPH 3aI0BOJICHHI
YMOB.

[Ipu 3agoBoieHHI a00 HE3aJOBOJIEHHI IEBHHX YMOB CHCTEMa BHUKOHYE IO
a00, TIOCITIIOBHICTH JTiid, BCTAHOBIIEHY NMpaBWJIaAMH{ MOJITUKU. [Ipuknaaym mid: H03BiI
abo 3a00poHa NPOXOKEHHs JIMCTAa; HOT0 PEECTPyBaHHs; PO3MIILCHHS B apXiBi;
HAJICWJIaHHS TTOBIIOMIICHHS aIMIHICTPaTOPOBi a00 iHIIIOMY KOPHUCTYBAueBi Y MEPEKi.

KopoTkoTepMiHOBE Ta OBrOTpHBaje apXiByBaHHS IOIITOBHX IOBiJIOMIICHB
Ma€ CyTTE€BE 3HAYEHHS [UIS aHali3yBaHHS 3MICTy 3a pI3HUMH CHCTEMHUMH
KPUTEPIsIMH, SIKi MOXKYTh 3a7]aBaTUCh aMiHICTPATOPOM CHCTEMH.

3anumaHHs dnsi camoriepesipku

1. [TosicHITH TepMiH “KOMIT FOTepHHH Bipyc” Ta iHIII TEPMiHHU, 3aCTOCOBYBaHI y
Bipycosorii.
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2. [epeniviTh HIMOBIpHI BipyCHI 3arpo3H.

3. Ilpu3HaueHHs] CUCTEMH aHTUBIPYCHOTO 3aXHUCTY.

4. @yHKUIT cuCTeMH aHTUBIPYCHOT'O 3aXUCTy Ha CTafii 37aBaHHs IIPOrpaM JIo
eKCIUTyaTarii.

5. Hasenith cknay Ta (GyHKUI] TEXHIYHMX Ta IMIPOrpaMHHUX 3aco0iB
BUIIPOOYBaAJILHOTO AHTHBIPYCHOTO CTEHAA.

6. ITosicHITH TOCTIIOBHICTh POOIT 3 MiATOTOBKH Ta MPOBEACHHS BHUIPOOYBAaHb
IIPOrpaMHOro 3a0e31eYeHHsI Ha HasiBHICTh BIpYCIB.

7. HaBeniTh mepenik METOMIB MPOBEACHHs BUIIPOOYBaHb MPOTPaMHHX 3ac00iB
Ha HAsSBHICTh KOMIT IOTCPHHX BiPYCiB.

8. TlosicHiTh NpUHOMNK Aii, TepeBarn i HENOJIKM NPOTrPaMHUX METOIIB
AHTHBIPYCHOI'O 3aXHCTy: CKaHYBaHH:], BUSBICHHS 3MiH, €eBPUCTHYHOTO aHAJi3yBaHH,
PE3UICHTHOT «CTOPOXKi», BAKLMHYBaHHsI IPOIPaMHOI0 3a0e3MeYeHHSI.

9. INosICHITP NPHHLMIINA AHTHBIPYCHOIO 3aXHCTY 32 JOIOMOIOI0 CIICLiABHUX
TEXHIYHUX MPUCTPOIB.

10. Cucrema Ge3niek BUKOPUCTAHHS €JIEKTPOHHOT TOILTH.

11. [osicHITH poib Ta PYHKIIIT MOHITOPHUHTY MOMITOBUX TOBIIOMIICHb.

12. 3axoau Ui BUSBIICHHS 1 3aMI00iraHHs IPOHUKHEHHIO BipYCIiB 10 CUCTEM.
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1.3 MeToanyHi BKa3iBKM [0 BUKOHAHHA NTabopaTopHUX pooiT

Y upomMy po3mimi 3abe3neuyeTbcs 3M00yTTS 3HAHB 1 yYMiHb BHSBJICHHS Ta
OJIOKyBaHHsS BUTOKY iH(popMaIlii TeXHIiYHUMH KaHaimamu. [Ipodeciiini kommneTeHiii
OO IUKITY Mepea0avarOTh YMIHHS:

- KBalTipikOBaHO aHaNi3yBaTH iH(OpMaIlifo, HAZaHy TEXHIYHAMHU CHCTEMaMH, 3
METOIO BUSBIICHHS TUIIOBHUX 03HAK MOX/IMBOI'O HECAHKI[IOHOBAHOT'O JIOCTYILY;

- yMmiti 3adikcyBatu iH(pOpMalLil0 3 JoJepKaHHA ab0 TOpPYLIEHHS 3axoniB
00’€KTOBOTO KOHTPOITIO Y BIIIIOBIAHAX PEECTPAIIHHUX JOKYMEHTAX;

- PO3pPOOJIATH TIJIaH BUKOPHCTAHHS HAsSBHUX TEXHIYHHMX NPHUCTPOiB (mIpuiiomi abo
IpoLenyp) Uil 3aKpUTTS MOXJIMBUX KaHAIIB BUTOKY iH(opmalii 00MeXeHOro
JOCTYILY;

- IPOBOJUTH AaTECTALII0 PSKUMHHUX TEPUTOPIH B yMOBaxX MOJECPIKAHHS PEKUMY
CEKPETHOCTI 13 (piKCyBaHHAM pE3yJNIBTATIB y BIAMOBIIHAX JOKYMEHTAX;

- pO3pOOIIATH y3araJIbHEHUH TIepeTiK MOTPIOHUX TEXHIYHUX 3aC00iB;

- BUKOPHCTOBYBAaTH TEXHIUHI 3aco0M 3axucTy iH(popMalii B yMoBax 3a0e3rmedeHHs
PEXUMY CEKpPETHOCTI Ha MIATIPHEMCTBAX, B OPTaHi3allisX Ta yCTaHOBaX Pi3HUX (opM
BJIACHOCTI, YMITH IIPOBECTH [il 1110JI0 OpraHizaiii TEeXHIYHOro 3axucty iHdopmauii,
30KpeMa MpUHAMaTH pillIeHHS NpPO JOTPUMaHHA abo HAasBHICTH (aKkTy MOpPYLIEHHS
KOH(DiIeHITIITHOCTI iHpOopMaIIii 0OMEKEHOTO TOCTYILY;

- po3po0IIATH HOMEHKJIATYpHHH Iepellik TeXHIYHUX 3aco0iB 3axucTy iH(popmarii
Bil BUTOKY TEXHIYHAMH KaHaJaMH Ta pealli3oBYBaTH TEXHIYHI 3aXOIH 3aKPUTTS
MOXKITUBUX KaHAJIiB BUTOKY iH(opMaIlii (3a meperikoM KaHajiB BUTOKY);

- OLIIHIOBATH €()eKTUBHICTH CUCTEM 3aXHUCTY.

NabopaTopHa po6oTa Ne 1
CtpykTypa n dyHKUii cucTemn 3axmucTy iHcpopmauii Big HC

1. MeTta po6otu
BuBueHHs cTpykTypn Ta (QYHKOIH KoMmIiuiekcy 3aco0iB 3axmcty (K33)
inpopwmarii, onpanpoByBanoi Ha [IEOM, Bix HecankmioHoBanoro noctrymy (HCIH),
peaiti3oBaHOrO B CTaHAAPTHIN omneparliiniii cucremi MS WINDOWS 95/98.

2. KntovoBi nonoxeHHs

Komruiekc 3aco0iB 3axucry inpopmarii, onparpoByBanoi Ha [IEOM, Bin HCJ]
€ CIICIiai30BaHO0 HAAOYIOBOKO HAJ CTAaHAAPTHOO oreparniitaoio cucremor (OC)
MS Windows 95/98 i momoBHo€ ii pyHKIIIMA po3MeKyBaHHs mocTymy. Komruiekce
JIO3BOJISIE  CTBOPIOBATH CIICLiaNi30BaHE poOode wicle 3 OOMEKEHHM KOJIOM
KOPHCTYBAYiB, sIKi MAafOTh Pi3HI MOBHOBAKCHHS 3 JOCTYIIY.

KoMruiekc OpieHTOBaHO Ha BHKOPUCTaHHS B OpraHizamisx Jisi 3axHCTy
KOH(IIEHIIHHOCTI Ta LUIICHOCTI KpUTHYHOI iH(oOpManii, onpaunboByBaHOi Ha
nepcoHabHOMY KoM 1oTepi B cepenoBuiti OC MS Windows 95/98.

ITporpamui 3acobu K33 € cymicHi i3 3aco0amu, siki BXOASTH J0 KOMIUICKTY
nocradandst OC, a TaKOXK 3 IHIIUM CHCTEMHHM, 1HCTPYMEHTAIBHUM Ta MPUKIAIHUM
13, sixe BuKOpUCTOBYE cTaHAapTHI iHTepdeiicu OC.
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IIporpamui 3acobm K33 moxkyTh OyTH HecyMmicHi 3 iHmIIMH 3acobamu
saxucry Bix HCJI, antuBipycuum I13 Ta 3 I13, sike mpariroe 3 quckamu i ¢daitiamu Ha
HU3BKOMY PiBHI 11032 ()ailJIOBOIO CUCTEMOIO.

®yHKIIi1, cTpyKTypa W mpuHIUNU 3axucty iHGopmamii Bix HCJ] ommcano y
nigpo3ainax 1.1.3, 1.1.5 nanoro nocioHuka.

2.1 CTpyKkTypa Ta BMICT KaTaroris KoMnnekcy 3acobiB 3axucty

daiinoBa cuctemMa KoMIulekcy 3aco0iB 3axucty (K33) ckmagaetsest 3
rosoBHOrO Katanora C:\--FLY--\ Ta karamoris:

BASE\ — kaTaor 06a3u 1aHux;

BIN\ — kaTanor BUKOHYBaHUX (aiiiiB;

JRN\ — karanor xypHaIbHHUX (aillis,

HELP\ — xaTasnor qokyMeHTarlii Ta (aiiaiB KOHTEKCTHOI JOIOMOTH;

TMP — karaor s THMYacoBUX (haiiis.

V ronoBHomy katano3i C:\--FLY--\ po3MilIytoTbcss MPOTOKON IHCTAJIALIT
Install.log Ta nporpama neincramsnii Unwise.exe.

VY minkarano3i BIN\ po3MimnyroTs BUKOHYBaHi (aiinu, nuHamigHi 0i0mioTeKH,
(aiinum ninensiit ta koudirypauii. OcHoOBHI Horo daiinu Taki:

Fly95.lic — “daiin ninensii” — MiCTUTh KOHTPOJIBHI cyMH iHIINX ¢aiini K33;

Flydos.sys — momoMixHHI CHCTEMHHIA JpaliBep pEaTbHOTO PEKUMY;

Fly95adm.exe — VXD gpaiiBep 3axwuiienoro pexumy. Lle sapo K33, skwuii
BHKOHYE Bci QYHKIIII i3 pO3MEKyBaHHS TOCTYIIY;

Fly95adm.exe — aBromarm3oBane podode miciie (APM) aaminicTparopa;

Fly95adm.ini — daiin xon¢irypauii APM anminicTpaTopa, sSKuil MICTUTBH
HaA0YIOBH, KOTPi BU3HAYAIOTh KOHKPETHY MOJIITHKY Oe3meku. THIOBHIT BMICT IIEOTO
(aiina € Takuii:

[DIRS]

BaseDir=C:\--FLY--\BASE\

[COMON]

System = Grif — Ha3Ba,

Version = 1.1 — Bepcis;

FlawControl = ON — KOHTPOJIb 32 BUXIJTHUMH TOTOKAMHU;

Encryption = OFF — mm¢pyBaHHS (aIIiB y 3aXUIICHIX KaTaJorax;
WipeType = Name — 3aTupanHs QailiB Ta IXHIX TUITIB IPH BUITyYaHHI;
InpExpControl =ON — KOHTPOJIb IMITOPTYBaHHS/E€KCIIOPTYBaHHS;
ScreenSaver = ON — OJIOKyBaHHSI PUCTPOIB BBEACHHS/BUBEICHHS;

SWControl = Dynamic — KOHTpOJb LIJTICHOCTI MPOrpaMHOro 3ade3neyeHHs
[pH 3ayCKaHHi;

Remote Access = ON  — KOHTPOJIb 32 BiIaJICHUM JIOCTYIIOM;

AdminRestrict = Main — MOJIITHKA 0OMeKeHHS TIOBHOBa)XEHb
aJIMIHICTPATOPIB:

Main — 3a0opoHa Juii TOJOBHOIrO ajaMiHicTpaTopa Ha KepyBaHHs bJ]

3axXUIIEHUX KATAJIOTIB Ta JOCTYILY A0 KOH(IACHIIHHOT iH(hopMalii;
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All — 3a00poHa [T BCiX aaMiHICTPaTOpiB, OKPIM TOJIIOBHOTO, Ha peaaryBaHH:I
aTpuOyTIB IHIIMX aJMIHICTPATOPIB Ta HaJaBaHHS AIMIHICTPATUBHUX NOBHOBAKEHb
3BHYaifHUM KOPUCTYBa4aMm;

Add — HakaganHs BCix 3a00pOH;

TmpAdmin = ON — 3anyck APM anminicTparopa He THM KOPHCTYBaueM, SIKMA
3aBaHTaxxuB OC;

TMType = ICT — Tum mnpuctporo 34utyBaHHs ineHTH(ikatopie Touch
Memory:

ICT — mmara IKT;

LPT — napanenpHuii nopr;

COM2 — nocnigoBHUH MOPT.

Ieti daitn koH)irypamii pemaryBatu 3a00poHIE€TbCA. PenaryBanHs npu3Bene
JI0 TIOPYIIyBaHHsI [IUTICHOCTI Ta 3a0JIOKYBaHHSI MOJaJIbIIO0] poOOTH.

LogView.dll — nmHamivHa 6ibmioTeKa MeperisaaHHs KypHaTbHUX (aiimis;

Etalon.dll — npuHamiuna 6iOmioTeka poOOTH 3 €TAJIOHOM IPOTPAMHOTO
3a0e3NeueHHsI.

C4ASCX.DLL, C4PRLIBX.DLL, CARUNX.DLL,C4TPSX.DLL — crannapTHi
nuuamiuni 6i6moreku CYB]] Clarion.

Hani ¢aitmn  craHoBnATe nporpamHy dYactuHy K33 # iXHS 1iTiCHICTB
koHTpomoeTbess K33.

V¥ minkatano3i BASE\ po3minyrotecs 6a3u naanx K33. Ixuiit cxmam Takwif:

PQA.CSP — (paiin modaTkoBUX MMapameTpiB;

TCB_DB.TRS, TSB_DB — nouaTtkoBa ta po6oua komii b/] po6odoro micrs;

USER_DB.TRS, USER.DB — nouarkoBa Ta p060qa xomii B/ xopucryBauis;

PD DB.TRS, PD_DB — nmouaTtkoBa Ta podoua korii bJ[ 3axuIieHnX KaTajioris;

SW_DB.TRS, SW_DB - mnouatkoBa Ta poboui komii B/l mporpamHoro
3a0e31eYeHHs;

MESCOD.TRS, MESFUNC.TRS, MESSUBF.TRS — B/l xoxiB mOBigoMIIEHb
JUTS TICpETISIIAaHHAS )KYPHAIBHUX (aiiiiiB;

ARMADMDB.IMM - ¢aiin koaTposbHuX cyM TRS daitmis.

Bci omnepariii i3 BCTaHOBIICHHS, 3HATTSI Ta HajdamToByBaHHs K33 BUKOHYIOThCS
3a gomomororo mporpamu Fly95adm.exe ammiHicTpatopamu, siki MarOTh BiTIOBIIHI
ITOBHOBA)KCHHSI.

2.2 NNabopaTtopHe ycTaTKyBaHHS

Kommuieke 3aco0iB  3axmcty BcraHoBineHo Ha I[BM-cymiciii IIEOM vy
CTaHAapTHiN omnepamiinii cuctemi MS WINDOWS 95/98 i ckmagaetbes 3
IIPOrPAaMHOI, allapaTHOI Ta KI0YOBOI CUCTEM.

[Iporpamue 3a0e3medeHHs CKJIANAETBCS 3 PE3UACHTHOI H Hepe3HzLeHTH0'1'
yactul. JJo ckimaay nporpamuux 3aco0iB K33 Big HCJI BXoasaTh CHCTEMHI apaiiBepu
peansHoro (FLYDOS.SYS) i# 3axumenoro (BARVXD.VXD) pexumis, ki
BUKOHYIOTh (DyHKIII pO3MEXyBaHHA MAOCTYIly, IporpamMa aBTOMAaTH30BaHOTO
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pobouoro wmicus (APM) anminictpatopa FLY9SADM.EXE, a Takok HH3Ka
JIOIaTKOBUX CIIY’)KOOBUX YTHIIIT Ta TUHAMIUYHHX 0101i0TeK.

Jo anaparHoi wactmHm Hanexuts [I3[1 3 MikponporpamMamu piBHA
posmmpenns BIOS, BcraHoBieHe Ha cremianbHid abo MepexHid tuiati. YactuHy
nporpamuux 3aco0iB K33, skuii peamizoBye GyHKUIl igeHTH(IKYBaHHS i
aBTCHTU(IKYBaHHS KOPUCTyBada, peaiizoBaHo sK posmupeHas BIOS i posMimeHo B
mikpocxemi II3I1. Jlns BcramoBneHns wikpocxemu II3IT B (E)ISA-cioT
MmarepuHcbkoi iatn [IEOM Moske BUKOPHCTOBYBATHCH IUIATa, Ha SIKId € Micle ITij
Mmikpocxemy II3I1, imtepdeiic 3 imentudikaropamm Touch Memory Ta reHeparop
BUIIaJJKOBUX 4YHCEJNl, a TaKoK MepexxkHa mara 3 micuem mig II3I1 Bigmanenoro
3aBaHTAXCHHSI.

KirrouoBa cucrema siBnsie co0OOr0 CIEIialbHUNA TPUCTPIA — iaeHTU(IKaTOp
Touch Memory abo nuckery, Ha sKiil 3amucyroThes ineHTHIKaIiiHI HaHi
KopucTyBada. Y pa3i BHKOpHCTaHHA imeHTH(ikaTopiB Touch Memory mnotpibeH
TIPUCTPil 3UMTYBAHHS IS IUX 1ICHTU(IKATOPIB.

3. KnrouyoBi nutaHHsA

1. Crpykrypa # ¢ynkuii K33, peanizoBaHoro B CTaHAapTHil omnepauifiHii
cucremi MS WINDOWS 95/98.

2. IlpaBuna i npuHIMNY ineHTH(IKYBaHHS i aBTEHTHU(IKYBaHHS KOPHCTyBaya.
Ponb 101aTKOBUX MPUCTPOIB I1iJ] Yac aBTEeHTH(IKyBaHHS KOPUCTYBaya.

3. Sxi 3acobm W MeTomm BUKOPUCTOBYIOThCS B K33 mnsa 3amobiraHHs
HECaHKI[IOHOBAHOMY 3aBaHTaKCHHIO?

4. Sl 3pilicHIOETBCS. KOHTpOIIb nimicHocTi K33 Ta TectyBanHs?

5. Sx mpoBomWTBCSI 1 B UYOMY TMONATAIOTh Wil KOHTPOJIO MLTICHOCTI
BHKOPHUCTOBYBAHOTO IIPOTPAMHOI0 3a0€3MeYeHH?

6. SIxi MpUHIMITM aAMIHICTPATHMBHOTO PO3MEXYBaHHS JOCTYITy A0 PECYpPCiB,
10 3aXHIIAIOTHCS?

7. IlpuzHauenns i ckinan bJl 3axuieHnx KaTanoriB. 3MICT CIIMCKIB IOCTYILY.

8. SIki oOMexeHHsI HaKJIaIaloThCsl HA CTBOPEHHS 3aXHIIEHUX KaTaloris?

9. Tlpomec cTBOpEHHs CIPOOHOTO 3aXHWIIEHOTO Karajora. Sk mepeBipsATH
JOTPUMAHHS PEKUMY JOCTYITY 0 HOTO?

10. IIpaBa mocTymy KOpHCTyBa4a 10 3aXHIIEHUX KaTaJOTiB.

11. Ski icHy10Th OOMEKEHHS IPU POOOTI 13 3aXUIICHUMHU KaTanoramu?

12. B yomy nosisirae i siK MiATPUMYETHCSI KepyBaHHs IIOTOKaMu iH(opmMarii?

13. Xt0 Mae mpaBo goctymy 1o ¢aiinis HanamroyBaHHsI OC 3a 3anmucom?

14. Sk y cuctemi peanizoBaHO HOCIYTY “TOBTOPHE BUKOPHCTaHHS 00’ €KTIB”?
SIkuii BUKOPHCTOBY€EThCS 1aBad BHIAIKOBUX YHCET IS HOTO?

15. SIxi Tpeba BHKOHYBAaTH BUMOTH JI0 CEpEeIOBHUINA eKCIUTyaTarlii, HeoOXimHi
st epextrBHOTO (hyHKIionyBanHs K33 Bix HC/I?

16. Big 9oro 3aJeKUTh 1 YMM BH3HAYAETHCS SPEKTHBHICTh (DYHKIIOHYBaHHS
K33 Big HCA?

17. SIki BUMOTH TIpe1’ IBISAIOTHCS 0 (hi3UIHOTO CEPEeIOBHIIA U TIepcoHATy?

18. HaBeniTh mepenik 3arpo3 indopmartii.

19. Bu3Hadre TUIIOBHUX MOPYIIHHKIB.
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20. Sxi icHYOTP IDISXH OMHHAHHA 3aco0iB  3axucTy 1 fK IX
3HelTpanizoByBaTH?

21. SIki 3axomu MO3BONISIIOTH TrapaHtyBaTtH, o 3 ¢aitnie CONFIG.SYS i
MSDOS.SYS He OyayTh BUIYYEHI PSAKH HaJamTOBYBaHb? SIKi mme psaku?

22. Yomy K33 He noBuneH mparroaru 6e3 [13117?

23. Yomy He MOKHAa BHKOPHCTOBYBAaTH Ha 3aXMIIEHOMY poOodoMy Micii
Henepesipene 13?7

24. XT0 BU3Haua€ NOpsAA0K pe3epBHOro komniroBanHs b/ K33?

4. lomaluHe 3aBOaHHA

1. BuzHauuTy npu3HaueHHS Ta O3HAHOMMTHCH 31 CTPYKTYpOIO M (yHKIIsIMH
K33 Bim HCJI, peamizoBanoi B cTaHmapTHii omnepamiiHii cucreMi MS WINDOWS
95/98, kopucTyrO4nCh TaHUM TociOHnKOM (mimpo3a. 1.1.3, 1.1.5).

2. Bm3nauntn obmacte 3actocoByBaHHS K33 Bim HCJl i o3nHaifiomuTHCh 3
MOJIITHKOI0  Oe3neku (mimposn. 1.1.2 maHoro mociOHMKA), peaTi3oBaHOrO 3a
JIOIIOMOT'010 IIbOTO KOMILIEKCY.

3. 3’sacyBaTH, SKAH (QYHKIIOHAIEHUA TMPOQITE 3aXUCTY W SKi BUMOTH PiBHA
rapanTiii peanizoBano K33 Bix HC/I.

5. JlabopaTtopHe 3aBAaHHA

1. BukoHaTH 3aBaHTa)XEHHS CHCTEMH, BHKOPHCTOBYIOYHM I1M’Sl TOJIOBHOT'O
aJMiHICTpaTopa, TMapoilb 1 KIIOYOBY IHCKETy. [IpOCTeXUTH mpouexypu
ineaTH(diKyBaHHS/aBTeHTH(HiKyBaHHS KOPHUCTYyBaya.

2. OsnHailoMuTHCH 3 TOpSAKOM KoHTpomo IimicHocti K33. 3amycrutn
Iporpamy aaMiHICTPyBaHHS il BUKOHATH TECTYBAaHHS CUCTEMH.

3.  OzHaliOMUTHCh 3 TOPSOKOM 1 LUIAMH  KOHTPOJIO  LUTICHOCTI
BHUKOPHCTOBYBAHOTO MPOTPaMHOT0 3a0e3IeeHHSI.

4. BUBUHATH IPUHIIATIN aIMiHICTPATUBHOTO PO3MEXKYBAHHS JIOCTYITY.

5. BuBuutH npusHaueHHS Ta 3MICT B/l 3axuiiyBaHMX KaTajoriB i CIUCKIB
JOCTYITY.

6. CTBOpUTH MPOOHUH 3axWINEeHUI KaTayor. [lepeBipuTH BUKOHAHHS PEKUMY
JOCTYyIIy.

7. O3HAHOMUTHUCH 3 IPUHITUIIAMHI KEPYBaHHS IMOTOKAaMH iH(pOpMaIIii.

8. 3’sicyBaru, SIK y CHUCTEMi peasli3oBaHO IMOCIYry “TIOBTOPHE BHKOPHCTaHHS
00’€eKTIB”.

9. 3’scyBaTi BHUMOTH JIO CEPENOBHWINA eKCIUTyaTarii, HeoOXimHi s
edektuBHOro yHKIioHyBaHH: K33.

10. 3’scyBati BUMOTH 10 (Di3MIHOTO CepeloBHINA i MepcoHary. BuzHauutn
3arpo3u iHdopMmallii i THITOBUX MMOPYITHUKIB.

11. ChopmynmroBaTd BHMOTH 10 OOYHCIIOBAIBHOI CHCTEMH H Oprasizamii
poOoiT.

12. 3’sicyBatu 3axo;u 13 3anodiranHs 3aBantaxenHo OC 0e3 3aco0iB 3axXHCTY:

- mepekoHaruch, mo 10 ¢aitna CONFIG.SYS mix wac iHcranmsmii 3aHeceHO
OTHC JIpaiiBepa pealbHOTO PEXHUMY, 110 Ha ¢aiin BcraHoBieHO atpudyT OC “nmine
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JUIL 9UTaHHS 1 mo mig 9ac pobotu moctym i3 3ammcy no ¢aiima CONFIG.SYS
OJIOKYETBCS 3aC00aMU 3aXUCTY LIS BCIX, OKPIM FOJIOBHOIO aMiHICTpaTopa;

- TIepeKOoHaTHCh, 1o a0 ¢aina MSDOS.SYS B mporeci iHcransuii 3aHeceHo
psanok BootKeys = YES, mo nmo3Bossie 3amo0irté MOMKIMBOCTI MOKPOKOBOTO
3aBantaxxeHHss OC i BinmoBH Bix ompanpoByBanHs (aitna CONFIG.SYS nusixom
BHOOpPY BimmoBigHOTO BapiaHTa 3aBaHTaxeHHs OC. IlepexonaTuch, mo Ha (aiimi
MSDOS.SYS BcranoBieno arpudyr OC “numie sl 9uTaHHs’, a Mg 9ac poOoTH
noctym i3 3amucy no daiima MSDOS.SYS Onokyethest 3acodamMut 3aXUCTy JUIs BCIX,
OKpiM TOJIOBHOTO aJMiHICTPaTOPa;

- mepekoHatuch, 1m0 nporpamamu II3I1  OIOKyeThCS ~ MOXKIIUBICTH
BUKOPHCTaHHs KJaBiaTypH A0 3aBaHTAXEHHs JpaiBepa pealbHOrO PexuMy, s
3armoOiranHs BUOOPY BapiaHTa 3aBaHTaKCHHS,

- mepekoHatuch, o 3a inimiamizauii K33 (bJl) BukoHyeThcsi penaryBaHHs
¢aitma [0.SYS, abu 3amo00irT MOKIHBOCTI BHOOPY BapiaHTa 3aBaHTaXCHHS y pasi
aBapiifHOTO 3aBepIICHHs MoNepeIHbO1 crpodu 3aBanTaxkeHHss OC;

- mepekoHatuch, 1o mporpamamu [I3I1  ONOKY€TbCS  MOXXIMBICTBH
YUTAHHS/3AMMCYBAHHS UCKET 10 3aBaHTAXKEHHS JpaiiBepa pealbHOr0 Pexumy i
3aBanTaxedds 3 CD-ROM, abu 3amo6irmu MoxnuBocTi 3aBanraxkenns OC 3 guckeTu
yu CD-ROM.

13. CknacTv CITMCOK HEOOXITHUX HalamToByBaHb K33.

14. BuzHauuty, sKi ICHYIOTh LUISXM OMHHaHHS 3aCO0iB 3aXHCTy 1 CHOCOOM
TXHBOTO HEHUTpai3yBaHHSI.

15. BuznauuTh, y sKwid criocié 3amo0iraeTbcsi KOMitOBaHHS KOHQIICHIIHHOT
iHdopMalii y BiIKpPUTI KaTalord i HECAHKI[IOHOBaHE 3M00YTTS KOH(DIICHIIHHOT
iHpOpMaLii IUIIXOM “‘30MpaHHS CMITTS .

6. 3micT npoTokony
1. Ha3Ba poGorwu.
2. Mera poGotu.
3. BukoHaHe goMaliiiHe 3aBJaHHs.
4. Pe3ynbTaTii BAKOHAHHS JIAOOPATOPHOTO 3aBIaHHS.
5. BucHoBku.

50



Na6opaTopHa po6oTa Ne 2
ApmiHicTpyBaHHA cuctemm 3axmucty iHdopmadii Big HC[

1. MeTa po6oTu

HalyTTss HaBMYOK aaMiHICTpYBaHHS KOMIUIEKCy 3acoOiB 3axucty (K33)
inpopmanii, onparoByBanoi Ha [IEOM, Bix HecankuionoBanoro mocrymy (HCJ).
BuBuenns ¢ynkuionyBanHs K33, peamizoBaHOTO B CTaHTApTHIA oOIepamiiHii
cucremi (OC) MS WINDOWS 95/98. 3naiiomcTBO 3 (YHKIISIMH aaMiHICTpaTopa
Oe3rexku ¥ opraHizami€ero 3axucTy iH(popMalii Ha crenianizoBaHOMy poboYOMy Micti
3 00MEXEHUM KOJIOM KOPHCTYBadiB, KOTPUM HaJaHO Pi3Hi TOBHOBAYKEHHS 3 TOCTYITY
JI0 PECYpCiB.

2. Knto4yoBi NofnoXeHHA

2.1 MNoyaTkoBi AaHi Npo cuctemy.

K33 indpopmauii Bix HCJl incranmsoBano B OC MS WINDOWS 95/98. B
npoueci iHcTawii OyJo 3podieHo peectpyBaHHs ['0l0BHOTO anMiHiCTpaTopa, yepes
JUCKOBOJT A: Ha YHCTy TUCKETY OyJI0 3aIMCaHO HOTo ieHTH(IKATOp Ta Mapoib s
BXOJ/DKCHHsI aJMiHicTpaTtopa B cucreMy. Haragaemo, mo MiHiMallbHa JOBXKHHA
maposisi — 6 cuMBouiB. [IpHITycKaeThbcs BHKOPHCTaHHS JATHHCHKHX JIiTep, TUQD i
CIIEIliaIbHAX CHUMBOJIIB. Bynb-siki TpW CHMBOJIM TapoJis, IO CIIAYIOTh OIWUH 3a
OJIHUM, HE ITOBHHHI ITOBTOPIOBATHUCS Ta/a00 BiIPiI3HATUCS HA OJMHUIIIO.

3a 3aMOBYYBaHHSAM iM’sl TOJIOBHOTO aaMiHicTparopa "admin'' (Ge3 mamok Ha
HKHBOMY perictpi). Ilicmsa peectpyBanHs ['oioBHOrO ammiHicTpaTtopa OyIo
NpUIHATO 3HaYeHHs HajamrToByBanb K33, mpornoHoBaHi 3a 3aMOBUYBaHHSIM.

VY BUTBHHH CJIOT MaTEPHHCHKOI IUIATH KOMIT FOTEpa BCTAHOBJICHO IUIATY 3
Mmikpocxemoto [13I1, 1110 BXOJUTh 10 KOMIUIEKTY OCTaYaHHS.

Poboma K33 6es3 11311 npunyckacmuvcs quwie Ha emani HAIQUIMOBYSAKHS ab0
npu 8iOHO6MI08aHHI nicas agapii (nanpuxnao 3a euxoody I1311 3 1ady) i pozensoacmuvcs
aKk nozawmamua cumyayis. Ockinoku 3a eiocymnocmi 1311 icnye timogipnicmo
sasaumadxcenuss OC Oe3 3acobie 3axucmy, mo onpayro8ants KpumuyHoi ingpopmayii
3a eiocymuocmi 1311 ¢ nenpunycmumum.

2.2 MNopsagok 3aBaHTaXXeHHs1 cMcTeMu

VY mpoueci 3aBaHTaXeHHSI CUCTEMU aJMIHICTPAaTOp Mae MEepeKOHATHCh, LIO B
Liei yac He BUHHMKAE XKOAHMX KOH]IIKTIB, 1 1m0 nporpamu [13I1 BkimtoyeHi 10 podoTH.

V BignoBigs Ha 3anmutu K33 cimig yBectd cBoi iM’s ¥ maponb. Ilim dac
BBE/ICHHS IMEHI 1 TapoJisi HEOAMIHHUM € TOTPUMYBaHHS PETiCTPy IPH BBEICHHI BCIX
CHUMBOJIB. Y pa3i IOMHUIKHA BUKOPUCTOBYIOTHCS KiaBimi <Esc> abo <Backspace>,
IO Mpu3Bede [0 NOBTOPHOIO BHIAHHA 3anMTy. BBemeHHs iMeHi W mapois
3aBepIIy€EThCS] HATUCKAHHAM KiaBinn <FEnfer>. Hanpukian:

Username > admin

Password > ***%x%

ITicns nosigomiieHHs

Insert ID device and press <Enter> when ready
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BCTaBUTU B JUCKOBOZA A: AWCKETY 3 iNCHTHU(IKATOPOM i HATHCHYTH KIABIIITy
<Enter>.

AOu nepekonarucs, 1o mporpamu [I3[1 Brmroyeni mo poGorw, ciin
MPOCTEKUTH 3a IMOSBOI0 3alUTy IMEHI W Mapoms KOpUCTyBada [0 BHAAHHA
noBimomieHHs “3asanmadsicenns Windows” abo “Starting Windows”.

2.3 PeecTpyBaHHA 004aTKOBUX KOPUCTYBaYiB

Jnst peecTpyBaHHS JOAATKOBUX KOPUCTYBayiB BUKOHYIOTBCS TaKi Aii:

- 3aBaHTaXxyeThcst APM anminicTpaTopa;

- BUKJIMKAEThCS Jianor podbotu 3 B/l kopucryBadiB 3a 10OMOMOTOI0 iIKOHKH
Ha ITaHeNi IHCTPYMEHTIB abo myHKT MeHio “KopucTyBaui/O0ikoBi 3anucu’;

- BBOJUTHCS iM’s1 KOPUCTYBaua i 3a1at0ThCs 1HIIN HEOOXiaHI aTpuOyTH;

- 30epiraeThCsi BBECHUN 3aIIHC;

- BCTaBIIETECS HOBHH ieHTH(DIKATOp y TPUCTPiil UMTaHHSA (IHICKETa B
JIMCKOBOJ A:), BBOOUTBCS 1 MiJATBEPKYETHCS APOJIb KOPUCTYBAYa.

[Ipu uboMy peKOMEHI0BAHO TaKe:

- He MOJICHA BUKOPUCMOBY8AmMU 00UH I Mou camuil ioenmugikamop 0
PI3HUX KOPUCYBaUi8,

— UIT poOOTH 13 3axXWIICHHMH KaTajJoraMd IOTpiOeH Xoda O omuH
aZMiHICTpaTOp, OKpiM TOJOBHOTO, KOTPHH MaB OHM TMOBHOBaXEeHHS podoTh 3 B/l
3axXMINEHUX KaTauoris i nomyck “TAEMHO”;

- Ha erami HamamrToByBaHHA K33 ms KOpHUCTYBadiB PEKOMEHIYETHCS
BCTAaHOBJIIOBAaTH “M’sikuii pexxum” pearyBannst Ha HCJI, mo 3romom npu nepexoni 1o
mraTHOi poOOTH CIlijt 3a00pOHUTH;

- HE CJIiJT BCTAHOBIIIOBATH HAATO JOKIIAJIHE PEECTPYBAHHS MOMIN, OCKIIBKHI
ToJi XypHaubHi ¢aiinn K33 3aiiMaTumyTh HanTo Oararo Micls Ha JTUCKY;

— JOMMyCK IHMIMX KOPWCTYBAadiB CIIiJ] 3aJaBaTd BIANIOBINHO JO piBHA
KoH(DiAeHIIHHOCTI iHpopMaLii, 10 sIKOT BOHU MOTEHLIHHO MOXYTh MaTH JOCTYIL

2.4 CTBOpEHHs NPOBHOro 3axuLLIEHOro kaTtanora

Jliist CTBOpEHHS MPOOHOTO 3aXMIICHOTO KaTaIora CJIii BAKOHATH:

- 3aBaHTXUTH APM ajgMiHicTpaTtopa 3 MOBHOBaKCHHSIMH KOPHCTYBadya,
SIKUH Ma€ TOBHOBaXkeHHsI poOoTH 3 BJ] 3aXuIeHnx KaTaioris;

— BUKJIMKATH  jgiajor pobotru 3 BJ  3axumieHux  KaTaJoris,
BHKOPUCTOBYIOUHM 1KOHKY Ha TaHeNi IHCTPyMeHTIB a0o myHKT MeHIo “‘Karamoru™.
O6patu B aepesi kataioriB riiky “JICIT” ado “TA€MHO” i HaTHCHYTH KHOIKY
“CrtBOpUTH”;

- obpatm iM’sa KaTtamora W HATHUCHYTH KHOMKy ‘30epertu”. Sk
3axXHMIyBaHHUI KaTalor He MOYKHA OOMPaTH KOPSHEBHUI KaTaJIOT JIHCKA;

- HaTHCHYTH KHOmKy “KopwmcrtyBawi” # 3amaTé KOpHCTyBadiB, KOTpi
MaroTh MpaBa JOCTYIy A0 JAHOTO Karajora, i BWJ JOCTYIy (Juiie 4yuTaHHs abo
YUTAHHSI/3AIHC).
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2.5 BcraHoBreHHs HeobxigHux HanawToByBaHb K33

Jliis BcTaHOBIICHHS HaMATOBYBaHb K33 BUKOHYIOTHCS TaKi il

- 3aBaHTaXyeTbcsi APM anMmiHicTparopa 3 MOBHOB)KEHHSIMH TOJIOBHOTO
aZMiHICTpaTOpa;

- BUKJIMKAeThCs Jiajor “HamamroByBaHHS cUcTeMH” 3a JIOTIOMOTOFO
myHKTY MeHIo “Cucrema/HanamrosyBanss”. OOupaetbes 3aknanka “Pecypen”;

— Ul 3a0JI0KOBYBaHHS MOXIIMBOCTI  KOIIIOBaHHA  KOH(iACHIIHHOT
iHopMmanii y BIIKpUTI KaTaJOrd BCTAHOBIIOEThCA Tpanopens “KoHTpoib BUXiZHUX
IIOTOKIB”;

- JUIsl  3a0JIOKOBYBaHHS MOXJIMBOCTI HECAHKI[IOHOBAHOTO  3100YTTS
KoH(pineHiHHOT iH(opMamii nuIXoM ‘30MpaHHS  CMITTS”  BCTAQHOBIIOETHCS
npanopenp “3aTupaTH BMICT QaiiTiB Mpy BIITydaHHi” i “3aTupaTy iMeHa QaitiiB mpu
BUITy4aHHi”. BUKOpucTaHHs 1aHOT (yHKIIT CIIOBUIBHIOE MPOLIeC BUIy4aHHs (BaiiiiB y
3aXMIIEHUX KaTajorax i YHEMOXIIMBIIOE IXHE BiJHOBIIOBAHHS 32 BHIIAJKOBOTO
BIUTyYaHHSL.

2.6 BcTaHOBMNEHHS pexnmy KOHTposnto uinicHocTi 13

J1nist BcTaHOBJIGHHSI PeXKUMY KOHTpOIO 1iticHocTi [13 BUKOHY€eThCS Take:

- BUITy4a€eThCs 3 TUCKIB 3aiiBe [13;

- 3aBaHTaxyeThest APM aaMiHicTpatopa 3 MOBHOBaXKEHHSMH TOJIOBHOTO
azMiHiCcTparopa;

- BUKJIMKA€EThCA Aianor podotu 3 b/l 3axuieHnx KaTasoriB 3a I0MOMOT0I0
IKOHKM Ha maHesl iHCTpyMeHTiB abo myHKT MeHto “TIporpamu” it HaTtuckaeTbcs
KHoOTKa “Peecrpartis”;

- y mianmo3i “Maiictep peectparii”’ y JiBOMY BEpXHbOMY CIIUCKY KaTajoriB
obupaeTbea kopeHeBuil katanor aucka C. Hatuckaerscst kHomka [], po3ramoBaHa
IIpaBOpYyd BiJl JepeBa KaTayoriB. Y NpaBOMy BIiKHI 3 SIBUTHCSI CIIMCOK NPOTPAMHHUX
MOJYIB, 3HAHJCHWX HA JTUCKYy. BCTaHOBIIOETBCS MPaBOpPYyd YTOpi MEpertik
KOHTPOJIbOBAaHUX IapaMeTpiB 1 HaTHCKaeTbcs KHomka ‘3apeectpysaru!”. Ciin
BpPaxoBYBaTH, IO JaHa OIepalis MOXKE BUKOHYBAaTHCh TPUBAIHHA dYac (IECATKH
XBHJIMH), OCOOJHMBO SIKIIO 3aJaHa HEOOXIAHICTh KOHTPOJKO I[UTICHOCTI KOy
MIPOrPaMHUX MOJYJIIB;

- oTiepartisi TOBTOPIOETHCS JJIs BCiX JIOTIYHUX JTUCKIB,;

- BUKJIMKAeThCs Jiajor “HamamroByBaHHS cHcTeMH” 3a JIONOMOTOO
myHKTy MeHI0 “‘Cucrema/HamamroByBaHHS’, oOupaeTbes 3akiamka ‘“‘Pecypem” i
BCTaHOBJIIOETHCs mparnopels “KonTtposroBaru winicHicts [13 npu 3amyckanni”.

2.7 MogentoBaHHs NnaHOBaHOi TeXHOIorii poboTn

Jlyist MoJIeTIOBaHHsI JIAHOBAHOT TEXHOJIOTIT poOOTH KOHTPOITIOITH podoty K33
3a )xypHanamu. J{jis uporo:

- 3aBaHTaxTe APM anMiHicTparopa 3 TIOBHOBR)XCHHSMH TOJOBHOTO
azMiHiCcTparopa;

- BUKJIMYTE Jaianor pobotu 3 BJ] 3axuineHnX KarajioriB 3a IOMOMOTOI0
IKOHKM Ha MaHei iHCTpyMeHTIB abo myHKT MeHto “YKypHanu™;
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- 00epiTh y CIOHCKY JXypHall 3a TOTPiOHYy OaTy ¥ HATHUCHITH KHOIKY
“Ilepernsimanus’;

- nepernsgupre  kypHan. [loimomnenns mnpo HCJI mno3HauaroThes
YEpPBOHUMH IKOHKAMH 31 3HAKOM OKJIMKY a00 31pOYKOI0 (CHHIMH, SIKIIIO BCTAHOBJICHO
“M’SIKHH pexuM”).

VY pa3i BUHHKHEHHS KOH(QIIKTIB Ta/abo moBimomieHb mpo crpodbu HC]
YCTaHOBITh KOpPEKTHI HamamrToByBaHHsS K33, mpaBa MoCTymy KOpPUCTyBadiB, ixHi
TIOBHOBA)XEHHS TOLIO.

[Ticns Toro sk Oyzxe BUIpoOyBaHA TEXHOJIOTiSI poOOTH i BU3HAYEHI HEOOXiTHI
HanamroByBanHs K33 1 mpaBa JOCTylmy KOpUCTYBadiB, MOXKETE€ PO3IOYUHATH
IpalfoBaTH 3 peajbHOI0 iH(opManico. He 3a0yabTe BUMKHYTH UISi KOPUCTYBadiB
“M’sikuit pexxum’” pearyBanas Ha HC/I.

2.8 JlabopaTopHe ycTaTKyBaHHS

K33 BcranoBneHo Ha IBM-cymichiit I[TEOM y craHgapTHiii omnepamiiHii
cucreMi MS WINDOWS 95/98 i ckinanaerscest 3 anapaTHoi, IpOrpaMHol Ta KIIF0YOBOi
cucreM. [lo amaparHoi wactTuHU Hanexuth [I3I1 3 Mikpomporpamamu pisas BIOS,
BCTaHOBJIGHE Ha crelianbHiii abo MmepexHid mati. [Iporpamue 3abe3neueHHs
CKJIQJA€ThCsl 3 PE3UICHTHOI M Hepe3naeHTHOi wacTuH. KitouoBa cucrema sBIISiE€
00010 cremiabHUN TPUCTPild a00 AWCKETY, Ha AKil 3amUCYIOThCS iAeHTHdiKaIiiHI
JlaHi KOpUCTyBayYa.

3. Knro4yoBi nutaHHA

1. Crpykrypa # ¢ynkuii K33, peanizoBaHoro B CTaHIApTHINA oOIeparlifiHii
cucremi MS WINDOWS 95/98.

2. IlpaBuna 3aBaHTa)KyBaHHS CHCTEMH.

3. SIk mepexoHaTUCh y PaBUIBHOCTI 3aBaHTakeHHs1 K337

4. SIxi 3acobu ¥ MeTOAM BHWKOPUCTOBYIOThCS B K33 mis 3amoGiranss
HECAHKI[IOHOBAHOMY 3aBaHTAXKCHHIO?

5. SIk mpoBOUTHCS 1 SIKI iICHYIOTH BHMOTH ILOJ0 PEECTPYBAHHS JONATKOBHX
KOPHUCTYBaviB?

6. Ilporec CTBOpPEHHS CHPOOHOTO 3aXHUINECHOrO KaTtanmora. SIK mepeBipsATH
JOAEPKAHHS PEXUMY JOCTYILY 10 HBOTO?

7. IlpaBa 1ocTymy KOPUCTYBaya J0 3aXHUIICHUX KaTaJIOTIB.

8. SIki icHyI0TH OOMEXEeHHs TpH PoOOTI 13 3aXUIIEHUMH KaTaJoramu?

9. SIk ycTaHOBHTH HeOOXiMHI HayamroByBaHHs K33?

10. Ski nanamroByBanus K33 € HeoOXiHI BiIIOBIIHO 10 TOJIITHKK Oe3nexku?

11. SIx 3amoOirT MOXIMBOCTI KOIIIOBaHHS KOH(imeHMiiHOI iH(popMamii y
BIIKpUTI KaTaJOTH W MOMJIMBOCTI HECAHKI[IOHOBAHOTO 3J00YTTS KOH(]imeHIiHHOT
iHpopManii HUIIXOM “30UpaHHs CMITTS?

12. SIk yCTaHOBHTH pEXUM KOHTPOITIO miticHoCTi [13?7

13. IMosicuuTy TpUHLKITK KOHTpoIto ninicHocTi 113 K33.

14. V sxuii crioci® 3aiHCHATH KOPEKTHE 3aBEpLICHHS POOOTH 1 MEPEMKHYTH
CHCTEMY JI0 PEKUMY POOOTH 3 pealibHOIO iH(pOpMaItiero?
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15. YoMy mipu poOOTi 3 peabHOI0 iH(pOPMAILi€0 TOTPiOHO BHTydaTH “M’ SIKHiA
pexxum” pearyBanss Ha HC/I?

4. lomaluHe 3aBOaHHA

1. IloBroputu ctpykrypy # o¢yHkuii K33 Bin HCJI, peanizoBanoro B
CTaHJApTHIN omepaniitHii cucremi MS WINDOWS 95/98.

2. Bu3HauuTH ¥ CIUTaHYBaTH TEXHOJOTiI0 pOOOTH Ha CIemiali30BaHOMY
pobouoMy Micui 3 OOMEXEHHM KOJIOM KOPHCTYBadyiB, SKUX HaIlICHO PI3HUMH
MOBHOB)XCHHSIMH 3 JOCTYILY 10 PECYpCiB.

3. 3’sicyBaTH, sIKi 3ac00M ¥ MeToqu BUKOPUCTOBYIOThCS B K33 1u1st 3aroGiranHs
HECaHKIIIOHOBAHOMY 3aBaHTaXXCHHIO.

5. llabopaTtopHe 3aBOaHHA

1. 3aBaHTaXXUTH CHUCTEMY, BUKOPUCTOBYIOUHM iM’sI TOJIOBHOTO aJMiHICTpaTopa,
TIapoJIb 1 KIIFOYOBY JHICKETY.

2. 3apeecTpyBaTH JIOJATKOBHX KOPHUCTYBadiB. 3’sICyBaTH BHMOTH  JIO
peecTpyBaHHSI.

3. CrBopuTH cripoOHMH 3aXuIleHni Katanor. [lepeBipuTH BUKOHAHHS PEXUMY
JOCTYITy JI0 HBOTO.

4. Ckiacty CMcOK HeoOXimHuX HanmamrToByBanb K33. YcraHoBUTH HEoOXimHI
HanamroByBaHHa K33.

5. BusHaunTH, y sSKkHil cmoci® 3amo0iraroTh KOIIIOBAaHHIO KOH(IICHIIHHOT
iHdopMarlii y BIAKpUTI KaTajJord W HECaHKIIOHOBaHE 3700yTTs KoH(]imeHIiHHOT
iHopManii nusIxoM “30MpaHHs CMITTS .

6. YCTaHOBITh peXXHUM KOHTPOITIO miTicHocTi 13.

7. IlpomoeoiiTe MIaHOBaHY TEXHOJIOTII0 pOOOTH.

6. 3micT npoTtokony
1. Hazpa po6otwu.
2. Mera pobotu.
3. BukoHaHe TOMAaIITHE 3aBIaHHS.
4. Pe3ynpTaTy BUKOHAHHS JTA0OPATOPHOTO 3aBIaHHS.
5. BucHoBku.
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Na6bopaTopHa po6oTta Ne 3
EkcnnyaTtauisa cuctemu 3axucty iHdopmauii Big HCO

1. MeTa po6oTu

HalyTTss HaBWYOK ekcInIyaTarii komruiekcy 3aco0iB  3axmery  (K33)
iHpopmaii, onparsoByBanoi Ha [TEOM, Bix HecankuionoBanoro mocrymy (HCJ).
BuBueHHs (YHKLIOHYBaHHS CHCTEMH PO3MEXyBaHHs fnoctyny B K33, peanizoBanoro
y craHaaptHii omnepauiiiHiii cucremi (OC) MS WINDOWS 95/98. 3naiiomcTBO 3
TIOPSIIKOM 3aXHCTY iH(popManii npu poOOTi Ha crewianizoBaHOMy poboUOMy MicIi 3
0OMEXEHUM KOJIOM KOPHCTYBadiB, SKHX HAJIJICHO PI3HUMH TIOBHOBaXCHHSIMH 3
JOCTYITY JI0 PECypCiB.

2. KntovoBi nonoxeHHs

2.1 3aranbHi BigomocTi

B ocnoBHOMY, pobota kopuctyBada Ha [IEOM y 3axuimieHOMy cepemoBHIIL
MPOBOIUTBCS TaK camMo, sK Ha 3BHYaiiHid. [IpobmemamMu 3axucty Ha
crieriaigizoBaHoMy poOoyoMy Micii 3aiiMaerscst aaminictparop. Ilpm nsomy
KOPHUCTYBa4eBi CIIiJT 9ITKO CiIyBaTH WOro BKa3iBKaM. AJIMIHICTpaTOp Mae
MIPOIHCTPYKTYBaTH KOPUCTyBada IIpO BCTAaHOBJEHI IpaBuWia poOOTH, MpaBa
KOpHCTyBaya, 000B’SI3KH i 0OMEKEHHSI.

Y cBow dHepry, Mpo BCi IOMIYEHI BIiAXWICHHS BiJ INTaTHOI poOOTH
(BIOCYTHICTH YM TIOSIBA HE3PO3yMUINX IOBIJOMIICHb, OCOOJIMBO B IpoIeci
3aBaHT@)XyBaHHSA, 3MIHM IIOBOPKCHHS CHUCTEMHM IIPHM JOCTYIi 10 3aXWIICHHX
KaTaJoriB  TOIIIO) KOpHCTyBad  3000B’s3aHUIA HeraifiHO MTOB1TOMJISITH
aJIMIHICTPATOPOBI.

2.2 BxogXeHHsa 0o cuctemm

IIporec BXOKEHHS IO CHCTEMH Ma€ PO3MTOYMHATHUCH 13 BBIMKHEHHS JKUBJICHHS
a0o mepesaBanTtaxkeHnHs OC (rapsyoro YW XOJOMHOTO). SIKIO KOpHCTyBad,
nigidmosnm 10 [TEOM, 6auuTh, IO IIe HE 3aBEPIICHO MOMEPEIHiil ceaHe poOOTH,
Horo ciix 3aBepIIMTH HEOAMIHHO. SKmo KopucTyBau, mimidmosmom mo [TEOM,
0aunTh Ha €KpaHi 3alUT IMEHI W mapoiisi, HOMy He CIiJ] MOKJIAJaTUCs Ha Te, L0 1Ie
3aIIMTH 3ac001B 3aXUCTY, a 000B’s13K0BO Nepe3aBaHTaxutn [IIEOM.

2.3 3aBaHTaxeHHs OC neriTmMHUM KOpUCTyBaveM

IIpu 3aBanTaxenHi OC 3aco0u 3axucTy 3OIHCHIOIOTH imeHTH(DIKYBaHHA I
aBTEHTH(IKyBaHHSI KOopHcTyBada. J[s 1IbOrO KOpHCTyBada TPOCITh BBECTH 1M S
(ceBoHIM — username) i napodb (password), a TakoXx Ipeja’sIBUTH 11eHTH]IKaTop,
mo HocuThesd — imeHTH(]iKatrop Touch Memory abo, y Hamomy pasi, KIIOYOBY
JMcKeTy. [neHTndikarop, Mo HOCHTBCS, a TaKOXK MapoJib JJIs MEPIIOTO BXOJKEHHS
JI0 CUCTEMH KOPHCTYBaueBi Ha/la€ aMiHICTPaTOP.

3aBantaxxends OC BinOyBaeTbes B Takuid crioci6. [Ipu BBIMKHEHHI KHUBIICHHS,
XOJIOMHOMY a00 Taps4oMy Tiepe3aBaHTaXeHHIO Tepen 3aBaHTaxeHHsM OC
Hagcwnaetbes 3anuT “‘Username >, y BIANOBINE Ha SIKMA CIiJ BBECTH iM’A
kopuctyBava. Ilim dac BBermeHHs iMeHi (i mapoisi) OOOB’S3KOBE TOTPUMAaHHS
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peTicTpy TpH BBEICHHI BCiX CHMBOIIB. Y pa3i MOMMIKH KOPUCTYyBad Ma€ HATUCHYTH
knaBimy <Esc> abo <Backspace>, 110 npu3Bene 0 MOBTOPHOTO BUIAHHS 3aIHTY.
BBeneHHs iMeHI 3aBEpIIyeThCS HATHCKaHHAM Kiasinmn <Enter>. Ilicias mporo
HaJICWJIAEThCSI HACTYIHHUN 3amuT — “Password >, y BilloBiAb Ha SKWi KOPUCTYBad
MOBUHEH YBECTH CBill maposb. [louaTkoBuii aposib HaJaeThCsl AIMIHICTPATOPOM TIPH
peecTpyBaHHI KOpPHCTYBada i Mae OyTH 3MIHEHHH KOPHUCTYyBadeM IPU TEPLIIOMY K
BXOJDKEHHI 10 cucTemu. [Ipu BBemeHHI Mapois Ha eKpaHi 3aMiCTh CHMBOJIIB, IO
BBOJATHCS, BIIOMBAIOTHCSA “3ipouky’”. BBENCHHS Mapolii TaKOXK 3aBEPIIYETHCS
HATHCKaHHAM KkiaBimi <FEnfer>. Ilicnma BBEOCHHA TAapois HAICHIAETHCA
noBimomnenus “Insert ID device and press <Enter> when ready”, y BiAnoBiap Ha
sIKe CIIiI BBECTH iZeHTH(IKATOp 10 34MTyBaua. SIKIIO 32 HOCHMHH ifeHTHU]IKaTOp
KOPHCTYBa4 BHKOPHCTOBY€ KIIIOYOBY IHCKETY, TO BiH BCTaBIS€ ii B AWCKOBOZ A.,
skmo ineHTudikarop Touch Memory — To y 34nTyBad, MiCJIs YOTO HATHCKAE KIIABIlLy
<Enter>. Ilicns 1pOTO 3OIHCHIOETHCS MOMIYK iAeHTH(DIKATOPIB (Y TAKOMY MOPSIKY:
Touch Memory, auckera) i YUTaHHS MEPIIOTO BiA3HANWAEHOTO ineHTH(]iKaTOpA.

Ipuknaa gianory mpu BXO/PKEHHI IO CHCTEMH HABEIICHO HIXKYE.

Username > admin

Password > ***%x%

Insert ID device and press <Enter> when ready

........... Search for TM ..........

VY pasi BBeleHHs KOPEKTHOI iH(OpMAIl HAa KOPOTKUM Yac HaJICHIAEThCS
(xopucTyBay HOrO HaBiTH HE TMOMidae) MOBImOMIICHHS “Access granted” (mocTym
JTO3BOJICHO) — 1 TIPOIIEC 3aBAaHTAXKEHHS CHCTEMH TPUBAE.

[Ting yac moJaMBIIOro 3aBaHTAXKCHHS BiZ0OYBAa€ThCS TaKe:

— Hajcmaetbes noBinomieHHst OC “Starting Windows ”;

- 3niiicHioeTbest  ompaitoBanHs  Qaitia CONFIG.SYS, mnpu usomy
HAJCWIAIOTECS AiarHOCTHYHI moBimomieHHs “IKT-ROM Present” (II3I1 K33 €
MIPUCYTHIM), BiTaHHA “<username>, you welcome” (KopucTyBad Takuii-TO, 3aBXKIH
Bawm pagi) i “Device FLYDOS loaded” (IpaiiBep K33 3aBanTa)keHO);

— 3nificHroeTses onparroBanHs aitna AUTOEXEC.BAT (ko BiH €).

Skmo amapaTHUE 3aXHMCT BiJ HECaHKIIOHOBaHOTO 3aBaHTaxeHHs (H33) He
BCTaHOBJEHO, TO  iAeHTU(IKYBaHHA ¥  aBTEHTU(IKYBAaHHS  KOPHUCTyBaya
3nificHo0TEC  apaiiBepoM FLYDOS.SYS — micns mosimomnenns “IKT-ROM
absent” (II3I1 BimcyTHI¥M) BUOAOTHCSA 3amuTH iMEHI ¥ maposst. OJHAK, MOJaNbIIIe
3aBaHTAKCHHS BiIOYBAETHCS JIMIIC B TOMY pasi, SKIIO KOPUCTYBad Ma€ IMPHBLICH
“BaBantaxxenns 6e3 [13117°, a no XX Oyzae BHeceHo BimmoBigamid 3amuc mpo HCII.
[Ipo nany cutyalito ciijg 10BeCTH 10 Bigoma aaminicrparopa K33.

Poboma K33 6e3 II3I1 poszensdaemvbcs aK  NO3AUWMAMHA  CUMYAYIS.
Onpayrosanus kpumuunoi ingpopmayii 3a eiocymumocmi 11311 € nenpunycmume. Y
paszi 6UOanHs cucmemolo nogioomiens npo giocymuicme 11311 — kopucmysau nogunen
He2alHo 008ecmu ye 00 8i0oMa AOMIHICMpamopa.

2.4 Cnpobu HECAHKLIIOHOBAHOIrO 3aBaHTaXEHHS
V pasi moBTOpeHHs OiNbIlle JBOX pa3iB HEKOPEKTHOTO BBEICHHS iMeHi abo
mapoJisi KOPUCTyBaya, ab0 mpe ABJACHHS MiApoOaeHOTo imeHTH(hIKaTOpa, BUAAETHCS
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moBitoMIIeHHST “Access denied. System halted” (Joctyn 3aboponeHo. 3ynmHKa
CUCTEMH) — 1 3/1IHCHIOETHCS 3yIIMHKA CUCTEMH (3aBaHTa)KEHHSI IIPUIMHSETHCS).

2.5 lNepesBipka TEPMiHY YMHHOCTI NOBHOBaXeHb

Kosnu aamiHicTpaTop peecTpye KOpUCTyBaua B CHUCTEMi, BiH 3a/Ja€ TEPMiH
3aKiHYCHHS YMHHOCTI HOro MOBHOBaXXeHb 1 mapoisa. Komn kopucTyBad 3MiHIOE CBiid
1apojb, TEPMiH 3aKiHYCHHS YMHHOCTI TapoJisi BCTAHOBIIOETHCS aBTOMATHYHO (3a
3aMOBYYBaHHIM — TPH MICSIII).

Ilig gac 3aBanTakeHHs K33 mopiBHIOE MOTOYHY AATy 3 JaTaMU 3aKiHYCHHS
TEPMiHY YUHHOCTI MApOJisi 1 TOBHOBAXCHb, 1 3a CIM IHIB 10 3aKiHUYCHHS TEPMIHY
YMHHOCTI TIOTeperKae Mpo i€, BUAAIYN BiIIOBIAHO MOBiIOMIEHHS “Your account is
about to expirate. Call admin” (TepMiH YUHHOCTI BaIIOro OOJIKOBOTO 3alTUCy MUHAE.
3BepHIThCS 70 anMmiHicTpaTopa) abo “Your password is about to expirate. Change it”
(TepMiH YHHHOCTI BalIoOTO MApOJsl MHHAE. 3aMiHITH HOro). Y IMepuioMy BHIIAAKY
KOPHUCTYBA4eBi CIifl 3BEPHYTHCS IO aaMIHICTpaTopa, a B IpPyroMy — 3aMiHUTH
1apoJib.

SIKmo TepMiH YHMHHOCTI OBHOBAaXKEHb a00 Mapojs MHHYB, TO OyIe BHIaHE
noBimomieHHs “Your account is expirate. Access denied. System halted” (Tepmin
YMHHOCTI Bamoro oOJIIKOBOro 3amucy MHHYB. Jloctyn 3a0opoHeHo. 3ynuHKa
cuctemn) abo “Your password is expirate. Access denied. System halted” (TepMmin
YMHHOCTI Bamoro mapojsi MuHyB. Jloctynm 3a0opoHeHo. 3ylnuMHKa CHUCTEMH),
BIINIOBITHO, — 1 KOPHCTYBa4 HE 3MOXE BBIWTH [0 CHCTEMH. Y IIhOMY pasi
KOPHUCTYBA4EBi CITil 3BEPHYTHCS JI0 afMiHiCTpaTOpa.

Oxkpim Toro, K33 nomyckae BXOmKeHHSI KOPUCTyBa4ya B CUCTEMY JIMIIE B Ti AHI
TWKHI W TOAWHM IHSA, B sIKI HOMy II€ J[IO3BOJICHO aJMiHiCTpaTopoM. SIKIIo
KOpHUCTYBay CrpoOye BBIMTH JI0 CUCTEMH B TOW JI€Hb THXKHS UM B TOH 4Yac, KOJIH Lie
oMy He nmo3BoseHo, To K33 Bumacte momimomienus “Your come at a wrong
date/time. Access denied. System halted” (Bu mpwiiiuin He B TOH JeHB/HEBYACHO.
Hoctym 3a00poHeH0. 3ynuHKa cucTeMu). Y 1IbOMY pa3i KOpUCTyBaueBi TaKOX CIIij
3BEpHYTHCA 10 aaMiHiCTpaTopa.

2.6 MNepesBipsAHHSA uinicHocTi K33

Y mporeci 3aBanTaxkeHHs K33 BUKOHY€E TiepeBipsHHS midicHOCTI cBoro [13. YV
pa3i  BUSBJCHHSA MOPYIIYBaHHS IUIICHOCTI, mojaibine 3aBaHTakeHHs OC
MIPUIHMHSETHCS 31 CTAaHJAPTHUM IOBIJIOMJIEHHSM IIPO T€, II0 KHUBJIECHHS KOMII IOTepa
MO>KHA BUMKHYTH. Y JaHil CUTYyallii HeoOXilHE BTpyJaHHs aJMiHICTpaTopa.

2.7 3miHa napons

KopucryBad Mae 3MIiHHTH MapoJib MPH MEPIIOMY X BXODKEHHI 10 CHCTEMH,
iHaKIIe, 3apeecTPyBaBIIM WHOTO, aaMIHICTPATOpP 3MOXKE BXOAWTH 10 CHUCTEMH 1
MIPALIOBATH ITiJ HOTO iM’SIM.

[Taponp mae OOMEXKEHWH TEpPMiH YMHHOCTi, TOMY IEPIOAMYHO HOro CIix
3miHIOBaTH. [Ipo HEOOXigHICTH 3MIHHM TApOJs CBINUUTH BUIAHE TPHU 3aBaHTAKCHHI
OC mnosinomnenns “Your passwordis about to expirate. Change it” (Tepmin
YMHHOCTI BalIOTO MapoJis MUHA€E. 3aMiHITh HOTo).
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Hust 3miam maponst cmin 3amyctutr 3 karamora C:\-iFLY-BIN\ mporpamy
FLY95ADM.EXE i obparu nignyukr “Ilapons” mynkry “KopuctyBadi” 0CHOBHOTO
MeH1o. [Ticns mporo mporpaMa MmonpoCcUTh KOPUCTYBaua MPe/’ IBUTH 1ICHTU(IKATOP,
1[0 HOCHUTHCS, (BCTABUTH IUCKETY B TUCKOBOJ ab0 MimiMKHYTH imeHTH(iKaTop TM
JI0 34NUTYBaya), i 3aIPOCUTh CTApUii (YMHHUIA) APOJIb ISl BXOIKEHHS 10 CUCTEMH. Y
BINOBIZh Ha II€ CJIiI BBECTH UYHHHUI Mapoib y Iiano3i BBeAeHHS mapoist. [lpu
BBEJICHHI MIPaBIILHOI 1H(OpMAIIii cTae aKTUBHUM JiaJOT YBEICHHS HOBOT'O ITapoJIs.
Crnin BBeCTH, a MOTIM MIATBEPIWTH HOBUHA MApOJb, MICIS YOrO MporpamMa 3HOBY
MOTIPOCUTH MiNIMKHYTH iIeHTH(IKATOp, IO HOCHUTHCS, JO SKOTO BOHAa 3aHEce
HeoOXinHy iH(opMaIlio.

MinimManpHa AOBKHHA TMAPOJI IUIS BXOJKCHHS JIO CUCTEMH € O CHMBOIIB,
MakcuMmaiabHa — 16. OkpiM TOTO, 3a00POHSETHCS BHUKOPHCTOBYBATH TPHBiaJbHI
napodi. [IpaBuna nepeBipsHHS TapoJisi Ha TPUBIABHICTD € TaKi:

- Oyab-sKi TPH MiAPS CHMBOJIH MAPOJIs HE TOBUHHI TOBTOPIOBATHCS,

- Oynp-sIKi TpW TiAPSAA CHMBOJIM TIApOJisi HE TOBWHHI BiAPI3HATHCS Bif
TIoTIepeIHIX Ha OJMHHIIIO.

IIpu oOupanHi mapoIs MOKHA KEPYBAaTUCS TAKAUMH MTPABAIAMHU:

- o0upaTH CBii Mapojb TakuM, abM WOro OYJI0 JIETKO 3amam’sTaTd, a
IHIIIIM CKIIQJHO JO0paTH;

- HE BHKOPHUCTOBYBAaTH 3a Mapoyib CBOE iM’sl a0 Tpi3BHINE, iMEHa i
npizeuma (y T. 4. [iBOYi) PIAHUX, KIUYKA JOMAIIHIX YJIFOOJICHIIB, JHI HAPOHKCHHS
¥ 1HIII 3HAMEHHI 1aTH;

- YHUKATH BUKOPHCTaHHS reorpadigHuX Ha3B i CIiB, IO 3yCTPIUalOThCSA B
CJIOBHHMKAX, Y TOMY YHCII CIiB, TOIMOBHEHHX IICBHOKO JITEPOIO, IHO3EMHHX CIIiB,
HaOpaHUX YKPaTHCHKOIO MOBOIO, i HAaBIIaKH TOIIO;

- ONTHUMAJILHUK BHOIp — mapojb, 1O SBISE COOOIO MEpLIl JITEpH CIIiB,
KOTpl CKIQJalOTh TPHKa3Ky a0o KpHiIaTHid BHpa3, “po3BEACHUI” ClelialbHUMH
CHMBOJIaMH (PO3AUTOBUMH 3HAKAMH, CUMBOJIAMHU apUPMETHUYHUX OTepalliii TOIIo)
Ta/abo nmdpamu (muie He chia 3a0dyBaTH, SKWil came Bupa3 Oyno oOpaHo i je
“NOBTUKAHO” PO3MILIOBI 3HAKH).

OkpiMm TOro, Ciij mam’siTat, 1o iHpopMalis aBTeHTU(IKyBaHHS (Iapoib i
BMICT ileHTU]IKaTOpa, 0 HOCUTKCS,) Ha BiAMIHY Bix iHdopMauii inenTudikyBaHHs
(imeni) € “raemMHOI0” iH(pOpMAalielo i He MOBMHHA OyTH Bimoma Ta/abo qoCTymHA
HIKOMY, OKpIM KOPHCTYBaua, sSIKOMy BOHa HAJIKHUTh. ToMy 3aBXIM IOTpUMYHTECH
TaKWX MPABHIT:

- HE 3aJUIIanTe CBill izeHTru(dikaTop, Mo HOCUTHCS, 0€3 JOTIIATY W HiKOIHN
il HIKOMY HOTO He repeiaBaiTe;

- HIKOJIM i HIKOMY HE TTOBIIOMIISTHTE CBOTO TapOJIs;

- HIKOJIM i Hijie HE 3alUCYHTE CBOTO MapOJIsL.

Sk yce 3poGNeHo MPaBUIBHO, TO HOBHI Mapoib HAOHPae YHHHOCTI. Moro
cimig Oyne BBOAWTH y BimmoBimp Ha 3amut “‘Password > mpu 3aBaHTaXyBaHHI
CUCTEMH.
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2.8 PoborTa i3 3axuLLeHMM KaTanoramu

AnMiHicTpaTop Mae mMoiH(GOPMYBaTH KOPHCTyBada IIpO Te, SIKI KaTalorH €
3aXMIIEHUMH 1 SIKi TIpaBa JOCTYITY A0 HUX KOPHCTYBad Ma€. AIMIHICTpaTop BU3HAYAE
TaK caMO MOXIIMBICTh BUKOPUCTAHHS 3MiHHUX HOCITB (JTUCKET).

KopucTyBau He MOBHHEH KOMiOBaTH (ailiiu i3 3aXUINECHUX KATAJIOTIB, 10 SKUX
BiH Ma€ JOCTYI, y He3aXWIIeHi. BOHM He I TOTO 3aXUINAIOThCs, a0W MOTIM OyIb-
XTO MaB 3MOry ix uwmraTu. Taki miil BigcTexyroTbcs U Onokyrorbes K33 Ta
KOHTPOJIIOIOTHCS 110 JKypHaax.

KopuctyBau He NOBHHEH BHKOHYBAaTH JKOJHHUX ormepaniid 3 ¢aiimamu B
karanorax K33.

HasBHiCTh mpaBa OO YHMTAaHHS 3aXHIICHOTO KaTajora Ja€ KOpUCTyBadeBi
MOXKITUBICTh TIEPETISAATA BMICT Karajora i HOro IMiJKaTaJIoTiB, YHTATH Qaiiy,
neperyisaaTi aTpuOy Ty (aiiB i 3anycKaTd Ha BUKOHAHHS IPOTPaMu, SKi po3MilleHi
B JIaHOMY KaTalio3i Ta Horo mijkaraiaorax.

HasiBHicTh TpaBa MIOAO 3alKMCYBaHHS [0 3aXHIICHOr0 KaTajora Hajiae
KOPHCTYBa4eBi MOXKJIMBICTh pelaryBaTd W BHJIYYaTH B JAHOMY KaTajo3i Ta HOro
migKarajgorax Qaim W iXHi aTpuOyTH, a TakOX IepeiMEHOBYBAaTH IIi (aimm i
ITiKATaIOT Y.

OxpiM TOro, mpu poOOTi i3 3aXUIEHUMH KaTajoraMu Ji€ Take OOMEKEHHS:
K33 3abopomnse 3nilicHIOBaTH TIepeMEeHyBaHHSI 1 BHUTyYaHHs 3aXHIIEHOTO KaTajora i
THX KaTajoriB, M0 HOr0 MICTSATh, aX JO JAUCKa, 110 mepedyBae B KOPECHCBOMY
KaTao3si.

Veci cnpobu  HECAHKIIOHOBAHOTO JIOCTYIy OO 3aXWIICHHX KaTaJloTiB
(IKCYIOTBCS B CHELialIbHUX JKypHaIaX i Mpo HUX MOBIIOMIIIETHCS aIMIHICTPaTOPOBI.

2.9 PobGoTa 3i 3MiHHMMM HOCIAMW W BMBEOEHHSA iHGOpMaLii Ha
OpYyKyBaHHS

AJIIMIHICTpaTOp Ma€ MPaBo OOMEKHUTH AOCTYIT 0 3MiHHUX HOCIiB iH(popMmarii,
4epes sKi MOXKe 31HCHIOBATHCS IMIIOPTYBaHH/eKCIIOPTyBaHHA iH(pOpMallii, a Takox
BUBEJICHHS Ha JIPYKyBaHHs. Y bOMY pa3i BiH Ma€ MoiH(OPMyBaTH KOPUCTYBa4a Mpo
Te, sIKi KaTaJlOTH € KaTajJoraMH iMIIOPTYBaHHS/€KCIIOPTYBaHHS i UM Ma€ KOPUCTYBad
JO HHUX JOCTYI, a TaKOXX YU MOXKE KOPHUCTYBad DO3APYKOBYBAaTH iH(OpPMAIIIO.
KopucryBau Mae moro/pkyBaTu 3 aiMiHICTPATOPOM TOPSI0K BUKOPUCTAHHS 3MIHHHX
HOCITB (AMCKeT).

2.10 3anyckaHHs nporpam

Y K33 peamizoBaHo (YHKI[IFO KOHTPOJIIO IUTICHOCTI  IPHUKIAIHOTO
nporpaMHoOro 3adesnedyeHHs. SKio 1i 3a/1i5H0, TO KOPUCTYBAyY HE MOXKE 3aIlyCKaTH Ha
poOoYOMY MICITi CTOPOHHI MPOTPAMHU, Y TOMY YHCII H 31 3SMIHHHX HOCIiB.

VYei nomiOHi  amii  po3rIsAaloTbes SIK HECAHKIIOHOBaHI, (iKcyloTbcs B
CIeMiaJbHAX KYPHAIAX i PO HUX MOBiIOMIISIETHCS aIMiHICTPATOPOBI.

2.11 3abnokoByBaHHS knasiaTypu
YV K33 peanizoBaHa MOXJIHMBICTH 3a0JIOKOBYBaHHS TPHUCTPOIB iHTepdeicy
KopucTyBaua (KiaBiaTypu, MU i MoHITOpa). 3a0J0KOBYBaHHS 3MiHCHIOETHCS abo
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KOPHCTYBa4eM 3a JOTOMOTOI0 1eBHoi koMOinarii knasimr (Ctrl-Alt- F11> abo <Ctrl-
Alt-F12>), abo K33 3a 0e3misuibHOCTI KOpHCTYBadya IMPOTSICOM BH3HAYCHOTO
aIMIHICTPaTOPOM IEpioy yacy.

V craHi 320J10KOBYBaHHS MaHIMyJIATOP “MUIIA” BUMHUKAETHCS, €KpaH TaCHThCS
W Ha HBOIO BHUBOAWTHCS NONEPEPKYBAIbHE IOBIJOMICHHS Ta 3alHUT NapoJis
(“Password > ). Byzap-sike HaTHCKaHHS KJIaBillli HAa KIABIaTypi CIPUHAMAETHCS K
YBEIICHHS CUMBOITY Tapouisi. Po6oTa (hoHOBUX mporpam mpu IbOMy MOXE TPHBATH.

Jnst po3010KOBYBaHHS KOMIT'IOT€pa KOPUCTyBadeBi Tpeba Ipea’siBUTH CBIH
iIeHTU]IKaTOp, IO HOCUTHCSA, 1 YBECTH CBid mapoib. P030JI0KOBYBaTH IpHCTpil
iHTepdeiicy KopucTyBaya MOXKE JIMIIE TOW KopucTyBad, sikuil 3aBanTaxuB OC y
JTAHOMY CEaHCI.

3abopoHseTbess BUMUKATH kuBlieHHS [TEOM y craHi 3a0JI0KOBYBaHHS, — 1€
MOX€ IPU3BECTH 10 BTpaTH iH(opmarii.

2.12 3aBepLUeHHs1 poboTn

[Ticnst Toro, siKk KopucTyBau 3aBepmnB pobory Ha ITEOM i mmanye BuiitH,
HOMy CITiJT HEOMIMIHHO 3aBEPIIUTH CBiif ceaHC poOOTH, Y IPOTUBHOMY pa3i Oyab-sika
JIIO/IMHA, W0 Mixiiinuia, 3Moxke 3aiiicHIOBaTH nocTyn 1o iHdopmauii 3 npaBaMu
KOpHUCTYBaya, SIKMi He 3aBEPLINB CBOTO CEaHCy pOOOTH. 3aBEpIICHHS CeaHCy POOOTH
3MIHCHIOETBCSl MTaTHUMHU 3acobamMu Windows, HampuKiIag 3a JTOTIOMOTOI BHOOPY
kHonku “Tlyck” 1 myHkTy “3aBepiieHHsi poOoTu.../BuMkHyTH komm totep”. Ilpo
HOpPMaJIbHE 3aBEpIICHHS CEaHCy pPOOOTH CBIMUMTH MosABa Hamucy “Tenep owcusnenus
KOMN Tomepa MOACHA GUMKHYIU ™.

[epesaBanTaxenust B pexxumi emyssinii MS-DOS (3 BUKOpUCTaHHSIM ITyHKTY
“I[Tepe3aBanTaxyBaHHs B pexkumi MS DOS” menro “3asepureHtst podotin Windows™)
Uil KopuctyBadiB 3aboponeHo. Crnpoba Buxony ao pexumy emyssinii MS-DOS
3aBepIIy€EThCs IPUMYCOBUM Iepe3aBaHTaxeHHsIM OC.

2.13 JlabopaTtopHe ycTaTKyBaHHS

K33 peanizoBano B cTaHmapTHIN omepartiiigii cucremi MS WINDOWS 95/98 i
CKJIaJIa€ThCA 3 anapaTHOl, MPOTPaMHOI Ta KIH04YoBOi cucteM. Jlo amapaTHOI YacTUHU
nanexuts [1311 3 mikponporpamamu pisast BIOS, ycranoBiene Ha crienianbHii abo
MepexHiii 1ari. IlporpamHe 3a0e3leueHHs CKIagaeTbCs 3 PE3MACHTHOT i
Hepe3uJeHTHOI yacTuH. KitrouoBa cucTeMa siBsie COOOK0 CICIlialibHUNA MPUCTPil abo
JIMCKETY, Ha SIKil 3aIicyroThes ieHTHiKauiiHi JaHi KOpucTyBaya.

3. KntoyoBi nutaHHA

1. Crpyxrypa K33, peamizoBanoro B craHmapTHiil onepauniiiHiii cuctemi (OC)
MS WINDOWS 95/98.

2. IlpaBunma po3MeXyBaHHS JOCTYNy HOpH poOOTI Ha clienianizoBaHOMY
pobodoMy wMiclli 3 OOMEKEHHM KOJOM KOPHCTYBadiB, HAIUICHUX pi3HUMH
MIOBHOBa)XEHHSIMH 3 JOCTYITY JI0 PECYPCIB.

3.3 90ro ciix po3nOYHHATH BXOKSHHS 0 CUCTEMU?

4. Sxnii icHye nopsimok 3aBanTaxerHs OC nerajbHIM KOPHCTyBadeM?

61



5. Sxi 3acobu # Meromm BUKOPHCTOBYIOThCS B K33 mis 3amobiraHHs
HECAHKI[IOHOBAHOMY 3aBaHTAXKCHHIO?

6. l1o BinOyBaeThCs 3a CIIPOOH HECAHKIIIOHOBAHOTO 3aBAHTAXKCHHSI?

7. Slki oOMEXEHHsS HaKIaAaloThCsl Ha TEPMiH YHWHHOCTI ITOBHOBaKEHB
KOpucTyBayda?

8. [MosicHiTh puHIHTY TIepeBipsHHS HiticHocTi [13 K33.

9. Sk 37iiiCHUTH 3MiHY TTapoJIsi KOpUCTyBada?

10. ki icHy10Th IIpaBuiIa BUOOpY 1 30epiranHs mapos?

11. IlpaBa gocTymy KOpHCTyBada 10 3aXHIIyBaHUX KaTaJIOTiB.

12. SIki icHy10Th OOMEXEHHsI IPU POOOTI 13 3aXHITyBAaHUMH KaTanoramu?

13. Ski € npaBuna W oOMexeHHsS Npu poOOTI 31 3MIHHUMM HOCISIMH 1
BUBCJICHHSAM Ha IPYKyBaHHS?

14. 3a sikMX yMOB KOPHCTYBaueBi 3a00pOHEHO 3aIlyCKaTl CTOPOHHI Iporpamu?

15. ¥V sxwmif cnoci® citij BHKOHYBaTH 3a0JIOKOBYBaHHS 1 pO30JIOKOBYBaHHS
iHTepdericHuX MPUCTPOiB KOMIT 10Tepa’?

16. YoMy 3a00pOHSI€TbCSI BAMUKATH JKHBJICHHS KOMIT FOTEpa MpH 3a0I0KOBaHil
KIaBiatypi?

17. Slkuit icHy€e OPSAIOK KOPEKTHOTO 3aBEPIICHHS poOoTH?

4. lomaluHe 3aBOaHHSA

1. IMosroputu crpyktypy K33, peamizoBaHOro B CTaHIApPTHIW omepartiiHii
cucremi MS WINDOWS 95/98.

2. BuzHauuTH i chopMyItoBaTH TpaBHiia PO3MEXKYBaHHS TOCTYIYy TIpH POOOTI
Ha CHCLiaTi30BaHOMY poOOYOMYy MicIli 3 OOMEXKECHHUM KOJIOM KOPHCTYBadiB,
HAJIUICHUX PI3HUMH TOBHOBXCHHSIMU 3 TOCTYITY JI0 PECYPCIB.

3. 3’sicyBaTH, sIKi 3ac00M i MeToqM BUKOPUCTOBYIOThCS B K33 1u1st 3amoGirans
HECaHKI[IOHOBAHOMY 3aBaHTAXXCHHIO.

5. llabopaTtopHe 3aBOoaHHA

1.  3pilicHNTM BXOIDKEHHS JIO CHCTEMH BHMKODHCTOBYIOUHM  HaJaHi
aJMiHICTPATOPOM iM’sI, TAPOJIh 1 KIIFOUOBY JHMCKETY.

2. BunpoOyiite 1if0 cHCTEeMH IEpeBIpSHHS TEPMiHy YMHHOCTI MOBHOBA)KEHb
KOpHCTyBaua.

3. 3MIHITh IAPOJIb KOPUCTYBAYa.

4. JlocminiTe MOXIHMBOCTI pOOOTH KOpHCTyBauya B 3aXHUIIEHUX KaTaJlorax.
ITepeBipTe, y sKWH Crmocid JOKYMEHTYEThCS poOOTa KOPHCTyBada B CHUCTEMHHX
KypHaJax.

5. PosrisiHpTe TpaBmiia poOOTH 31 3MIHHAMH HOCIIMH 1 BHUBEICHHSM Ha
JIpYKyBaHHS.

6. ITepeBipre, 41 MOKE KOPHCTYBay 3allyCKaTH CTOPOHHI POrpaMHy.

7. BuxoHaiite 3a0710K0BYBaHHS i pO30JIOKOBYBaHHS 1HTEp(HEHCHUX TMPUCTPOIB
KOMIT TOTepa.

8. 3/1iCHITh KOPEKTHE 3aBEepLICHHS POOOTH.
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6. 3micT npoTokony
1. Hazpa poGotu.
2. Merta pobortH.
3. BukoHaHe TOMAaIITHE 3aBIaHHS.
4. Pe3ynbTaTyl BUKOHAHHS JTA00PATOPHOTO 3aBIaHHS.
5. BucHoBku.
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Na6opaTopHa po6oTta Ne 4
EkcnnyaTtauisa cucteMu aHTUBIPYCHOroO 3axucty

1. MeTa po6oTu
HalyTTs HaBMYOK eKCIuTyaTallii KOMIUIEKCY aHTHBIpYCHOTO 3aXHCTy. BuBUeH-
HS (YHKIIOHYBaHHS CHUCTEMH AHTHUBIPYCHOTO 3aXHCTy Ha cepBepax Ta poOodHx
CTaHIIsAX. 3HAHOMCTBO 3 TOPAIKOM aHTHUBIPYCHOTO 3aXUCTy iH(opMarii mpu podoTi
HAa aBTOMATH30BaHOMY POOOYOMY MICIIi, IIOIITOBOMY CEpPBEpI Ta IHIIUX CepBEpax.

2. KntovoBi nonoxeHHs

Cucrema aHTHBIPYCHOT'O 3aXMCTy B Tally3l CTBOpEHa it 0a3yeThcs Ha mincTaBi
TIPUHININB, BUKIAACHUX y mimposmimax 1.2.3 ... 1.2.7 mporo mocionnka. Cucrema
AHTHUBIPYCHOTO 3aXUCTY MOOYI0OBaHA HA AaHTHBIPYCHHUX MPOTYKTaX:

- TrendMicro Inc. Scan mail for MS Exchenge BupoOHuirsa xommanii
TrendMicro Inc.;

- AmntuBipyc Symantec Inc. Norton AntiVirus Corporate Edition 7.6 for
Desktops & File Servers Bupobnunrsa Symantec Inc.

AHTHUBIpYCHI TIPOAYKTH 3a0€3MeUyIOTh JIIKYBaHHS YCiX BiJIOMHX KOMIT IOTEp-
HUX BIpyCiB 13 3aHeceHHsM 1H(opMalil npo 1e y BiANOBIAHI MPOTOKOJIU POOOTH s
3a0e3neuyBaHHs IICHTPATi30BaHOTO MOHITOPHHTY poOoTH. B pasi migo3pm Ha
3apaXeHHS HEBIJOMUMH KOMII FOTEPHUMH BipycamMu CHCTEMa aHTUBIPYCHOTO 3aXUCTY
Ma€ MOXKJIMBICTB 3a0JIOKOBYBaHHS JIOCTYIy KOPHUCTYBAdiB 10 Li€l iHpopMmarii.

2.1 NNabopaTtopHe ycTaTKyBaHHS

CucreMy aHTHBIpYCHOTO 3aXHCTy peajli30BaHO B CTaHIAPTHHUX ONEpallifHuX
cucremax MS Windows NT/ 2000MS, Windows 95/98/NT(SP4)/2000(SP2)/XP/ME,
Windows 3.1 ta DOS i ckinagaerbcsi BoHa 3 amapaTHOi W MPOrpamMHOi YacTUH
cepBepiB Ta kiieHTiB. CepBepu moOynoBaHo Ha Pentium Pro aGo Bumie, TBepaoMy
nauckoBi Ha 75 MB ta O3I1 64 MB a6o oinbmie. Jlns Norton AntiVirus client/server
disk image notpioHo 24 MB 06csiry Ha TBeproMy auckosi Ta 3 MB O3I1. Kuientn
DOS wmarote mpomecop 33 MHz Intel 386, 640 KB cucremnoi mam’sti, 2 MB
posumpeHoi nam’sti i 6 MB o6csry Ha tBepaomy auckosi. Kiientn Windows 3.1
MaroTh nporecop Intel 486, ne menme 16 MB O3I1, 640 KB cucremHoi mam’sti, 17
MB obcary Ha TBEpAOMY JIUCKOBI. KiienT Windows
95/98/NT(SP4)/2000(SP2)/XP/ME wmarote mnpomecop He Menmie 3a Intel 486
(pexomenayeThes mporecop Pentium), He menmie 3a 16 MB O3I1, 17 MB o6csry na
TBepAOMY TUCKOBi. [Ipy BHKOHaHHI pOOOTH BUKOPHCTOBYETHCS JAHMCKETa 3 (aiimaMu,
1H(IKOBaHUMH KOMII'IOTEPHUMH BipyCaMH.

3. Knto4oBi nutaHHa
1. CrpykTypa Ta Npu3HA4YeHHs CHCTEMH AHTUBIPYCHOTO 3aXWCTy Ha CTajii
TEXHIYHOI eKCIDTyaTamii iHpopMaIiitHO-00YNCIIOBAIEHOI CHCTEMH.
2. OyHKIIIT CHCTEMH aHTUBIPYCHOTO 3aXHMCTy Ha CTaIil TEXHIYHOI eKCITyaTartii
iH(pOpMaLiHO-00UYHCITIOBAIILHOT CUCTEMH.
3. [IpuHIHMI iepapXigHOi piBHEBOI MOOYIOBH CHCTEMHU aHTUBIPYCHOTO 3aXHCTY.
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4. PiBHeBa cucrtemMa KepyBaHHSI CHCTEMOIO aHTHBIPYCHOTO 3aXHCTY.

5. Tlpu3HaueHHS TEPBUHHHUX CEPBEPIB aHTHBIPYCHOTO 3aXHCTy Ta CEPBEPIB
AQHTUBIPYCHOTO 3aXUCTY JPYTrOro PiBHSI.

6. Oprauizaiist poOOTH CUCTEMH aHTHBIPYCHOTO 3aXHCTY.

7. SIki € cdhepu BIAMOBINATBHOCTI # 000B’SI3KM TPYIH aHTUBIPYCHOTO 3aXHUCTY,
KOPHUCTYBayiB Ta IPYNHU CYNPOBOIKEHH?

8. 3arposu 6e3merni iHpopMaii mpu BUKOPUCTAHHI €IEKTPOHHOT ITOIITH.

9. SIki GyHKIIT BUKOHYE CHCTEMa MOHITOPUHTY €JIEKTPOHHOT ITOIITH?

10. TosicHITH MapamMeTpy HaNAIITOBYBAaHHS CHCTEMH aHTHBIPYCHOI'O 3aXHCTY.
SIKi il BUKOHY€E CHCTEMa MPHU LUX HAJAIITOBYBAHHIX?

11. [Ipu3HayeHHs i3075TOpa HA POOOUI CTAHIIIT.

12. Sxi 3aco0u  aaMiHICTpyBaHHS BHKOPHUCTOBYIOTBCS B  CHCTEMI
AHTHUBIPYCHOTO 3aXUCTY?

13. OcHoBHi ¢yHKLIT BUKOHYBaHI 3 KoHcoul Symantec System Center.

14. [Ipu3HaYeHHS )KypHAJIB BipyCiB, OTIIAIIB Ta MOMIH.

15. MeToau OHOBITIOBaHHS CHCTEMH aHTHBIPYCHOTO 3aXHCTY.

4. lomaluHe 3aBOaHHSA

1. BuBunTH CTpyKTYpYy Ta (YHKII CHCTEMH aHTHBIPYCHOTO 3aXHCTY Ha CTajii
TEXHIYHOI eKCIDTyaTaii iHpopMaIiitHo-00UNCITIOBAIEHOI CHCTEMH.

2. Bu3HauuTH 3aBIaHHs TPUPIBHEBOI'O KEPYBAaHHS CHCTEMOIO aHTHBIPYCHOI'O
3aXHCTY.

3. 3’scyBaTH opraHizaliiiHi 3aco0M poOOTH CHCTEMH aHTHUBIPYCHOTO 3aXHCTY.
O3HallOMHUTHCH 3 BiATOBITAIBHICTIO Ta 000B’SI3KaMU TPYIH aHTHBIPYCHOTO 3aXHUCTY,
KOPHUCTYBayiB Ta TPYIH CYIPOBOKEHHSI.

4. BuUBYHMTH CIIOCOOH NEPEBIPSHHS Ha 3apa)KCHHs KOMIT FOTCPHUMH BipycaMu
poOOUMX CTaHIIiH Ta cepBepiB.

5. llabopaTtopHe 3aBAaHHA

1. O3HaifoMuTHCh 13 MapaMeTpamMH HaJallTOBYBaHHS CHCTEMH aHTHBIPYCHOTO
3aXHCTY.

2. BunpoOyBaTu poOOTy CHUCTEMH aHTHBIPYCHOTO 3aXHCTy 3 TapaMeTpaMu
HaJIAIITOBYBaHH: JIIKyBaHHs iH(iKoBaHOTO (paiiya, BrIyyaHHs 3apaxkeHoro (aiina.
[TpoanainizyBati pe3yynbTaTH poOOTH CUCTEMH aHTUBIPYCHOTO 3axucTy. [lepeBipuTn,
y SIKAH CTI0CI0 TOKYMEHTOBAHO POOOTY CHCTEMH B JKypHaJIax.

3. BumpoOyBatn po0OTYy CHCTEMH AHTHUBIPYCHOIO 3aXMCTy 3 IapameTpoM
HANAIITYBaHHS: 130J1s1Mis iH(ikoBaHOTO (aiina. [IpoaHanmizyBaTu pe3yabTaTH pOOOTH
CHCTEMH aHTUBIpycHOro 3axucty B karano3i [ZOLATOR. 3poOuTi BUCHOBOK 1010
MTOTANTBIIIMX MOXITMBHX [T 13 3apaskeHUM (hailiioM.

4. O3HailoMUTHUCH 13 3aco0aMU aJMiHICTPYBAaHHS BHKOPHCTAaHUMHU B CHCTEMI
AQHTUBIPYCHOT'O 3aXHUCTY.

5. O3HallOMHUTHCH 3 OCHOBHMMH (YHKLISIMH, BHKOHYBaHUMH 3 KOHCOII
Symantec System Center.

6. Jlocniauty BMICT >KypHaIIiB BipyCiB, OTJIsIy Ta NOAINA. 3pOOUTH BUCHOBKH.

7. IlpoananizyBaTH METOJH OHOBIICHHS CHCTEMH aHTHBIPYCHOTO 3aXHCTY.
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6. 3micT npoTokony
1. Hazpa poGotu.
2. Merta pobortH.
3. BukoHaHe TOMAaIITHE 3aBIaHHS.
4. Pe3ynbTaTyl BUKOHAHHS JTA00PATOPHOTO 3aBIaHHS.
5. BucHoBku.



Na6opaTtopHa po6oTta Ne 5
Po3pobka mopeni 3arpo3 iHopmauinHum pecypcam LIATC ta T3 Ha
K3Cl Ha LUATC

1. MeTa pobotu
BuBueHHs Meromuku po3poOkHM Mozeni 3arpo3 iHdopMamiiHHM pecypcam
IHATC ©Ha oOCHOBI THIIOBOI MoOneNi 3arpo3. BUBYCHHS METOIOMKH PO3POOKH
TEXHIYHOTO 3aBJaHHS Ha KOMIUIEKCHY cucTemy 3axucty iHndopmarrii (K3CI)

2. Knto4oBi nonoxeHHs

Po3pobneHHs Mofieni 3arpo3 € ckianoBor yactuHoio poodit 3 T3I va IATC,
mo 3aikcHiooThes 3rigHo 3 HJ T3I 2.7-001, ACTY 3396.0 ta ACTY 3396.1.
BianoBigHO 10 MPUHIKMITY MIHIMAIBHOI JOCTATHOCTI CHCTEMa 3aXKMCTy MOBHHHA OyTH
CIPOEKTOBaHA TaKMM YHMHOM, 100 3AiHCHIOBAJIACS MPOTHMIS TUIBKHM THM 3arposam,
LI0 MalTh CYTTEBE 3HAYCHHS /IS JEp)KaBH, OIEPATOPIB EJEKTPO3B’S3KYy Ta
aOOHEHTIB, 1 TIBKM B Till Mipi, y KOTpii HEOOXimHO HeWTpanizyBaTH (11OCIAOUTH,
3MEHIIUTH ) HACIIKH MPOSBY TAKUX CYTTEBUX 3arpo3, I TOTO 00 BTPATH Bifl IXHIX
MOXIIMBHX peallizalliii He MepEeBUILIIN I'PAaHUYHO JIOITYCTHUMUX PIiBHIB.

TumoBa mMozens 3arpo3 mist iHopMmariitaux pecypciB HATC — me momenb
3arpo3, po3po0iicHa 3 ypaxyBaHHSIM THIOBUX (IPUTAMAHHUX yCiM a00 OUIBIIOCTI
HATC)  xapakrepucTuk  cepemoBuml  (yHKIioHyBaHHA  (iHopMariitHoro,
TEXHOJIOTIYHOTO, KOPUCTYBaYiB).

Y TunoBi Mozeni 3arpo3 BpaxoBaHI HaiiOunbn IiMoBipHI Ta (abo) Taki
3arposu, M0 MPU3BOAATH N0 HAHOUIBIIO! IIKOIM AJISI OTIEPaTOPiB €IEKTPO3B 3Ky Ta
KOPHCTYBa4iB MOCIYT EICKTPO3B’SI3KY.

Iopsimox BHKOpHCTaHHSA THUMOBOi Mozeni 3arpo3 HaBenaeno y KHJ 45-164-
2001.

Meroau aHaiizy, peKOMEHJIOBaHI JUIsi 3aCTOCYBaHHS IIiJi 4ac PO3pOOIIEHHS
Mozedni 3arpo3, HaBeneHi y KH/I 45-164-2001.

3arajpHi BUMOTH LIONO MOOYAOBH MOJEJI 3aXHCTy, 3 ypaxyBaHHSM MOJENi
3arpo3, HaBeneHi y KH/I 45-164-2001.

2.1 Onuc nabopaTopHOro MakeTa

TunoBa Mozeib 3arpo3 BUKOHYETHCS TSI iHQOpPMALIHHUX PECYPCIB peaTbHUX
uudppoBux ATC na npukiami [IKC EWSD, mo BHKOPHUCTOBYIOTBCS B MEpeKax
€IIEKTPO3B'A3KY 3arajbHOr0 KOPUCTYBaHHS YKpaiHu

3. KntoyoBi nutaHHA
1. Po3kputn Buam 3arpo3 indopmamiitaum pecypcam LHATC.
2. Po3kputH npuyrHU peaiisaiii 3arpo3 s inpopmaritiiiaux pecypceis LIATC.
3. IlpuBecTy MopsIOK BUKOPUCTAHHS THIIOBOT MOZEINI 3arpos3.
4. BusHauWTH 3araJilbHi BHMOTH WIOJAO TOOYIOBH MOJENI 3axXUCTy 3
ypaxyBaHHSIM MOJIEJI 3arpo3.
5. Po3kpuTu BU3HauUeHHS ,,Mo0A€eab NOPYLIHHUKA .
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4. lomalwlHe 3aBOaHHA

1. 3’sicyBaTH MPU3HAYCHHS 3aralbHUX TCPMIiHIB, TAKHX SIK:

- THUIIOBA CTPYKTYypa iH(popMariiiHux pecypcis LIATC;

- CTPYKTypa iHpOopMaIiitHIX pecypcis;

- 3arposa st inpopmariiiHux pecypcis LIATC;

- aHani3 cepenosuma ¢ynkmionysanas HATC;

- ypa3nuBicTh iH(OPMALIHUX pecypciB;

- nopyuHuk (crocoBHo T3 y HATC);

- mpodise cepeaoBuUIIIa.

2. ChopmymroBatyl Buau 3arpo3 iHpopmaniiinum pecypcam LJATC.

3. ChopmyoBaTH TPUYAHH peaizaiii 3arpo3 it iHGopMaIiifHuX pecypciB
HATC.

4. O3HalOMHUTHUCH 3 TIOPSAAKOM BUKOPHCTAHHS THIIOBOI MOZEINI 3arpos.

5. O3HaOMUTHCH 3 3aralbHAMHA BUMOTaMH IIIOJI0 TTOOYIOBU MOJETI 3aXHUCTY 3
ypaxyBaHHSIM MOJIEJIi 3arpo3.

5. llaGopaTtopHe 3aBOaHHA

1. TlepeBipka mpame3gaTHOCTI MIJCHCTEMH 3aXHCTY BiJl HECAHKIIOHOBAaHOTO
noctyny (HCJI), mo peamizoBana Ha [IKC EWSD.

2. IlepeBipka mpane3gaTHOCTI CHCTEMH po3noairy mpas poctymy Ha LIKC
EWSD.

3. TlepeBipka crajocTi MiACHCTEMH KepyBaHHsS JOCTYNOM Ta ii peakuii Ha
HEKOPEKTHI Aii KOPUCTyBayiB.

4. Tepesipka npane3garaocti [IIKC EWSD mon0 BukoHaHHS QyHKIINH ayauTy
(xouTpoOITI0) cTany pecypceis LIKC.

5. Tepesipka mnpanesmataocti [IKC EWSD mopo BuKOHaHHS (QyHKITiH
KOHTpONIO Tpadika (CTyNmeHs HaBaHTaXEHb Ha MPOIMYCKHY CIPOMOXKHICTB) depe3
ocunoBHi komnoHeHTd [IKC Tta uepes ycro LIKC y minomy.

6. Ilepesipka mpanezmatHocti IIKC EWSD mopmo BHUKOHaHHS ITOCTYT
apxiByBaHHs (cTBopeHHs “history file””) Ta koHTposto aiit nepconany LIKC.

7. TlepeBipka icHyBaHHS OOMEXEHb Y JOCTYHl A0 apxiBHUX QaiiiB s
kopuctyBauiB [[KC, 1o He MaroTh HEOOXITHUX IS IHOTO MPaB JOCTYITY.

8. IlepeBipka icHyBaHHS OOMEXEHb y TOCTYIII 10 TEXHOJIOTTYHHX 0a3 jAaHuX (y
T. 4., i3 aDOHEHTCHKOIO iH(popMaIiero), siki po3mimeni Ha [IKC EWSD.

9. Tlepesipka kopekTHocTi QyHKIioHyBanHd Ha [IKC EWSD indopmariitao-
YPas3JIMBUX PEXKHUMIB Ta IOCIYT, 10 HAIAIOTHCS.

10. ITepesipka QyHKIIT ineHTH(IKAII] a0OHSHTIB.

11. IMepeBipka ¢yHKIIT ayauTy aOOHEHTIB B MiJICHCTEM]1 KOMYyTallil.

12. INepeBipka ¢yHKLIl ayauTy aOOHEHTIB B MiICHCTEMI KEpYBaHHSI.

13. TlepeBipka (yHKIIiT aIMiHICTPaTUBHOTO OOMEXKeHHs Tpadika aOOHEHTIB.

14. IlepeBipka  ¢yHKuil  iHAIBiAyanbHOI MNPOTHAIl  HECAHKIIOHOBAHOMY
KOPHCTYBaHHIO a0OHCHTCHKOIO JIHI€I0 (TIapoJti).

15. TlepeBipka ¢GyHKITIT BUMIpIOBaHHS TapaMeTpiB aOOHEHTCHKUX JIiHIH.

16. TlepeBipka QyHKIIT i301s11ii CHCTeMHHX (paiimiB.
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6. MopsaoK BUKOHaHHA po6oTun

1. Ilepexonarucs, mo migcucrema 3axucty Bim HCJI, mo peamizoBana Ha
BunpoOyBanomy 3pa3ky LIKC EWSD, BusBuTBCS mpare3naTHOIO: BCi crpoOu
BHKOHATH TIPUITYCTUMI TIOCTIOBHOCTI KOMaHJ JUIA BCIX NPHUIYCTUMHUX KaTeropiit
JIOCTYIly MAIOTh BUSIBUTUCH yCHIITHUMH.

2. TlepeBiputH, UM cHCTEMa pO3MOIUTy MpaB JOCTYNY JO IiJCHCTEMH
kepyBaHHs BunpoOyBanuM 3pazkoM I[[KC EWSD BusBHUTBCS Tpale3qaTHoOo: BCi
crpoOH MOPYIINTH MpaBa JOCTYIy 3 OOKY 3apeecTpOBAaHUX Yy CHUCTEMi Cy0’€KTIB, IO
MAaJIH Pi3Hi BU3HAYCHI CHCTEMOIO MPaBa AOCTYILY, MAIOTh BHSBHTUCH OC3yCHIITHIMH.

3. TlepeBiputn, 4 migcucTeMa KepyBaHHs IOCTYIIOM OIL[IHIOBAHOTO 3pa3Ka
IIKC EWSD 3an0KyMeHTOBaHMM YHHOM OyJie pearyBaTH Ha yCi HEKOPEKTHI Jii.

4. TlepeBipuTH, YU pe3yIbTaTH BUKOHAHHS YyCiX BiTOOpaKEHUX y TEXHIUHIH
nokymenrauii Ha LIKC EWSD komanz, 1o 31iHCHIOIOTh BUKOHAHHS QyHKLIM ayquTy
(xoHTpOITIO) cTany pecypciB LIKC BUABIATHCS HO3UTHBHUMH.

5. TlepeBiputH, YM yci KOMaHAM KOHTPONIO Tpadika dYepe3 OCHOBHI
komroneHTd LIKC EWSD Ta uepe3 ycro LIKC EWSD y ninomy, mo BizoOpaxeHi y
TEXHIYHIH JOKyMEHTalii, Ha MOMEHT BHUIpPOOyBaHb OymyTh TO3UTHBHUMHU. [Ipm
nepeBipui kepyBarucs — ,JHCTpyKuMe#d N0 OSKCIUTyaTallMd ¥ TEXHUYECKOMY
o6cmyxuBanuto LIKC EWSD (npunoxenue)”.

6. TlepeBiputH, MO yCi KOMaHIW MO0 BUKOHAHHS TIOCIYT apXiBYBaHHS Ta
koHtpoto it nepconany [IKC EWSD, mio BizoOpaxeHi y TeXHi4Hil JOKyMeHTaIll,
Ha MOMEHT BHIIPOOYBaHb OyIlyTh ITpalie3JaTHIMH.

7. TlepeBiputH, 9 BCi CpoOHW BUIPOOYBAIBHOI TPYNH 3MIACHUTH IOCTYH IO
apxiBaux ainie y LIIKC EWSD 3 06oky cy0’ekTiB, ski He Majgu ISl LOTO
BiMIOBITHHUX IMIPaB JOCTYITY, BUSBIATHCS OC3YCIIITHIMHU.

8. IlepeBipuTH, 4n BCi cripoOu BUITPOOYBAIBHOT IPYNH 34IHCHUTH JIOCTYI JI0
texHonoriynux 6a3 manmx [IKC EWSD 3 Goky cy0’exTiB, IKi HE MajH Ul LLOTO
BIIMTOBIAHUX TIPaB JOCTYITY, BUSBIIATHCS O€3YCITITHIMH.

9. TlepeBipuTH KOPEKTHICTH Mii THMYACOBOI 3a00pOHM BHKJIMKIB Ha 3B’S30K,
00MEXEHHS MOXXJIMBOCTI 3B’S3Ky 3 MIXMICEKHMH Ta MDKHApOJHUMH a0OHCHTaMH,
HaJaHHS 3B’ SI3KY 3a MapoJIeM 3TiIHO 3 IHCTPYKINEO 3 eKCIUTyaTallii.

10. IlepeBiputn, 4nm AiMCHO TPH HAJAHHI BIANOBIIHUX CEPBICHUX MOCIYT
IIeHTU(IKYIOTBCS YCi BUKITUKYBaHI aDOHCHTH.

11. ITepeBiputH, 4M  AINCHO TpPH  BBEACHHI  BIJNOBIIHMX  KOMaHJ
BHCBITIIIOIOTHCS YCI I3BIHKM TaHOTO aDOHEHTA 3a TICBHUH MEpioj 4acy.

12. TlepeBiput, 4YM JIACHO TPWU  BBEACHHI  BIAMOBITHUX  KOMAaH]
BUCBITJIIOIOTBCS YCi JIiT a0OHEHTIB B MiZICUCTEMH KepyBaHHs 3a IIEBHUI Mepiof yacy.

13. [epeBiputy, 9u ifiCHO TIPW BBEICHHI BINIIOBIAHUX KOMAaHI OOMEXYETBCS
Tpadik qanoro abonenra [IKC EWSD.

14. TlepeBipuTi KOPEKTHICTH (D)YHKI[IOHYBaHHSI CUCTEMH BBE/ICHHS, 3aMiHH Ta
MIepeTJIsiay MapodiB.

15. TlepeBipiTH HEMOXIIMBICTD OY/Ib-SIKUX /il 3 CHCTEMHUMH (aitamu 3 60Ky
KOpPHUCTYBa4iB CHCTEMH.
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7. 3MmicT npoTokony
. HazBa poGotu.
. Mera poboru.
. Bukonane nomarite 3aBaaHHsl.
. Brok-cxema moOymoBu Mojeri 3arpo3 s indopmartiiaux pecypceis IHATC.
. Cxema IIATC 3 no3wumii T3I.
. [Iporokosnu nepeBipok.
. BucHoBku.

NN bW~

8. Nlitepatypa

1. KHJ 45-164-2001. Texniuauni 3axuct iHpopMaLii B Tamy3i 3Bs3Ky YKpaiHH.
TumoBa ™momene 3arpo3 s iH(opmariiiitaux pecypcie nudposux ATC, o
BUKOPHCTOBYIOTBCSI B MEPEKax €JICKTPO3B'I3KY 3aralIbHOr0 KOPHCTYBaHHS Y KpaiHH.

2.HO T3I 1.1-001-99. Texuiuamii 3axuct iHdopmamii Ha TpPOrpamMHO-
kepoBanux ATC 3aranpHoro KopuctyBanHs. OCHOBHI IOJOKCHHSI.

3.HA T3I 1.1-003-99. Tepwminomoriss B Tamy3i 3axucTy iH(opMmamii B
KOMIT'FOTEPHUX CUCTEMAaX BiJl HECAHKI[IOHOBAHOTO JOCTYILY.

4.HJ T3I 2.5-001-99. Texuiunuii 3axuct iHpoOpMauii Ha MPOrpamMHO-
kepoBaHux ATC 3aranpHOro KopuctyBanHsa. Crenudikarii GyHKIIOHATBHUX TOCITYT
3aXHCTY.

5.HJ T3I 2.5-002-99. Texuiunmii 3axucT iH(MOpMamii Ha MTPOTPaMHO-
kepoBanux ATC 3aranbHoro kopuctyBanHs. Crenudikarii rapanTiii 3axucry.

6. H T3I 2.5-003-99. Texuiunuii 3axumcT iH(OpMamii Ha MporpamHO-
kepoBanux ATC 3arampHOro kopuctyBaHHA. Cremmdikarii JOBIpYMX OIIHOK
peaizawii 3axucTy.

7.HO T3I 2.7-001-99. Texuiunuii 3axumcT iH(OpMamii Ha MpOrpamHO-
kepoBanux ATC 3arangpHoro KopuctyBaHHs. [Topsiiok BUKOHAHHS POOIT.

8. HA T3I 3.7-002-99. Texuiynuii 3axuct iHdopmanii Ha HporpaMHO-
kepoBaHnx ATC 3aranbHOTO KOpHCTYyBaHHS. MeTOAWKa OIlIHKA 3aXHUIICHOCTI
iHpopmaii (6a3oBa).
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Na6opaTopHa po6oTta Ne 6
HanawToByBaHHA Ta agMiHiICTPYBaHHSA MiXKMepPeXHUX eKpaHiB

1. MeTta po6otu
BuBueHHss CcTpykTypu, QyHKUOiIH Ta HaOyTTS HaBHMKIB HaJIArO/PKEHHS Ta
TEXHIYHOI eKCIUTyaTamii MDKMEpEeKHHX eKpaHiB (OpaHaMayepiB), peani30BaHHX Yy
JIOKATBHUX 00YHCIIOBAIbHUX Mepekax (JIOM) Ta aBTOMaTH30BaHHX poOOUMX
Mmicusix (APM). KpiM TOro, BHBYAIOTBCS THUNH TMOJITHK MEPEXHOro JOCTYILY,
TEXHIYHA pealizalis NOHUX TWOJITHK, BHOIp THIIIB MDKMEPE)KHUX €KpaHIB Ui
3abe3neuenHs Oe3neku JIOM, nopsanok ix peanizauii i TeXHIYHOT eKCILTyaTalii.

2. KntovoBi nonoxeHHs

2.1 MNpu3HaYeHHA MiXKMEPEXHMX eKpaHiB Ta MPUYUHK X BUKOPUCTaHHS

Po3BuToK cydyacHuX iH(GOPMALIHHUX TEXHOJIOTiH MPHBIB O MOSBH HOBOTO
MEXaHi3My Oe3leKH - MEXMEPEIKHOro eKpaHyBaHHA. J[aHWH MexaHi3M BHpINIye
3aBIaHHS aHali3y iHQOPMAUIHHUX TIOTOKIB, LI0 HPOXOAATb MDK BHIUICHUMH
CcerMeHTaMu iH(OpMaIliifHOI CHCTEMH 3 PO3MEXYBaHHIM IOCTYIY I MPHXOBaHHIM
TonoJorii i (YHKIIOHAJIBHOCTI KOXXHOTO i3 cerMeHTiB. HaiiOinpin moBHO naHa
(GyHKIISA pearizoBaHa B MbKMepexHUX ekpaHax (firewall).

CydacHi MiKMepeXHI eKpaHH SBISIOTH COOOI0  IporpamMHO-amapaTHi
KOMIUIEKCH, peaiizoBaHi Ha cydyacHux OC, IO BiAIOBiNalOTH BUCOKMM BHMOIaM Y
gacTHHI Oe3mekrn W HamiMHOCTI (YHKI[IOHYBaHHS, aHATI3YIOTh 1 PO3IUISIOTH
iHdopMmaiiiHi NOTOKM Ha BCixX piBHsAX Mozeri ISO/OSI, micTsTh 3ac00M MOHITOPUHTY
it aBTOMaTHYHOTO pearyBaHHs Ha cripodu HC/I.

KpiM Kkiacu4HHX BapiaHTIB MDKMEpPEXHE eKpaHyBaHHsS IEPCICKTUBHO
BUKopHucTaTH B Internet-monmarkax. Internet-pilieHHs 3aCHOBaHI Ha BUKOPHUCTaHHI
3ac00iB, 3aCTOCOBYBaHUX B iH(popMaIliiiHili cTpykTypi Internet, Tomy Ha 11i pimeHHS
4acTO MOUIMPIOIOTh HEAOJIKH, THMOBI aiasi poboru B Internet. Llst Touka 30py
3aCHOBaHA Ha HEOOIIHIII crierudiku Internet-cuctem.

ApxitexTypHO Internet-cucremu sIBISIFOTH COOOI0 TPUPIBHEBI CUCTEMH ““KIIIEHT-
cepeep” 3 BukopuctaHnuiM WWW-cepsepa B sikocti 110 sk MpOMDKHOIO MIapy.
OCKiTbKM caMe TPHUPIBHEBI CHCTEMH 3BHYAiHO BUKOPHUCTOBYIOTHCS ISl HAHOINBII
e(peKTHBHOT pOOOTH MEXaHi3MiB OC3IIEKH, HEMAE MMiJICTaB CYMHIBATHCS B MOYJIMBOCTI
HACTUIBKH X YCHIIIHOTO BIIPOBaPKCHHS MEXaHi3MiB Oe3rekd B Internet-cuctemm.
J1o1aTKOBOIO TEPEBAaro0 TaKOro MiAXO0Ly OylIe MOXKIHMBICTh aTecTallil TAKUX CUCTEM
BIINIOBITHO IO IIFOYOT0 3aKOHOAaBCTBA. Y mpboMmy Bumagky WWW-cepsep
BHKOPHUCTAE€ MEXaHi3M €KpaHyBaHHS CEPBUCIB IJISI CTBOPEHHS HE3AICKHOTO 3aco0y
Joctyiy i GiokyBaHHS Iii mporpamHux 3akianok y I1O cepsepa 6a3 naHuX.

2.2 KomnoHeHTK Gpangmayepa
OCHOBHUMH KOMIIOHEHTaMHU OpaHaMayepa €:
- HOJIITHKA MEPEKHOT'0 JOCTYILY;

- MeXaHi3MH ITOCUIICHOT aBTeHTHIKalii;
- (himpTpaLis MaKeTiB;

- NPUKJIAIH] IUTI03H.
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2.3 Moxnusi pi3Hi KoHirypauii 6paHamayepis:

OpanaMayep 3 TaKeTHOI (DiIbTpaIli€ro;
OpanaMayep 3i IIUTIO30M i3 JJBOMA aJPECaMu;
OpaHaMayep 3 eKpaHOBaHHM XOCTOM;
OpaHaMayep 3 eKpaHOBAHOK MEPEKEI0;
1HIIII.

2.4 OCHOBHi eTanu HaCTPOBAHHA MDKMEPEXHOIO eKkpaHa

A Aguitum Outpost Firewall Pro [Service Mode) - configurationl.cig - =10l
oFn Bia Cepswc MapaweTpel Cripas<s

@ |5 -| - | # w® | n? HTTP/ /WEBSURFER.KULICHKL.COM

> Mo# Hureprer

—W -
¥ st f Outpost Firewall Pro
B OTHpuiTbe nopTe (7}
coapp.exe
homesiteS.exe Nporpausa Outpost Firewall Pro FIREWALL
mamsgs.exe npuserTcrayer Bacl Hacr poitn npunonerms
[ bass.exe Cracsto, «To cEAMM npeanouTEsE HacTpoitkn cnct emi
) suchost.exe Outpos! Frewsl Fro, komnnekeHomy
3 netbios pewerno 4w saumTs 8 cam Hirepser
2 system
- Oupost Frewal Pro nossonur Bam | |
3aBnoknposannuie - sauprmme Baw MK o7 xakspos: 3
0 Boruer - DBECNEN TE KOMTUASHLSEIBHOCTE PGS I DS
E1 @ Noaknosacnue rayim i i Axtanioc concpmmmoc
v SOchiT, o kA
- Ko . s0naCHOCTE B Detextoparan
| PCFank WhoEasy Bl i
| 4 2 peRTEIHEE
Aevexrop arax Barens BT EROwIe OKHE:
-w Mroroe apyroe!
Lrwrencras HacTpoR i He THEGyeTch.
Outpost sawsasT sauuaTs Bau
KOMABIOTED O BCEX CNACHOCTEA Cpasy
NOCTe yCTRHOERA.
Erresapis 53 Buln KoMna-ss 2
Agnitum B kavecTee raparTa Bawed
Besonaooem!
- et 4 P dmmt Dermimimed ool Bem 3 11 X
4] »
TpoceaTpeTs KypHan 4
pucyHok 1



2

Ofhuwe | MpinoxeHia I CMCTBMHHEI Mormmak I Mogxncuaemse Mogym I

Zamyska
MNoxamiicta, enbepuTe pexum sarpysi Outpost Firewall

% OBuurwn
™ Ponoswit
' He sampy»ats

@ ¥ CeepHyTs Npn 33kpsETn
IV CeephyTs & natiens sagad

3awwTa naporem

JanaiTe naponk AnA SawnTE Bawwx HacTpoek

r
_J " Brricants AT MEEHE |

% BuknouwTts

ok | Comesd | aepb |

PHCYHOK 2

3akmagka — 3aranbHi (pUCyHOK 2). Y camMOMy Bepxy BIKHa ONIis -
3aBaHTKEHHSA W TPU BapiaHTH Ha BHOIp - 3BUYANHIN, (POHOBHIA i HE 3aBaHTAXKYBATH.
3a 3aMOBUYBaHHSIM BCTaHOBJICHO MEPILHA BapiaHT.

2]

Otwme  Mpunoserin ICHCTBM.HHEI Mommaigd I MNogrnoyaemeuie Mogyrm I

Mapamems

3anpeuenHEe npunoxeHMa (5) - Ne6aenTh... |

(B BGREGISTER EXE

g DIV PLAYER 2.1 EXE Yasimis |

5 HPRSNAPS EXE
£ VEDITOR EXE UsiEire.. = |
B winDvD ExE
7] Norw Crmii 38
@) AD-AWARE EXE
=5 BDMCON EXE
5 ceaPP EXE
CLEANDISK.EXE
EDITPLUS EXE
J EXPLOREREXE
5 FOTOVAC EXE
=5 HELPHOST EXE
&) HOMESITES EXE
=9 LUCOMSERVER EXE

ok | cance | spn |

pHCYHOK 3

3aknmaaka — qogaTKe (PUCYHOK 3). Y 1IbOMY BikHI OyIXyTh 3'SBJISTHCS MPOTPaAMH
B Mipy TXHBOTO MEPIIOro 3alycKy i BUXOLy B Mepexy. JnsaThes 10AaTKu (MaeThes
Ha yBa3l porpamu) Ha TpH Kareropii - 3a00pOHEHi, KOPUCTYBAIBHULIBKUIA PiBEHb 1
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J03BOJICHI. 3a00pOHEHi - IIe Ti MporpaMu, SKUM aaMiHIcTpaTop 3a0JI0KyBaB JOCTYII
JI0 THTEPHETY;0 KOPHCTYBAIBHHULIBKOTO PIBHS BIIHOCSITHCS Ti MPOTPaMH, JJIs SKHUX
aZMIHICTpaTOp CKJIAB NEBHI NpaBHJIa BUKOPUCTaHHS Mepexi (ToOOTO He Bce MOXKHa, a
TUTBKH TI€BHI JIii) 1 HApemTi OCTaHHIH BapiaHT - 1e M03BOJIEHI MpOorpamMu, TOOTO Ti,
KOTPHM JIO3BOJICHO BC€ (MA€ThCS Ha yBa3i, 110 BUKOPUCTATH MEPEKY BOHH MOXKYTh
SIK 3aBrogHo). KHomka “KoMIIOHeHTH BimoOpaskae BCi CKIIANOBI MPOTpaM i3 LBOTO
BiKHA - IUHAMIUHi 0i0mioTeKH, 3amymieHi Gpaimm, ToOTO BCi Ti KOMIIOHEHTH TIPOTpaMm,
SIK1 BIIACHE Ka)XKy4HU i BUKOPUCTOBYIOTh MEpexy (puc. 4).

x

|UpoBeHb KOHTPOAA KOMNoHeHToE - HOPMATEHEIR ﬂ
KarnorerT | Orpcarue 1:‘ Yaamre
phnay. ooy [WIMavigatiori< Activex, Control Module
phplyrocy [WIPlaper: Activey Control Module: CeoiicTea
phscne.acx W15 cenes Active Cantrol Module -
phtmstrh ocx [WITimeStretch Activel Control Mo
phvitsocx [¥IideoE et Activer Control Mod...
phevivund. ocx [Whidedwnd= Activei Control Madule
phwbbr.ocx IWIw/ebBrowserds Activel Control Mo,
powprof.dil Power Profile Helper DLL
razadhip.dil Remate Access dutoDial Helper ﬂ
,,,,,, 12 Al Rlamata Aemace AP

UHEOpMapa o KoMnoHeHTS
Wra daiina: chwindoveshsystem32ioleace. dll [oTkpbme nanky.
Tun eaiina; Application Extension
Bepcua: 4 2 5400 [xpclient 010817-1148)
Dara cosgarin 1111 2001 18:43:36
Pagmep datina: 016 Mb »
Mponzsoanrene: Microsaft Corporation

Ok

puCYHOK 4

2l
Otue | Mpwroxerns  Cictemase | Mommmn | Moasnossemsie mozymm |

Hacrpoim cam

HasemyiTe Ha STy KHOMKY, UTOSS USMEHITS
NEpaMETRE SETH

IcMP
#+ ;  Haxmate Ha sty onicy, Y1065 MamMetMTs
.. napamss ICMP
MapameTps. I
Pexatm cTi

= & Bicwouen. He nocaraTs ICMP-Co0BUEHNE. 4TD NOpT HEODCTYNEH
&5

" Buknouen. MockraTs ICMP-cooBuisHue, 4To NOpT HEROCTYNEH

Ofuwe npasars

T HaxcmuTe Ha 3Ty 140MKY, YToGE M3MBHMTE CUCTEMHEIE M
NPHMEHASMBE KD BOSM NPNNDXEHNAM NPSETE

MapameTpy.. I

ok | caned | e |

PMCYHOK 5

3akmanka - cucteMHi. CIoi BXOISATh - HACTPOIOBAaHHS Mepexi (puc. 6), [CMP
(Internet Control Message Protocol) BukopHCTOBYeTBCs, 1100 MoOcWiIaTH
MOBIZIOMJICHHSI PO TMOMWJIKA KEPYBaHHS MK KOMITIOTEpaMH, 3B'SI3aHUMH 32
Mepexero (puc. 7). Ili mapamerpu BCTaHOBIICHI 3a 3aMoBuUyBaHHsAM. Jlami cekiis -
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peXMM  HeBUAMMOCTI. TyT 1Ba BapiaHTH - BKIIOYCHHUI/BUKIIOUCHUH, 3a
3aMOBUYYBAHHSAM LIEH PEXUM BKIFOUECHUHN.

X

HacTpoiku nokansHoM ceTh

| Cerenoil anpec SoHa | MetBIDS Hosspetteie

h.000 N EHEIA L

Haimu Y anure | Nofaeuts

~ MHpopraauma

LFLF Cere: 169.254.0.0/255 255.0.0 [MokanbHas s0Ha)

= Bee MetBIOS cosguHenmMa [aline! 1 NpUHTER A0CTUNHE MO CETH] K
W W3 STOMH CETH PaSPELLEHE.

¥ Hawomums HoBBIE HACTPOMKM CaTH oK I OrreHa |

AETOMETHYECEH
PHCYHOK 6
CMP B 2] x|
[Mapatderpe!
Tun [ =T TN
AHO-OTEET 0 O
NOAYHETENE HELOCTHA MR 3
NOGAENEHHE HETOYHME S 4 0O O
NEpPEHANDABNEHKE 5 E (|
Ax0-zanpoc 8 O
A01A 08T Arpardtibl NPEEBILEHD E... 1 O
HEEEPHEIA NapaMEeTp AATArpard... 12 O O
FEMPOC METKMW BPEMEH 13 T O
OTEET METEM BPEMEHM 14 O O
FENPOC MACKM §0peca 17 O O
OTEET MackW aupeca 18 O O
Ok I Orraera | o yraonyaHuo

pucyHok 7

Cekuiss ‘“3arampHi HpaBWia” TOKa3aHa Ha puc. 8. Y IIpOMy BiKHI MOXKHa
mo0AYUTH BCTAHOBIICHI TPaBIJIa BUKOPUCTAHH MEPEXKi, CIOIN K MOXKHA JIOJIABaTH i
CBOI mpaBmia. i 1e Oy/e BiAHOCHTHCH O BapiaHTa MPOrpaM KOPUCTYBaJIbHHUIILKOTO
PpiBHSI
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T 1]

MNapareTpil

[ Allow Inbaund Identification :I Jotaeure.. |

Allow Loopback.
Allow GRE Protocal Haanure I
Allow PPTP contol connection
Block Remote Procedure Call [TCP] ml
Block Remote Procedure Call [UDP) KonupogaTs |
[ Block Server Message Block Pratocol (TCP)
lock, Server Message Block Protocol [UDF]

F Frotocol #1 Heep l
eMule 4242 in Bruz |

eMule 4242 udp in
eMule udp out
]

etule 4662
¥l eMule tcp
Mule
Mule 4672 -
eMule B

Orriexa

pHCYHOK 8

3aknazaka - momituku (puc. 9). TyT € mocuth Oaratuii BHOIp, MO 3aJIEKHUTH Bif
e, ski nepeciinye anMminictparop. Taki sik - 1o3BossiTH (OyIyTh J03BOJICHI BCi
3'eHAaHHS, KpiM 3a0JIOKOBaHMX), PSKUM HaBYaHHS. [Ipu IbOMYy pexuMi Bce, IO
B3a€EMOJiE€ 3 MEpeXero I 3amycKaeTbcs B Nepmnil pa3 OyAe MigmaHO NHUTaHHIO
MpOrpaMu - sIK B3aEMOIIATH 13 nuM? | 3aexHO BiA BIAMOBIAI aMiHICTpaTOpa Oyze
CTBOpEHE MpaBWwiIO. Pexxum OnoKyBaHHS (IIPH HHOMY B IPOTHIICKHICTE PEKUMY
JIO3BOJIy BCE, I[0 HE JO3BOJCHO OyJe 3a0JIOKOBAHO Ui BHUXOLY B MEpEXy), JAaii,
pexuM 3a00poHU (TIPH HEOMY a0CONIOTHO Bee OyJie 3a0JI0KOBaHO, Y HE 3aJICXKHOCTI
Bil TpaBHJ JO3BOINY), HApEIITi, PEXUM BIAKIOYCHHS (BIIKIIOUAE aKTHUBHICTH
nporpamu, ToOTO He 3aKpUBalO4M i MOXJIMBE KOPUCTYBaHHsI [HTepHETOM HaueOTO
HISIKOTO MIXKMEPEKHOTO €KpaHy He BCTAHOBJICHO).

i

Otuve | Mpuroxenin | Cucremnine  Monminr | Mogrnosasmue moayna |

BrGepuTe nommmy BpaHaMayspa

Q @ © @ @

Paspewars Erowsposats  Janpewars  Orknowre

O

MposeneT Bac 4epes MDOLIECE COSAAHM NDABVIE AN COSAMHEHIR
O TWNa, KATOPOE eiile He BENG OMMCEHO NPaSMMEMA

Sparamayspa. Cosannos Bawii npasnmo GyRsT HEMEANSHHD

SaneilcTEcEaHO GPaHAMAYSDOM AMA 00padoTId CoBmAHEHIAN.

oK | cancel Al

pucyHok 9

[TepexoanmMo 10 OCTAaHHBOI 3aKJIaJKH HACTPOIOBaHb, Ha SIKIM ITiJKIIIOYAIOTHCS
Moxyni (puc. 10), mpocTinie Kaxy4u Iuiariay. I3 mporpamoro HayTh HIiCTh TUIATIHIB,
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X049a OKpeMO MOKHa BCTaHOBIMIOBaTH Outpmie. [lepemiummo Ti, mo HayTh Yy
KOMIUIEKTI.

Dﬁ.uwal MpvnoxeH1a | CHCTBMHuel Mommmake  ToAKCHEEMEE MOAYTI |

MooKkmoyaEMEN MOBYE |_Cﬂﬂﬂﬂg HoGasnte... I

g! WhoEasy PatotaeT -

v Atack Detection PafoTaeT Yaams |

< ptachments fiter OcraHoened

%] Active Cortent Fitering PatioTaet SEmETHTE |
Cortert Fittering OcTaHoerneH T |

E' Domain Name Cache PaboTaeT

Advertisement Blocking OcTaHoeEneH MapaMeTps... |

Ceenenus o Mogyne

Wrag: whoeasy
Mpowseogurens: FC Flank
Ormcaqie; WhoEasy
Bepous: 10,01
TyTe: C:\Program Files' Agnitum*Outpost Firew . whoeasy ofp
ok | Comeal | aepn |
pucyHok 10

Atack Detection (puc. 11). IlomuBuBmmchr Ha puc. 11, Bu mobadure
HacTPOIOBAaHHS 3a 3aMOBYYBAaHHSM, XO4a DIBEHb MOXKHAa BCTAaHOBUTH Ha OAWH i3
TPbOX - Oalmyxuil (mporpama IpH HbOMY OyzAe BHAABAaTH MOMEPEIKCHHS TIIBKH y
Bunagky 100% araku Ha KOMITIOTEp), Jalli e peKMM 3a 3aMOBUYBaHHSIM -
3BUYaiHKH (TIpH HOMY OYIyTh BHAABATHCS MONEPEDKEHHS NP CKaHYBaHHI IOPTiB
KOMI'IOTEpa), HApEIITi, TPEeTiif, MaKCUMaJbHUN pEeXuM (IpH HHOMY, HABITH IpH
CKaHyBaHHI OJTHOTO MTOPTY Ha KOMIT'TOTEpi OyJie BUAABATUCS MONIEPEIHKEHHS).
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Jawmta |

YpoBeHE TpeBoM

({@ 330AiTE YDOBEHE TDEEOM C NOMOLL B0 TIONSYHKS

| oo

(CHEHMDO BEHME HECKOTLIGK NOPTOE WM NOPTOE &
ONPEASNEHHEMA HOMEDIMM.

MpenynpexaaTh, 8CM OC/UECTENRETCR

Browkpoeis atak

¥ Browipoeate atapowero Ha ISD 3: MAHYTE

I Taioxe SnokiposaTs NOACETE STEKIWEM

DoS-ataa

T BroxMpoeaTh MokanEHEA NOpT, S oOHapyREHS
DoS-ararka

e |
pucyHok 11

Attachments Filter (pumc. 12) - med mmarin Io3BoJsie HACTpOiTH pobOTYy i3

BKJIaJICHHSIMU B JIMCTH. 3aJIe)KHO BiJ THIYy (aiina, BKIaJEHOrO B JHCT, MOXHa abo
nepeiMeHyBaTH Horo, a0o MOBITOMUTH TIPO BKJIA/ICHHS.

2xi

ZaupaTs @annos |

1. ¥rasute Tin $aina AN npasire

T2 JScript Scrpt File

-] Coanats... |
E Microsoft Common Conscle Document
[F1M5-D0S Application J Yaamue |

J3 MS-DOS Batch File

@ Registration Entries MI
L_Ej Scrap object
=

ﬁ Screen Saver

2. Bufepute pelicTene Ans npasura

MeperMeHoEaTE Sarn
O CooBumts

3. Ormcarme npasana

Ecn nucemo copepsaT JScrpt Encoded Script
File

MepenmMeroeaTe

ok | Cancel
pucyHox 12




Active Content Filtering (puc. 13) - me cBOepigHHI aHAIOT HACTPOIOBAaHBb
6e3meku B Opay3epi. [Lnariu meil 3a 3aMOBUYBaHHSM MPAIIIOE.

20

web |

IV Paspeuwwte 6rowipoeiy snementos Web

: Web-crparms
£ MNouta. Hosoctu ) 3anpemute
O Cnpoouts
& Pazpewute
] Cookies
O 3anpetuts
O Cnpoouts
{2 Pazpewute
@ Ccramaa
O 3anpemute
{2} Paspeuwmnts
@ Cuenapwm Java n VB
) 3anpemute
& Paspewnts ]
[Fl BOnnuBaouwme oKHa
Q) 3anpemte

Dotasuts Uaaaume & Pazpewute _I
| -

53 Annner lava

ok | camea |

pucyHok 13

Content Filtering (puc. 14). 3 nmormomororo wiei onuii MO>KHAa BBECTH ajpecu
caiitiB a00 IMPOCTO OKpEeMi CIIOBa, BUSBHBIIN SIKi Iporpama Oyzae OJOKyBaTH JOCTYII
JI0 HUX. 32 3aMOBYYBaHHSIM ILJIariH akTUBHHM, ajie CIIUCOK Y HbOTO MOPOXKHiii.

x|

Briowiposka no conepsamamy | Erowspoeka Web-cantos |

¥ BnomsposaTe conepsimoe

Vieb-cTpaHULE, CONSP¥EILWE CTPOKN WS AAHHOID CMCKS, HE
~  GymyT oTofpaxaTecA Gpaysepom,

I S el =) I
Yanie |
Warerie |

cree |
pucyHok 14

Domain Name Cache (puc. 15) - ruiarii 4acTKOBO BUKOHYIOYOI (yHKIii
npokci. Ll ommis mo3Bosisie HacTpoith QikcoBaHy Kinmbkicte DNS anpec, siky
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HEOOXIHO 3aIaM'ITOBYBATH W CKUTBKH X maM'statd. Lle macTe MOXKIIMBICTD IIBU/IIE

3aBaHTa)XXyBaTH CTOPIHKH, OCKUIbKH He TOTPIOHO Oyie 110pa3 IIyKaTy BiAMOBIIHICT
DNS anpec ta iMeH caiiTy.

oKs |

Ksumposarme DNS
@ Hacpoitia moayns ksumposarin DNS
W Brnrownte sswmposanue DNS

¥ Orparunts wsw DNS 100 3: sancAMn
¥ 3anuow DNS ycTapesaoT uepes |7 3: anelt

Sanmon DNS

- [ons i3 | Darz +]
PTR  www hot.ee 194.126.101.78 0:00:
PTR  wwwkulichikinet 194.135.30.150 0:00:=d
PTR  computerkulich 154.135.30.150 0:00:
F"ll'R websurferkulic...  194.135.30. IHD D:D_D:'LI
4 3

Beero sanmosd DNS: 100 Ynamire

cova_|
pucyHok 15

Advertisement Blocking (puc. 16) - OigoKyBaHHS peKIaMHOrO 3micty web-
cTopiHkd. TyT MokHa OJOKYBaTH HE TUIBKM pEKJIAMHI 300pa)KEHHS 3a pO3MipoM
(GanHEpH), aje i PAAKH PEKIAMHOTO XapakTepy.

i
Crporan HTML | Fasmeps nsopaxeHi |

¥ Bnokuposate HTML crpoku

™ Mokazate KopsiHy a8 peknansl

Outpost Firewall ynanur © sarpuskasels 520 CTRAHML
KaPTHHEN | DEXNEMY, CONSOHAUME YKA5aHHBIR CTOORM,

HCLink JiGtiEemTE I
Ynanue
%23CLink,

#2Fads#%2E

HIFad%2E Ve

tad

i IMo YmonyaH
ads/

anm

click2net. comd

net-on.com

reklarna.rn
- spylog.com/

webconnect net _vJ

OK | Cawdd | oo
pucyHok 16
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XKypran monxiit mporpamm (puc. 17). Beio crarnctuky mnporpaMm MOXKHA
MOJIMBUTHCH B [IbOMY JKYpPHAJIi.

& Dutpost Log Viewer v =10l ]
@ain fleicreve Bun  WMsfipasoe  Momows
Q O | M By a2
Deoees | waspase |
= B Mypran Outpost
W ff—;g[:s | P-aapec Mesoanvposan(e) nop 4
i =| HawSonee nomynspHse 3anNo SR D) M40z
% i 81.152,102.12 TCP (4652)
Z| MocneaHie 10 samscei =
T —— 68.80.53,73 TCP (4662)
AKTVBHDS CORERANOE 140.116.82, 208 TCP (4651)
ARTUEHEE 3NEHEHTE HE CaRTaY 8L.152,102.12 w tﬂa
[¥] Pocnegkme 10 sabnokmposanmsn: 68.80.53.73 TCP (3662)
| MacTo Srokipyentie nevenTe: 140.116,82,208 TP (4662)
| B\ Derexrop atak €8.80.53.73 TCP (4662)
B ATEMGHEE NBKETE! 81.152.102.12 TCP (4662)
| \Z] Mocnearme 10 aTax 80.5.96.59 TCP (9652)
=& 3awira dafinos 194.27,195.121 TCP (4667)
|%] Mocnentie 10 macen C BNOKEHSEMIA 212.244,58.218 TCP (46627)
| [®] Hacto nepeunessyerse Tune daiinos 134 193.77.232.75 TCP (4662
- Pecnana 73237 193.77.232.75 TCP (4867)
i Tonynaprsie Koqescle CA0sa 02.07.2003 21:32:51 20.37.41.15 TCP (4311)
} I'IDr_rEr.nnE 10 3aBRoKMPOSEHHEN 02,07.2003 21:31:37 80.131.151.203 TCP (3624)
| B o o 02.07.2003 21:24:24 80.142.222,68 TR (2177)
| ocreatie 10 sabnokmposanmsx calfimos = = = =
- . 02.07.2003 21:17:43 24.90.168,230 TCR (4662)
| HacTo Grosmpyensie caiTel
i il 02.07.2003 21:17:09 £1.83.165,142 TCP (4652)
S 02,07.2003 21:07:01 61.83.195.142 TCP (4662)
EF P S —— 02,07.2003 21:04:32 172.179.66.82 TCP (4662)
BN Sabroseomasisie’ S5 TSNS DT 02.07.2003 21:04:28 195.161,118.21 TCP {1535)
B Sefopssmeiie ceruge 02,07.2003 21:03:13 217.187,83.69 TP (4662)
5 @ Woropun paspeweres 02.07.2003 20:55:35 61.83.195,142 TEP (4652)
[ Mecropus NetBios 02.07.2003 20:52:39 62.219,158.231 TCP (4662)
() verapua web 02,07.2003 20:50:19 00.47.10264 TCP (4662)
[ Weropua ninces 02.07.2003 20:46:33 51.83.165,142 TCP (4652)
L] ‘Pazpaieries’ 33 nacneakme 10 HiyT 02,07, 2003 20:96:00 81.220.57.126 TP (4662)
[ Paspewere’ ceramms 02072003 20:44:34 81.220.57.126 TP (4662) -
< L[-J
| % Mypran yerewro orrpenc ba'mns 1w 2556 3

pucyHok 17

CTBOpEHHS IIPaBMJI CIIiI PO3IIISIHYTH JIoKiaaHime. OCHOBHI HaBaHTA)XCHHS B
CTBOPEHHI IMPaBWJI TOKJIAJCHI Ha aAMiHICTpaTOpa y HaBUaIbHOMY pexknuMi (puc. 9),
TOMy it OyznemMo po3risiiatd poOoTy i3 mporpamoro came B LiboMy pexxumi. [IpaBuia
MOJKHA PO3JIUIATH Ha IBI KAaTeropii - mpaBmiia Ui MPOTpaM i CHCTEMHI IIpaBHIIA.
IToynemo 3i ckiajaHHSA NpaBW Ui mporpam. llpaBuia mporpam y CBOIO 4epry
MOXHA TaKO)XX PO3JUIMTH Ha MBI Kareropii — BCTaHOBJICHHI 3a 3aMOBYYBaHHIM
MDKMEpES)KEBIM €KpPaHOM 1 CTBOpeHi amMiHicTparopoM. Ha puc. 18 mokasano
MEepIINi THIT - BCTAHOBJICHI 32 3aMOBYYBAaHHSIM MDKMEPEKEBUM eKpaHoM. J[o HuX
BiJIHECEHI - fip MEHEIKepH, MEHEIDKEpH 3aBaHTaXeHb, Opay3epH, Mporpamu s
inTepHeT cninkyBaHHsA (Hampukiaax [CQ) i T.4., TOOTO mporpamu 3i CTaHAAPTHUM
BUKOPHCTAaHHIM IHTEpHETYy (IOCTiliHI HOMEpH MOPTiB, BUKOPUCTOBYBAHI IPOTOKOJIH
it 1.11.). Konm sikace mporpama B mepIinii pa3 3alliTye IHTCPHET, MDKMEPEKHUH eKpaH
BiZlpa3y IIPONOHY€ CTBOPUTH MpaBwio [y i€l mporpamu. Skmo mporpama
BIZITHOCUTBCS JI0 NEPEPaxOBaHUX BUILE, TO CEpell ONLii MOXHA ITOOAYUTH THIT JaHOT
mporpamu i BifmoBigHe HoMy mpasmio. Ha puc. 18 omuH 3 BapiaHTIB - fip KIi€HT.
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Takox Ha puc. 18 MoxHa GauyMTe IIe Ba BapiaHTH - JO3BOJUTH OIHOPa30BO abo
OJI0KyBaTH OJHOpa3oBO. BOHM He Tak 4acTo MOTPiOHI i, sIK mpaBwio, ix Tpeda
3allycKaTH y BHUIAJKY, SKIIO [Iporpamy BCTaHOBJEHO Bmepuie 1 Tpeba ii
nporecTyBatd. Tomi Ciril BUOpATH BapiaHT - TO3BOJIUTH OJHOPa30BO (1100 MOTIM He
BUJAISATH y PyYHOMY PEKHMI 31 CITUCKY (puc. 3).

21

WS_FTP Pro Application sanpamHBaer HCXOgALIEE
COEAHHEHHE C

Yaanenran cagwta:  FTP(TCR:21)

YaaneHHe s agpec: ftp:microsaft.com

Dutpost Firewall nonxen:
" PaspelumTs 3T0MY NpHASKEHMIO BEINOAHATE NGBS 4eHcTEMRA

I 36I'IDETHTb ATOMY NPHADKEHWH BERINOAHATE KaKHe-THE0 QEHCTEHA

(+ Cosnars npaskno Ha ocHoBS cTaraapTHora | FTR Clisnt ‘g
Browser
Download Manager
PaspelunTs OaHOKDETHD | B noKMpOBATE OOHOKPATHO (e

pucynok 18

[Tepeiinemo 1o Apyroro TUITy MpaBHJI — IpaBHia, CTBOPIOBAHI KOPHCTYBAaYeM.
PosrnsHEeMo TOif ke camuii BapiaHT (i3 mporpamoio WS FTP Pro - fip xiienToM), ane
B CHUTYaIlii, KOJIU CTBOPIOETHCS MIPABHIIO y PyIHOMY peskuMi. OTxke, mepiunii 3amyck
fip xiieHTa, MDKMEpE)KHMH eKpaH "BUKHIAe" Te K caMe BIKHO AJISI CTBOPEHHS
MIpaBWJI, ajle MU HE BHOMPAEMO IYHKT - fip KIIEHT, a BHOMpPAEMO HIDKHIA BapiaHT -

iHwi (puc. 19).
21

W5 _FTP Pro Application sanpawHeaeT Mciogawee
COEAHHEHHE C

YoanenHas coywba:  FTP (TCP:21)
YnanenHed anpec:  ftpimicrosoft com

Dutpost Firewall gonxen:
7 PaspeiumTs STOMY MEHADHEHMD BEINOAHATE MOGsE GeHCTEMA

C Sanpeme ATOMY NPHACKEHWID BRINOAHATE KakHe-NWE0 AEHCTEHA

¥ Cosnarh MPAEMAD HA OCHOES CTAHAAPTHEMD

PaspelwmTe aqHoKpaTHD | E-AokHpOEaTE 0AHOKPATHD |
pucyHok 19

Haruckaemo OK i 6aunMo BikHO, 300pakeHe Ha puc. 20. MoxxHa BUOUpaTH
THUII TIPOTOKOJIY, 1110 Oy/Jie BUKOPUCTOBYBATH MpOrpaMa, HanpsIMOK (BXiIHe/BUXIIHE),
MOPTH, SIKKMH MOXHA KOPUCTYBATHCS 00 HABIAKH - HE MOXKHA, aipeCH B IHTEPHETI
(Mepexi), 10 SKUX TporpamMa Moke abo He MOKe 3BepTaTucs i T.1. Bce me myxe
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CXO0e Ha CTBOPEHHS MPABUIT JJIsI TTOBITOMIICHB Y TIOMITOBHX MporpaMax (HarpHKIIa
Microsoft Outlook).

CHayana sbISepkTe COBBTHE M ASHCTEME, SETEM Sa0aMTE ONHCaHME.
1. Brifiepure cofbmue 408 Npagms T T —— _ﬂﬁ
lae npoTokon

Tae HanpasneHue Brifepure npoTokon

ae yaaneHHeId agpec &

0

Iae ynaneqHeld nopT TER
2, BriSieprTe AEHCTEHE 07 NPaBH " UDP

PaspewmTe 3T naHHEE P

[71 BNOKMPOBATE 3TH AaHHEIE

[7] OTKAGHWTE 3TH AaHHbIE " Opyro

[ Hark oruer

3, OnMcanmHe Npaekna [HasmuTe F ok I OrragHa |

lae npotokon TCP
1 [0e HanpaeneHue Moronaues j
W e ynanerHelR agpec fip.microsoft. com [207.46.133.140
u e ynanenHed nopt ETR

Paspewmre 3T LaHHE: j

4. Miia npaekina

WSFTPPRO Rule #1

(6].8 OrtienHa

pucyHok 20

2.5 Onuc nabopaTopHOro makeTa

1. Komrutekc 3aco0iB MikMepe:kHOTro ekpany Agnitum Outpost Firewall 2
BcTaHoBJeHO Ha IBM-cymicuiii [IEOM y cranpaprthiid omepaiiiiHiii cucremi MS
WINDOWS XP (2000) i ckiragaeTsest 3 MpOrpaMHoi Ta arapaTHOT YaCTHH.

2. Tlporpamue 3abe3meueHHS CKJIQNa€ThCsl 3 CHCTEMHHX JpaliBepiB Ta
6i0mioreynnx moayniB (DLL), siki BUKOHYIOTH (YHKLIT pO3MEXyBaHHS HOCTYITY,
mporpam iHTepdericy aBToMaTu3oBaHoro pododoro micus (APM) agmiHicTparopa, a
TAKOX HU3KH JI0OIaTKOBUX CIY>KOOBHX YTHIIIT Ta TUHAMIYHHX 010J1i0TEK.

3. lo amapaTHOi 4aCTWHM HaJe)KaTh CIICIiajbHi a0 MEpeXHi IUIaTH, SKi
3a0e3neuyroTh (izumuHe Ta JoriyHe 3’eqHanHs [IEOM 3 amapatHumMu 3acobamu
3aXHMIyBaHOI MEPEXKi.

4. IurepdeficHa YacTHHA MDKMEPEKHOTO €KpaHy 3a0esledye OopraHi3aliro
pobodoro Micis aaMmiHicTpaTopa IJii HACTPOIOBAHHA 1 TEXHIYHOI EKCIUTyaTarlii
MDKMEPEKHOTO €KpaHy Ta KepyBaHHS iH(GOpMamiiHOIO O€3MeKOl0 3aXHUILEeHOT
iaMepexi.

3. KntoyoBi nuTtaHHA
1. CknamoBi MiKMEPE)KHUX C€KPaHiB: TOJITHKA, 3MIHA B CTPYKTYpi MeEpexi,
TeXHIYHI 3ac00M, opraHi3amiiiHi 3aX0/IH.
2. Ipuanau pobiem 3 iHpopmaniitHoo Oe3mexoro JIOM.
3. IHmuaeHTH, BUKIMKaHI  BUKOPHCTAaHHSAM  CJIa0KWX  TApoJliB  Ta
CIIOCTEPE)KEHHS 32 KaHaJlaMU I1epeiadi JaHHX.
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4. 3arpo3u BiJ HETPABUIEHOTO BUKOPHCTAHHS €IEKTPOHHOT ITOIITH.

5. CriocoOu MacKyBaHHSI ITiJ1 IHIIIOr0 KOPHCTyBaya.

6. SIxi npuHIMIM NOOYI0BH MIXXMEPEXXHHUX €KPaHiB.

7. Cucrema MDKMEPEeKHHUX €KpaHiB SAK 3acid 3axuCTy TMiAMepex Bif
HENPaBUILHOTO BUKOPUCTAHHS MPOTOKOJIIB 1 CITykKO.

8. SIki mepeBarnm BHMKOPHCTaHHS MDKMEPEKHHX €KpaHIB Ul 3a0e3NedueHHs
iHdopmariinoi 6e3mekn JIOM Ta KOPITOPATUBHUX MEPEK?

9. SIxi HemOJIIKM BHKOPUCTaHHS MDKMEPEXKHHUX EKpaHiB sl 3a0e3NeucHHs
iHpopmaniitHoi O6e3mexkn JIOM Ta KOpIopaTHBHUAX Mepex?

10. IIpobiemu, sIKi HE BUPINIYIOTHCS 32 JOTIOMOTOI0 MDKMEPEKHUX EKPAHIB.

11. ITepeniunTi KOMIIOHEHTH MIXKMEPEKHUX EKPaHIB.

12. TIOSICHUTH TOITHKY MEPEKHOTO JOCTYITY Ta TOCTYITY A0 CEPBiCiB.

13. ITosiCHUTH TOJIITHKY MTPOEKTYBAaHHSI MKMEPEKHUX CKPaHIiB.

14. TlosicHUTH HEOOXiAHICTH Ta CIIOCOOU TOCHIICHOT aBTeHTH(]iKaIIii.

15. Crioco6m Ta 0coOaMBOCTI (iIbTpaIlii MaKeTiB.

16. SIki makeTn nOTpiOHO QinbTpYBaTH?

17. HaBenits, SKi MpoOIeMH € 3 MapUIIpyTH3ATOPaMH 3 QUIBTpAIli€to MaKeTiB?

18. TlosicHNTM BUKOPHMCTaHHS MPUKIAJAHUX IUIIO3IB (XOCTIB 3 IPOKCi-
ciyx0010).

19. TTosicHUTH OCOOIMBOCTI NITIO31B TPAHCTIOPTHOTO PiBHSL.

20. Cxema Ta BUKOPHUCTaHHS MIKMEPEKHUX €KpaHiB 3 PUIbTPALI€l0 TaKeTiB.

21. CxemMa Ta BHKOPUCTaHHS MIKMEpPE)KHHX ekpaHiB Ha ocHOBI [IEOM,
T IKITIOYESHOT 0 IBOX MEPEK.

22. CxeMa Ta BUKOPHCTaHHS MIDKMEPEKHUX EKPaHiB 3 130JIbOBAHUM XOCTOM.

23. Cxema Ta BHKOPHCTAaHHS MDKMEPESKHHX EKPaHIB 3 130JIbOBAaHOIO IIif-
MEpExEIO.

24. Criocobu iHTerpanii MOJeMHHX ITYJIiB 3 MDKMEPEKHUMHU €KpaHaAMH.

4. lomaluHe 3aBOaHHA

1. Bu3HAuuTH OpPU3HAYCHHS Ta O3HAWOMHTHUCH 3 MPUYHUHAMH 3aCTOCYBaHHS
MDKMEPEIKHUX €KPaHiB B JIOKATBHHUX 1 KOPIIOPATHBHUX Mepekax mepeaadi JaHuX.

2. Bu3HaunTu nepeBard, HEIOJIKH 1 MPOOJIEMH 3aCTOCOBYBaHHS MIKMEPEHKHHUX
eKpaHiB.

3. 3’sicyBaTH, 3 SIKMX OCHOBHHUX KOMIIOHEHTIB CKJIAIalOThCs MIKMEPEXkHI
eKpaHHU.

4. 3’scyBaTH BUJIH Ta 3MICT TOJITHKH MEPEKHOTO JTOCTYITY, IO BIUIMBAIOTh HA
MPOCKTYBAHHsI, YCTAHOBKY 1 CKCIUIyaTallifd CHCTEMH MDKMEPEXKHHUX CKPaHIiB B
JIOKAIBHHX 1 KOPIIOPATUBHUX MEPEKax repenadi JaHuX.

5. IligroryBaTy IpHUKIJIA] MPaBMII GiIBTpaIlil MaKkeTiB BiIINOBIIHO A0 TOIITHKH
MIXXMEPEIKHOTO CKpaHy.

5. llabopaTtopHe 3aBOaHHA

1. BukoHAaTH 3aBaHTaXEHHS TMPOrpaM MIKMEPESIKHOrO ekpaHy Agnitum
Outpost Firewall 2 Ha xocTi. [IpocTexuTu npoueaypH iHimiamizarii.
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2. O3HAaHOMUTHCH 3 MOPSAKOM HACTPOIOBAHHS MIKMEPEKHOTO CKpaHy.
3amycTuTH porpamy OpaHaMayepa i 03HalHOMHUTHUCH 3 T1 iHTepdeiicoM.

3. Os3HallOMUTHUCH 3 TIOPSJAKOM HACTPOIOBAHHS 1 LUIAMH IIOJITHKU
MIDKMEPEIKHOTO €KpaHy.

4., BUBYMTH NPUHIMIN peaizailii MOJITHKA MIDKMEPEKHOTO €KpaHy 3
(biNBTpalLi€ro MaKeTiB.

5. BUBUUTH MpU3HAYEHHS Ta 3MIiCT MpaBwI QiTbTpallii MakeTiB.

6. CtBopuTH NpPOOHY CYKYHHICTh IpaBui ¢inbrpanii makeriB. IIposectn
HACTPOIOBAHHS 1 MIEPEBIPUTH BUKOHAHHS PEXKHUMIB JOCTYITY IO MEPEXKi.

7. O3HalloMHUTHCh 3 MPUHIMIIAMU (QIILTPYBaHHS MOTOKIB iH(OpMaLii, ciryxo0,
IIPOTOKOJIIB Ta IOPTIB Ha poOOYil cTaHLii.

8. 3’sacyBatH, sIKi 3acO0M Ta MPOTOKOIM HEOOX1THO PLTBTPYBATH.

9. 3’sicyBaTH BUMOTH [0 €KCIUTyaTallil MPUKJIaJHUX ILIF03iB, HEOOXiMHI [is
epexTuBHOTO (hyHKIiOHYBaHHS JIOM.

10. 3’sicyBatu popMy Ta TMPUHITUIIN TPOTOKOIIOBAHHS pOOOTH Mi>KMEPEKHOTO
ekpaHy. BusHauMTH CIOCOOM BUSBIICHHS THUIIOBHX MOpPYIICHb iH(OpMAaIiiHOi
Oe3IeKH.

11. TIpoananizyBaTd MOTOYHHII NPOTOKOJ POOOTH MIDKMEPEIKHOTO EKpaHy.
CdhopmynroBatu 3aX0/u, sIKi HCOOXITHO pealli3yBaTh JJIs JIKBiaMii iHIIMICHTIB.

12. CknmacTs CITUCOK HEOOXITHUX HAJAIITOBYBaHb MIXKMEPEIKHOTO €KpaHy.

13. BuzHauuty, siKi iCHYIOTh LUIIXH 00XOAy 3ac00iB 3axXHMCTy 1 crocodu ix
HelTpaizanii.

6. Mopsfok BUKOHAHHA po6oTHU

1. BukonaTu 3aBaHTakeHHA cucteMu Agnitum Outpost Firewall 2.

2. IIpocrexuTu npoueaypu ineHtrdikyBaHHs/aBTeHTH(IKYBaHHS KOPHCTYBaya.

3. Buknmkaru mijicucTeMy B3a€EMOIIT 3 aJMiHICTpaTOPOM, BUKOHABIIH TaKi Jii:

- 3aBaHTAXUTH APM aaMiHicTparopa 3 TOBHOBaXCHHSIMH T'OJIOBHOTO
azMiHicTparopa;

- BUKJIMKATU Aianor ‘“HajmamToByBaHHS CHCTEMH 3a JOMOMOTOIO IYHKTY
MeHto “Cucrema/HamamroByBaHHs .

4. BUBUUTH NPU3HAUCHHS ITyHKTIB MEHIO.

5. TlpoBecTH HACTPOIOBAaHHS 3a TPHKIAAOM TPAaBII (DUIBTpAIlii MakeTiB
BI/ITIOBITHO JI0 MOJIITHKH MIKMEPEXKHOTO CKpaHy.

6. IlepeBipuTH BUKOHAHHS PEXKUMIB JOCTYITY IO MEPEXI.

7. CkiracTyl TI1aH HaCTPOIOBaHb MIKMEPEIKHOTO €KpaHy.

8. IIpounTtaTu Ta MpoaHati3yBaTH MPOTOKOJ POOOTH MIKMEPENKHOTO EKpaHy.

9. CkyacTy IJIaH pearyBaHHS Ha IHIUACHTH 3 iHPOPMALIIITHOIO Oe3IeKor0.

7. 3micT npoTokony
. Ha3Ba poboru.
. Merta po6otu.
. Bukonane nomamise 3aBgaHHs.
. CTpykTypHa Ta (yHKITIOHAThHA CXEMH MDKMEPEIKHOTO EKpaHy.
. Ipuxnan npaBun ¢GineTpanii makeTis.

DN W=
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6.Crnucok  HEOOXiHMX  HACTPOIOBAHb Ta  MOPSAIOK  HACTPOIOBAHb
MIXXMEPEIKHOTO CKpaHy.

7. Bubipka 3 poTOKOIy pOoOOTH MIKMEPENKHOIO EKpaHy Ta pe3ysbTaTH HOro
aHamzy.

8. Ilnan pearyBaHHs Ha IHIMACHTH 3 iHQOPMaLHHOO Oe3NeKoI0.

9. BUCHOBKH.

8. llitepaTtypa
1. €ppemor B.I1. TexHiuHa ekcIuTyartamiss CHCTEM 3aXHCTy iH(opmarrii.
Yacr. 2. Ekcrutyaramiss cucreM  3axucry  iHpopmaunii. HaBu.  nociOHuK/
E€odpemos B.I1., Kononosnu B.I'., Tapmackin M.®. 3a pex. M.B. 3axapuenka. —
Opneca: OHA3, 2003. — C. 248.
2. lomapeB B. B. 3axwucr inpopmarii i Oe3reka KOMIT FOTEPHHX CUCTEM./
Homapes B. B.//K.: InacodT, 1999. — 480 c.
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PO3A4in 2

METOOW TA 3ACOBU 3ABE3NEYEHHSA BE3IMEKU IH®GOPMALIAHO-
KOMYHIKAUIMHUX CUCTEM

2.1 OocnipxeHHs noniTukn obnikosux 3anucis OC WINDOWS XP

HacTtporoBanHs 6e3neku aBTopu3anii KopucTyBavisb.

IcHYe Tpy THIM TONITHK IS KEpyBaHHS OONIKOBHMH 3aITCAMH KOPHCTYBAJiB:

— MOJIITHKY MApOJIiB;

— TOJITHKY OJIOKYBaHHS OOJIKOBHX 3aITHCIB;

— nomituku «Kerberosy.

HajnamroByBaHHS MOJITHK NapoJIiB.

[MomniTHKY MapoITiB KOHTPOIIOIOTE OE3IIeKy MapoIliB i BOHM BKIIOYAIOTH!

— BUMOTH HETIOBTOPHOCTI MapOTiB;

— MakCUMAJIbHUH TEpMiH Aii napois;

— MiHIMaJBHUH TEpPMiH IIii TapoiiB;

— MiHIMaJbHA TOBXUHA MApOJIs;

— MapoJib MOBUHEH Bi/JIIOBIIaTH BUMOT'aM CKJIaJHOCTI;

— 30epiraT Maposi BCiX KOPUCTYBAYiB y JOMEHI, BAKOPUCTOBYIOUH OOOPOTHE
i pyBaHHS.

HacTporoBaHHs NoaiTUK 0JI0KYBaHHS 00/1iKOBHX 3aNMCiB KOPHCTYBaviB.

TTomiTukm GIOKYBaHHS OOJIIKOBHUX 3aITMCiB KOPUCTYBadiB KOHTPOJIOIOTH, SK i
KOJIM OJIOKYIOTHCSI CHCTEMOIO JJOMEHH a00 JIOKaJIbHI OOJIIKOBI 3aInCH, a came:

— rpaHUYHE 3HAYECHHS OJIOKYBaHHS;

— OJoKyBaHHs 00JIIKOBOT'O 3aIiCy KOPHCTYBaya Ta TPUBAIICTh OJIOKYBaHHS;

— CKUJIaHH$ JITYNIIBHUKA OJIOKYBaHHSI.

HactporoBanus noaituk Kerberos.

Kerberos € OCHOBHMM  MeEXaHI3MOM  IEpEBIpKM  JIMCHOCTI,  SIKUi
BUKOPHCTOBYETHCS Y JIoMeHI Active Directory. Mexanism Kerberos BUKOPHUCTOBYE
KBUTKH CITy’)KOM ¥ KBUTKH KOPUCTYyBada ISl 1iMIeHTU(IKAIll KOPHCTYBaviB i MEPEKHUX
ciryx0. KBUTKM ciy’)kOM BHKOPHCTOBYIOTHCS CiyOoBUMH mponiecamu Windows, a
KBATKH KOPHCTyBa4ya KOPHCTYBAJbHUIBKMMH IpomecaMd. KBHUTKM MICTATH
3amudpoBaHi 1aHi, 0 MiITBEPIKYIOTh AIHCHICT KOPHUCTYBaya abo CIy Ou.

MoxHa  KOHTPOJIIOBATH  TPHBAJIICTh KBUTKA, HOro TOHOBJIEHHA W
3aCTOCYBaHHS, BAKOPHUCTOBYIOUH HACTYITHI MOMITHKH:

— IPUMYCOBI OOMEXXEHHS BXOJly KOPUCTYBaUiB;

— MaKCHUMAJIBHUH CTPOK XHUTTS KBUTKA CITyXKOMH;

— MaKCHUMAJIbHUIN CTPOK XHTTA KBUTKA KOPUCTyBaua;

— MaKkCHUMAJIbHUH CTPOK XXHTTS AJIsl IOHOBJIEHHS KBUTKA KOPHUCTYBaya;

— MaKkCHMAJIbHY ITOXHOKY CHHXPOHI3aLlil TOINH KOMIT'IOTEpa.

HacTtpoloBanHs 0e3nexku 10CTyny KOPpUCTYBa4iB i rpyn o gaiiais.

Jns  kepyBaHHS  JOCTYIIOM  KOpDHCTYBadiB 10 Mamok 1  (aimi
BHKOPHUCTOBYEThCS JeTali3oBaHa cucTema A03BodiB. Jimst (haiimiB i mamok icHye He
menute 14 pos3BomiB NTES, siki MoxyTh OyTH BKIIIOYeHi, abo OJOKOBaHi, i
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nepeBipeHi. 1li mo3BoamM MOXKHA TpH3HAYATH (aiiiiaM, JTUPEKTOPisM, KOPUCTyBadaMm,
rpynam. KpiM TOro, MoxkHa NpHU3HA4YaTH MOPSIOK CHAJKyBaHHS JO3BOJIB JUIs
(aiiiniB, TMPEKTOPii, KOPUCTYBaUiB, IPyI.

KopuctyBauy He BXoauTh y Oe3mocepeiHe 3ITKHEHHS 3 SKUM-HEOYIb 00'€KTOM
Windows, Bech moctym 10 00'€KTIB 3MIMCHIOETHCS Yepe3 Mmporpamu abo MPOLECH.
[lporpama, 1O 3BepTaeTbcsi 1O pecypciB Big iIMEHI KOpUCTyBadya, BHKOHYE
MPOLIEAYPY, IO HA3MBAETHCS IMIepcoHamizalieo (impersonation). Ilporpama, 1o
3BEPTAEThCS JIO BHIIYYEHOTO pECYpPCY, BHKOHYE IPOLEAYPY, IO Ha3HBAETHCA
JeneryBaHHsM (delegation).

[Ticnst peecrpanii kopucTyBaua HOro cucTeMHUH ineHtudikarop (System
Identifier - SID) i inentudixkarop (Group Identifier - GID) rpynu oOpoOISIOTECS
IpolecoM lsass.exe, IO TeHepye Mapkep Oe3[eYHOro AOCTYIy KOpPHCTyBada. Y
Mapkep Oe3Me4HOro JOCTYIy BBOAMTHCS i iHIIA iH(pOpMALlis, y TOMY 4YHCI HPO
MpU3HAYCHI KOPHCTYBAa4YeBl MpaBa, JO3BOJH, INCHTHU(IKATOP CEaHCY KOPHCTyBaua,
MacKy J03BOJIB 3 IeTAILHUM OIHCOM THILY 3allUTaHoro Joctyny. Ilpasa, npusHadeHi
KOpPHUCTYBaueBi, MOXKHA ITOOAYUTH 32 JIOTIOMOTI'0I0 KOMaH/IH:

WHOAMI /all

SIK1o mporpama 3BepTaeThCsl Bil IMCHI KOPHCTYBaya 10 3aXHUIINECHOI0 Pecypcy,
TO MOHITOp 3axHCTy (security reference monitor) Windows 3amurye y mnporpamu
Mapkep Oe3MeYHOoro JO0CTYNy KOpUCTyBada. I[IOTIM MOHITOp 3aXHCTy aHali3ye
Mapkep, 1100 BU3HaYMTH e(EKTHBHI JI03BOJM KOPHCTyBaya, 1 Jgo3Boyisie abo
3a00pOHsI€ BUKOHAHHS 3aIIUTAHOT KOPUCTYBa4YeM Oepallii.

Koxnwuit i3 3axumennx o0'ektiB Windows, y ToMy 4ucii ¢ainm, TUpeKTopii,
3arajbHi pecypcH, IPUHTEPH, PO3ILIN PEECTPY, MIATPUMYIOTh 103Bia Oe3neku. bynb-
Ky aupekTopito Windows MO>KHa 3pOOHTH 3araibHOJOCTYITHOIO, 100 JTO3BOIUTH
JaMcTaHUiiHMi noctyn. J{o3Bin 3aranpHomocTymHocTi (Share) MOKHA NpH3HAYATH
Oynp-skomy o00'ekty aupekropii (folder) 1 mpintepiB (printer). Jlo3Bonn
3aCTOCOBYIOTBCS, TIIBKH SKIIO 3BEPTaHHS 0 00'€KTa BiOYBAETHCS Yepe3 MEPEKHUI
pecype. o mossomiB aupekropii (Folder Share) craButhcst moBHUE m03Bin (Full
Control), no3sin Ha 3miny (Change), no3Bin Ha nieperisin (Read).

Axmo B Windows BukopuctoByeThest daiioBa cucrema NTFS, a He FAT, To
Bci (haiim, mupekTopii, po3niiM peecTpy W Oarato IHIIMX OO0'€KTIB MarOTh JO3BLI
NTFS. 1o3Bin NTF'S 3aCTOCOBY€ETHCS SIK TIPH JIOKATEHOMY, TaK 1 IPH JUCTAHIIHHOMY
nocrymi 10 o0'exra. s nepersisay i 3minu no3souiB NTFS daiina abo qupekropii,
BHUKOPUCTOBYEThCSI BKJIanKa «Bracmusocmi» (Properties) nyHkry «besznexu»
(Security).

HactpoloBanHst 0e3nmexku npaB [AOCTYNY KOPHUCTYBadiB i rpym 1o
onepauiiinoi cuctemu Windows.

JlokanpHa MONITHKA OE3IEeKH 3aCTOCOBYETHCS 3a JIOINOMOTOI0 PO3MIHMPEHHS
napameTpiB Oe31eKH It TPYHoBOi NOMITHKY. JIoKanbHa MOoMiTHKA OE3MeKH MICTUT y
co0i 1Bi oOyacTi: HMONITHKKA OOJIIKOBHX 3alMCIB 1 JOKAIBHUX MOJITHKIB. [lomiThka
0OJIIKOBHX 3aluCiB MICTHTh 1H(OpMAIil0 TPO MOJITUKY MApPOJIB 1 MOJITHKY
610KyBaHHS 001iKOBHX 3anuciB. O0IaCTb JOKAIBHOI IOJMITUKH MICTHTh iH(pOpMaIito
PO TIOJIITUKY ayAHTa, TIPU3HAYCHHS ITPaB KOPUCTYBAYIB 1 mapamMeTpu Oe3MeKH.
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2.2 HacTpoloBaHHA 3aXMCTy AAaHUX KOMMN'IOTEPHOI Mepexi npu
BukopuctaHHi OC Windows XP

HacTporoBanns 6e3nexu creka nporoxoJis TCP/IP.

[[To6 macTpoitu O6e3nexy npoTokony TCP/IP HeoOXiaHO CKOPHCTATUCS MEHIO
«llyck», y nyukrax «Hacmporweanus», «llanens xepysannsy», Buoparu «Mepeoica i
sunyuenuii docmyn 00 Mmepedci». BuOpatm iHTepdeiic, mnd sxoro Oyzde
HACTPOIOBATHCSI KOHTPOJIb BXIJHOTO JOCTYIy, BUOpaTH KOMaHay «Bracmueocmi», y
CHMCKY «Bio3naueni Kkomnomenmu GUKOPUCMOBVIOMbCS YUM  NIOKIIOUEHHAMY,
BuOparu enemeHT «lIpomokon Iumepuemy (TCP/IP)», «Baacmugocmi». Y BiKHi
«Bnacmusocmi  npomoxony  Immepwemy  (TCP/IP)»  HAaTHCKHYTH  KHOIKY
«{ooamxosoy. Bimkputn Bknanky «llapamempuy. Bubpatu mapamerp «Dirempayis
TCP/IP» 1 HaTUCKHYTH KHONKY «Biaacmugocmi». YCTAaHOBHUTH Tparop «3adismu
@inompayiro TCP/IP (sci adanmepu)». YCTaHOBKA IIOTO MapaMeTpa, MPUBOIAUTH 10
BKIIFOYCHHS (imbTpamii Ui BCIX ajanTtepiB, HACTPOIOBATH (LIBTpH HEOOXiIHO
OKpeMO Ui KoxkHoro agantepa. OnHi i Ti % cami (QiIbTPU HE 3aCTOCOBYIOTHCS IO
BCIX aJanTepis.

HacTtpoloBanns 6e3nexku pecypciB Mepeski.

[TpaBa mocTyny BU3HAYaOTh NOBHOBAKEHHS OKPEMUX KOPUCTYBadiB abo rpym
KOPHCTYBaUiB, sIKi IepeOyBalOTh B OAHINH MEpExKi.

Icaye nBa ciocoOm KepyBaHHS TOCTYIIOM:

— Ha PiBHI pecypciB, KOJIM HaAAETHCS AOCTYI BCIM KOPHUCTYyBayaM, sIKi 3HAIOTh
apoJib;

— Ha PIBHI KOPUCTYBAUiB, KOJH BU3HAYAIOTHCS KOPUCTYBAYi, IKAM J03BOJICHUI
JIOCTYII 10 3arajJlbHUX pecypciB KOMI'IOTepa i HaJaloThCs IpaBa.

IIpu kepyBaHHI JOCTYIOM Ha PiBHI PECYpCiB Mapoib YCTAHOBIIOETHCS IS
KO)KHOTO 3arajbHOTr0 pecypcy. Pi3HMM KOpHCTyBadaM MOXKHA HAJaTH PIi3HI THIH
JOCTYITY: IOBHUH MOCTYTI, JOCTYII TiJIbKH [T YATaHHS 200 00MABa THITH TOCTYITY.

IIpu apyromy crocobi KepyBaHHS JOCTYIIOM, CITHCOK KOPHUCTYBadiB MEpexKi
30epiraeTecst Ha cepBepi W Moxe OyTH 3MIHEHWH TLIBKH aJMIHICTPATOPOM MEPEXi.
Jns KepyBaHHSA JOCTYIIOM Ha piBHI KOPHCTYBAadiB KOMITIOTEp IOBHHEH OyTH
migmoyennit 1o cepepa OC Windows adbo OC NetWare. V wmepexax 3
PIBHONIPaBHUMH BY3JIaMH HE MO>KHA YIPABJIATH JOCTYIIOM Ha PiBHI KOPHCTYBaya.

Jnst mocTymy A0 AMCKa Ha iHIIOMY KOMITIOTEpi Mepeki MOTPiOHO BiIKPHUTH
TUpEKTOpito «Mepesicne omouennsyy (My network places). Y uiii aupexropii
MTOMIIICHI 3HAYKHA BCiX KOMITIOTEpIB Ta BCIX MEPEKHUX NPUHTEPIB, SIKi BXOIATH B
OIMH JIOMEH 1 JOCTYIHI B MeEpeki Ha JaHWHd MOMeEHT. Llg mupexTopis, J03BOJsE
oJIep KaTH JTOCTYII, IPU Ha/IaHHI 1IpaB, JI0 LIUX PECYPCiB MEPEXi.

HacTporoBaHHs 0e31eKH 3a 10NMOMOTI0I0 IPYNOBOI MOJITHKH.

Penakrop 00'€kTiB TpymoOBOi MOJITUKKA SBJISE COO0K 3acid KepyBaHHS
HaCTPOIOBaHHSM KOPHCTYyBa4da i KOMITIOTEpa, L0 BXOAWTH A0 cKiany «Kamanoea
domenay» (Active Directory). Jlo TpymoBoi MOJITHKA BXOIATH TMapaMeTpu OE3TeKH,
3aaHi B peaakTopi 00'€kTiB rpymoBoi mosiTuku. [lapamerpu Oe3mekd MOCTIHHO
30epirafoTbCsl B PEECTpi, y TOW dYac SK IapaMmeTpd aJMIHICTPaTUBHUX IIA0JIOHIB
TPYIOBOI MOJIITHUKH TIEPE3aIMCYOTHCS MPH KOKHOMY BiTHOBIICHHI ITOJITUKH.
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Penaktop 00'€KTiB IpynoBoi MOJITHKU BHKOPUCTOBYETHCS ISl pelaryBaHHS
BCiX 00'€KTIB IpyIoBoi MOJITUKH, Y TOMY YHMCJI NEpeTBOPEHUX 3 (opmary mancTpa
HaCTPOIOBAHHS OE3MEKH.

KpiM cTBOpeHHs 1 TOIIMPEHHS IONITHK OE3MeKH 3a JOMOMOTOI0 MancTpa
HaCTPOIOBaHHs OE3MeKH, MOXKHA 3aCTOCYBaTH NapaMeTpH Oe3leKu, CKOPUCTABIIUCH
mabmonamu. [llabmoHn Oe3meku sBISAIOTH coboro (daim 3 po3mupeHHs M [NF,
HalpUKIa, Securedc.inf, sKi 3a 3aMOBUYBaHHSIM pO3TAIlIOBaHI B Karanosi
%systemroot%\security\templates\. Tlapamerpu 1mabmoHa Oe3MEKU B pelakTopi
00'€KTIB TpPyNMOBOi TONITHKA ¥ KOHCOJI KepyBaHHS TPYIIOBOIO IIOJITHKOIO
po3TanioBaHi B HACTYNMHOMY Micui: im's_o6'exma_epynoeoi_nonimuxu\Computer
Configuration\WindowsSettings\ SecuritySettings|

IcHye Tpu ciocobOu 3acTocyBaHHS MA0JIOHIB Oe3MMeKH:

— Ui MOKI0YeHHs abigoHa Oe3neku 0 00'€ekTa TIpyrnoBOi MOJITHKH
HeoOXinHO BuOpatu eneMmeHT «llapamempu 6esnexu», BUOpatu «Imnopmyseamu
noaimuxuy 1 BKa3aTu MicIie3HaxoDKeHHS ¢aiina 3 posmupentsm INT;

— HIJKITIOYUTH I1a0JI0H Oe3MeKH IO MOMITUKHA MalCTpa HACTPOIOBAHHS OE3MeKU
y BikHi «Im'a Qpatina norimuku 6esnexuy «Brmouumu wabioHu be3nexuy, HATACHYTH
«/looamuy,

— MJKJII0YNTH 1a0I0H 10 Qaiiia mojiTuky 3 po3mupeHHsM XML i BUKOHATH 3
KOMaHHOTO pAIKa KOMaHy scwemd  transform/p:gpaiin_noaimuxu.xm
/g:6i00bpadicyeane_im's_ob'exkma_epynoeoi  nonimuxu, 100 CTBOPUTH OO'€KT
IPYIOBOI MOJIITHKH, KU MOXKHA TOTIM 3B'SI3aTH 3a JOMOMOTOI0 KOHCOJI KepyBaHHS
TPYIOBOIO MOJIITHKOIO.

VY cepenoBull, /I 3aCTOCOBYETHCS TPYIIOBA MONITHKA, MAHCTEP HACTPOIOBAHHS
Oe3mekn W KiTbKa IMAa0JIOHIB OE3MEKH BapTO BHUKOPUCTOBYBATH HACTYITHI
pekomeHpanii, o0 CHpOrHO3yBaTH MNPIOPUTETHICT, THX ab0 IHIIMX HapaMeTpiB
Oe3reKu:

TTomiTruka Ge3nekn, 3acTOCOBYBaHa 3a JOMOMOTOI0 00'€KTiB IPYITOBOI MOJIITHKH
Active Directory, mae OUIbII BHCOKMH NpIOPUTET, HDK IOJITHKA O€3MeKH,
3aCTOCOBYBaHa 3a JIOMOMOrOI0 (aililiB MOJITHKA MalCTpa HACTPOIOBAHHS O€3MeKH
(patinu XML).

[Ipiopurer 00'eKTiB rpyNOBOi HNONITHUKH O BIHOLIEHHIO OJUH 10 OJHOTO HE
3aJICKUTP BiJl TOTO, 3aCTOCOBYBABCS ISl iIXHBOTO CTBOpEHHS 3acib scwemd.exe 9u Hi.
BukopHCTOBYIOThCS CTaHIApTHI NpaBuia crankyBaHHs Active Directory, 3rigHo
SIKMM TIOCIIZIOBHO 3aCTOCOBYIOTBCSI 00'€KTH T'pYIIOBOI HOJIITHKH JIOKAIBHOTO DPiBHS,
piBHS caiiTa, JOMeHa W MiAPO3iTy, a TAKOXK MOPSAIOK IMPHUB'I3KH 00'€KTIB.

IMoniTuka Oe3rmeku, 3a7aHa 3a JOMOMOIOI0 3aco0iB iHTepdelicy KoprucTyBadya
MalicTpa HACTPOIOBaHHsA O€3MeKW, Mae OUIbIl BHUCOKHH MpPIOPUTET, HIXK
KoH(pIiKkTyr0o4a moitika mabnona Oe3nekn INF-Qaiina, minkmodeHoro mo XML-
Daiina ONITUKMY.

Sxmo go XML-@aiina migkiaoveHO KijgbKa MIa0J0HIB Oe3IeKkd, MmadiIoH,
PO3TaNIOBaHUI BHIIEC B CIIHCKY [IaIOTOBOTO BiKHA «BKIIOUEHHS WAONIOHI6 Oe3nekuy,
Mae OLIbLI BUCOKHH NPIOPUTET, HIK PO3TAIIOBAHI HIKYE.
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3ale3nedyeHHs 0e3MeKH 3a I0NOMOT0I0 MOHITOPUHIY CHCTEMH.

IIporpama «llepeenssd nooditi»y BUKOPUCTOBYEThCS [UIS TEPETVIAAY IMOIIH,
3allMCaHMX Y XKypHajax JOJATKiB, Oe3MeKku i cucreMu. Y KypHaiax Ioniii 3acoly
TIepeTJIsIAY MOMIN BimoOpaxaroTh BiIOMOCTI PO HETIOJIAKN YCTAaTKyBaHHS, TOATKIB
i cucremu. MoXHa BECTH CIIOCTEPEIKEHHSI 32 TIO/IISIMH CHCTEMH OC3IIEKH.

CrocTepeXeHHS 3a MPOXYKTHUBHICTIO CHCTEMH € Ba)KIMBOIO CKIIAJ0BOIO
YaCTHHOIO CHCTEMH OOCITyTOBYBaHHS W aIMIiHICTpyBaHHS ONEPalifHOIO CHCTEMOIO.
JaHi po polyKTUBHICTh BUKOPUCTOBYIOTHCS JUIS:

— BU3HAYCHHS 3aBAHTAXKCHHS CHCTEMH # e(EKTHBHOCTI BHUKOPHCTAHHSI
pecypciB cucTeMu;

— BWSBJICHHS 3MIH 1 TEHJCHILIH y poOOYOMYy HaBaHTaXXEHHI i BUKOPHMCTaHHI
pecypciB s TUIaHYBaHHS MalOyTHBOI MOIEPHI3allii;

— MepeBipKU 3MiH KOH(Irypauii i iHIMX croco0iB HACTPOIOBAHHSI;

— MIarHOCTHKH HETOJIAAOK 1 KIHICBHX KOMITOHEHTIB a00 TPOIECiB 3 METOIO
oInTHUMI3aIli.

Komnonentn «Cucmemnuii  monimop» 1 <« Kypwanu U onosiweHHs
npodykmusHocmi» HAJAIOTh JOKIATHI BIIOMOCTI TPO PECYpCH, BHUKOPHCTOBYBAaHI
KOHKPETHHMH O0'€KTaMH OINEpaliifHOi CHCTEMH il IporpamMamMu, NpU3HAYSHUMH ISt
3600py nanux. JlaHi po MpOJYKTHBHICTH BiOOpaXkaroThCs y BUIIIAAL AiarpaM. Kpim
TOrO, JAaHi 3amucyloThess B KypHamu. KommoneHT «Onogiwenns» RO3BOISE
BIJIIPaBUTH KOPUCTYBauyaM IIOBIIOMJICHHS, KOJM 3HAY€HHs JIIYMJIBHUKA JIOCSTHE,
MIEPEBHUIINTH A00 BIIaJIe HIDKYE 3aJaHOTO TPAHUYHOTO 3HAYCHHS.

Koucounb «I/Ipodykmugnicmsy BKIIIOUAE HACTYITHI 3aCO0H:

— CUCTEMHHI1 MOHITOD;

— KypHAJI! ¥ ONOBIIEHHS MTPOTYyKTUBHOCTI;

— IUCTIeTYep 3aBJaHb.

2.3 NocnigKeHHA Ta 3aXUCT peecTpy onepauinHoi cuctemun Windows XP

Y penakropa peecTpy € K04 /e, 10 J03BOJIE€ aBTOMAaTHYHO 30epiratu B reg-
¢arini meBHU# po3ain peectpy. Lle Moke 3HAHOOHMTHCS, KOJIHM MOTPIOHO 30eperTu
HACTPOIOBAaHHS TIEBHOI MPOTpaMH, HANPHKIAA, IPH MIOJCHHOMY pPE3epPBHOMY
KomitoBaHHi. Excriopr mMoxe OyTH 3I1MCHEHHMH SK 3 KOMaHIHOTO psIKa, TaK 1 3
makeTHoro  (paiina. Hactrymra  komanma  30epirae  KIIOY  PEeECTpy
HKEY CURRENT USER\Software\Far y ¢paiin far.reg

regedit /e c:\far.reg HKEY CURRENT USER\Software\Far

VY pesynbrari poboTH i€l KoMaHIU 3 KopeHs aucka C:\\ Oyzne cTBopeHui daiin
far.reg, MO MICTUTh BCi MIAPO3MUIA W TapamMeTpu 31 3HAYCHHSAMH 3a3HAYCHOTO
po3nuty peectp. s Toro, mo0O BiIHOBHTH BCi HACTPOIOBaHHS, Oyne IOCHTH
3aIyCTUTH TIeH (aii.

Jnst aBromarusanii 30epexeHHs] KIIIOYiB PEECTp MOYKHA HANKMCATH MaKeTHUM
¢aiin, mo Oyxe 3anmyckaTtucs «L1anysanbHuKomy y TIEBHUH Jac.

V peectpi MOKYTh 30epiraTucs JaHi CEMU THITIB:
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REG_BINARY 30epirac moBinmbHI IBiliKOBi JaHi, 06e3 mepedopmaryBaHHS i
CHHTaKCHUYHOro po3dopy. Lli mani MoxHa neperisimaTd y JBiiikoBoMy abo
LICTHAAUATHPIYHOMY BH/II 32 JOTIOMOT'OK PEAKTOPA PEECTPY.

REG DWORD 306epirae mapaMeTpH, MpeaCTaBICHI BOCBMHOAUTHUMH LiTMMHU
yuciaamu. Lle Tun naHux 3BUYANHHO 3aCTOCOBYETHCS, KOJM MapaMeTp IMO3HAdae
miymIbHUK a6o iHTepBai. Lle ogne fioro 3actocyBanHs sk ¢uar (0 - ¢uar 3usaTHI, 1 -
BCTAHOBJICHU).

REG SZ sBnse coboro 3BHYaliHMN psinok y koxyBanHi Unicode Oynab-sikoi
IOBXHMHA. B 1poMy THII nmaHmx 30epiraeTscst iHpoOpMaris, ska Oyme YHTaTHCA
KOPHUCTYBaueM, IUISIXH JOCTYIY, Ha3BH MPUCTPOIB.

REG EXPAND SZ - Bunx REG SZ, BUKOpUCTOBY€TbCS HOAATKAMH IS
30epiranHsa KOHCTpYKUii BUOY %SystemRoot%\System32, nanpuxiazn. [Ipn unranni
uporo psaka Windows 3aminse %SystemRoot% Ha iM's TanKd, Kyad BOHA
BCTAaHOBJICHA.

REG MULTI SZ sBnse coboro Habip MOBIIBHOI KiTBKOCTI HMapaMmeTpiB THITY
REG SZ. ¥V npomy tumi paHux 30epira€rbcsi, Hampukian, crnucok IP-ampec,
NIPU3HAYCHUX MEPEXKHOMY iHTepdeicy.

REG FULL RESOURCE DESCRIPTOR 3acTOCOBYETBbCS [UIsl KOJyBaHHS
iH(opMaLlii Ipo CUCTEMHI pecypcH, HEOOXiIH1 JUIsl SIKOr0-HEOY b i3 IIPUCTPOIB.

REG NONE cnyxuth sk cemadop, ToOTO mapameTp iCHye, aie HE MICTHTh
HisIKOro 3Ha4yeHHs. Jlesiki J0JaTKu NepeBipsAlOTh HASBHICTH LLOTO Mapamerpa i,
BUXOJISIYH 3 PE3YJITATY IIEPEBIPKH, BUKOHYIOTh 200 HE BUKOHYIOTH JIIO.

Kopenesi po3ainu peecrtpy.

HKEY LOCAL MACHINE (HKLM) 30epirac BCi HacTpOIOBAaHHS, ILO
CTaBIATHCS IO JIOKaJIbHOTO KoMm'toTepa. Y minposaini HARDWARE 36epiratoTbes
3alKcu OlepaniiHol CUCTEeMH W ApaiiBepiB. A TakoX CIIJIBHO BHKOPHCTOBYBaHa,
nojimtoBana iHdopmauis npo (i3HyHI NPHUCTPOi, L0 BUSBISIOTHCS ONEPALIHHOI0
CHCTEMOIO TIiJ] Yac 3aBaHTAXKCHHS 1HIINX NpUCTPoiB Plug-and-Play, aki MOXyTb OyTH
JIO/1aHi1 TicyIst 3aBaHTaXEHHs onepauiitnol cucremu. /logaTku MOBHHHI 30epiraTd TYT
JaHi TUIbKM B TOMY BHIAJKy, KOJM BOHH IPH3HAYEHI JUIA BCIX, XTO KOPHCTYETHCS
KoMIT'toTepoM. Hampukian, npaiiBep mpuHTepa Moke 30epiratu Habip HACTPOIOBAHb
IIPUHTEPA, 3aCTOCOBYBAHMX 32 3aMOBUYBAaHHSM, 1 KOMIIOBAaTH Li JaHi VIS KOXKHOTO
podiIro KOpHCTYBaya MPH BXOJI KOPHCTYBada B CHCTEMY.

HKEY USERS (HKU) wmicTuTh 3anmcul Uil KOXHOTO 3 KOPHCTYBauiB, sKi
KOJIM-HEOY/Ib BXOJIWII B CHCTEMY. BITaCHUKOM KOKHOIT i3 WX 3aIUCIB € BiMOBITHUIMA
KOPHUCTYBAIBHHUIIEKHII OOJIKOBHIA 3aMKC, TaM YTPUMYIOThCSI HACTPOIOBAHHS TPOQiTI0
LBOT'O KOPUCTYBaya. SIKII0 BUKOPUCTOBYETHCS IPYNOBa MONITHKA, TO HACTPOIOBAHHS,
10 33/1al0ThCS B Hill, 3aCTOCOBYIOTBCS TYT IO MPOQLNIiB OKPEMHIX KOPHCTYBAiB.

HKEY CURRENT CONFIG (HKCC) 36epirae indopmamiro mpo HOTOYHY
3aBaHT@XyBalbHY KOH(irypamito xomm'lotepa. 30Kkpema, TyT 30epiraerbcs
iH(pOpMaIlis PO MOTOYHUH Halip CHCTEMHHUX CIYXO0 i po MPHUCTPOI, M0 OyIH i
yac 3aBaHTaxeHHs. llell KOpeHeBWil pO3Jil € MOKaKYMKOM Ha PO3ALT yCepenuHi
HKIM.

HKEY CURRENT USER (HKCU) yxazye Ha 1poQink OTOYHOTO
KOpHUCTYBaya, L0 BBIWIIOB y Lied MOMEHT y cucremy. Microsoft Bumarae, mo0
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nonmatku 30epiramy BCi IepeBarWm KOPUCTyBadiB y mimposmimax mig HKCU.
Hanpuknan, HKCU\Software\Microsoft\Windows\Current — Version\Applets\Paint
MICTUTB OCOOMCTI HACTPOIOBAHHS KOPHCTYBAYiB rporpamu Paint.

HKEY CLASSES ROOT (HKCR) chiBctaBisie po3IUpeHHS GaimiB i
inentudikaropu kiacie OLE. ®axktuuHo BiH ykasye na HKLM\Software\Classes.
CucremMa BUKOPHUCTOBYE IIi BIAMOBITHOCTI MO0 BH3HAYUTH, SKi JOJATKH abo
KOMITOHEHTH TOTPiOHO BHUKOPHUCTOBYBATH MPH BiIKPUTTI ab0 CTBOPEHHI THX YH
iHIMX TUMB (aiiniB, a0 00'€KTIB JaHUX.

Cunrtakcuc REG-®aiiny.

[epmmii psigok MOXe OYTH JBOX THIIIB:

— REGEDIT4 - ¢opmar reg-¢aiina, skuii cmiBnagae 3 onepauiiHUMH
cucremamu Windows 98/NT.

— Windows Registry Editor Version 5.00 yka3ye Ha Te, M0 HaHuil ¢aiin
criBnazae 3 ornepanianmu cucremMamu Windows 2000 i Bute.

Jpyruii psaok MOBUHEH OYTH TIOPOXKHIH.

Jami, HeoOXiTHO BKa3aTH pO3AUT pPEECTpy. SIKMH SBISE COOOI0 HUIIX [0
mapamerpa, askuil 3MiHIeTbesa. Y dpopmati REG-@aiinie po3ainm 3aBxan BKa3ylOTh Y
KBaJIpaTHHUX JYXKKaX.

[Jani, HeoOXiHO BKa3aTH NapaMeTp peecTpy i WOro 3Ha4eHHs. 3aJeXHO Bij
3HAUEHHS TapaMeTpa, 3MIHIOEThCS TTOBODKEHHS OomepamiiHoi cucreMu abo o0'ekTa.
barato mapamerpiB Mo)XHa HacTpoiTh B rpadiyHomy iHTepdeiici onepauiitnol
CHCTEMH, ajie He BCi. Y TakuX BUIAAKaX Ui 3MiHH I1apaMeTpa BHKOPUCTOBYIOTH
pemaKkTopu peectpy, «TBikepu» abo REG-gpatinu.

SIKImo HEoOXiMHO MPOBECTH 3MIHHM B JIEKUIBKOX PO3JLIAX, OAMH PSIOK MK
OCTaHHIM TMapaMeTpoM IOMEPEAHBOr0 PO3ALTY H HAa3BOI HACTYIIHOTO PO3JiIY
3aJIMIIAETHCS TOPOXKHIM.

Beci psiaky, 0 MOYMHAIOTHCS 3 KPAIIKU 3 KOMOIO, SIBJISIFOTHCSI KOMEHTapSMH.

3uauenns napametpiB REG-@atina.

KosxHoMy THITy mapaMeTpiB BiJIIOBIaI0Th CBOT 3HAUECHHSI.

Jnst BuganeHHs po3finy 3 peectpy Tpeba mepea HOro iM'sM y KBajJpaTHUX
Jy’)KKaX OCTaBUTH CUMBOII «-).

3anyck reg-gaiiiiB 3 koMaHIHMX (aiiaiB.

SAxmo  reg-¢hatinu  HEOOXIMHO  TMEPIOAMYHO  3aCTOCOBYBATH,  MOJXKHA
BUKOPHCTOBYBaTH KOMaHAHWH bat-ghaun i3 psakamu Buny REGEDIT /S
"D:\path\filename.reg"

Kirou /S, (silent), He BUBOJWTH 3allUT Ha IITBEPIKECHHS BHECEHHS 3MiH 0
peecTpy i TOSBY MOBIIOMJICHHS PO BHECCHHSI 3MiH.

MoxHa CKOPUCTATUCS KOMaHAHUM (aijaoM Ui IIBUIKOTO 30epeKeHHS
po3mimiB peectpy B reg-ghatinu. Taxwii KoMaHAHUHN (aill TOBMHEH CKIIAZATHUCS 3
PAAKIB BUIY:

REGEDIT /EA «D:\path\filename.reg» « HKEY CURRENT USER\namey

Kirou /EA, export ANSI, o3Ha4yae ekcnopt y ¢opmari REGEDIT4, mo mae
konyBaHHA ANSI. Slkmo Bkasatu ko4 /E, To Windows 2000/XP excrioptye po3zinu
peectpy B xomyBaHHi UNICODE, 1m0 cTBOpIOE TpoOJeMH NMPH peaaryBaHHI reg-
atinie penaktopamu, mo He miarpumyots UNICODE, Hanpukian, CTaHIAPTHUM
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61oKHOTOM 1 #oro ananoramu. Windows 95/98/Me/NT K0XHOTO pa3zy €KCIIOPTYE B
koxyBaHHi ANSL.

2.4 OpraHisauia 6e3nekn 3a JONOMOroK yTUNIT, WO BUABNAIOTb
ypasnuBiCTb NOKanbHOI Mepexi

Yruiaira TCPView.

TCPView — ne ytunita, npu3HadeHa st OC Windows, sika BUBOIUTH Ha
€KpaH CIUCKH KIHLIEBUX BY3JIB BCIX YCTaHOBJICHUX Yy CHCTeMi 3'€lHaHb 3a
npotokonamu 7CP i UDP 3 NOKIaAHAMHU NAaHWUMH, ¥ TOMY YHCII i3 BKa3iBKOIO
JIOKTBHUX 1 BUiydeHHX anpec i crany TCP-3'¢dnans, moBigoMisie iMm'st mporiecy,
SIKOMY HaJISKHUTh KiHIeBHH By3oul. [Ipu 3anmycky yrumita TCPView nepepaxoBye BCi
3'eqaands TCP i UDP, xouBeprtye Bci [IP-anpecu B JOMECHHI Ha3BH.

Yrunita TCPView € noOBHEHHAM yTWIITH Netstat, 0 NOCTABISETHCS Pa3oM
3 OC Windows. Bona Hajae posmumpeHuii Habip BiJOMOCTEH y OLIbII 3pydHiH
(dbopmi. Y xomrutekT 3aBanTaxkeHHs1 yrwtitu TCPView BXoauTh niporpama Tcpvcon 3
TUMH K (YHKLIIOHAILHUMHU MOXIIMBOCTSIMH, ajie IpU3Ha4YeHa Uil pOOOTH B PeXUMI
KOMaH/THOTO psIJIKa.

Cxanep Oe3nexu Xspider.

XSpider — me 3aci0 Mepe)KHOro aynuTa, NpPU3HAYEHUH JUI IOUIyKY
ypa3nuBOCTEH Ha cepBepax 1 poboYMX CTaHLiAX. XSpider mo3BONSE BHUABIATH
YPa3JIMBOCTI Ha KOMIT'IOTEpax, IO MPAIOIOTh il KEpYBaHHSAM PI3HUX OnepaniiHuX
cucrem: AIX, Solaris, Unix-Cucremn, Windows i inmi. Ilporpama mpaitoe 1z
kepyBaHHsIM MS Windows 95/98/Millenium/NT/2000/XP/.NET.

XSpider Mmoxe B aBTOMaTHYHOMY PEKHMI NEPEBIPSITH KOMIT'IOTEPH i CEpBiCH B
MepeXi Ha BHSBICHHA ypa3niuBOCTi. baza ypasnmBocTed MOCTIHHO IOIIOBHIOETHCS
¢axiBusmu  Positive Technologies. XSpider Moxe BHKOHYBaTH NepeBipKH 3a
po3knanoM. XSpider BUBOIUTH Y 3BIT NP0 pe3yJbTaTd IEPEBIPKM HE TUIBKU
iH(pOpMaIiIo PO 3HANACHY YPa3IUBICTh, aie i MMOCHJIAHHS, SKi ONICYIOTh BUSBICHY
XSpider ypasnuBicte i narote pekomeHpauii 3 ii ycynenus. B XSpider Bepcii 7,
BUKOPHCTOBYIOTbCS. €BPUCTHYHI ~QJITOPUTMH, SKi HE TPOCTO IepeOUparoTh
ypa3nuBocTi 3 0asm, ane ¥ BUKOHYIOTH JOJATKOBHUM aHaNi3 MO XOAy poOOTH,
BUXOASYH 3 OCOOJMBOCTEH MOTOYHOI CHUTyaIlii. 3aBIsIKU LbOMY, Xspider 7 Moxe
iHOIl BUABHTH crenu(idHy ypa3nuBicTh, iHQoOpMamis mpo sAKy Ime He Oyna
onyOriKoBaHa.

2.5 OpraHisauis 6e3nekn gaHnx npy BUKOPUCTaHHI
3aco6iB BUSIBNIEHHA MEpPEeXHNX aTtak

OCHOBHUM TIPU3HAYCHHSAM YTWITH APS € BUSBICHHI MEPEKHHX aTakK.
VYrunita APS mnpoBogurth OOMIH 3 arakyloyuM 1 J03BOJIAE OIHO3HAYHO
ineHTHOIKYBaTH (PaKT aTaku, TOMY ILIO MICJS CKAaHyBaHHS NOPTIB OaraTto CKaHepiB
pOOIISTh BU3HAUEHHS THITY CEPBICY MUIAXOM Tepeadi TECTOBHX 3alMTIB 1 aHATi3y
BiZMOBII cepBepa. Ytuiita APS npusHaveHa:
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— U BUSIBIICHHS aTaKk CKaHYBaHHS IOPTIB, imeHTH(IKALIi cepBiciB, MOSBH B
MEpeXi TPOSIHCBKHUX MpOrpaM, MEpeXHUX XpobakiB. Y 0a3i APS Oinmblie COTHI
MIOPTiB, BUKOPHCTOBYBaHHUX Xpobakamu i Backdoor — koMnoHeHTaMuy;

— JUIS TECTyBaHHS CKaHEpiB IMOPTIB 1 MepekHoi Oe3meku. Jlns mepeBipku
poboTH ckaHepa HEOOXIIHO 3allyCTHTH Ha TeCTOBOMY Komm'totepi APS i1 mpoBectu
CKaHyBaHHsS TIIOPTiB, 3a MNpOTOKONaMu APS MOXHa BCTAaHOBHTH, SIKi IEPEBIPKH
TIPOBOMTD CKAaHEP 1 B AKii IMOCITiTOBHOCTI;

— JUIsl TECTYBaHHS M KOHTPOIIO 3a poboToto Firewall. Y 11boMy BUIIAAKY yTH-
mita APS 3amycKaeTbcs Ha KOMI'IOTEpl i3 ycTaHoBieHUM Firewall 1 mpoBOIUTHCS
CKaHyBaHHS MOPTIB a0o0 iHmuX atak. Skmo 4PS Bujae CUrHaI TPUBOTH, TO 1€ € CHT-
HaJIOM TIpO HemparesnatHicts Firewall abo mpo Horo HeBipHe HacTporoBaHHS. APS
MOXKe OYTH IMOCTIMHO 3amyIeHH Ha 3aXHUIICHOMY 3a JoToMorow Firewall xomm'to-
Tepi U KOHTPOJIIO 32 cipaBHUM (pyHKLIOHYBaHHAM Firewall y peanbHOMY yaci;

— OmokyBaHHS poOOTH MepeXHUX XpobakiB i Backdoor momymnis. IlpuHImmn
BUSIBJICHHSI 1 OJIOKYBaHHS 3aCHOBaHW HAa TOMY, IIIO TOH CaMHid MOPT MOXKe OyTH
BIIKDUTUII Ha TIPOCIYXOBYBAaHHS TUIBKM OJIWH pa3, TOMY, BIJKPUTTS IIOPTIB,
BUKOPHCTOBYBAaHHUX TPOsHCHKMMHU I Backdoor mporpamamm mo iXHBOTo 3aIrycky
NEepeIKOAUTh iXHill poOoTi, a michs 3amycKy NpHBEAE [0 BHSBICHHA (aKTy
BUKOPHUCTAaHHS NOPTY 1HIIOIO ITPOrPamolo;

— TECTYBaHHS aHTUTPOSHCHKUX 1 aHTHUBIPYCHUX Tporpam, cucteM [DS. Y 6a3i
APS 3aknazieHo Oinblie COTHI HOPTIB HANIOIKMPEHIIINX TPOSHCHKUX mporpam. Jleski
AQHTUTPOSIHCHKI 3aCO0M MalOTh 3/IaTHICTh IPOBOJUTH CKaHYBaHHS IOPTIB BY3Ia, IO
mepeBipseTsesi, abo OyayBaTH CIMCOK TOPTiB, IO MPOCITYXOBYIOThCSA, 0€3
cKkaHyBaHHS 3a donomozoro APl Windows. Taki 3acoOu MOBUHHI MOBITOMIIATH IIPO
Ii103py Ha HASABHICTH TPOSTHCHKOI IPOTPaMH 3 BUBOAOM CITUCKY TTOPTIB.

VY nepenanomy OaHepi MOXIIMBI MakpoCH, siki OyIyTh 3aMiHEHI B MOMEHT
BIJIpaBJIECHHs Ha iXHI 3HaueHHsA. Y JaHWM MOMEHT MiATPUMYIOTHCS HACTYIHI
MaKpoCH:

— #DATE# - 3aMiHsI€ETbCS Ha IOTOYHY JaTy, BiI(OpMaTOBaHy BiJIIOBIIHO 0O
HaCTporoBaHb cuctemu, popmar DD.MM.YYYY;

— #TIME# - 3amMiHs€ThCS HA TIOTOYHUH 4ac, BindopMaTOBaHHWIA BiJIMOBIAHO IO
HacTporoBaHb cucremu, popmat HH24.MIL.SS;

— #DATETIME# - 3amiHA€ThCSI Ha TMOTOYHY JaTy W dYac, BimdopmaroBaHi
BIZIMOBITHO /10 HACTpotoBaHb cucremu, popmar DD.MM.YYYY HH24.ML.SS;

— #UNIXDATE# - nara 'y ¢opmari, npuiiHsiToMy B IHTEpHeT;

— #UNIXDATETIME# - nata i 9ac y ¢popmari, npuitHATOMY B [HTEpHET;

— #RAND_BIN# - BunanxoBi GiHapHi JaHi BUMAJKOBOI JOBXWHH, MiHIMalbHa
JIOB)KMHA OJIOKa JaHUX cTaHOBHUTH 50 OaiiT, MakcuMaiibHa — 250;

— #RAND TXT# - BUIagKoBi TEKCTOBI JaHi BUMIAJKOBOI JOBXIHM, MiHIMaIbHA
JIOBXKMHA OJIOKa MaHWX cTaHOBUTH 50 Oaiit, MakcumainbHa - 250. BinpizHserbes B
#RAND_ BIN# tuM, 0 CKIIQmaeThes 3 OaiitiB 3 komamu 32 — 127, Tekcr, mudpu i
MIPOITYCKH;

— 8xx - Oaiit, xx - 3HaYEHHS B INICTHAALSTUPIYHOMY (opMaTi, ISk CHMBOJIIB 3
komamu 0 - 9 000B'SI3KOBHII TONIEpeHii HYyIb, TOOTO $00, 801 .... 3aCTOCOBYETHCS
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IUIsL YBENICHHS B IIEPEAAHUIl TEKCT OiHApHHX JaHUX, 3aCTOCOBYETHCS B MEPILY Yepry
JUTS TIEpeiadi CHMBOJTIB TIEpeKiany psaka it nepexiany kaperku ($0D i $0A).

apamerpu, #TIME#, #DATETIME# #UNIXDATE# #UNIXDATETIME#
3aCTOCOBYIOTHCS JUTSl JAOJAHHS BIAMOBIIsAM APS peanmicTHYHOCTI, CydacHi CKaHepH
MAalOTh IHTEJIEKT 1 PO3YMIIOTh, 1110 3aMICTh CEPBICY BCcTaHOBIIEHA APS, Lie JOCIraeThes
MOPIBHAHHAM OaHepiB, OTPUMAHHUX y pe3yJbTaTi JEKUIFKOX MiJKITIOUYCHb IO TOPTY.
[Mapamerpu #RAND BIN# i #RAND TXT# yTpyIHIOIOTH POOOTY IHTENEKTYaIbHOTO
CKaHepa, TOMY 1110 BiH HaMaraeTbCs aHaJIi3yBaTu OTPUMAaHI AaHi.

2.6 OpraHi3auis 6e3neku nokanbHOI Mepexi NPpU BUKOPUCTaHHI yTURIT,
Lo peani3yoTb MOHITOPUHT Tpadika

Network Monitor TOCTaBISETbCSA y TBOX BEPCIsX: CIPOIICHIN, KOTpa BKIIOUCHA
B OC Windows 1 moBHil, 10 BBIiIUIa IO CKJIaay OKPEMOTO MPOAYKTYy Systems
Management Server. CrpolieHa Bepcisi MOXE KOHTPOJIOBATH TINTBKH JIOKaJIBHHUH
Tpadik, TOOTO TIABKM Ti KaJpH, SIKI NPUIIMAIOTBCS MEPEKHHUM afantepoM podouoi
CTaHIIi1, IO BiACTIIKOBYETHCS.

TToBHa Bepcisi mporpamu (ikCye TOBHICTIO Bech Tpadik y Mepexi, npu
MIKJIIOYEHH] /10 IHIIOro cepBepa abo poOouoi cTaHIii, Ha SKWUX YCTaHOBJICHUI
Network Monitor 1 103BOJIsIE KOHTPOIIOBATH BHIIY4YEHY CUCTEMY.

B yrunity Network Monitor BXomsTh (QUIBTPH, IO TO3BOJISIOTH BHIIUIATH
creuiasbHy 1H(GOpMAIi0 NpH OUIBIIMX MEPEXHHX MMOTOKaxX; (UIBTPH 3axBaTa, IO
BHOMparoTh i3 Bciei 3axorwieHoi iH(opMarii Ty, KOTpa HEOOXigHA; i TPHUTEepH, IIO
JI03BOJISIFOTH CUCTEMI BUKOHYBATH TI€BHI Ji1 3 JAHMMH, 110 yTPUMYIOThCS B TAKETaXx.

[icns  3amycky mnporpamu, BHOHMpaeTbcss Mepeka, Tpadik skoi Oyne
KOHTPOITIOBATHUCH.

Bubip mepexi pobutscst 3a nonomoroo meHio Capture i nyHkry Networks. Y
maHewi, mo 3'IBHUjacs, BiMoOpa)aroThCs BCl MEPEXkKHi iHTepdeiicH, ki € B TaHOMY
koMI'torepi, Mepexni amantepu, COM-moptu ciayx6bu RAS, skmo Bona
BCTaHOBJIEHA Ha KOMIT'FOTEPI.

Yrunita Iris The Network Traffic Analyzer, xpiMm cTangapTHUX (QyHKIIN 300Dy,
¢utbTpanii i nouyky nakeris, 100y J0BH 3BIiTiB, Ma€ MOXKJIMBICTh PEKOHCTPYIOBAHHS
nanux. Iris The Network Traffic Analyzer nomomarae BiITBOPHTH CE€aHCH POOOTH
KOPHUCTYBAYiB 3 PI3HAMH PECYPCaAMHU.

TexHooris PeKOHCTPYIOBAHHS JaHUX, peaiizoBaHa B MOAYJI JeindpyBaHHs
(decode module), sika nepeTBopro€e 3i0paHi IBIHKOBI MEPEkKHI IMaKeTH Yy BUXITHHN
BHJI, pPO3IIMPIOIOYN MOXJINBOCTI HASSBHUX 3aC00iB MOHITOPHUHTY ¥ ayauTa.

AHmnarizarop mnakeris, 103BoJsI€ 3adikcyBaTH pi3Hi JeTall aTakH, Taki K qara i
gac, [P-agpecu #i DNS-iMeHa KOMIT'IOTEpiB 3IIOBMHCHHKA, a8 TaKOX BHKOPHCTaHi
MOPTH.

AHajizarop naxeriB, MOXe€ BIITBOPUTH TOUYHY, X /10 HATHCKaHHS KJIABIII i
PYXiB MUIII, KApTUHY BTOPTHEHHS, 110 HEOOXiHA JUIsl YCYHEHHS HACIHiIKIB aTaku i
MOCUJICHHST 3aX0[iB Oe3reku. AHali3aTop MaKeTiB J03BOJIUTH MiJCHIUTH 3aXUCT
KOPHOPAaTHBHOI MEPEXi.
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2.7 OpraHi3auif 6e3nekn MexaHiaMy ayTeHTUdiKaLii npu nepexonseHHi
naponbHUX Xelewn i iIXHbOI po3wmndpoBKU

OcHoBHe 3aBmaHHs yTwiitn Cain&Abel — 1€ BiTHOBICHHS TapOIIB.
BimHOBUTH MOXHa Mapojii BXOAYy B CHUCTEMY, 3arajlbHi TapoJIi, Mapoyi eKpaHHOi
3aCTaBKH, Mapojii JOCTYIy A0 Mepexi ¥ Oynpb-siki iHIII, KEIUpyeMi B cCUCTEMi, Y
30BHIIIHEOMY PWL-®aiini abo B cucremHomy peectpi. Cain&Abel He BUKOPHCTOBYE
CHUCTEMHUX YPa3JIMBOCTEH, OJTHAK Ma€ TOCUTH IOTY>KHI 3ac00M IeindpyBaHHs.

Iporpama Cain&Abel 3a npuHIMIOM [Oii HE CTAaBUTHCS JO MEPEKHUX
CKaHEpiB, aje IEMOHCTPY€E OJHY 3 METOIUK 3JIOBMHCHHKIB, BUKOPHCTOBYBAaHY I
300py iH(opMaulii mpo arakyemy cucTeMy. Y pe3ylbTaTri YCIIIIHO TMPOBeIeHOT
omepamii, Ha3BaHOi po3pobmroBauamu Arp Poison Routing (APR), Ha o0pani
KOMIT'IOTE€PH BIPOBOIKYIOTH ChanbcuikoBaHi 3B'I3KM MEPEKHUX 1 alrapaTHUX aJipec
KOMIT'IOTEPHUX CHCTEM. Y pe3ynbTari Bech Tpadik MK aTaKOBaHUMHU KOMII'FOTEpaMH
MIOYHMHAE MIEPECUIIATHCS Yepe3 CUCTEMyY 3JI0BMUCHUKA. YTHiita Cain&Abel nozBomnse
BUCTYNAaTH OJHOYACHO B skocTi ARP spoofer i nepexoruntoBaua RDP Tpadika Mix
o0paHUMH BY3JaMH.

2.8 OpraHizauis wudpyBaHHsa Tpadika npu BUKopucTaHHi ytunitu IPSec

Icaye nBa pexxumu podotu [PSec: TpaHCTIOPTHHN 1 TYHETHHAH.

Y  1paHcnopTHOMY pexumi mHdpyeTbcs ab0 MIANKCYETbCS  TUIBKH
iHpopMaTuBHa 4yactuHa [P-nakema. MapuipyTH3alisi He 3a4ilaeTbes, TOMY ILO
3aroJIoBoK /P-naxema HE 3MIHIOETHCS, HE MUPPYEThCSA. TpaHCIOPTHUHA PEKUM, K
MPaBUJIO, BUKOPHCTOBYETHCS [UIsi BCTAHOBJICHHS 3'€IHAHHS MDXK By3JaMu. BiH moxe
TAaKOX BUKOPHCTOBYBATHCS MDK ILUTIO3aMH, JISl 3aXWUCTy TYHEJIB, OpraHi30BaHHX
SIKUM-HeOy b iHmmM crtoco6oM, TP tunnel, GRE.

VY tyHensHOMY pexumi [P-nakem mmpyerbes minkom. /s toro, mob Horo
MoOkHa Oyno TepemaTH 3a MEpeKel BiH MICTUTbCS B IHIMAN [P-naxkem, 1€
3axuiieHuid  [P-mynens. TyHeNbHUH pPEXUM MOXKE BHUKOPUCTOBYBATHCS UL
IIKJIFOYCHHS] BIJIYYEHHX KOMII'IOTEpIiB 10 BIPTyaJIbHOI IPUBAaTHOI Mepexi abo s
opranizarii 0e3nevHoi nepeaadi JaHUX 4Yepe3 BIAKPUTI KaHaIW 3B'S3KY, HAIPHKIIA],
[HTEpHET, MK LLTIO3aMH IS O0'€HAHHS PI3HUX YAaCTHH BIPTyalbHOI MpPUBATHOI
Mepexi.

Pexxumu [PSec He € B3a€MOBHKIIOYHMUMH. Ha ToMy caMoMy BY3ITi, MOXIIMBE
BUKOPHCTAaHHSI TPAHCHOPTHOTO i TYHEJILHOTO PEXUMY.

HIudpysanns nanux st OyAb-sKOTO JoAaTKa BinOyBaeThCs Mepe Mepeaadeio
ix Mmepexero. [Ipu nepecunanHi mHMQPOBAHUX JAHUX KIIEHTCHBKMM JOAATKOM 3
KoMITtoTepa 1 Ha cepBepHUil JOAaTOK Ha KOMI'IOTEpi 2, TOJaTKH Ha 000X CTOpOHAX
3'emHaHHS HISK He OepyTh ydacTi y mporeci mudpyBaHHsa. KiieHTChKAN T0IaTOK
MOCHUJIAE JIaHI HM)KYE 110 CTEKY IPOTOKOJIIB, Jie BOHU NEPEXOILTIOIOTHCS TPOTOKOIOM
IPSec, mmdppyroThes i MOTIM MOCHIAIOTHCS Ha cepBep. Ha cepBepi maHi pyxaroThcs
Haropy 1o CTeKy MPOTOKOIIB i po3muppoBYIOTECS [PSec miepen iXHbOIO Tepeaadeto
CepBEPHOMY JIOAATKY.
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IPSec Moxe BHCTYNATH B SKOCTi, SK CIyXOm mmdpyBaHHSI, Tak i
ayTeHTHDIKaLii.

Oynkuis  3abesneueHHsT Oe3nekH MepexHoro tpadika 3a JJIOIOMOTOI0
muppyBaHHS 3IIACHIOETBCS 32 JIOTIOMOTOIO0 TPOTOKONY, HasuBaHoro FESP
(Encapsulating Security Payload).

[amoro ¢yHkiieto [PSec € 3maTHICTD TMEPeBIpKH MIHCHOCTI ¥ IUTICHOCTI
MakeTiB 3a gomnomoroto mpotokony AH (Authentication Header). 1leit mpoTokon
[I03HAYa€ IIAKeTH CICUiabHUM IMIiANHCOM TakK, IO OJepXKyBad MOXKe OyTH
BIICBHCHHWH, IO MaHI NPUHNDIM BiJ CIPaBXHBOTO BiANMpaBHUKA. [IpoToKo
3abe3rneyye 3aXUCT AaHUX BiJ 3MIH IIPU Iepejadi, Tak M0 HIXTO He MIr HiIMIHUTH
naketu. [IpoTokon AH 3a0be3nedye HUTICHICTh AaHUX, e HE POOUTH HIUOTO IS
0e31eKn OTOKY TaHMX, AKII0 He BUKOPUCTOBYETHCS pa3oM 3 ESP.

Tpadik ESP Bukopucroye IP-nopm 50, nporokon AH BukopucrtoBye [P-nopm 5S1.

Skmo mBa KOMO'IOTEPH XO4yTh BUKOPUCTOBYBATH [PSec 1iis miyeit 6e3rmeqHol
B3a€EMOJIil, BOHU IOBUHHI OyTH HACTpO€HI Ha BUKOpHCTaHHS moxituku [PSec. 1li
MOJITUKM HACTPOIOIOTHCSA 3a JIONOMOIOI0 JIOKaJbHUX abo rpymnoBux mnoiituk OC
Windows. ITomitiku /PSec TTOBHHHI BU3HAYAaTH MPOTOKOJH, SIKi IIOTPIOHO 3aXUIIIATH,
BHM3HAYATH BUKOPHUCTAHHS KJIIOYIB, BU3HAYATH MEXaHI3MHU ayTCHTU(IKAIIIT.

3a 3aMOBUYBaHHAM iCHye Tpu nosiTHKuA [PSec. Po3ramoBani B ampexTopii
\Windows Settings\Security Settings\IPSec Policies, 1i TONITHKA € BiAMOBITHO
nositukamu st Client (Respond Only) (Krienma — minoku 6i0nogios), Secure Server
(Require Security) (besneunoco cepsepa — eumazamu oOesnexy) i Server (Request
Security) (Cepsepa — 3anum 6e3nexu). Tinmbkdn OJHA TIONITHKA MOXe OyTH
3aCTOCOBAHA JI0 CHCTEMH B IaHWH MOMEHT 4acy.

2.9 OpraHi3sauis 6e3nekn APM Ha 6a3i OC Windows XP 3a gonomororo
MiXkmepexxHoro ekpaHa Outpost Firewall

OyHKIIIOHANEHI MOXITUBOCTI Outpost Firewall Pro:

— MOXJIMBICTh HACTPOIiTH 0OMEXKEHHS MEPEKHOI'0 IOCTYITy Ha PiBHI CUCTEMH it
JIOIaTKIB;

— BUKOPUCTAHHS CXOBAHOTO PEXUMY;

— CTPYKTypa Mporpamu 03BOJISE MOJABATH HOBI 3aXMCHI MOIYJI Yy BHIJISII
GinpTpiB;

— Iporpama cyMicHa 3 yciMa cydacHuMH Bepcisimu Windows;

— MiHIMaJIbHI BUMOTH /IO CHCTEMH, Ha SIKil BCTAHOBJICHO IIPOTpamy;

— MOXJIMBICTh 3aJaBaTH CIIMCOK IOAATKiB, L0 MAarOTh MEPEKHHH MOCTYII,
yKa3yBaTH Jitoui POTOKOJIH, TOPTH W HANIPSMKH Tpadika sl KOKHOTO J0/1aTKa;

— MOJJIMBICTH OJIOKyBaTh abo oOMe)KyBaTu HaAXOKEHHs pi3HOI iH(opmaii,
Yy TOMY YHUCII PEKJIAMHUX OaHepiB, CIUIMBAIOYMX BIKOH Ha web-CTOpiHKaX, 3aliBUX
JIaHUX Y CKJIaJl JeIKUX Web-CTOPIHOK;

— MOKJIMBICTH OOMEKyBaTH ab0 3a00pOHATH Jii aKTUBHUX €IEMEHTIB Y CKIaIi
web-CTOpiHOK, TakuX sk Java-anniemul, ActiveX 1 Java-ckpunmu;

— ITOBHE ¥ YacTKOBE OJIOKYBaHHs cookies;
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— CTBOPCHHS 30HH «APYXHIX» [P-Adpec, y skiit Outpost He Oyze 3MiHCHIOBATH
KOHTPOJIb MEPEKHOT aKTUBHOCTI;

— nependayeHo OJIOKyBaHHS IOIUTOBUX BKJIAJICHD i3 METOIO 3aXHCTY CUCTEMH
Bix [HTEpHET-XpOOAKiB.

Bikno nporpamu Outpost Firewall cknanaerbcsi 3 HACTYIHUX €JIEMEHTIB!

—MeHto Outpost Firewall;

— TIaHel IHCTPYMEHTIB;

— psijiKa MoJlaHb;

— na”enl mojgaHb;

— iH(opmariitHoi TaHeni;

— psizKa cTaHy.

[TaHens IHCTPYMEHTIB CKIIaIA€THCS 3 HACTYITHUX MYHKTIB MEHIO:

— «napamempu» - BIAKpHBAa€E BIKHO TapaMeTpiB, NpU3HAYEHE s
HACTPOIOBaHHS pOOOTH IPOTPaMU;

— «napamempuy, «NOAIMUKU» - SMIHIOE TTOJIITUKY pOOOTH MPOTpaMu;

— «BUOY, «epynysamu no» - MiHsI€ TIOPSIOK yIPyITyBaHHS;

— «BUO», «BUbpamu 3a yacom - OOMeXye BiToOpakeHH MO 3a YacoM;

— «cepsic», «BIOHOGIEeHHs» - TIEPEeBIpsie HAsIBHICTb BIJHOBIICHb MOJIYJIB 1
KoMnoHeHTiB Outpost Firewall;

— «cepgicy, «nepeansd JHcypHaay» - BIIKPUBAE )KypHAI 1 BioOpaxae GpimbTpu.

— «O0BIOKa», «KOHMEKCMHA O008IOKA» - BIJIKPUBAE KOHTEKCTHY JOBIAKY
Outpost Firewall.

[Tanens mpeacTaBieHHs BimoOpaxkae mepenmik KommoHeHTiB, Outpost Firewall,
SKI TIpU3HAYEHl JJIsI OXOPOHH 1 MICTUTB y co0i aupekropii «Miu Inmepnem» Ta
«lTioknoueni mooyni». Aupextopis «Miii Inmepremy» MiCTUTD HACTYIIHI €ICMECHTH:

— «MepedcHa aKmugHicmby - TOKa3ye BCI JIOJQTKM W INPOTOKOJH, SIKi
BUKOPHCTOBYIOTb y JaHHH MOMEHT MEPEKHY aKTHBHICTB;

— «BIOKpumi nopmuy - IOKa3ye BIIKPUTI MOPTH CHCTEMHU;

— «00380JeHl» - TIOKa3y€ CTATUCTHKY MOMIN /s BCIX JOJATKIB i 3'€IHAHB,
nospoiteHux Outpost Firewall. MoskHa mepernmsgaTé CTaTHCTHKY —(iLTbTpamii
MTOTOYHOTO CeaHcy poOOTH, THS, a00 BCIiX CEaHCIB;

— «3a6n0K06aHI» - TIOKA3Y€ CTATUCTUKY TOMINA U BCIiX JOAATKIB i 3'€THAHB,
3abmokoBanux Outpost Firewall;

— «36imy - KypHAJ MMOJIH, /I 3apCECTPOBAHI BCI CIPOOH 3a3HAYCHUX JOAATKIB 1
3'eiHaHb 10 [HTEpHET 200 10 TOKAIBEHOT MEpexi.

Buoip nosituku.

[Monmituka - e Oa3oBa ycraHOBKa, BiamoBiaHO a0 sikoi Outpost Firewall
KOHTPOJIIOE MEPEKHY B3aEMOJIII0 KOMII'IOTEpA.
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Ta6muus 2.1 — Onmc moIiTHK

Pexum Onuc
3abopoHsTH Bci BuitydeHi 3'etHaHHS OJIOKYIOTHCS
Bci BunyueHi 3'eqHaHHs OJOKYIOTHCS, KPIM CITELIaILHO
BbriokyBaTtu y n Y - 1P H
JI03BOJIEHOTO
oIroMara€ KOpHCTyBa4yeBl BUSHAYUTH, SIK JOJATOK B3a€MOJIIE 3
Hapuanns A PHCTY » K IO A

MEPEKEIO T 4ac MEePIIoro 3amycKy
Bci BuutydeHi 3'€THaHHS JO3BOJICHI, KPIM CTICIIalIbHO
OJIOKOBAHOTO
Bigxnmrouutu Bci BuitydeHi 3'€JHaHHS T03BOJICHI

Jlo3BomsiTu

®@inpTpauis A0AaTKiB.

Outpost Firewall ninuth Bci JoJaTKX Ha 3 KaTeTopii:

—  «3abopomneni» - Bci poboui mpolecH AaHOI TPYmU  OJIOKOBaHI.
PexoMeHIyeThCS BITHOCHTH [0 IIi€l TPYMH TOMATKH, SKAM HE TOTpPiOHE 3'€THAHHA 3
InTepner.

— «Kopucmyesanvnuyvkuii pisenv» - 3'€qHaHHSA JUIS AaHOI T'PYNU JOIATKIB,
JIO3BOJICHO Ha OCHOBI MPaBHJI, CTBOPEHUX KOPUCTYyBauaMu a00 32 3aMOBUYBAHHSIM.

— «/logipeni» - 103BOJICHI BC1 pOOOUI TPOIIECH ITUX JAOAATKIB.

®@inpTpauis CHCTEMH.

Jlnst HacTporoBaHHA (PUTBTpaILlii CHCTEMU BUKOPHUCTOBYETHCS KOHTEKCTHE MEHIO
«llapamempu/Cucmemnui». Y TaHOMY MEHIO MOXKHA 3MIHHUTH:

— «Hacmpoweanna noxanvuoi mepeodici» - 3MiHa TapamMeTpiB JIOKaJIbHOT
Mepexi, mpotokoiry NetBIOS, nianazon noBipenux /P-adpec.

— «ICMP» - [§o3BoJii€ MpHU3HAYaTH TUOU W HAOPSIMKH JI03BOJICHUX
noBinomiens ICMP.

— «Pesrcumu uoumocmiy.
— «3azanvui npasunay.
Y mporpamy Outpost Firewall BxonaTs HacTymHiI QUTBTpH:

— «Axmugnuii 3micm» - KOHTPOJIIOE NiSUIbHICTh HACTYIHHUX aKTHBHUX web-
CIIEMCHTIB:

— ActiveX.

— Annemu Java.

— IIporpamu, 3acHOBaHiI Ha MOBax CIieHapiiB Java Script 1 VBScript.

— Cookies.

— CrutnBarodi BikHa.

— Referrers.

— «DNS» - KOHTPOJIIOE B3aEMO/IIO 3 PI3HHUMH CaiiTaMu.

— «Baxucm ¢hatinie» - KOHTPOIIOE JUCTH ¥ MOIITOBI BKJIA/ICHHS.

— «/lemexmop amax» - KOHTPOJIIOE CITPOOH aTak i Ma€ HACTYITHI MOXKITMBOCTI:

— «bnoxkysamu amaxyiouozo Ha» - GIOKye BCl MEPEXHI 3allUTH aTaKkylO4yoro
KOMIT'FOTepa MPOTITrOM 3a3HA4YEHOr0 4acy (3a 3aMOBUYBaHHSM - 60 XBUIIHH).

— «Taxoxc 6roKysamu niomepexcy amaxyiouo2o» - OJOKYE BCI MEpEeKHI
3aMUTH MiAMEPEexKi, 0 K0T HAISKUTh aTaKyHOUHH KOMITFOTEP.
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— «bBnoxysamu noxkanvuHuti nopm, saxwo eusseieno DoS-Amaxy» — Onoxye
JIOKaJbHUU TOPT y Bunaaky DOS-amaxu.

— «Pexnama» - 61I0Kye peKJiaMH1 OTOJIOIICHHSI.

Kypnan nogiii.

Kypuan Outpost Firewall Hagae icTopiro BCiX oOmepariif, BHKOHAHHUX
OpanaMayepom, a came:

— Koxunii momarox abo 3'eqHaHHS 103BoJieHe, abo OnokoBane Qutpost
Firewall.

— CnewnianpHi mii GineTpiB Outpost Firewall.

— Ioyarok poGOTH KOXHOI mMporpamu il BCi 3MiHM TOJITHK, HACTPOIOBaHb
KoH(irypauii it maposis.

OcHoBHUMH (DYHKIISIMU KypHAITY, €:

— Intepdeiic ¢inpTpiB, 1m0 HAOYAOBYETHCS, BHOIp CTOBIILIB, 3 OOMEKEHHIM
iXHIX ITapaMeTpiB, COPTYBaHHS 32 IEBHUMH ITapaMeTpaMHu.

— HacTporoBaHHS BimoOpaXeHHS TPy IO,

— Ilepenbauyeno HactporoBanust SQL-3anumis 3 METOIO MOHITOPHHTY.

— QinbTpu MOXYTb IEperisiaTucs uepes yOynoBany «KoHconb Kepysawis
Microsofty (MMC).

2.10 OpraHi3auin 6e3nekn mepexi npu BukopuctaHHi OC Unix
3a gonomMoror MixkmepexHoro ekpaHa IPFW

Komm maker BimmoBimae mpaBHIIy i3 KIIFOYOBHM CIIOBOM /0g, TIOBiIOMIICHHS
Oyne 3adikcoBane 3rimHo syslogd. Ilaker, 1m0 momamae mifg mpaBuwio, Oymae
(ikcyBaTuCs TLNBKK 32 YMOBH, III0 CHCTEMHA 3MiHHa net.inet.ip.fw.verbose nopiBHIOE
1. Bona BcraHoBineHa B 1 3a 3aMOBYYBaHHSM, SIKIIO SAPO CKOMIIUIbOBaHE i3
BKITtOYCHOMO omitiexo [PFIREWALL VERBOSE.

[paBmwio moBHHHO OYTH MOB'A3aHE 3 Ji€l0, MO Oyle BHKOHAHA, KOJU MaKeT
30DKUTHCS 3 TUTOM TipaBmia. Jlii MOXyTh OyTH:

— JI03BOJIUTH;

— 3a00pOHUTH;

— IepPCHAIPABJISITA Ha 30BHILIHIA JOAATOK;

— I10paxyBaTH KUIBKICTb TTaKEeTiB.

Tino npaBuia MiCTUTh HyJb abo Oinblne KpuTepiiB (imbTpamii, SKUM MakeT
[TOBMHEH BiIMOBIIATH.

Kputepii ¢inprparnii — me agpeca mkepena i aapeca NMpH3HAYCHHS, OPTH,
rapaMeTpH MpoToKoIy, iHTepdeiic i inmre. [TakeT Moxke mpoxoautu ¢ineTp Bix 0 10
4 pasiB 3aJIe)KHO BiJ JpKepena Makera, NpuidiMaya MakeTa i HacTpOIOBaHb CHCTEMH.
[NakeTnn MOXyTh TOmamaTé y (QUIBTP i3 HEKUIBKOX MOJOXKEHb Y CTEKY IPOTOKOINIB,
3aJIe)KHO Bijl 3HAUeHb CUCTEMHHUX 3MiHHUX.

[Ticnst Toro, SIK makeTd MomnaayTh y (QUIBTP, KOXKHUI 3 IMaKeTiB IOCIIIOBHO
NPOXOJUTh 3a BCIMa IpaBWIAaMH. SIKIO KpuTepil IakeTa 3aJOBOJBHSIIOTH SKOMY-
HeOy/Ib i3 TpaBmII, TO BUKOHYETHCS 3aJjaHa MPABUIOM Jiisl H MakeT 3ayuiae QiuibTp.
OpHak, 3aJIe)KHO BiJ HACTPOIOBaHb CHUCTEMH 1 il HaJ MaKeTOM, BIiH MOXKE MiCIsA
00poOKM 3a TpaBWIIOM, 3JAIIATHCA y (IIBTPI 1 MPOTOBKYBATUME OOPOOISATHCA.

101



Hanpukan, micns aii count, makeT npomoBxkye oopooisitics ¢pimbTpoM. DinbTp ipfw
3aBXKIM MICTUTh IPaBWIIO, SIKE HE MOXKe OyTn MonudikoBaHe, 1 sSKe BH3HAYAE
MOJITUKY 32 3aMOBUyBaHH:M. Lle npaBuiio mae Homep 65535 1 moxe Oyt allow abo
deny 3aexHo BiJ KOH}ITypaii sapa.

SIKIIO MpaBWIIO MICTHTH OMINl keep-state abo limit, TO UIs IMX TPABUI
CTBOPIOIOThCS THMYACOBI JWHAMIYHI TpaBHa i3 BKa3iBKOI MEpPEKHUX aipec i
MOpPTiB, Ha SKHX MOTPIOHO OYIKyBaTH BIANOBimb. Take MOBOMKEHHS (iITbTpa
Ha3MBAETBCS «NOBOOJICEHHs 3 30epedicenusim cmaunyy. JIMHaMiuHI NpaBuila MaroTh
(ikcoBaHMH Yac XUTTA ¥ BIOKpUBAIOTh (QLIBTP TUIBKH JUTS BIATIOBiAEH HA BHXIiIHI
3aIUTH.

Bei mpaBuna QinbTpa MaroTh KUIbKa JIYMIIBHUKIB: JIYMJIBHUK IIaKETIB,
JIYMIBHUK OalT 1 4acy OCTaHHBOTO TPOXOJDKEHHS ITaKeTa 4epe3 NaHe IMPaBuilo.
[epernssHyTH 3Ha4YeHHS JIYWIBHUKIB IAKETIB 1 4Yac IPOXOPKEHHS OCTaHHBOTO
MmakeTa MOXKHa KOMaHMAOIO ipfw -at list. OOHYINTH 3HAYCHHS JIYMIBHHUKIB MOXKHA
KOMaHJIOI0 ipfw zero.
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JlabopaTopHa pobota Ne 1
Jocaimkenns noairuku o6aikoux 3anucis OC WINDOWS XP

MeTa pobotun
BuBuntu Metonu 3abe3neueHHs Oe3neku podoyoi cranmii mia kepyBanusm OC
Windows. O3HallOMHTHECS 3 OCHOBHHMH 3aco0amy 3a0e3leueHHsS O€3IeKH,
BOyJIOBaHMMH B OIEpAIliifHy CHCTEMYy Ta JOCTYIHHMH IIpH i1 HaJallTyBaHHI.
HaBunTHCS HAJIAIITOBYBATH PiBHI OE3MEKH JIOKAILHOT'O KOMITFOTEpa.

Knto4yoBi nonoxeHHs

OOnikoBI  3amycH  KOpUCTyBadiB  J03BOJAIOTH  Microsoft  Windows
BiJICITIIKOBYBaTH iHGOpMAITiO TTPO KOPHUCTYBAUIB 1 YIIPABIATH iX MpaBaMu AOCTYITY i
npuBinesiMu. [Ipu cTBopeHH1 00JIIKOBHUX 3alUCiB KOPUCTyBava, OCHOBHUMH 3aC00aMH
KepyBaHHSsI 00JIIKOBUMH 3aIIHCAMH, €:

— OcHacka «Kopucmysaui i Komn'tomepu Kamanoeca [Jomena» (Active
Directory Users And Computers), sKxa BUKOPUCTOBYETBCS JUIS KEpyBaHHS
0OJIKOBHMHU 3alicaMH KOPUCTYBadiB y MEXi JOMCHA.

— Ocnacka «Jloxanvni Kopucmysaui ii I pynuy (Local User and Groups), sixka
BUKOPHCTOBYETBCSI Ul KEepyBaHHs OOJIKOBUMHM 3allMCaMd KOPUCTYBadiB Ha
JIOKQTBHOMY KOMIT'FOTEP.

O0unikoBi 3anucy Windows BUKOPHCTOBYIOTh apoIi W BIAKPUTI cepTudikaTH,
100 3aCBiAYYBaTH JOCTYII 10 pecypciB Mepexi. [lapons — e ayTinuBHii 10 pericTpa
PANOK, SIKUi MicTUTh 10 104 cumBomNiB y «Cryorcoi kamanoza Active Directory» i o
14 cumBomniB y «/[ucnemuepi b6esnexu Windows». 11{00 yHUKHYTH HEaBTOPH30BAHOTO
JOCTYITY IO PeCypCiB MepexKi, IMOTPiOHO BUKOPHCTOBYBATH O€3IeUHi mapoi. Pi3Hums
MiX 3BHYAHHHAM 1 OE3MCYHUM MAapoJieM MOJSIrae y TOMY, IO OC3MeYHU Mmaposib
BaKKO BrajaTd i 371aMaTH. Baxkkum, IUTs 370My, Mapoyib poOUTh KOMOIHAINS BCiX
MOXJTUBUX THUITIB CHMBOJIIB, BKJIIOUAIOYH PSIKOBI ¥ 3aroiioBHi jitepu, mudpu i
crewiaibHi CHMBOJIH.

KntoyoBi nuTaHHsA

1. 3a momoMoror SKMX IHCTPYMEHTIB MOXKJIMBE HacTporoBaHHs ciryx06 OC
Windows?

2. TlosiCHITB, JUT YOTO CIIY>KaTh BiJAKIIIOUSHI BAaMHU CITY>KOH?

3. TlosicHITh IpU3HAYEHHS YTHIITH msconfig.

4. JIns 9oro ciy)uTh daiin boot.ini?

5. SIki HacTporOBaHHsI OE3MEKH BH MOXKETE 3pOOHMTH 32 IOMOMOIOK YTHIITH
«Jloxanoni nonimuxu»?

6. 3a OTIOMOTOI0 SIKOTO 1HCTPYMEHTa MOXIIMBHH JOCTYIl IO pelaryBaHHS
peecTpy cucteMu? SIKMM YMHOM MOKHA YHUKHYTH HECAaHKIIOHOBaHY a00 BHIIAJIKOBY
3MiHY PEECTPY KOPHUCTYBadYaMH CUCTEMU?

7. 3a I0mOMOroro SIKOro iHCTpyMEHTa MOYKHA PO3MEXKYBATH MIpaBa JOCTYITY JI0
CHCTEMHOIO JucKa?

8. SIKuM 9YMHOM MOXKITMBE KEepPYBaHHS HACTPOIOBAHHSAM KOPHCTYBAdiB i Tpym?
SIki BUMOTH O€3I1EKH ICHYIOTh JJIs1 HACTPOIOBAHHS KOPUCTYBAYiB 1 rpym?
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3aBaaHHA Jo nabopaTopHoi poboTu

1. BuBunTH 3aci0 HacTporoBaHHs ayTeHTHiKamii, pearizoBaHOi MpU BXOIi B
onepauiiiny cucremy Windows. i 11b0ro HEOOXiAHO 3amycTUTH YTHIITY «O0.1iK06i
3anucu Kopucmyeéauie», HaOpaBIIM B KOMaHIHOMY PSAIKY iM's yTHIiTH control
userpasswords2 abo 3 MeHIO «Miil Komn'tomep/Kepy8anHs/IOKaNbHI KOpucmyeadi u
epynuy. 3poOUTH 3MiHHU 3AJIC)KHO BiJl BapiaHTa.

2. Hacrtpoitn nmoctym KopucTyBadiB i Tpyn no QaiiimiB i aupekTopi
omepatiiiHoi cucremu Windows, Ui IbOrO BIIKPUTH BJIACTUBOCTI AMPEKTOPIi
BHOpaTH BKIAIKy «besnexu» «Security». 3poOUTH 3MiHH, 3aJIS)KHO BiJ BapiaHTa.

3. Hacrpoiti po3mMexyBaHHs MNpaB JAOCTymy KopucTyBadiB i rpyn mo OC
Windows 3a J0OOMOT010 HaCTPOIOBaHHS JIOKaJIbHOI IOJITHKH, /IS LBOTO 3aIlyCTHTH
3 KOMaHHOTO PsIIKa YTHIITY secpol.msc. 3poOUTH 3MiHH 3aJI€XKHO BiJ] BapiaHTa.

4. Hactpoitn HeoOXimHi ciyOu Juisi poOOTH JIOKaJbHOTO KOMI'IOTEpa,
BINIOBITHO O BapiaHTa, [UIA I[OTO 3aIyCTHTH YTHIITY services.msc. IlepeBiputa
CIHCOK 3aIlyIIEHUX CITy’k0, 32 JOMOMOTOI0 BHKIHUKY 3 KOMaHIHOTO ps/Ka yTUIITH
cmd.exe 1 KOMaHJu net start.

5. O3HaifoMuTHCS 3 HACTpOIOBaHHAM 3a0e3mnedeHHs Oeznexn OC Windows, 3a
JIOIIOMOT'0I0  OCHAlIeHHs «Hacmpolosanuss cucmemuy», Uil LOTO 3allyCTHTH 3
KOMaH/THOTO psiJiKa YTUIIITY msconfig. 3poOnUTH 3MiHM 3aJIe’KHO BiJ| BapiaHTa.

6. Hactpoitu (aiin 3aBaHTaXeHHS cucTeMH. J[s 1IbOro HEOOXiTHO, 3aJIe)KHO
BiJl BapiaHTa, 3p0OMTH 3MIHHM MapaMeTpiB 3aBaHTaxeHHs y ¢aiiii C:\boot.ini.

7. Hactpoitm piBHI noctymy B IHTepHeT craHmapTHEUMH crnocobamu OC
Windows Internet Explorer (HU3bKUH, cepeIHil, BUCOKHUI). 3p0OUTH 3MiHH, 3aJI€KHO
BiJl BapiaHTa.

8. Hactpoitu 3acobu aBromaruunoro BimHOBieHHI OC Windows. 3pobutn
3MIiHH 3QJIC)KHO BiJl BapiaHTa.

9. Hacrpoitu crannaptauii 6panamayep OC Windows (piBeHb 3aXHIIEHOCTI —
HU3BKUH, cepeliHill, BUCOKHI). 3pOOUTH 3MiHHU 3aJIeKHO Bij BapiaHTa.

10. 3a0e3neunTr 3aXUCT AaHMX JIOKAILHOI poOo4oi cTaHIii, 3a JOMOMOIoI0
peectpy, UIA LUBOTO 3alyCTUTH YTWITY RegEdit i 3poOMTH 3MiHH 3aJIE)KHO Bij
BapiaHTa.

BapianTu 3aB1aHb 1/l BUKOHAHHS J1a00paTOpHOI po6oTH:

1.1. CkacyBaT aBTOMATHYHHI BXiJl KOPHCTyBa4ya B CHCTEMY.

1.2. CTBOpUTH AMPEKTOPiI0 femp 1 HACTPOITH NpaBa NOCTYNYy IO AAHOI
JMPEKTOPii, TAKUM YMHOM, 100 KOPHUCTYBadi, rpynu «/ ocmi» MajH NpaBa YNTaHHS
JaHUX, OTJISIAY JUPEKTOPIH, ajie He MOTJIN TEePEersiiaTi aTpuoOyTH.

1.3. 3a ngomomorow OnHi€l 3 JOCTYNHHUX YTHIIT 3YNHHHUTH CIyXO0y (akxcis,
TIPU3HAYMBIIN TH THII 3aITyCKY: «BpyuHy».

1.4. VY BikHI «4A6mo3asanmasicenus (startup)», yTAITH msconfig BiIKITIOUYUTH
AaBTOMAaTHYHUI 3aIyCK BCIX IIPOrpam, KpiM aHTHBIpYCY.

1.5. 3a nonmomororo napamempa /SOS exnouumu BUBEICHHS HA €KPaH CIUCKY
CHUCTEMHHX JpaiBepiB, sIKIi 3aBaHTAXYIOTHCS Iiff 4aC MOYATKOBOIO 3aBaHTAKCHHS
CUCTEMH.

2.1. 3agaTv aBTOMATUYIHHN BXiJ Y CHCTEMY, 3aJTUIIUBIIN OJJHOTO KOPHUCTyBaya.
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2.2. CTBOpUTH OMPEKTOpPiI0 femp 1 HACTPOITH NpaBa NOCTYNy IO HaHOI
JUPEKTOPil TAKAM YHUHOM, 1100 KOpHUCTyBaui, rpynu «Onepamopu apxigy» HE Maju
IIpaB YUTAHHS aTpuOyTiB, 3arucy aTpuOyTiB, YUTAHHS JJO3BOJIIB, 3MiHY JJO3BOJIIB.

2.3. YV BikHiI «Cnyoxcou (Services)», YTHIITH msconfig BIAKIIOUHTH CITy>XKOH
DHCP-Knienma, koopauHaTopa po3MOAIICHAX TPAH3aKIliH, CIykKO0y (hakciB.

2.4 3akpuTH AOCTYII IO 3aIyCKY PEECTPY JUIs BCiX KOPHUCTYBadiB.

2.5. Ckacyiite mito kmodiB /DEBUG, nnst boro 3a00pOHUTH HaJIaropKEHHS
NIPUBUICHOBAHOIO pexXUMY (sApa) Iij yYac iHimiamizamii, 32 OIOMOro0 HapaMmerpa
/NODEBUG.

3.1. Ckacyiite Bumory HaTuckauHs Ctrl+Alt+Del nepen BX0JI0M y CHCTEMY .

3.2. CTBOpiTh AUPEKTOPIIO femp 1 HACTPOWTE MpaBa AOCTYIYy JO HaHOI
TUPEKTOPil TaKUM YHWHOM, 100 KOPUCTyBadi, Trpynmu «/[oceioueni Kopucmyeaui»
Malli TpaBa YWUTaHHS, 3aIlicy, BUAAICHHs (ailiB, ane He Maiu TpaB 3MIHUTH
JIO3BOJIA 1 BIIACHHUKA AUPEKTOPIi.

3.3. 3apaiite (QyHKIiI0O BHMOTH HEMOBTOPHOCTI MapoJisi, Mapoib TOBHHEH
BIJIIOBIIaTH BUMOTaM CKJIAJHOCTI.

3.4. 3a gonomororo OAHiEl 3 MAOCTYIHHMX YTWIT 3yIUHUTH CAyoHCcOY
3asanmasicents 306paxcens (WIA), IpU3HAUUBILIY THII 3aITyCKY: «BiokaoueHey.

3.5.V BikHi «@auna 3aeanmadicenns (BOOT.INI)», yrunitin msconfig 3SMiHUTH
Jac O4iKyBaHHS BXOZLy B CUCTEMY.

4.1. 3amaiitre 0OOMEKCHHS TEPMIiHY JIii TTAPOJIsi KOPUCTYBaYa.

4.2. CTBOpITh HIUPEKTOPIIO temp 1 HACTpPOHTE MpaBa AOCTYIy OO JaHOI
TUPEKTOPil TAKUM YHHOM, 100 KOPUCTYBadi, TPyIu «AO0minicmpamopuy Mallv TIOBHI
IpaBa JOCTYIILy.

4.3. 3amaiiTe MaKCUMaITbHUN TEPMiH 1ii mapois 14 mHIB, MiHIMAIBHY JOBXKHHY
apoJisi 8 CHMBOJTIB.

4.4. 3a 10NOMOTOI0 ONHIET 3 JOCTYNHHMX YTHJIT 3yNMUHUTH ciyx0y COM
3anucy komnaxkm-ouckie IMAPI, TpU3HAYMUBINY Ti THTI 3aITyCKY: «Bpyuny».

4.5. Y BiKkHI «46moszasanmasicents (startup)», yruimitn msconfig BiIKIIIOUNTH
ABTOMATHYHHH 3aITyCK MYJIBTUMEIIHHHAX MIPOTrpam, Takux sik Winamp, RealPlayer.

5.1. Jlo3BoJIbTE 3MiHY TIapoJIsi KOPUCTYBadeM, JOJalTe KOPHCTyBada B TPYITY
OIIepaTopiB HACTPOIOBAHHS MEPEKi.

5.2. CTBOpITHP IOHWPEKTOPII0 femp 1 HACTPOWUTE MpaBa MOCTYIYy IO HaHOI
JMPEKTOpil TaKMM YHMHOM, 11100 KOpHCTyBaui, rpynu «Onepamopu Hacmpoio8aHHs
Mepedici» He Malli TIpaB BUAANeHHs iHdopMarii 1 i penaryBaHHsI.

5.3. 3a momomororo mapamerpa /PCILOCK, ckacyiTe TUHAMIYHUN pPO3MOJIIT
10/IRQ nnst PCI npucTpoiB.

5.4. YV BikHi «Cnyoxcou (Services)», YTHIITH msconfig BIIKIIOWITE CIyXOU
JWCIIeTYepa Yepru ApyKy, cTapT-KapT, Telnet.

5.5. CkacyiiTe BHKOpUCTOBYBaHy 3a 3aMoB4yBaHHAM ¢yHKHiro OC, 1o
MIOKa3ye iM'st KOPUCTyBaya, SKUH OCTaHHIM BXOIHMB y CHCTEMY, Ul LbOTO y TiJIi
peectpy HKLM\Software\Microsofi\Windows\CurrentVersion\Policies\System Heo0OXi-
HO 33/1aTH HACTyIHe 3HaueHHs napamerpa DontDisplayLastUserName:DWORD = 1

6.1. TlepeiimenyiiTe  OONIKOBMI  3ammWc  agMiHiCTpaTopa,  3aJalTe
HECTaHAAPTHUH NUIAX 10 IpodiIr0 aqmiHicTpaTopa.
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6.2. CTBOpITH ITUPEKTOPiIO femp 1 HACTPOWTE MpaBa IOCTYITy OO JaHOL
JUPEKTOpil TakMM YHMHOM, 100 KOpHUCTyBaui, rpynu «Kopucmysaui 6unyyenozo
poboyoeo cmona» MaidM TpaBa MNeperisiaTH, BUIAIATH, CTBOpIOBAaTH Gaiian i
JOUPEKTOPii, alle He MOTJIM 3MiHUTH IpaBa JOCTYITy A0 HUX.

6.3. 3a O0NOMOI00 OMHIET 3 JOCTYIHUX YTUIIT, 3YIHHITh CIIYKOY JOCTYIY 10
HID-IIpucmpois, mpu3HaYMBIIN iHi THII 3aITyCKY: «BiIKIroueHOY.

6.4. 3a nonomororo napametpa /DEBUG BKIIOUITh HAJIAarO/KCHHS.

6.5.Y BikHI «@auna 3aeanmadicenns (BOOT.INI)», yrunitu msconfig 3SMiHUTH
3aBaHT@XeHHA OC y 3aXHMIICHOMY PEXHMIi 3 MATPHUMKOIO MEPEXi, 3a JOMOMOTO0
napamerpa SAFEBOOT i nonarkoBoro kitoua NETWORK.

7.1. Hactpoiite BMUMOTYy 10 3MiHM Napois KOPHCTyBaua, HPH HACTYITHOMY
BXO/Jli B CUCTEMY, ITiIKJFOYITh KOPUCTYBada JI0 MEPEKHOTO MPOdiITto.

7.2. CTBOpITH AUPEKTOPIIO «fempy 1 3MIHITh BIACHUKA AaHOT TUPEKTOPIl.

7.3. 3a momomororo mapamerpa /NUMPROC=, BU3HAYTE YHCIO TPOLECOPIB,
SIKi OyZlyTh BUKOPUCTOBYBATHCS B MYJIbTHIIPOIIECOPHIN CUCTEMI.

7.4. 3a 1OTIOMOr0I0 OJHI€T 3 AOCTYIMHMX YTHJIT 3YHHHITH CIyXO0y JIucnerdyepa
CCaHCy JOBIAKH Ul BHIyYEHOTO poOOYOro CTONY, NMPU3HAYMBINY ili THII 3aIlyCKYy:
«Bpyuny».

7.5.Y BiKHI «A46mozaseanmadicens (startup)», YTUIITA msconfig BIAKIIOUUTH
aBTOMATHYIHH 3aImycK oicHUX mporpam, Hanpukian Microsoft Office TSR.

8.1. IlepeiimenyiiTe obiikoBHii 3amuc rocts. CTBOPITh HOBOI'O KOPHCTYBaua,
JoaiiTe Horo B rpyIry onepaTopiB apxiBy.

8.2. CTBOPITh JUPEKTOPIIO «femp», 3aKPUHTE ITUPEKTOPII0 BiX BCIX
KOpPHUCTYBayiB, KpiM I'pYIH aJMiHICTPaTOpiB.

8.3. Hacrpoiite ayauT BiACTE:KESHHS MPOIIECIB.

8.4. Y Bikni «Cuyocou (Services)», yTWIiTH msconfig BIIKIIOUUTH CIyXKOU
JpKepena Oe3nepediitHoro KuBIeHHs, ciyx0y niarpumku TCP/IP NetBIOS.

8.5. 3a pomomoror mapamerpa /BASEVIDEQO HacTpoiTe BUKOPHUCTaHHS
cranaaptHoro VGA npaiiBepa B rpaiuHOMY PEKHMI.

9.1. Obmexte BukKopucroByBanmii OC Windows oOcsr mam'ari, ykazaBIIH
napametp MAXMEM=16.

9.2. Hacrpoiite mpaBa mocTymy 10 JOKajdbHOro amcka D:\| i 3acrocyiite
CHaJKyBaHHS JaHMX IpaB [0 MiATHUPEKTOPIH.

9.3. Hacrtpoiite ayut yCHilniHOTO i HEBJAJIOro JOCTYITY 10 CIY>KOM KaTayoriB.

9.4. 3a 10MOMOr0I0 OJHIET 3 JOCTYITHUX YTHJIIT 3aIyCTIiTh CIYXO0Y *KypHaJIiB 1
OTIOBIIIEHHS MPOTYKTUBHOCTI, IPU3HAYMBIIHN il THII 3aITyCKY: «A8mo».

9.5. VY BikHi «@atina sasanmascennsa (BOOT.INI)», yTuiiTi msconfig BKaxiTb,
3a ponomorotro mapamerpa ALTERNATESHELL, sxy tpadiuHy 0O0OJIOHKY
BHUKOPHCTOBYBATH 3a 3aMOBUYBaHH:M, 3aMicTb Explorer'a.

10.1. BxrowiTh Hamaro/pKeHHS W yCTaHOBITH MIBHAKICTH Tepemadi TaHWX,
3amicTe nependauyeHoi 3a 3amoBuyBaHHsAM (19200), 3a nomomoror mapamerpa
/BAUDRATE=115200.

10.2. TlepernsHbTe Iir04l J/J03BOJNIM KOPHCTYBauiB, IO BXOASATH Y TIpyIy
«Usersy» na nuck D: |\,
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10.3. HactpoliTe ayanT ycCHIIIHUX 1 HEBJAJMX BXOMIB KOPHCTYBadiB Yy
CHCTEMY.

10.4. 3a 1OMOMOroI0 OJHIET 3 JOCTYIMHUX YTHJIIT 3aIyCTiTh CIIy>KOY TiHBOBOT'O
KOITIIOBaHHS TOMa, TPU3HAYMBIIN TH THII 3aITyCKy: «46mo».

10.5. YV BikHI «48mo3aganmasicenus (startup)», yTUIITH mSconfig BiIKIIOUNTH
ABTOMAaTHYHUIl 3aIlyCK CUCTEM KepyBaHHs 0azamu NaHuX, Takux sk Microsofi SQL
Server.

11.1. HactpoiiTe mocTyn [0 BUIYYEHOTO pelaryBaHHS PEECTPy IJsl TPyIu
aZMIHICTpaTOpiB JOMEHA.

11.2. CtBOpIiTh IUPEKTOPIIO «fempy», HACTPOHTE IpaBa IOCTYIy OO AAHOL
aupektopii rpyni «Usersy», 3aaBIliv 1paBo YUTAaHHS, NEperiisity | 3amycky ¢aiiiis,
TIBKY B JIaHIH TUPEKTOPIl.

11.3. HacTpoiite 3a00poHY BXOAY B CHCTEMY Uepe3 CIIY)KOY TepMiHATIB.

11.4. Y BikHi «Cnyorcou (Services)», yTHIITH msconfig BIIKIIOUNUTH CITYKOU
IUTAaHYBaJIbHUKA 3aBJaHb.

11.5. 3a gomomoroto mapamerpa /ONECPU ykaxiTh BUKOPHCTAHHS OJHOTO
nporecopa.

12.1. HacTpoiite mjoMicsuHy 3MiHYy apoJIiB.

12.2. 3a momomororo nmapamerpa SAFEBOOT i nonatkoBoro kitoua MINIMAL
3agaite 3aBanTaxxeHHss OC Windows y 3aXHIIeHOMY peXXuMi 0e3 HiATPUMKH MEpEexi.

12.3. HacrpoiiTe mpaBo Ha 3aBepIIeHHS pOOOTH CHCTEMH, TUTBKU UIS TPYIH
«Aominicmpamopu.

12.4. 3a nonomororw oxHi€el 3 JOCTYIHUX YTHIIT, 3aIlyCTiTh CIy)XOy LEHTpa
3a0e3neyeHHsI Oe3MeKkH, PU3HAYUBIIHM il THIT 3aITYCKY: «A68mo».

12.5. ¥V BikHi «@aiina 3asanmascennss (BOOT.INID)», ytanita msconfig
3MIHUTH 4ac O4iKyBaHHS BXOIy B CHCTEMY.

3micT npoTtokony

1. Ha3pa poGotwu.

2. Mera pobortH.

3. BukoHane gqoMaliiiae 3aBJaHHs.

4. Y xomi BUKOHaHHS JIaOOpaTOpPHOI POOOTH, HEOOXITHO BKJIFOUHTH 3MIHCHI
napaMeTpH, HCTpyMEHT (YTWJIITH, KOMaHIH), 3a JONOMOIOI0 SIKHX BUPOOJISUIUCS
3MiHHM, ONHKC TPU3HAYCHHS KOXKHOTO 3MIHEHOTO Iapamerpa W 3poOJICHHX BaMH
HaCTPOIOBaHb.

5. BUCHOBKH.
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Na6opaTopHa po6oTa Ne 2
HacTtporoBaHHA 3axXMCTy AaHMX KOMMN'HOTEPHOI Mepexi npu
BukopuctaHHi OC Windows XP

MeTa pobotu
Bu3sHaveHHs mmpaB IOCTYITY O pecypciB onepauiifHoi cuctemu. HactporoBaHHS
MpaBWJI aBTOpHW3AIlii W MpaB AOCTYITy JO MEPEXKHHX 00'€KTIB 1 (ailyioBOi cCHCTEMH
cimelicTBa omepariifnux cucreM Windows i 3a0e3mnedyeHHs 3axucTy iH(opMarli.
ImenTndikamis koMmMm'IoTepiB y Mepexi. HacTporoBaHHS TPOTOKONIB OE3MEKH.
BukopucraHHs MpOTOKONIB 0O€3MeKd [yl BIPTYaIbHMX IPUBAaTHUX MEPEXK.
CTBOpPEHHS MOJIITUKK BUIIY4E€HOT'O JJOCTYIIY.

KntoyoBi nonoxeHHs

OC Windows, moumnatoum 3 Bepcii 2000, migTpumye Kidbka METO.IB
KOHTPOJIO BXimHOTO moctymy. OmMHMM 3 HaWOUTBII MPOCTHUX 1 OJHOYACHO CaMHUX
noryxHux € ¢insrpanis TCP/IP. ®insrpaniss TCP/IP kopucHa 3 norisiny 6esnexu,
OCKIJIBKY TIPAIIOE B PEXKHMI S/pa, HAa BIAMIHY BiJ IPOTWICKHUX METOMIB KOHTPOIIO
BXIJTHOTO JIOCTYITy Ha KOMIT'TOTEpH, Hanpukian, Gpinstpu nonituku [PSec abo cepsep
MapupyTu3amii # BHIIy4EeHOTO [IOCTYIy, SIKi 3ajekaTh BiJl TPOIECIB PEKUMY
KOpHCTyBada abo Ciry>k01 poOOYMX CTaHIIIN i cepBepiB.

s xoHTpoNItO BXimHOrO jgoctymy 3a mnpotokoisom TCP/IP moxe Oytu
BHKOPHCTaHA KOMOIHOBaHa cxema i3 3actocyBaHHsAM QineTparnii TCP/IP, ¢imetpis
IPSec i ¢inprparnii makeTiB MapmpyTH3amii ¥ BHIYYSHOTO JOCTYITy. Takuii MeTon
0COOMMBO €(DEKTUBHUIA, SIKIO TOTPIOHO KOHTPOJIOBATH SIK BXIiJNHI, TaK i BUXIIHI
maketn mporokory TCP/IP. ®imprpamis TCP/IP mo3Bojs€e CTEXWUTH TUTBKH 3a
BXIJIHUM JTOCTYIIOM.

KntouoBi nutaHHsa

1. Ik HajgaTH IHIIMM KOPUCTyBayaM JOCTYI JIO PECypciB  Ballloro
KoMIT'toTepa?

2. Sk HacTpoiTh KepyBaHHS JOCTYIIOM Ha piBHI pecypciB?

3. Sk 3HaiiTH MOTpiOHMI pecypc y Mepexi?

4. SIK CTBOPUTH JIOTIYHUH TUCK?

5. Sk miAKIIOYATH MEPEKHHUNA TIPUHTEP?

6. Bam HeoOxigHo moauBHuTHCA (ailn npeseHTalil, HaJ SKAM BH IIPALFOBAIN
Ha 1HIIOMY KOMI'IOTepi. SIKNM YMHOM MO>KHA 3HaWTH 1ed ¢aitn? OmuiriTh crocoon
3HAXOJPKEHHSI MEPEKHOT0 pecypcy.

7. Jdns doro MOTpiOHI YTWIITH ping, tracert, nslookup? YV SKUX BHIAAKaXx,
TIOB'I3aHUX 3 0E3MeK0I0 MEPEkKi, MOMIIUBE BUKOPUCTAHHS ITUX YTHIIT?

8. Ski piBHI Oe3meku [03BOJISIE HACTPOITH YTHWIITA «I pynogi nonimuxuy
(Group Policy)?

9. OmuiiTh npu3HaueHHs W QyHKLIIHI MOKIIMBOCTI BKJIQJIOK MeHIO «/lanens
kepysannsy (Control Panel), «Mepeoicay (Network), «l[Ipomokonru TCP/IP.

10. Onumrite mpu3HadeHHs ciry:x6 Wins, DHCP, DNS.
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11.0numriTe, sKi 3MiHA B CHCTEMI BU MOKETE CITOCTEPIraTH, 3 BUKOPUCTAHHIM
YTUIIIT MOHITOPHUHTY.

3aBgaHHA oo nabopaTopHoi po6oTu

1. Hacrpoitu 3abe3neueHns Oe3mneku creka nportokoiiB TCP/IP, a Takox
HACTPOITH MEpEeKHY ineHTU(diKamifo pobounx cTaHmid. g mporo B yTHIITI
«Bracmusocmi komn'romepay (Computer Properties) HeOOXiTHO HaJaTH BiJOMOCTI
PO KOMI'IOTEP, HACTPOIBIIN MEpEKHE iM'si, poOody TpyIly, OIHC, a TAKOXK 33JaTH
JIOTIYHY aZpecy MepeKi, HACTPOITH MPOTOKONHU B YTIUIITI «Mepeosicne omouenusny (My
network places).

2. Hactpoitu 6e3nexy, 3a IOMOMOTOK JOJATKOBHX BKJIAJOK B YTHIIITI
«Mepeorcne omouenns» (My network places).

3. Ilicns BuUKOHAHHSA 3aBAaHHs 3 TaOn. 2.3, BusHaure (i3uuHy amapecy
MEpPeXKHOTO ajanTepa Balloro KOMI'IOTepa 1 WOTOo TOMEHHE iM's 3a JOMOMOTOIO
YTHIIITH cmd 1 KOMaHI| ipconfig 3 mapameTpoMm all.

4. OzHaiiomrecs 3 NpU3HAYEHHAM YTWIIT ping, tracert, nbtstat nslookup 1 ix
kimogamu. [lepeBipTe MepexHi 3'€THAHHS 32 TOTIOMOT OO0 TAaHUX YTHIIIT.

5. Hapaiite kopucTyBayaM MEpEeXi JOCTYIl 10 PECYpCiB  KOMITHOTEpa
3a0e3MeunBILY, 3aJISKHO BiJl BapiaHTa, HEOOXiIHI MOJITUKH OE3NEeKH MpaB JOCTYILY.
Jlis HamaHHS TIpaB KOPUCTYBaHHs (aiiiaoM abo MPUHTEPOM HEOOXiTHO CKOPHUCTATHCS
Bkiaakow «Kowugicypayisy (Configuration) ytumitu «Mepesxca» (Network), ne
BHOpaTH MyHKT «/Jocmyn 0o ¢haiinie i npunmepisy» (File And Print Sharing). Ins
HaJaHHsS JOCTYIy IO PECypCiB i HACTPOIOBaHHS KEPYBAHHS TOCTYIOM, HEOOXiIHO
JUIL TIOYaTKy BHM3HAUUTH, XTO Ma€ IIpaBO MpALIOBaTH 3 peCcypcamMH JIaHOTo
KOMIO'IOTEepa 1 SIKUA piBEHb JOCTYIly Mae KOXHUH KopucryBad. [[o6 HacTpoith
JOCTYIl Ha PIBHI pecypciB, HEOOXimHO y BikHI ytumith «Mepeocar (Network)
BIZIKpUTH BKIIAZKY «Kepysarnns oocmynomy (Access Control) 1 BKIIIOUNATH om0 «Ha
pisni pecypcie» (Share-Level Access control). 11106 ycTaHOBUTH TapoJib i PiBEHb
JOCTYIy JIO MEBHOI TUPEKTOPil, HEOOXIHO 3 KOHTEKCTHOTO MCHIO BHOPATH OIIIIi0
«ocmyny (Sharing) 1 y BiKHi, IO BIAKPHIIOCS, 3pOOUTH HEOOXiTHI HACTPOIOBAHHSI.
JIis HalaHHS 3araJIbHOTO JAOCTYITY 10 MPUHTEPA, HEOOXiAHO BIIKPUTH BIKHO yYTHIIITH
«Mepeacay (Network), Bubpatu Brianky «Kougieypayiay (Configuration), «/Jocmyn
0o ¢aiinie i npunmepis» (File And Print Sharing). 11Jo6 ycTaHOBUTH IOCTYII 1O
MEPEKHOTO NPUHTEPa, HEOOXiHO BimkpuTy nanky «lIpunmepuy (Printers) 1 mogatu
MepeXHHU npuHTep. {1 HajgaHHS 3arajJbHOrO JOCTYIY [0 IUPEKTOpii, HeoOXiaHO
CKOpHCTaTUCS BIKHOM «Bracmueocmiy (Properties) NaHoi TUPEKTOPil Ta BKIAAKOIO
«locmyny (Sharing).

[ligxmroUiTh MepeXHHH pecypec, y BHUIJLAI JIOTiYHOTO MAWCKA, IS IBOTO
HEOOXiTHO CKOpUCTATHCS KOHTEKCTHUM MeHI0 «Bracmueocmiy» (Properties) y BikHI
«lIposionuxy (Explorer), BuOpaBim komanny «llioxniouumu mepexcnuii ouck» (Map
Network Driver). Y nianmoroBomy BiKHi, IO 3'SIBUTHCS TIiCIIsI BAKOHAHHS X KOMAaH],
HEOOXI1THO MPU3HAYMTH OYKBY JIOTIYHOTO JMCKA, YKa3aTH IUIX JO IiJKII0YaEMOTO
JIMCKa 1 BCTAHOBUTH OIIIIO «A8momMamuyHo nioKmo4amu npu 6xo0i 6 cucmemy» Jis
M IKITIOYeHHS pecypey npu 3aBanTaxkeHHi OC Windows.
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6. O3naiioMmTech 3 3a0e3medcHHAM OE3MEKH M 3aXHCTy NaHUX y MEpexi 3a
noromoror  ytuimitd  «l pynosa nonimuxa» (Group Policy). Osunaiiomtecs 3
opraHizauiero i npusHadeHHsIM OyHKUIT « pynoeoi nonimuxuy (Group Policy).
PosrsabTe peamizamito «O6'exkmu I pynosoi noaimuxu» (Group Policy objects
(GPOs)) i kepyBanHs 00'ektamu GPOs. 3po0iTh HEOOXiHI HACTPOIOBAHHS TPYIIOBOT
TONITHKH, 3aJIE)KHO BiJ 3aBIAHHsS, 3a3HAUCHOTO Y BamoMy BapiaHTi. BuBHITH
HAaCTPOIOBAaHHS MapaMeTpPiB OE3MeKH 3a TOTIOMOTO0 TaHO1 YTHITITH.

7. OsHaiiomrecs 3 yTWJTaMH, 10 3a0e3ledyroTh MOHITOPUHI Oe3meku, 3a
JOTIOMOTOFO BIJICTE)KCHHS 3MiH JIOKAIbHUX 1 MEPEKHUX AAHUX 1 MPOIECIB CHCTEMH.
3amycTiTh 1 03HallOMTECh 3 MOHITOPHHIOM IPOLECIB, L0 MPAIIOIOTH 32 J0IOMOI00
yrunita «/Jucnemuep 3aeédanv Windows». 3amycCTiTh i 03HAWOMTECS 3 YTHIIITOO
«llepeenno nooitiy (Event Viewer). 3amycTiTh 1 O3HaWOMTeCs 3 YTHIITOIO
«lIpodyxmuenicmey (Performance). 3anexHO BiI BapiaHTa OKJIAJHO OMHIINIThH
poOoTy OmHi€T 3 yTHIIT.

BapianTn 3aB1aHb 1J1s1 BAKOHAHHA J1a00paTOPHOI po6oTH:

1.1. BinkpuiiTe 3arayibHUN JOCTYHI 1O MiJKJIIOYEHHS [HTEpHET, I03BOJIMBIIN
IHIIMM ~ KOPHCTyBadaM BHUKOPWUCTOBYBAaTH IMOKIIOUCHHA OO0 IHTepHET depe3
MEpEeKHHI aJjanTtep Bamloro KOMITIOTEpa, 3a JOMOMOTOI0 BKIAAKU «Bracmusocmiy,
«lTioKknoueHH s No TOKATbHIN MEPENHCD .

1.2. Bupanmite iCHyOUi MiAKIIOYEHHS MEPEKHUX TUCKIB 3a JTOTIOMOTOIO
KOMaHIu net use.

1.3. V mapamerpax Oe3meku yTwitH «Ipynosa nonimuxa» HaACTpOUTe
MOJITHKY KOPHUCTYBAJIBHUIIPKUX IIapOIIiB, 3a1aBIIH MAaKCHMaJIbHO MOKIHBI BUMOTH
JUTs 3a0e3MeveHHs 0e3neuHoi ayTeHTU(IKaIIil.

1.4. Onumite TNpU3HAYCHHSA BKIAOKU «MoOHimopure npoOYKmMUHOCmi
cucmemuy» yTUNTH «/Jucnemuep 3asdans Windowsy 3 NOSICHEHHSIM MPEJCTABICHUX Y
Hill 3HAYCHB.

2.1. Hacrpotite IP-agpecy Bamoi po6odoi cTaHIlii, YKaKiTh MacKy IiIMeEpexi
kiacy B, a Takok BKaXiTh LIIIO3 cepBepa 3a JOMOMOIOK0 SKOTO BU MiAKIIOYAETECS
1o [arepHer.

2.2. 3agaiiTe MiAKIIOYEHHS MEPEXKHHUX JUCKIB 3a JJOTIOMOTOI0 KOMAaHIHU net use.

2.3. Y mnapamerpax Oe3neku yTWiitH «Ipynoga nonimuka» HaCTPOUTE
MIOJIITHKY ayANTa, BIIIIOBITHO TO BUMOT 3a0€3ICUCHHS OC3IIEKH B MEPEXKi.

2.4. 3MiHITh MPIOPUTET 3aIlylIEHUX HpOLEciB y BKuaaui «/Ipoyecu» yTHIITH
«/{ucnemuep 3as0anv Windowsy. [lpuBeniTh npukiIag HeOOXiTHOCTI TaKOI 3MiHH.

3.1. 3anaiite anpecu DNS i WINS cepBepa B JoMeH Baioi Mepexi.

3.2. Binkpuiite mpaBa JIOCTyIly Ha NpPUHTEp, HIAKIIOYEHUI J0 Balloro
KOMI'IOTEepa UI 3arajllbHOTO KOPUCTYBaHHSA IEBHUMH TPYIaMH IOMEHA, y SIKHHA
BXOJIUTH BaIll KOMIT'FOTED.

3.3. ¥V mnapamerpax Oe3neku YTWITH «l pynoea noaimuxa» HaCTpoiTe
MOJIITHKY IIPaB KOPHCTYBAYiB, BKA3aBIIK OOMEKEHHS Ha JIOKAILHHUHA BXiJl Y CHCTEMY,
JUTSL TPYII, 110 HE BUKOPHCTOBYIOTH JaHy PO00Uy CTaHI[if0. A TaK0oX 3a00pOHITH BCIM
rpymnam, KpiM aJMiHICTpaToOpiB, BXOAUTH Yepe3 CIIy>KOy TepMiHaiB.
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3.4. 3anycTith ocHameHHS «[lepeenad nodity i3 TPYIH «AOMIHICMPYSAHHS,
«llanenv xepysanusy». ONUILITh NPU3HAYEHHS 3HAUCHb BiKHA OCHALICHHS BKJIAJOK
«3azanvuivn 1 «Dinompy.

4.1. Hactpoiite cratnuny wepexHy [P-ampecy Bamoro KoMim'torepa,
Hactpoiite Bukopuctanus ¢inbrpauii TCP/IP, ykazaBmm nopt ftp, sik 103BoJICHUI
Tpadik.

4.2. JlomaliTe MEpEeXHUH TPUHTEpP, MO0 HAJANI KOPHUCTYBATHCS JTaHUM
pecypcoMm.

4.3. YV mapamerpax Oesmeku yTwiiTH <l pynoeéa noaimuxa» HACTPOUTE
MOJITUKY MpaB KOPHUCTYyBauiB, BKa3aBLUIM TIPYNH [yl AOCTYIy 1O KOMI'tOTepa 3
Mepexi i IpaBa JuIst TPy, 10 MOXYTh 3/iCHIOBATH 3aBEpLICHHS POOOTH CHCTEMHU.

4.4. 3anyctiTh ocHameHHS «llepeenso nodi» i3 TPyNH «KAOMIHICMPYSAHHS,
«llanenv repysanusiy. CTBOPITH HOBMH BHJl KypHally, 3aJaBIIM IMOTPIOHMH BUI
CTOBIIIIB, PiIBTPa, CHIOCIO COPTYBAHHS.

5.1. BukopucroBytoun mpaBwiaa (impTpartii creka mportokoniB TCP/IP,
3a0yoKyiiTe Bech BXigHMH Tpadik, 3a BuHATKOM mopty TCP 80 mms http 1 mis
MIPOTOKOITY 3axHIIeHnX cokeTiB (SSL), ykazasmm mopt 443.

5.2. 3apaiiTe 3araqbHUN IOCTYN O AMCKAa Ha Ballii poOouiil cTaHWil, TUIBKH
JUISL TPYTI IOMEHa, Y IKOMY IepeOyBae Balll KOMIT'IOTep.

5.3. Y mnapamerpax Oe3neku VTWIITH «I pynosa noaimuxa» HaCTPOUTE
MOJITUKY MpaB KOPUCTYBadyiB, BKa3aBLUIM TpyIMy, L0 Mae MPaBO 3AiHCHIOBATH
BIITyYCHE 3aBEPLICHHS.

5.4. TlpuBenitTe omuc Ai, HEOOXIMHWHA I TEpErisaAy IOAIM Ha IHIIOMY
KOMIT'FOTEPI.

6.1. Hacrpoiite crex mnportokomiB TCP/IP Ha nuHamiuHy ajpecamito, 3a
JOTIOMOTOK0 BKJIAJKU «3arajibHi», [UIS MiJKIIOYCHHS 3a JIOKAJIBHOK MEPEXKEro,
«Bnacmusocmeii  TCP/IP», BuOpaBmu omuito  «Odepocamu  IP-adpecy
ABMOMAMUUHON.

6.2. Ha omHomy 3 KoMI'loTepiB Mepexi nepeOyBae AWPEKTOpis, 3 SIKOI BU
IparfoeTe A0CUTh 4YacTo. ITiAKIIOUiTh IMI0 TUPEKTOpilo A0 CBOrO KOMI'IOTEpa SK
JIOTIYHUN IUCK.

6.3. Y mnapamerpax Oe3nekd YTWITH «lpynoea noaimuxka» HacTpoiTe
JIOKaNbHY TOJITHKY O€3MeKH, BH3HAYMBIIM HEOOXigHI mHapameTph Ui
IHTEPaKTHUBHOTO BXOJY B CUCTEMY.

6.4. IIpuBeniTh nepenik onuii, J0CTymHUX s GinbTpaii KypHaIiB MNOIIH.

7.1. TlepernsupTe Tabmmito [P MapmpyTH3amii 3a TOMOMOTOI0 KOMaH[IU route
print. ONULIITE pe3yNbTaT pOOOTH YTHIIITH B TPOTOKOJII.

7.2. HactpoiiTe ympaBiiHHS TOCTYIIOM IO PECYPCiB U MEPCOHATY BiIIITY
BHPOOHUIITBA.

7.3. Y mnapamerpax Oe3nekd YTWITH «lpynoea noaimuxka» HaCTpoiTe
JIOKANIbHY TOJITHKY Oe3IeKd, BU3HAUMBINK HEOOXiIHI MapaMeTpu A II(pPOBOTO
MIMHCY.

7.4. Onumite, O sBISE CO00K  OCHAWCHHS  «/Ipodykmugnicmo
(Performance)y». Onurite npu3HadeHHs «Cucmemno2o mounimopa (System monitor)»
1 «Kypnany npodyxmusrnocmi (Performance Logs and Alerts)».
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8.1. 3a gomomororo Bkmamku «llepegipka  OilicHocmi»  YCTaHOBITh
HaCTPOIOBaHHS, 1100 BUKOHATH MEPEBIPKY IIHCHOCTI B MEPEeXi, SKIIO BiIOMOCTI PO
KOpHUCTyBaya i KOMI'IOTEp HENOCTyNHi. TakoX HacTpoHTe MepeBipKy IiiiCHOCTI y
TOCTSI IPH HEMPUCTYITHOCTI BiZIOMOCTEH PO KOMIT'IOTE.

8.2. Hacrpoiite ympaBiiHHS AOCTYIY JO PECYpCIiB MEPEKi IS MEPCOHATY
Bi[UIITy MapKETHHTY.

8.3. Y mnapamerpax Oe3mekm VYTWIITH «I pynosa noaimuxa» HaCTPOUTE
JIOKJIBHY TIOJIITHKY O€3IeKn, BH3HAYMBIIM HEOOXigHI NapaMeTp Uil MEpexHOI
Oe3IeKH.

8.4. IIpuBeaiTh CIIUCOK MAapaMETPIB, SIKi A€ MOMKIIMBICTb MEPErisaaTH yTHiiTa
«Cucmemnoeo monimopay (System monitor).

9.1. J[lomaiite cratmunuii [P-mapmpyr, 3a JOMOMOTOI0  HACTYITHOTO
KOMaHJHOTO psaKa: rout dd mpusnauenus_mask macka_niomepedici  winio3_metri
_eapmicms_if  inmepgetic. [le mmo3 — ne [P-ampeca abo iM's By3nma numo3y, abo
MapIIpyTHU3aTopa, BUKOPUCTOBYBAHOTO I TiepeHanpsMky. (Hanpuknan, route add
10.0.0.0 mask 255.0.0.0 192.168.0.1 metric 2)

9.2. HactpoiiTe ympaBiiHHSA TOCTYIIOM IO PECYPCiB U MEPCOHATY BiIIITY
3aKyIiBeIb.

9.3. ¥V mnapamerpax Oe3nekd YTWITH «lpynoea noaimuxka» HaCTpoOiTe
JIOKIbHY TIONMITHKY O€3MeKW, BHU3HAYMBINK HEOOXimHI mMapaMmeTrpu Oe3mmeKku
IIPUCTPOIB.

9.4. Tlepemiuite 00'€KTH, $Ki HAaWOIMTBII YAaCTO BHKOPHUCTOBYIOTBCS LIS
BiJICTE&XKEHHS POOOTH CHCTEMHHUX KOMIIOHEHTIB YTHITITOI «Cucmemnoeo MOHimopay
(System monitor).

10.1. BuxopuctoByiite mpaBmia ¢inprpamii creka nporokoniB TCP/IP mus
OJI0KyBaHHS BChOT'O BXiJHOTO Tpadika, 3a BUHATKOM telnet .

10.2. BuzHauTte pe3ynbTylOdi JO3BOJM Ha MpaBa JOCTYIY OO AWPEKTOPIi.
[lepernstHpbTe BCi MEpeXXHI IUCKH, IMIKIIOYEHI J0 Bamoi poOodoi craHIii, 3a
JIOIIOMOTOI0 KOMaH[IH net use.

10.3. VYV mapamerpax Oesneku YTWITH <« pynoga norimuxa» HACTPOUTE
JIOKIBHY TIONITHKY O€3MeKH, BU3HAYMBINKM HEOOXiJHI mapameTpu Oe3neKkd Ist
.00JIIKOBUX 3aIIUCIB 1 WIEHIB TOMEHA.

10.4. Omumite mporec BHOOPY YaCTOTH PEECTpaii, METOAy MOHITOPHHTY Ta
npouec BHOOpY KoMIm'lorepa, sIKMH Oyne BUKOPHUCTaHMW Ui MOHITOPHHTY, 3a
JOTTOMOTOK0 YTIIITU «Cucmemnoz2o monimopay (System monitor).

11.1. Hacrtpoiite mapamerpu ciyx6u NetBIOS, 3a momomoror BKIaIKu
«ooamxoei napamempu TCP/IP», BxmouyuBuin NetBIOS uepe3 mopr TCP/IP 3a
3aMOBYYBaHHSIM.

11.2. Migkmowite Mepexkanid auck D:\\, mo mepeOyBae Ha poOodii cTaHITi
BaIIIOTO CycCifa.

11.3. YV mapamerpax Oesnexu yTWITH <« pynoga norimuxa» HACTPOUTE
noJituky 0e3neynoi koHdirypauii onepauiiinoi cucremn Windows.

11.4. TIlepenmiuitb MOXiMBOCTI oOcHamieHHs «ONOBIIIEHHS  KypHay
npoxykTuBHOCTI» (Performance Logs and Alerts) .
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12.1. 3a pomomororo BKIAnKA «[IiOKMHOUEHHA NO JIOKAAbHIL Mepexciy,
HACTpOWTE mapameTpu Opanamayepa Windows 3a0OpOHUBIIM  JUCTAHITIIHE
KepyBaHHs poOOYHM CTOJIOM.

12.2. 3miHITh MpaBa A0CTyIy 10 Oynb-sakoi aupekropii. ChopmyiiTe Ha cBOEMY
KOMIT'IOTEpl Karajor 3 JAekiibkoMa Qainamu. Hanadite wi ¢aiiam s 3araibHOro
BUKOPHCTAHHS 3 PI3HUM PiBHEM JOCTYILY.

12.3. Y mapamerpax Oe3neku YTWITH «[pynoga noaimuxa» HACTPOUTE
npodiai KOpHCTyBadiB, clieHapii BXoay B cucteMy, MoxkimBocTi Ctrl+Alt+Del.

12.4. BukopucToByiiTe ocHAIIECHHS «OnogiuyeHHs: JHCYPHALY NPOOYKMUBHOCI
(Performance Logs and Alerts) st CTBOpEHHS HOBUX >KYpHAJiB JIIYMJIbHHKA,
TpacyBaHHs, OITOBILICHHS.

3micT npoTokony

1. Ha3Ba poGoTu.

2. Merta po6oTH.

3. BukoHaHe TOMAIIIHE 3aBIaHHS.

4.V 3BiT HEOOXiMHO BKIIOYMTH OIHC 3pOOJICHUX BaMH HACTPOIOBAaHB OE3MEKH
nporokosry TCP/IP 3 nosicHeHHsSIM TNpHU3HAuYSHHS! JAHWX HACTPOIOBaHb. BKIIOUITH
OIMC HACTPOIOBAaHb OE3MEKH JIOKAIBHUX 1 MEPEXHHUX pecypciB poOOUYMX CTAHIIIH.

3ame)XHO BiJ 3aBIaHHS Yy BalIOMY BapiaHTi, BKIIOYITh JOKJIAIHHHA OIHUC
peaii3oBaHMX BaMHU MOJITUK O€3MeKH, 3aAaHuX B YTWIITI «J pynosi nonimuxuy
(Group policy), 3 TOSICHEHHSM HEOOXITHOCTI TPOPOOIIEHUX BaAMH HACTPOIOBAHb.

3ameXHO BiJ 3aBAaHHA Yy BalmlOMYy BapiaHTi, OMNUINTH OJHY 3 YTHIIT
MOHITOPHUHTY.
5. BucHoBku.
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Na6opaTtopHa po6oTa Ne 3
DocnipxeHHsA Ta 3axuUcT peecTpy onepauinHoi cuctemmn Windows XP

MeTa pobotu
BuBunTH Ha TpakTHIi aBTOMAaTH30BaHE CTBOPEHHS PEECTPOBHUX IPOTpaM -
CKpHIITiB popMaty .reg, IUIs CTBOPCHHS MEXaHi3MiB, 3a0e31eUeHHs Oe3neKn poOodoi
CTaHIlii W cepBepiB KOMITIOTEPHOI Mepexki. BuBuutm poboty ytmimitm RegSnap.
BuBunTH napameTpy KOMaHIHOTO psiKa pepakTopa peectpy RegEdit.

KntoyoBi nonoxeHHs

Reg-daiin — e TexcroBuil Qaiiyl NeBHOI CTPYKTYPH 3 PO3MIMPEHHSM Treg, IO
MICTUTb KITIO4Yi PEECTPY I CIyKUTh JUIA MIBUIKOTO KEPYBaHHS KIFOUaMU PEECTpy. 3a
JIOIIOMOT 010 reg-(aiisa MoXKHa BUAAIATH, CTBOPIOBATH KJIIOUl pEECTpy i mapaMeTpH 3
MICBHUMH 3HAYCHHSIMH.

Reg-aiinn mMoxHa CTBOpIOBaTH Bpy4HY a00 CKOPHCTaTHCS EKCHOPTOM 3
peectpy. 1llo0 excropryBaTtd K04, HEOOXITHO BIJKPUTH PEIAKTOP PEECTPY,
BHIUTITH KITIOY, IO Oyae eKcropryBatucs, i BuOpatu «Peccmp - Excnopm aiinia
peecmpy». Y 3a3HaUeHOMY MicIli Oy/ae CTBOPCHHUH (aiii, M0 Mae PO3LIUPEHHS reg.
3aBIsSIKM TOMY, 110 PO3IIUPEHHS acOLIHOBaHE 3 PEAAKTOPOM PEECTPY, 3aITyCK IIOTO
(haiina mpuBenme Mo ToOro, MmO BiH Oyae oOpoOieHuit pemakropoMm. byae Bumanwmii
3alUT Ha MiATBEp/PKEHHs JojaBaHHs iH(popmaiii 3 Qaiina go peectpy H micis
miATBepLKeHHS iH(opMarist Oyae nomaHa.

KntoyoBi nutaHHs
OnuiiTe MpU3HAYECHHS OCHOBHHX PO3JILTIB PEECTPY.
IepeniuiTh i MOSCHITH MPU3HAYCHHS THITIB JAHUX PEECTPY.
SIKMM YMHOM 3IIHCHIOETHCS 3aITyCK reg-(haiiniB 3 KOMaHHUX (ainiB?
OnuiiTe CTPYKTYpY ¥ CHHTAKCHUC reg-(paiis.
Onuurith Mpu3HaYeHHs i GpyHKLIIOHAIBHI MOXKIIMBOCTI reg-daiiis.

I

3aBgaHHA oo nabopaTopHoi po6oTu

1. CtBOpiTh TEKCTOBMH (haii, y sKMH BHECITh 3aJaHi y BallOMy BapiaHTi
HACTPOIOBaHHS peecTpy. 30epexiTs Qaiin, 3 po3mupeHHsM REG.

2. 3anycTiTh (aiia HaCTPOIOBAHHS PEECTPY, NEpeBipTe poOOTY BHECEHHX BaMU
3MiH.

3. BreciTh 10 IPOTOKOIY TEKCT (aiina.

BapianTu 3aBaaHb 1JIs1 BUKOHAHHS J1a00pPaTOpPHOL podoTH:

1. OdmesxTe 3amyck nporpam, sMiHuBIH po3nint HKEY CURRENT USER)\
SOFTWARE\Microsoft\Windows\CurrentVerson\Policies\Explorer peectpy i cTBO-
puBmH Kitou RestrictRun tarty DWORD 3i 3nauennsm 0x00000001, nepeniunBinm
CIHCOK JO3BOJIEHHX [0 3aITyCKy MPOrpaM.

2.3a0e3neyre  OJOKYBaHHS CHCTEMH BiJl CTOPOHHBOTO  BTpPYYaHHS,
3a0OpOHUBILIY 3aIlyCK KOPHCTyBauaM penakropa peectpy. ns mporo B posaimi
peectpy HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVerson\
Policies\System 3minHiTh 3Ha4eHHs kimoua DisableRegistryTools Ha 0TUHHAITIO.
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3. YCTaHOBITH MiHIMaTBbHY KUIBKICTH CHMBOIIB y mMmapoisix Outeme 8. s
LBOrO Mpu3HauTe napamerpy MinPwdLen, 3HayeHHs hex:8, y po3niii peectpy
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion \Policies\Network.

4. 3a00pOHITh, KOPUCTYBa4aM MOJJIMBICTh TIEPE3aBAHTAKEHHS CUCTEMH, HE
BUKOHYIOYM  BXiZ y cucremy. Jis  1poro  mpusHayte — mapamerpy
ShutdownWithoutLogon  3HaueHHS  piBHE HYIIO, Yy  PO3IUNL  PEeCTpy
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion \Winlogon.

5. 3a00pOoHITE KOpPHCTyBayaM MOXMJIUBICTh 3aIlyCKy «/Jucnemuepa 3a80aHb
Windows» (Task Manager). Ina uporo mpusHaute mnapamerpy DisableTaskMgr
tunty DWORD 3nauenss, piBae ogunui, y po3aini HKEY CURRENT USER|
Software\Microsoft\Windows\CurrentVersion\Policies\System.

6. 3200pOHITH KOPUCTYBaYaM PEKUM KOMAHIHOTO psaka (cmd.exe) 1 00poOKy
bat-gpaiinie. Jlnst uporo mnpuszHaute mnapamerpy DisableCMD, tany DWORD,
3Ha4YeHHs 2, y po3nini peectpy HKEY CURRENT USER\Software\Policies\
Microsoft \Windows\System.

7. Binkiarouith Ha BalloMy KOMITIOTEpi, 3arajibHi pecypcH, 3aiaHi 3a
3aMOBYYBaHHIM, Taki sK admin$, c¢§. Jlns mnporo mpusHauTe mMapamerpy
AutoShareWks, tany REG DWORD, 3HaueHHsT Hyldb, Yy PO3AUIL pEecTpy
HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters.

8. 3amaiiTe omIiro BUMOTH BiJl KOPUCTYBadiB KOMOIHYBaTH TPH CKJIaaHHI TTapoist
Ooykeu U 1mbpu. s uporo mnpusHaute napamerpy AlphanumPwds 3HaueHHs, piBHE
omuHuLi, y po3auti peectpy HKEY LOCAL MACHINE\Software\Microsoft\Windows
\CurrentVersion\Policies\Network.

9. 3a00pOHITE MOXJIMBICTh BHUAAJIEHHS 1 TNepeMEHYBaHHS KOHTEKCTHOIO MEHIO,
KHONIKH «[lyck» (Start), a TakoX TEpEMIlIeHHs MyHKTIB MEHIO METOIOM drag-n-drop.
s uporo npusHaute napamerpy NoChangeStartMenu, tarty DWORD 3naueHHs piBHE
onunul, y po3aini HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Policies\Explorer.

10. 3a00poHiTH AaHOHIMHHI JOCTYI Ha Balll KOMIT'FOTEpP KOPHCTYBayaM 3 MEpPexi,
TIpH IIbOMY 3200POHITH TIeperIisi O0TIKOBHX 3aIUCIB 1 3araJbHUX pecypciB. s mporo
y posmimi peectpy HKLM\System\CurrentControlSet\ Control\Lsa npu3HauTe
napamerpy Restrictanonymous, iy REG_DWORD, 3Ha4eHHs piBHE OJIMHUIII.

11. Ouncrite  Qavin  PageFile - HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet\Control\Session Manager\Memory Management - TpUBIaCHUBIIH
3HaueHHs 1 mapamerpy ClearPageFileAtShutdown, axTHBYIOUM MOXJIMBICTD
BHJIAJSITH TIPY 3aBEpIIeHHI POOOTH BCi JaHi, sIKi MOTJIM 30€pETrTHUCS B CHCTEMHOMY
(aiiii, a TakoXK aBTOMAaTHYHE BUIAJICHHS TpeleBUX (aililiB micias poOOTH B MEPEKi
Iareprer, 3a gomomororo HKEY LOCAL MACHINE\SOFTWARE\Microsoft
Windows\CurrentVersion\Internet Settings\Cache - mnpusiacHuBmK ( 3HAYCHHIO
Persistent.

12. Buganite TyHKT «3aseputenuss pooomuy (Shutdown) 3 MeHo <«Ilyck»
(Start), a TakoX 3a0OpPOHITP MOXKJIHBICTH 3aBEPUICHHS pPOOOTH CHCTEMH, 3a
nonomororo kHonok Ctrl+Alt+Del. Ins uporo npusHaure napamerpy NoClose tuiry
DWORD 3nauenns, pisHe oguaui, y po3aini HKEY CURRENT USER\Software\
Microsoft\Windows \CurrentVersion\Policies\Explorer.
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3micT npoTokony
1. Ha3pa po6otu.
2. Merta pobortH.
3. BuxoHaHe goMalIHe 3aBJaHHS.
4. 'V 3BIT HeOOXiIHO BHECTH TeKCT reg-aiiia, 3 JOKJIATHUM OIUCOM
THCTPYKIIH.
5. BUCHOBKH.
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Na6opaTopHa po6oTta Ne 4
OpraHi3auin 6e3neku 3a AONOMOIroK YTURIT, O BUABAAIOTb
ypasnuBOCTi JIOKarbHOI Mepexi

MeTa pobotu
BuBunuTH METOMM 3aXHCTy Mepexi. HaBumTHcs 3miHCHIOBATH MOHITOPHHT
ICHYIOUMX MEPEeKHUX 3'€HaHb 1 BIIKPUTHX TIOPTIB y KOMIT'OTEPHIA Mepexi 3a
nonomororo yrunit TCPView 1 XSpider, mix KepyBaHHSIM OIEpauiiHOT CHCTEMH
cimeiictBa Windows.

KntoyoBi nonoxeHHs

TCPView - ue yrunita, npu3HadeHa g OC Windows, sika BUBOAWT Ha €KpaH
CHHCKM KIHIEBHUX BY3JIB BCIX YCT@HOBIICHHMX y CHCTEMi 3'€HaHb 32 IIPOTOKOJIAMH
TCP i UDP 3 nOKNagHUMH [aHWMH, Y TOMY YHCII i3 BKa3iBKOKO JIOKAJbHHX 1
BriydeHuX ajpec i crany TCP-3'ednans, moBimomitse imM'st poriecy, sSIKOMy HaJICKHUTh
kinnesuit By3oun. [Ipu 3amycky yruiita TCPView nepepaxoBye Bci 3'ennanns TCP i
UDP, xouBeptye Bci [P-anpecn B moMeHHI Ha3BH.

XSpider — 1ue 3acid MEpeXHOro aymuTa, NPU3HAYCHUH [UIS TIOLIYKY
ypa3nuBOCTEll Ha cepBepax 1 poOoumMx craHuisx. XSpider N03BOJSIE BUSBISATH
YPa3IMBOCTI HA KOMIT'IOTEPAX, IO MPAMIOIOTH ITiJl KEPYBaHHSAM PI3HHX ONMEPAiHHAX
cucrem: AIX, Solaris, Unix-Cucremu, Windows i in. Ilporpama mnpaioe iz
kepyBaHHsIM MS Windows 95/98/Millenium/NT/2000/XP/.NET.

KnioyoBi nutaHHsA

1. Iosticuite npuzHaueHnss ytwiut TCPView 1 XSpider. Y 4omy mnomsrae
MIPUHIUIIOBA BIAMIHHICTh TAHUX YTHIIT?

2. Tlpm sixux (hakTopax MOXIIMBE TIEPEBAHTAKCHHS KaHATY YTHIITH XSpider?
SIKMM YMHOM MO>KHa OOPOTHCS 3 IaHUM NEPEBaHTAXKCHHIM?

3. Ilpu3HauWBIIM AJIs1 KOXXHOTO 3aBJaHHS MEBHUM pO3KJIAX poOOTH, SIKi
repeBaru BU oJiepKyere?

4. Jlng doro OaxaHO 3aJaTH IHTEPBAI, TPOTATOM SKOTO CTBOPIOBAHHN
aBTOMATHYHUI po3KiIaz Oysie akTHBHUM?

5. SIki Tunm ypa3nuBOCTEeH MOXKHA BUSIBUTH 32 JJOIIOMOT'OI0 yTHIIITH XSpider?

6. 3a mopramu SKHX MEPEKHHX CIyKO BEIEThCS CIIOCTEPEKEHHS 3a
JIOTIOMOTOF0 cKaHepa Oe3neku XSpider?

7. TlosicHiTh pH3HAYEHHS cepBicy «/lepegusnauents ypaziueocmin.

8. [le 30epiraerbcst, 3a 3aMOBYyBaHHM, (aii nopTiB yTuiiTH XSpider i skum
YHHOM BH MOXXET€ HACTPOITH CKaHYBaHHS TUJIbKH 32 IEBHUMH OpTaMu?

9. TlosACHITH MOHATTS €BPUCTUYHUX METOIIB IOIIYKY YPa3IMBOCTEH. Y doMy
riepeBara JaHoro Metoxy?

10. SIkuM YMHOM MO’KHa aBTOMaTH3yBaTH poboTy ytuiitTi XSpider?

3aBaaHHA oo nabopaTopHoi po6oTu

1. Bigkpuiire ytwrity TCPView. Ilpu 3amycky BH moOadmTe CIHCOK BCiX
aKTHBHHX KiHLIEBMX BY3JiB 3'€JHaHb 3a mnporokonamu 7CP 1 UDP. O3naiiomTecs 3
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OCHOBHMMH ITyHKTaMH MEHIO. 3MiHITh IIepiox BiAHOBICHHA iHQoOpMarii, 3a
JIOTIOMOTOK0 TYHKTY «[lepioo eionoenenns» (Refresh Ratey y mento «llapamempuy
Options). SIKmo B Tepiof MK BiTHOBJICHHSMH CTaH KIHIIEBUX BY3JIB MeEpexi
3MIHHBCSl, BOHH BHIIUISIOTHCS YXOBTUM KOJIBOPOM, SIKIIO BY30JI HE 3HAWICHO, TO
YEPBOHHMM KOJILOPOM, HOBI BY3JIM MEPEXi BiIOOPAXKAIOTHCSI 3€JIEHUM KOJILOPOM.

2. 3aHeciTh A0 MPOTOKOIY Pe3yIbTaTH CKaHyBaHHS BIIKPUTHUX 3'€ THAHb.

3. 3akpwiiTe BCTAHOBIIEHI MiAKIIOUEeHHs 3a mpoTokoidamu 1CP/IP, 3 cTanoM
«Ycemanoenene» (ESTABLISHED), 3a OTIOMOTOY0 TIYHKTY «3akpumu niOKIOYeHHsL)
(Close Connections) y menro «@aiiny (File). 3akpuitre yrunity TCPView.

4. Binkpuiite ytumity XSpider. BuBYITP OCHOBHI MYHKTH MEHIO,
CKOPHCTABIINCH JOKYMEHTAII€I0 3 MEHIO «/{08I0Ka».

5. Chopmyiite 3aBmaHHs I CKaHyBaHHs, U IIbOTO CTBOPITH HOBE pPoOOUe
BikHO XSpider i nomaiite cnmcok pobouux craHimii. [jis nporo BHOEPITH KOMaHIY
MeHI0 «Bunpagnenus//fooamuy. Y BikHi, Mo 3’IBUIOCA, 3adatime IP-adpecy, iMmeHa
a0o niama3oH KOMIT'IOTEpiB, 3TigHO 3aBHaHHIO. OOMEXTe OJHOYACHE CKaHyBaHHS,
TLIBKHU JUTS IBOX POOOYMX CTaHLIiH.

6. CrBOpiTh CBii TPOQINE CKaHYBaHHA, M I[HOTO BHOEPITH ITYHKTH
«poghine», «Cmeopenns Hogoeo npoginioy». BusHaure Habip HACTPOIOBAaHb IS
CKaHyBaHHS, BUXOISMYM 3 3aBHaHHs. [y mporo B jianosi, mo 3'IBUBCS, y JepeBi
HaCTPOIOBaHb BUOEPITh MyHKT «Ckanep ypaziusocmell/Busnauenns ypaziugocmein».
30epexiTh CTBOPEHI BAMHU 3aBIaHHS.

7. 3amycTiTh ckaHyBaHHA. I IIbOr0 BHOEPITH BIAMOBIAHY KOMaHIY 3 MCHIO
«CKanysanusy.

8. Ilepeckanyiite okpemi cepBicu. e Moke 3HATOOUTHCS B ASIKUX OCOOTUBHX
CUTYAIIisIX, HAPUKIIAM, IS MiATBEpILKeHHS HassBHOCTI DoS-ypasnmBocrti. [Homi, mpu
NoraHiil SIKOCTi 3B'SI3KYy NEPEBIPSETHCS MOXKJIMBE IMOMHUIIKOBE BH3HaueHHs DoS-
Ypa3JIMBOCTi, KOJNU 3B'SI30K 3 BY3JOM IepepBaBcs BHUIAAKOBO, a XSpider 3poOuB
BHCHOBOK, IO npoinura DoS-ataka. Y oMy BHUITaJIKy MOXHA IPOBECTH MOBTOPHE
CKaHyBaHHs BIAIIOBIJIHOTO CEPBiCy W MPH TIOBTOPHOMY BHSIBIICHHI YPa3JIMBOCTI OLIBII
YIEBHEHO 3pO0OUTH BUCHOBOK TIPO ii HAsIBHICTb.

9. 3arutaHyiTe 3aIyCK BamIoro 3aBAaHHS 3a JOTIOMOTOI0 IDTaHyBaJbHHUKA. J[s
IBOTO BUKIMYTE 3 MEHIO «Posxiad/Cmeopumuy MaicTep CTBOPEHHS PO3KIANy.
BubepiTh Bamie 3aBmaHHS UIsI aBTOMAaTH3alii 31 CIHCKY 30€peXeHHWX 3aBIaHb Y
nupektopii Tasks abo HaTHCHITH «O21510%», SAKIIO MOTPIOHE 3aBJaHHS MepeOyBa€E HE B
aupekropii Tasks. Bubepits iHTEpBas epioJUYHOCTI NIEPEBIPOK, IHTEPBAI, IPOTATOM
SIKOTO CTBOPIOBAHWHU pO3Kiaa Oyjae akTUBHUM. 3alaiiTe aBTOMAaTHYHY TeHepallito i
rapaMeTpH 3BiTy Micist KOKHOTO aBTOMAaTHYHOTO BUKOHAHHS 3aBIaHHS.

10. 3a pe3ynapraTamMyd KOXKHOTO CKaHYBaHHS 3TCHEPYHTE 3BIT PO MOTOYHE
ckanyBaHHsA. J[ns mporo BuOepiTh KoMaHTy 3 MeHIo «Cepgic/Cmeopumu 38imy», y
BikHI «Maticmep cmeopenus 36imy». Bubepitb Gopmar 3BiTy. RTF, notiM BUOEpiTh
BapiaHT 3BITY.

11. Ipoananisyiite pe3yjbTaTh CKaHyBaHHs BAlIOro 3aBJaHHs;. 3aHECITH [0
IIPOTOKOITY Pe3yJIbTaT CKaHyBaHHS.

12. 3aHeciTh 0 MPOTOKOIY TMOPIBHSIBHY XapaKTEPUCTHKY OTPUMaHUX BaMHU
pe3yabTartiB 3a gonomororo yruwiait TCPView i XSpider.
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BapianTu 3aBaaHb 1Jis1 BUKOHAHHS J1a00paTOpPHOI podoTH:

1. 172.16.1.11, Inet-2, Inet-5. Bam HEOOXimHO TEPEBIPUTH MEPEXKY Ha
ypas3IuBICTh B «Oe3neuromy» pexuMi, 6e3 DoS-arak, y Mepexi Hemae cepepa 0a3
JaHHX.

2.172.16.1.66, Inet-3, Inet-4. Bam HEOOXiMHO TEPEBIPUTH MEPEKY Ha
ypa3nuBicTh HOBUX DoS-aTak, 3a T0IOMOT0I0 eBPHCTHYHOTO METOY.

3.3172.16.1.8 mo 172.16.1.10.Bam HEOOXiZHO TEPEBIpUTH MEpEeXKy Ha
ypasJIMBICTh 32 JIONIOMOTOI0 aHaJIi3aTopa CKPUIITIB, BKIIOYHMBIIN CKJIAJHY MEPEBIPKY
BCIX CKPHIITIB.

4.172.16.1.33, Inet-7, Inet-10. Bam HeoOXimHO mepeBIpUTH Mepexy Ha
ypas3JUBICTh TNPOTOKOJIB, JJIsl IEpefadi/IpuifoMy IOIITH, BHKOPHCTOBYIOUH
PO3IIMPEH] CIOBHUKH JIOTUHIB 1 TTApOJTiB.

5.172.16.1.77, Inet-1, Inet-6. Bam HeoOXiqHO NEpEeBIpUTH MeEpexKy Ha
YPa3nuBICTh, 30UIBIIMBIIN Yac MTOLIYKY OJHOIO By3Jia 0 5 CEKyHI.

6.172.16.1.44, Inet-5, Inet-8. Bam HEOOXigHO TEPEeBIpUTH MeEpexXy Ha
ypasJuBiCTh, BAKOPUCTOBYIOUH BECh Jlialla30H MOPTiB, 3 1 o 65535.

7.172.16.1.55, Inet-2, Inet-9. Bam HEOOXigHO TEpEeBIpUTH MeEpexXy Ha
YPa3nHBICTh, BU3HAYAOUH ONEpALiiiHy CHCTEMY BY3JIB, 32 JOOMOro Nmap.

8.3172.16.1.5n0 172.16.1.8. Bam HeoOXiqHO NEPEBIpUTH MEpexKy Ha
ypasznuBicTth y nojsx 3anuty Cookie.

9.172.16.1.99, Inet-1, Inet-4. Bam HeoOXimHO TEpPEBIpUTH MEpexKy Ha
Ypa3mUBICTh, 30UTBIIMBINM KUTBKICTh AUPEKTOpPil, MO IEpeBipsIOThCSA, HA Minoip
napous go 10.

10. 172.16.1.88, Inet-7, Inet-6. Bam HeoOXiIHO TIEpeBIpUTH Mepexy Ha
Ypa3IHBICTB, SKIIO Y Balllii Mepexi Hemae momToBoro i ftp cepsepa, Hemae CYB/I.
Jlist mprcKopeHHs poOOTH YTHITITH, BiIKIIOYiTh HEBUKOPUCTOBYBaHI apaMeTpH.

11. 3 172.16.1.1 mo 172.16.1.5. Bam HeoOXimTHO TIEPEBIPUTH MEPEKYy Ha
ypasJuBiCTh, 301IBIIMBIINA KUIBKICTD IOTOKIB JuIst momyKy a0 100.

12. 172.16.1.22, Inet- 3, Inet-9. Bam HeOOXigHO MEPEBIPUTH MEPEKY Ha
Ypas3uBiCTh, 30UTBIIUBIIM YaC OYiKyBaHHs CKaHyBaHHS TOPTIB.

3micT npoTokony

Jlo nmporokosy BHeCTH 3BIT, JOKIaAHy iH(opmaliio npo Bci pobodi craHuii,
cepBicH, ypa3aMBOCTi, siKi Oymo ckaHOBaHO. Takok MOTPiOEH 3BIT MPO CTaTHUCTHUKY i
MepeNTiK BHUSABICHUX YPa3JIMBOCTEH, 3BIT MPO IMEPEeliK BHABICHUX MOPTIB 1 cepBiciB
JUISL KOKHOTO BY3J1a, 3BIT IIPO YIPYIOBaHHS BY3IiB, 13 COPTYBaHHSM 3a yOyBaHHS
HeOe3MeK, 3BiT PO YrPYIMOBAaHHS 3a YPa3IMBOCTEH, i3 COPTYBaHHSIM 3a yOyBaHHS
Hebesmeku. [liarpamy 3a icTopii ckaHyBaHHS 3aBJaHHS.

3po0iTh BUCHOBOK PO MPOAYKTHBHICTb PO3IIISTHYTUX BaMH YTHIIT, 3 TOTJISLY
3a0e3neueHHs 0e3MeK! B JOKAIBHUX KOMIT'TOTEPHUX MEpexax.
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Na6opaTtopHa po6oTta Ne 5
OpraHi3auis 6e3neku AaHUX, NPU BUKOPUCTaHHI 3ac06iB BUSIBNEHHS
MepeXHUX aTak

MeTa pobotu
BuBunTy npuHIUI poOOTH 3ac00y BHSBICHHS MEPEKHHUX arak i CKaHepiB
nopTiB (CHipepiB) y KOMITIOTEpHIH Mepexi, Ha IPUKIIami yTHIITH APS.

Knio4yoBi nonoxeHHs

[Tporpama BigkpuBae omucaHi B 06a3i JaHWUX MOPTH W TPALIOE B PEXKUMI, IO
YeKae, BHUXOASYM 3 HBOTO TUIBKM B MOMEHTH 3BEpPTaHHS [0 TMOPTY, IO
npocayxoByeThes. 1le Binpizuse APS 6io Firewall, skwii aHami3ye KOKHUHN MaKeT, 10
MPUXOUTH 3 MEpeki. Y Takuil crnocid APS croxuBae mMaiy KUIbKICTh pecypciB, He
HaBaHTaXXy€e IPOLIECOp Ta MPAKTUYHO HE BUKOPHCTOBYE CUCTEMHI pecypcu.

IIpuanunm  poGoTH mporpaMu 3aCHOBAaHUM Ha TIPOCITYXOBYBAaHHI ITOPTIB,
onucaHux y 0a3i 1aHuX. SIKIIO aqMiHICTPaTOPOBI BiIOMHIA ITOPT, BAKOPUCTOBYBaHUH
TPOSHChKOIO  abo  Backdoor mporpamoro, IiCHye MOXIHUBICTb  CTBOPUTH
KOPUCTYBAILHULBKY 06a3y naHux. IIpy BHUSBJIEHHI CIIpoOM MiJKIIOYEHHS 110 MOPTY,
IO NPOCIYXOBYETHCS, Nporpama ¢ikcye (akT MiAKIIOUSHHS B MPOTOKOJI, aHATI3ye
OTpYMaHi TICIIs TiAKIIOYEHHS JaHi W I NeSKUX CEepBiCiB Iepenae TaK 3BaHUI
OaHep, Jeskuil HaOip TEKCTOBMX ab0 OIHAPHUX JaHMX IMEpellaHuX pealbHUM
CepBiCOM TIICIIS TiIKITFOICHHS.

KntoyoBi nutaHHs

1. Jlns goro npu3HaueHa yrwiita APS?

2. Slkumu moctoiHCTBaMH BoJofi€ yTuiita APS?

3. Jlns goro ciayxuth GuieTp yrrmita APS?

4. 1lo MicTUTHh 3aKiagka HACTPOIOBAHHS CHCTeMH imitamii cepsicie UDP?
Jnst opranizauii sSIKMX aTak, MOXKe 3aCTOCOBYyBaTtucs Biaryk 3a UDP mopramu, npu
BKITIOYCHHI imiTtarii cepsicis UDP?

5. TlosicHITh IpU3HAYEHHS KOPHUCTYBATBLHUIILKOT 0a31 TOPTIB.

6. SIxi BapianTM MOXJMBI IIpu BUOOpI NPOTOKONY y BIKHI pepakTopa
KOPHCTYBAIBHUIIBKOI 0231 OPTiB?

7. SIki nuHAMIYHI SIEMEHTH MOXKE MICTUTH TEKCT «OaHepay»?

3aBpaHHA oo nabopaTopHoi po6oTu

1. 3amycrite ckaHep mHoOpTiB XSpider Ha CKaHyBaHHS CYCIAHIX pOOOUYMX
CTaAHI} 3 BUABJIEHHAM MOXINBOCTI DoS-aTak.

2. 3amyctith yTHIiTy APS 11 BUABIIEHHS (DakTy CKaHyBaHHs IOPTIB 3a
nporokonamu TCP, UDP 1 poscunannst UDP broadcast makeTiB 115 3aJJaHUX TTOPTIB.

3. Hacrpoiite yrtumity APS. [Jud 1pOoro 3 IOYHKTY — MCHIO
«Cepsic/Hacmporoganns» BUKIINUTE A1aOroBe BIKHO «Hacmpoioganhsy.

4. Binkpwuiite BKIanKy «3aeanbHi HACMPOIOGAHH», KaTeropito «Inmepgericy.
OsHalioMTech 3 MOXKJIMBOCTSMHU JaHOTO MEHIO. BilKiodiTh mepeMuKad 3ByKOBOTO
CUTHAJy NpU BHABJCHHI aTraky W 3aJaiiTe OILII0 PO3KPUTTS BiKHA NPHU BHUSBIICHI
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atakn. Brmouite mepemukau «CopmyeanHs CHRUCKY NOpMI8 NicAs  IXHbO2O
3A6aHMANCEHHS, IS ABTOMATHYHOTO COPTYBaHHs 0a3u MOPTIB 332 HOMEPOM MOPTY.
3ajaliTe aBTOMaTHYHE CTApTYyBaHHS POTPaMH TIPH CTAPTi CUCTEMH.

5. Binkpuitite Bkmaaku «Onogiwenus», «3simu», «IIpomoxonrogansy
NPU3HAYEHI, BINNOBIZHO, AJsi HACTPOIOBAHHs OIOBIIIEHHS aJMIHICTPAaTOPIiB 3a
MEpEeKero, IO BEIETHCS 3a JOIMOMOIOI0 BiAIIPABJICHHS IOBiOMIIEHb Ha mailslot 3
iM'sIM «messngr» 1 € aHamoroM BUKoHaHHS KoManau NET SEND, 1ist HacTpOIOBaHHS
nepenaui iHpopmaii ciryx0i SysLog cepBepiB, Uil nepenadi 3BiTIB eIEKTPOHHOIO
TIOIITOIO, JUIi HACTPOIOBaHHS CHCTEMH HPOTOKOIOBaHHS yTwimitH. O3HailomTech 3
MOXITMBOCTSIMH JaHOTO MEHIO. 3p00iTh HACTPOIOBAHHS, BIJINOBITHO 10 3aBJIAHHSI.

6. Jlns 3MiHM ckiany iHdopManii MOBiIOMIIEHD 1 JIUCTIB, IO BiAIIPABISIOTHCS
yTuinitoro APS, cTBOpiTh 1mabiioH, mo GopmMye 3BiT y dpopmati XML, 3 HEOOXiTHUMHI
JUIs Bac JaHMMH; [Ia0JoH, 10 (opMye MiHIMaNbHUA 3a 00CArOM 3BIT A
BignpaBieHHs 1mo SMS, 3 HEOOXITHMMH ISl Bac AaHUMH, MIaONOH, MO (QopMmye
tabmumo CSV dopmary mist anamizy B Excel, 3 HEOOXiTHUMH [UIsl Bac JaHUMHU.
[Tabnonn 30epiraloTbcss B TEKCTOBOMY (aifiai 3 pO3MIMpEHHSAM eff y IUPEeKTopii
template. ®opmar mradoHa:

[Info]

Name=na3zea wabnona

[Header]

[F ooter|
[Hackerinfo]
[HackerPortinfo]

JlomaTKoBi BiJOMOCTI PO TapaMeTpH CEKITii MradioHa.

Cekuist Info mictuth 000B's3KOBUI mapamerp Name=<wuazéa wabioHa™> i
napameTp MaxRecCount, 1m0 3aa€ MaKCUMaJIbHY KiJbKICTh 3aIHCiB, BUBEACHUX Yy
muct. Cekuii Header 1 Footer MICTATh JaHi, OHOPa30BOTO BUBEICHI Ha IMOYATKY i
HalpPHKIHII JUCTa. Y IMX CEeKILIiAX, KPiM JOBIIBHOIO TEKCTY, MPUILYCTUMI MaKpoOCH,
3aMiHHI B MOMCHT TeHepallii JUCTH 3HAYCHHSIMH, IIi MaKpOCH MPHUITyCTUMi B Oy.Ib-
skii cekuil: #VERSION# — Bepcis nporpamu; #DB_VERSION# — nata BiHOBIICHHS
it Bepcist 6a3u nopti; #TIME# — uac popmyBanns nucra; #LOCAL [P#— IP adpeca
KoMI'IoTepa, Ha sikoMy crparmoBaB APS; #LOCAL HOST# — iM's komm'iotepa, Ha
skomy crpautoBaB APS. Cekuist HackerInfo mictTuth 111a0J10H, 3a sikuM (GopMyIOThCS
JaHI KOXKHOTO 3 aTaKyFUWX BY3JIB. Y I CEKIii MPUITyCTUMI MaKpOCH, 3aMiHHI B
MOMEHT TeHepamii nuctu 3HaueHHsAMH: #HACKER IP# IP — aodpeca atakyrodoro
komm'torepa; #HACKER HOST# — iM's  By3na Juig artakyiodoro [P
#ATTACK START DATE# — nara nouatky ataku; #ATTACK START TIME# — uac
nmouatky  ataku; H#ATTACK END DATE# — nata  3aBepUIeHHS  aTaKH;
#ATTACK END TIME# — vac 3aBepiuenns araku; #4TTACK COUNT# — KinbKiCTh
aTax; #ATTACK DOS COUNT# — KUTBKICTB miao3p DoS;
#ATTACK PORT COUNT# - KUTBKICTB aTaKOBaHUX MOPTIB;
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#ATTACK PORT COUNT# - KUTBKICTB aTaKOBaHMX TIOPTiB;
#ATTACK PORT DETAIL# - JieTaizoBaHi JlaHi po HOPTH;
#ATTACK EXPRESS TEST# — pesynbratH excrpec-ouinku, 4n € DoS, Flood,
CKaHyBaHHS, BUBOJWTHCS B TEKCTOBOMY BHAI B Tpu psaaku. Cekuis HackerInfo
MICTUTP 11A0JIOH, 32 SKUM (HOPMYIOTHCS JaHi KOXKHOTO 3 aTaKOBaHMX MOPTIB. Y i
CeKIil TPHUITyCTUMI MaKpOCH, 3aMiHHI B MOMEHT TeHepalii JINCTH 3HAYCHHSIMU:
#HACKER IP# — IP-adpeca atakyiouoro komm'iorepa; #HACKER HOSTH# — im's
By3na Ui arakytouoro IP; #PORT NUM# — nwomep nopry; #PORT PROTO# —
npotokon TCP a6o UDP; #PORT ATTACK COUNT# — KUIBKIiCTh aTak MO JTaHOMY
nopry; #PORT DOS COUNT# — «xinpkicte mino3p DoS 1o paHoMy mopry;
#PORT DATA SIZE# — o0cAar naHux, OTpUMaHMX 10 JAHOMY HOPTY Bijl aTaKyIOUHX;
#PORT FLOOD INFO#— o3naka (payna B TEKCTOBOMY BHUII.

7. HarucHith kHONKY «Tecmysamu HacmpoioganHsy, Uil TECTYBAaHHS BIPHOTO
HAaCTPOIOBAHHS BIINpPABJICHHS OINOBINICHb 3a Mepexero. [Ipy HaTHCKaHHI Ha IO
KHOIIKY TporpaMa BiANpaBUTh TECTOBE IOBIMOMJIEHHS BiIIMOBIAHO 10 TOTOYHUX
HaCTPOIOBaHb.

8. Bimkpwuiite Bkianmky «Imimayis cepgicigy» &N HACTPOIOBAHHS CHCTEMHU
imiTanii cepsiciB TCP. O3HalloMTeCh 3 MOMJIMBOCTSMH [TaHOT'O MEHIO. 3po0iTh
HaCTPOIOBAaHHS BIAINOBIAHO 10 3aBAaHHA. 3po0iTh HACTPOIOBAaHHS iMiTallil cepBiciB
UDP, HacTpOiBIIY TIepeaady BHITAIKOBUX JAHHUX 3aMIiCTh BIATYKY 3 0a3u JaHUX.

9. Bimkpuiite BKIaaKy «Pedacysanns KOpUCmy8aibHUybKoi 0asu nopmiey.
O3HaifoMTech 3 MOXJIMBOCTAMHU (PYHKIIIH, TPEACTaBICHUX Y BiKHI pegakTopa 0asu
noptiB. Y croBOmi «llepedanutl mexcm» YTPUMYETbCS TEKCT OaHepa. 3aaaHa B
LBOMY HOJI iH(pOpMalis NepefaeTbesi aTakylodoMy BY3JIy IICHIS MiAKIIOYEHHS N0
nopty. O3HaifoMTech 3 MPU3HAYCHHSIM AMHAMIYHHUX €JIEMEHTIB, 10 YTPUMYIOThCS, Y
JTAHOMY CTOBIIIII.

10. ITicast HacTpotoBaHHS YTHIITH APS, 3amycTiTh 11 3HOBY 1 epeKoHaiTecs,
110 HACTPOIOBAHHS YTHIIITH TIPALIOIOTb.

BapianTu 3aBaans i1 BUKOHAHHS J1aGopaTopHoi podotu (HactporoBaHHs
rapaMeTpiB 3BiTiB, OIOBIIEHb, MPOTOKOMIOBaHHsA cuctemu APS, HactporoBaHHs
rapaMeTpiB iMiTalii cepBicCiB):

1. Brumouite mepemukaud «Buxopucmosysamu onosiwenns no mepedxci NET
SENDy, niisi akTUBYBaHHSI PEKUMY OIOBILICHHS 32 Mepexero. 3aroBHITh noie «/7K
aominicmpamopie», BKIIOUMBIIM iMeHa NetBios KOMI'IOTEpIB aaMIHICTPaTOpiB.
3amarite mii yrunita APS nipu 3'€IHaHHI 3 aTAKYIOUUM MTOPTOM JIJIS TIepeadi BiATyKy
3 6a3u nanux APS arakyouomy.

2. Jlo3BonbTe moctym o yoymoBanoro Web cepepa (opmyBaua 3BiTiB 3 IP-
adpec CyCimHIX KOMITtoTepiB. BuKIIOUITE cucTeMy iMiTallii, st Toro, 1mood He
IIPOBO/INTH aKTUBHOI B3a€MO/IiT 3 aTaKyIOUUM 1 HEraifHO pO3puBaTH 3'€JHAHHS 3 HUM.

3. BxumtouiTe mepemukau «Buxopucmosysamu 3anuc 6 Syslog na 3aznauenux
cepsepax» NS KepyBaHHS PEXKMMOM BianpaBiieHHs iHopmauii ciyxOu Syslog.
3anecith y none «Aopecu cepsepiey» cnucok IP-adpec cepepiB Mepexi. 3anaiire aii
ytumtd APS mpu 3'€mHaHHI 3 aTaKyl4YMM IIOPTOM, U Tepenadi BiATyKy
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aTakyrodoMmy 3 06a3u gaHux APS, mroc 010K JaHUX 3MiHHOI HoBXUHM, Big 100 10 500
0aiiT, 3aMIOBHEHOTO BUITaJIKOBUMH JTAHUMH.

4. Hactpoiite pexuM BiJmpaBieHHs 3BITy eIeKTpOHHOIO nomroto. Hacrpoiite
Il TporpaMu Imiciisi OOMiHYy 3 aTakyl4uM, YTPUMYIOUM 3'€HAHHS BiIKPUTHM TIPH
BizicytHOCTI Flood i po3puBatouu, IpH HOro HasBHOCTI (IOPIr CTaHOBUTH Oljblie 60
MiIKITIOYCHD Y XBIUTHHY).

5. HactpoiiTe omnoBimeHHs «mpugozu» €IEKTPOHHOIO momTor. Hacrtpoiite
nepenady BiATYKy, i3 3a71aHOIO, 38 JONOMOI'OI0 PETYJIATOpa HMOBIpPHICTI, 100 BHECTH
JOaTKOBUH (haKTOp BHUITAIKOBOCTI i CIIOTBOPHUTH PE3YJIbTATH CKaHyBaHHS.

6. 3anmaiiTe BiAMpPaBICHHS MOBIMOMJICHHS i KOHOI moxil. Hactpoiite mii
nporpamu Ticis OOMiHY 3 aTakylo4MM, PO3pUBAIOYM 3'€[IHAHHS, Hicias OOMiHy 3
aTaKyIO4HM 3 iHIIIaTUBU YTUIITH APS.

7. Hactpoiite myHKT MeHIO «OnosiwenHs» TaKuM YHHOM, 100 aJMiHICTpaTop
OJICp’KyBaB IOBIIOMJICHHS Bil NPOTpamMH, TIIbKM Ha JIOKAJIBHOMY KOMII'FOTEPI.
BxirouiTe pekHUM yTpUMaHHS 3'€IHAHHS, JUIA YTPUMaHHS 3'€IHAHHS 3 aTaKyl4uM,
110 CHOBUIEHUTB POOOTY JESIKNX CKaHEPiB MEPEXKHOI OE3MeKH.

8. BrutouiTe mnepemMukau «Poskpueamu GIiKHO HpOSPAMU HPU  GUAGNEHHI
amaxu», A aBTOMaTMYHOI'O BiJOOpPaXCHHsI TOJOBHOTO BiKHA IIPOTpaMu, IpH
BUSIBJICHHI cnpoOM ckaHyBaHHs mnoptriB. Hacrpoiite nii APS npu 3'emHanHi 3
aTaKylOYMM TIOPTOM TaKUM YHHOM, 100 aTakyrodoMmy IiepenaBaBcsi Oydep,
3aII0OBHEHUI BUIIQJIKOBUMH OalTaMH.

9. Hacrtpoiite neramizamito JHCTIB, YKa3aBIIM BiJIpPaBICHHSI CITUCKY
aTaKyr4MX 1 JaHux mpo mopth. Hactpoiite nii APS nipu 3'emHaHHI 3 aTaKyIOYHM
MOPTOM JUIs Iepe/iadi TEeKCTOBOTO PsAKa, 3aIIOBHEHOT'O BUITAAKOBHMHU CUMBOJIAMH.

10. 3agaiite mpaBmiIa HaliMeHyBaHHS ¥ porarii mporokoniB. Hactpoiite mii
[POrpamH Mmiclisi 0OMiHY 3 aTaKyl4uM, YTPUMYIOUYH 3'€JHaHHS BIIKPUTHM TPUBAIHA
yac.

11. HacrtpoiiTe BifmpaBlIeHHs MMOBIJOMIICHb IS KOXKHOI IMOMIi CKaHyBaHHS
MOPTIB, 1[0 MICTATh HE CTATHCTHKY PO aTaKkylO4HX, a JAaHl MPO KOXKHE KOHKPETHE
CKaHyBaHHS. 3a [JOMOMOIOI0 MepeMuKaua «Brmouumu emynayiro cepgicie TCPy
BHKJIIOUITh CHUCTeMy imitallii cepBiciB TCP nmisi HEeraiHO pPO3pHBY 3'€HAHHS 3
aTaKkylo4MM BY3JI0M 0e3 Iepesadi aTakyrodoMy By3i1y Oyab-sKoi iHdopmarlii.

12. 3apaiite iHTEepBam MDK MOBIAOMIICHHSMH 3 iH(QOpMAII€0 MPO araKy B
YHUCIIOBE TOJE «Bionpasnamu nogioomnenns ue uacmiute, HidZe o0un pa3 8¢ XXX
xeunun». Hactpoiite pexuM mepenadi BUMAAKOBHX JAHHMX, TOMY IO HAsBHICTb y
BimmoBimi APS BumaakoBoi iHpopMallii BBOAWTH B OOMaH CKaHEpH MEPEHKHOL
0e3MeKH, YTPYIHIOE I CIIOBUIBLHIOE TXHIO POOOTY.

3micT npoTokony
1. Hazpa po6otu.
2. Merta pobortH.
3. BuxoHaHe goMalIHE 3aBJaHHS.
4. OmuuriTe HeoOXinHICTh BUKOpHUCTaHHs yTHITH APS 1 pesynbrar 11 poboTH,
HAa TPUKIAOl 3aBIaHb, BHKOHAHMX Yy JaboparopHiii poboti. Y 3BiT HE0OXimHO
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BKIIOYHTH ONHC TpHU3HAYeHHA MyHKTIB MeHo «Cepsic/Hacmporweannsa» i
«Pedazysanns ropucmyeanvhuyvkoi 6azu nopmigy. ONHINITH, y SKUX BHIAIKaX
KOpHUCHI omuii 3a3HayeHi ¥ 3acTOCOBaHI BaMH, Yy BallliM BapiaHTi. 3aHECITb 10
MpoTOKONy  (opmMar CcTBOpeHMX BaMu IMaONoHIB. OnNWIITE TPU3HAYCHHS
BUKOPHCTOBYBAHHMX Yy IIA0JIOHI apaMeTpiB.

5. BucHoBku.
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Na6opaTopHa po6oTta Ne 6
OpraHi3auis 6e3nekn nokanbHOI Mepexi Npu BUKOPUCTaHHI YTURIT, WO
peani3ytoTb MOHITOPUHI TpadiKy

MeTa pobotu

BusiBnenHs BropraeHb y Mepexi Windows, BUSIBICHHS CKaHyBaHHS IOPTIB,
MOBIZIOMJICHHSI TIPO CIIPOOHM BTOPTHEHb. BUBYMTH HA TPaKTHINI MEXaHi3M 3aXHCTy
JIOKJIBHUX MEPEX 3a JOIMOMOTr0I0 MOHITOPHHTY. JIJ1sl IbOTO BUBYMTH OCHOBH POOOTH
3 YTWIITaMH MOHITOPHHTY MEPEKHOTo Tpadika B JIOKaJIbHIA Mepexi, Ha MPHUKIAI
Network Monitor.

Bwmitu HaOynoByBatu (inbTpu naHol yTwiaith. HaBuuTHCS peKOHCTpyrOBaTH
CeaHCH, BECTH CTATUCTHKHU 32 MPOTOKOJIAMH, KOMIT'TOTEpaMH, 3aBaHTAKEHHS MEpexi,
PO3MIpOM TaKeTiB, 32 JONOMOro aHamizaropa rpadika EEYE IRIS.

KntouoBi nonoxeHHs

VYrunita Network Monitor BUKOPHCTOBYETBCS AJIsI aHalli3y W BHSBICHHS
mpobimem y wepexi. Network Monitor 3amucye pmaHi, TepefaHi W OTpUMaHi
KOMIT'IOTepaMH Mepexi, s HACTYIIHOTO Meperisay W aHanmizy nux aanux. Kampw i
MIAKeTH KaHAIBHOTO  PIBHSA  3alMCYIOThCS  4epe3 MNpHUKIaJHUN  piBeHb 1
MPEACTaBISAIOTECS B rpadiunomy Bumi. Kaapu i maketu micTsath iHQopmariiro:

— aJipecy BiAIpaBHHKA i agpecara;

— IOPSIIKOB1 HOMEPH;

— KOHTPOJIbHI CyMH.

VYrunita Network Monitor po3mudpoBye mio iHdopmariro, m03BOISIOYN
aHaJI3yBaTH MEPESKHUHA Tpadik i BECTH XypHaJl MEPEKHOI aKTHBHOCTI. KpiM maHMX
KaHalbHOTO piBHS, Network Monitor BimoOpaxae nesiki aHi NPUKIAJAHOTO PIiBHS,
HaIpHKJIa] IPOTOKOH Attp abo FTP.

KntoyoBi nutaHHs

1. Ha sxomy piBHiI cemupiBHeBoi momeni OSI BupoOnseTscs 30ip maHUX B
yruniti Network Monitor?

2. Jlns woro notpiOHa yruiita Microsofi Network Monitor?

3. Sy idopMmariro mpo mepenaHi W OoTpEMaHI aHI 3a MepeXer OaduTh
aZMIHICTpaTop 3a AOMOMOroto yTuiitu Network Monitor?

4. JIas 94OTO CIYXKHTh 1 SKUM YMHOM HACTPOIOETHCS (UIBTP 3aIUCy YTHIIITH
Network Monitor?

5. Jlns 40ro Ciy)KHUTh 1 SIKHM YMHOM HAaCTPOIOETHCS (GIIbTP BigOOpaskeHHs
yruiita Network Monitor?

6. SxuM YMHOM MOJIMBE BUSBJICHHS YTWIITH Network Monitor 1 sxa
iH(OpMaLlis BUIAETCS TIPH BUSBJICHH] TaHOT yTHIIITH?

7. Hns goro notpiOHa ytmmita eEye Iris?

8. SIki HactporoBaHHs i (hinbTPU MOXKHA 3acTOocoBYBaTH B yTHIiTI eEye Iris?

9. [laiite mopiBHsIbHY XapakTepucTuky Network Monitor i eEye Iris?

10. TTosICHITD, IKUM YUHOM MOJKHA OJIEP’KaTH 1H(QOPMAIIIO PO 3JTOBMHUCHUKA
3a gonomororo ytuiit Network Monitor i eEye Iris?
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3aBaaHHA oo nabopaTopHoi po6oTun

1. 3amycrite ytwiaity Network Monitor. O3HaiioMTeCs 3 OCHOBHUMH
MeXaHi3MaMH MOHITOPHHTY MeEpeXHoro Tpadika, a TakoXX 3 HacCTPOIOBaHHIMH,
MPEACTaBICHUMUA B TyHKTax MeHO Buo (View), @petimu (Frames), (Capture),
Dinomp (Filter), Bracmusocmi (Tools).

2. Hacrpoiite # 3amycTiTh NEpeXOIUICHHA Tpadika, 3aJeKHO BiJ Bammoro
BapianTa. i mboTrO CKOpHUCTaiTecs BiKHOM pemaktopa (imeTpa 3ammcy (Capture
Filter) abo ¢inbrpa mnepermsany (Display Filter), mo BiIKPUBAETBCS 3 BIKHOM
Capture. Yepes nesikuii yac 3yHnHMHITH MEPEXOIUICHHS 3aaHoro Tpadika. s mporo y
MeHto Capture BUOEPiTH MEHIO 3yITUHKU TIEPEXOIICHHS.

3. Ilpoananizyiite OTpMMaHMH MEpeXHUH Tpadik. 3aHeciTb JO MPOTOKOIY
paBwIIO PUTBTPA, SIKE BH BUKOPUCTOBYBAIIH.

4. 3amycrith yTwiiTy eEye Iris. O3HaiioMTecsi 3 OCHOBHMMH MEXaHI3MaMH
MOHITOPUHTY Tpagika, a TaKOX 3 HaCTPOIOBAHHSMH, IPEICTaBICHUMH B OCHOBHHX
ITyHKTaX MEHIO.

5. 3amycrith ckaHyBaHHS Tpadika. Uepe3 neskuil 4ac 3yNHHITH YTHIITY.
BubepiTts QinpTpu meperismy, 3aJe:KHO Bi 3aBJaHHS.

7. 3piBHsiiiTe poOOTY JBOX, BUBYCHHUX BaMu B JaHiil jabopaTopHiil poborti,
yTuiiT. ONUIITE y IPOTOKOJI PO3XO/XKEHHS, IOCTOTHCTBA i HETOIKH KOXKHOT 3 HUX.

BapianTu 3aBaaHb 1J151 BUKOHAHHS JadopaTtopHoi poootu (HactporoBanust
napameTpiB GiIbTpiB):

1. Hacrpoiite nepexoruieHHsS Tpadika MK ABOMa CyCimHIMH poOOYNMH
CTaHIISIMH.

2. Hacrpoiite nepexorieHHs Tpadika MiXK JIOKIbHOIO poOOYOI0 CTAHIIE0 H
CYCITHBOIO.

3. Hactpoiite nepexormieHHs 3a MPOTOKoJIoM ARP.

4. HactpoiiTe 3amuc Kaapis, 1[0 MICTATh IICBHUH TUI TaHHX.

5. HacTpoiite mepexoIIeHHsS BCbOTO MEPEXKHOT0 Tpadika.

6. Hactpoiite nepexoruieHHs TUIbKH 30BHIIIHBOTO Tpadika.

7. BindimeTpyiiTe kaapu A BiTOOpaKCHHS IIHPOKOMOBHHX ITaKETiB Y
MEpexi.

8. BiadinsTpyiiTe Kaapu I BiqoOpaXXeHHs aJpecy BiANIpaBHUKA W NpuiiMada
Kapy U1 KaHAITBHOTO i MEPEKHOTO PiBHIB.

9. Bindinerpyiite kaapu 1mo0 BigoOpasuTH Kaapw, IS BiANPABICHHS SKUX
BHUKOPHCTOBYBABCsI IPOTOKOI ftp.

10. BindinerpyliTe kaapu mob BimoOpa3uTH KaapH, MepenaHi 3a IpoTOKOIOM
TCP.

11. Binginerpyiite kaapu mob BigoOpa3uTH KaapH, IepeaaHi 3a MPOTOKOIOM
IP.

12. Bindinerpyiite kaapu mo0 BinoOpasuTH Bechb MEpeXHHH Tpadik, KpiMm
IIMPOKOMOBHHX MOBIZOMJICHb.
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3micT npoTokony

1. Ha3pa po6otu.

2. Merta pobortH.

3. BuKoHaHE JOMaIIHE 3aBIaHHS.

4. Po36epiTh psi/IOK 3aMUCaHUX JaHUX 1 CTPYKTYPY KaApiB y KOXKHIM 3 YTHIIIT.

J1o IpOoTOKOITY BHECITE BiIOMOCTI 32 00paHOTO CETMEHTY MEpeKi, 3aJIe)KHO Bif
BAIIOTO 3aBJaHHA. BimOMOCTI MOBUHHI MICTHTH iH(pOpMAITiTO:

— IIPO BUKOPHCTaHHS MEPEXi;

— PO KUTBKICTh OTPAMAaHUX OalT y CeKyHIY;

— PO KUIBKICTh OTPUMAaHUX Ka/IPIB y CEKYHIY.

BigomocTi HOBMHHI BKITIOYaTH HACTYNHY iH(opMaIlito:

— CTaTUCTHUKY CEaHCy;

— CTaTUCTUKY POOOYOT CTaHIIIT;

— 3arajbHy CTaTHCTHKY.

OznaiiomTecs 3 THNaMu (iTbTpa BiZOOpaXKeHHsI W 3aHECITH 10 MPOTOKOIY
TaOJIMIIO PI3HUX CIIOCO0IB PIIBTPYyBaHHS.

5. BucHoBku.
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Na6opaTtopHa po6oTta Ne7
OpraHi3auin 6e3nekn mexaHiamy ayteHTUdikauii npyM nepexonseHHi
naponbHUX Xeluew i iIXHbOI po3WwndpoBKU

MeTa pobotu
BuBUYeHHs Ha MpPaKTULi, OCHOB POOOTH 3 YTHJIITAMH IEPEXOIUICHHS M
po3mmdpoBKU MapolbHUX Xemield mporpamoro Cain&Abel, npu ayreHTHdiKaIii 3a
MeperKero, I IEPEeBIPKH KOPEKTHOT poOOTH MeXaHi3My ayTeHTU]IKaLil.

KntoyoBi nonoxeHHs
OcHoBHe 3ananss yrwiita Cain&Abel 11e BiTHOBICHHS mMapoiiB. BiqHoBUTH
MO>KHA MTapoJTi BXOAY B CUCTEMY, 3arajibHi MapoJti, mapoJii eKpaHHOi 3aCTaBKH, MapoJIi
JOCTYIy 110 MEpexi i Oynb-sKi IHII, KIIIKPYEMI B cUCTeMI, Y 30BHiIIHbOMY PWL-
Qaiini abo B cuctemMHoMy peectpi. Cain&Abel HEe BUKOPHCTOBYE CHCTEMHHX
YPa3IMBOCTEH, OTHAK Ma€ TOCUTH MOTYKHi 3ac00m nenmmdpyBaHHs.

KnioyoBi nutaHHsA

I. OnuuiiTe TpHU3HAYEHHS, MOXJIMBOCTI ¥ MNPHHIMI pPOOOTH YTHIITH
Cain&Abel.

2. TosicHiTh, mns 4woro moOTpiOHMK mpoTtokos ARP i omumiite mpwHIAT
3IIICHEHHS aTaK! 3 HOro BUKOPUCTAHHSM?

3. ns goro HeoOxinHe BukoHaHHS ARP-spoofing B yrumiti  Cain&Abel?

4. Slxi BUMOTH 10 TapoJisd, K aJMiHiCTpaTop Oe3rnekd, BU O Mpea'sBiIsu y
Balllii JJOKaJIbHINA Mepexi?

5. SlkuMn Meronamu, MOXKHA, BIJHOBHTH NHapoiib 3a JIONMOMOTOI0 YTHIITH
Cain&Abel?

6. OmuiiTk, K BigOYBa€THCS BiIHOBICHHS Naposis 3a CIIOBHUKOM?

3aBaaHHA o nabopaTtopHOi po6oTun

1. 3amyctith nporpamy. O3HalloMTeCh 3 MOXJIMBOCTSMH OCHOBHHX ITYHKTIB
meHto: Kongieypayii (Configure), Cepgic (Tools).

2. CrBopiTh Ha Bamiii poOOdYiH cTaHIil KiNbKa JIOKAIBHUX KOPHCTYBadyiB 3
NapoyisiMU  Pi3HOT NOBXMHM ¥ ckimamHocti. IIpm CTBOpeHHI KOpHUCTyBadiB He
BcTaHoBoNTe (nar «User must change password at next logon». Takox CTBOPITH
3araJbHUM KaTajor, 3 iM'aM «Test», 1 HalalTe CTBOPEHNM BaMi KOPHCTyBayaM IpaBa
Ha HBOTO.

3. Bigkpuiire nyHkt mento Kowngieypayii (Configure), na Bxiaaii «Sniffery,
BHOEpITh Ball MepexxHui ananrtep i HaTucHITh OK. TToTiM HATHCHITH HA KHONIKY Start
Sniffer 1 nepeiniTe Ha BKIAAKY Sniffer, y Hili Ha BKIaAKy Passwords, 1uis Toro moo
nepersiHy TH iH(opMaLlilo Mpo MnepexoruieHi naposti.

4. TlompociThk cycifa MiAKIIOYUTUCS 0 BAaLIOTO KOMITTOTEpa 32 MEPEXkelo Bif
IMEHI CTBOPEHMX BaMM KOPHCTYBauiB, JUIS IL[bOI'O MOYXHAa CKOPHCTATHCS MEHIO
aupekropii «Cepsic» (Service), «lliokmouumu mepesicnuii oucky» (Map Network
Drive) i3 mapamerpom «llioxknmouumu, euxopucmosgyiouu im's» (Connect using a
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different user name). IlepexoHaiiTecs, mo B KoHTeiHepi SMB € mepexoreni
MapoJIbHI XeIti.

5. IlepersisiHeTe KUIBKICTh 3aBaHTXEHUX Xeml. [ 1bOro B KOHTEKCTHOMY
MeHto Send all to Cracker BUOepiTh TIEpEXOIUICHI MapOJbHI Xelli, i3 BKIAJKH
Cracker, notim BubOepith Mento (Dictionary Attack NTLM + Challenge) nnst
neperisiay iHopMaii mpo KiTbKiCTh 3aBaHTaXKEHUX X eIl

6. 3miiicHITH TIepedip MapoITiB METOIOM, 3JIEXKHO BiJ] BAIIOTO BapiaHTa.

7. IlpotectyiiTe apoiib, 3a AOMOMOro0 KoManan «Tecmysamu naponvy (Test
Password), KOHTEKCTHOTO MEHIO.

8. Ilicis 3akiHueHHS JabOpaTOpHOi POOOTH BHIAIITH CTBOPEHHX BaMH
KOPHUCTYBayiB 1 MEPEXXHHX JIHCKIB.

Bapiantu 3aBaaHbL A BUKOHAHHA JiadopaTopHoi podoru (Metog
mepedopy):

1. 3nmificHiTh TIepebip mapodiB 3a CIOBHUKOM. JIJis mboro Y BikHI «Cro6HUKY»
(Dictionary Crack) Bubepitb nyHKT «Jooamuy» (Add) i Bubepite daitn Wordlists.txt y
mupekTopii  Wordlists, moBepHiTBCsI 10 MeHIO «Croguuk» (Dictionary Crack) i
BUOEPITh yHKT «/louamuy (Start), s neperisiny sk BinOyBaeThcs nepebip naposnis
32 CJIOBHHKOM.

2. 3mificHiTh TIepebip mapoltiB «rpy0oro cuioro». Jis 1poro, ckopucTanTecs
MyHKTOM KOHTEKCTHOrO MecHI0 «Atakay (Brute-Force Attack NTLM + Challenge).
[MomuBiThCA, K OIIHUTE HEOOXITHUHN Yac uid mepedopy yrmiita Cain. [Ipu Benmmkux
YaCOBHX BHTpaTax BHOEPITh Mapoiib 3 MEHIIOK MOBXHHOI. Ha ocHOBI mpopobieHol
poboTH, 3aHECiTh /0 NPOTOKOIY BHMOTHM, SKi, Ha Bally JyMKY, HEOOXiIHO
MPEA'SBIISATH JI0 MAPOJIsL.

3. Ipockanyiite MAC-anpecu poOOYNX CTAHIIIN y BaIlii JOKAIbHIA MEPEXKi.
Jnst nporo BiIKpuUiTe BKIAAKy «Sniffer», mepeiaiTh y pexuM cHI(iHTy, BUOEpITH
«Star/Stop Sniffer» i nomaiite «SCAN MAC addresses». Tlicnst BUSIBICHHS POOOYUX
CTaHII} y JIOKaJbHIN Mepexi, Ha BKIanii «Suiffery, nepeiite Ha BKIAAKy «ARP».
Homnaiite mpaBmia ARP Poison routing mms Toro, mo0 Bama poOoya CTaHIA
BHCTYyTAJIa B poJli cHiepa Mk 0OOpaHUMU CYCiTHIMH POOOYUMH CTAHIIISIMH 3 JTIBHUX 1
npaBux noiis. He Bukimouatoun pexxum cHidepa, BuOepiTh MeHIo «Start/Stop ARP»
JUTSL TOTO, MO0 BiACTIIKOBYBAaTH OOMIH MaKeTaMH i TIOCTYIIOBO HAIIOBHIOBATH PSAKH
Passwords, noku He 3mMiHuThCs one ARP-RDP Ha (1).

4. BukopucTOBYWHTE MJIsI TIEpeXOIUIeHHS mapoyisi MeHwo Kougieypayii
(Configure), «®inpTp 1 mepemukanHs moptiBy» (Filters and Ports Tab), mob
3aXOIUIIOBATH TUIBKK ayTeHTH(]ikaliiiHy iHpopmauito. 31iiCHITH BiJAHOBJICHHS
[apoJist 3a JOMOMOTOI0 MEPErIIsiy CXOBAHUX MAPOIIiB.

5. BuxopucToByiiTe ans nepexorieHHs napoiiss mento HTTP Fields Tab, mo
MICTHTB CITHCOK iIMEHI 1 MOJIS TapOJIs.

6. 3milicHiTE Iepebip mapodiB 3a gomoMororw Merony Cryptanalysis.

7. 3niiicHiTh mepebip mapoJIiB 3a JOMOMOTOK METOay Brute-Force.

8. 3milicHiTH mepebip MapoiliB 3a JOINOMOTOI0 BUSBJICHHS Mapojisl MHIISIXOM
TepexXOTUIeHHS iHPOPMAIIHHIX TaKeTiB 1 IX HACTYITHUI aHaJi3 Kerl.
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9. 3nilicHiTe Tepedip MapolliB 3a JAOMOMOIOI0 BHUSBICHHS IMapois MIITXOM
nepexoruieH s iHGopMaliiiHuX nakeTiB 1 iX HACTYNMHMIH aHalli3 3alucy IeperoBopiB
3a MEpEexKelo.

10. 3xificHiTh Tepebip MapoJIiB 3a JOMOMOTOI0 «aTaKH 32 MaCcKOIO».

11. 3aiiicHiTh nepedip naposiB 3a IOMOMOT0I0 «TiOpPHIHOT aTaKny.

12. 3giiicHiTh mepebip MapoyiB 3a JONOMOTOI «aTakKd PO3MOIIICHIM
riepebopomy.

3micT npoTokony

1. Ha3Ba poGotu.

2. Merta poborH.

3. BuxoHaHe goMamiHe 3aBJaHHS.

4. Ha ocHOBI BuKOHaHOT 1a0OpaTOpHOi POOOTH, ONMUILITH Y IIPOTOKOII METOJIH,
SIKI 3aCTOCOBYIOTHCS IUIA BigHOBICHHS maponst B yTwiiTi Cain&Abel, a Takox
ONHIIITh, SKUM YHHOM PEaTi3yIOThCs Ii MOXIHMBOCTI. JIOKIaJHO OMHIIITH METOJ,
SIKMM BH CKOpUcTaycs. Ha 3akiH4ueHHs, po3po0iTh IUIaH BUKOPUCTAHHS MEXaHi3MiB
3armo0iraHHs 370MY MMapoisi CXOKUMH yTrmiTaMi. OIUIIIT BC1 iICHYIOYi MOKJIHBOCTI
3aro0iraHHs 3JI0My Tapossi i3 BHYTPIIIHBOI Mepexi Ta i3 TJ00anbHOT Mepexi
Inrepner.

5. BUCHOBKH.
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Na6opaTtopHa po6oTta Ne 8
OpraHi3auis wudpyBaHHsa Tpadika npy BUKopucTaHHi ytunitu IPSec

MeTa pobotu
BuBuntn Mmeronu 3axucTy i Oe3leKkH JaHMX Yy MEpexi, BUKOPHUCTOBYIOUH
mmdpyBaHHS HaHUX, 32 AONOMOrow yTuinit [PSec. HaBumtucs cTBOproBatd i
AKTUBYBATH MOITUKH YTHIITH [PSec. YMITH TepeBipsaTH MHPpyBaHHS TaHUX.

Knio4oBi nonoxeHHs

Internet Protocol Security (IPSec) — ue HaOip NIPOTOKOJIB INU(PYBaHHS,
ayteHTH(ikamii W 3abe3nedyeHHs 3axuCTy NpH TpaHcropryBaHHi IP-maxeriB. [P
Security Hajae MOXKIIMBICTh MH(PPYBaHHSI BCHOTO MEPEKHOTO Tpadika Ha TPETHOMY
PiBHI, IO Jla€ MOJJIMBICTh BHMKOPHCTaHHS HEOE3IEYHUX MPOTOKONIB, TaKHX,
HATIPUKIIAL, 5K felnet, OCKIIBKU BCi AaHi OyAyTh IHKarcymboBaHI yTuiiTor IPSec i
3amupoBaHi IpH Mepeaadi MepeKero.

Bukopucranns mm¢pyBaHHs, 3a JOIOMOrol INpoTokoiy IPSec, no3Boisie
anMiHiCTpaTopoBi  O€3NEKM  CHPOCTUTH  NPOLEAYPY  BHSBICHHS  IpOrpam
MIPOCIYXOBYBaHHS MOPTIB, TOMY 1110 TaKi IPOTPaMH CTAlOTh OE3TITy3IUMH.

KntouoBi nutaHHsa

1. TlosicHiTh, y 4OMy TOJISITA€ METOJ 3aXHUIIEHOI TepeAavi JdaHuX 3
BUKOpHUCTaHHAM [PSec?

2. SlkuM 4YMHOM peai30BaHO METOJ 3axXHWIICHOI Tepenadi JaHuX 3
BUKOpUCTaHHAM [PSec?

3. IosAcHITH MpU3HAYCHHS MPOTOKOIY ESP.

4. TlosicHITH MPU3HAYECHHS W MPUHIMIT POOOTH TPAHCIIOPTHOTO i TYHEIHLHOTO
pexxumMy poboru [PSec:

5. Onumrite ¢yHKil IPSec.

6. OmnuiiTh (yHKIIOHAJIBHE NPU3HAYCHHS TIOJNITHK, sIKi /PSec BUKOPUCTOBYE
32 3aMOBUYYBaHHSM.

7. SIxi mOpTH BUKOPUCTOBYIOTKCS TIPH Tepeaadi 3a mpoTokoiaoM ESP?

8. Onmurite MoxxnuBocTi ¢ineTpa IPSec.

3aBaaHHA oo nabopaTtopHOi po6oTun

1. 3amycTiTh KOHCONb KepyBaHHS [PSec Ha BamoMy Komm'totepi. BubGepith
OIHY 3 HONITHK [PSec, suxopucmosysamy 3a 3amo64yeanusm, I LbOTO BiAKpuiiTe
MeHo «/lokamvna nonimuxa 6esnexu» (Local Security Policy) y ampektopii
«Aominicmpysanna» (Administrative Tools) 1 BuOepiTh po3min «/lorimuku Oe3nexu
IP na noxanvnomy komn'romepin (IP Security Policies on Local Computer).
OsHaifoMTech 3 NPUHLUIIAMH JaHOI ITOJITHKY Oe3MeKH.

2. CTBOpITH CBill CITMCOK (iNBTPIB, 3a3HAYCHUH, 3aJIEKHO BiJ BapiaHTa. s
upOoro BUOEPiITE Yy BikHI «/loxkanvui Hacmpoweanns 6esnexku» (Local Security
Settings) 1 BUOEpITh Y KOHTEKCTHOMY MeHIO «/[is» MyHKT «Kepyeanus cnuckamu IP-
Dinempa 1 oismu ginempa» (Manage IP filter lists and filter actions). Ha 3axmammi
«Kepysanns cnuckamu ¢ginompis IP» (Manage IP Filter Lists) HaTUCHITH KHOTKY
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«Jooamu» (Add). BeeniTs y moine iM's Ha3By CIACKY. Y CTapTOBOMY BiKHI MaicTpa
@inompis 1P HatucHiTh KHOIKY «/logaTuy», a motiM kHoOnKy «[ani» (Next). Bubepitb
OJIMH i3 MPOMOHOBAHUX BAPIaHTIB B SKOCTI JPKepesa MPU3HAYCHHS 1 TMPOTOKOJ, MO0
3aJI0BOJIbHSIE BUMOTAM BAIlIOro 3aBJaHHs. Bubepits nyHKT «[lakemu na yei nopmy»
(To this port) i BBemiTh y TOJ€ 3HAYCHHS, LIO 3aJ0BOJILHSAE BHMOTaM BaIllOro
3aBnmaHHA. [t 3aBepIIeHHsT pOOOTH MaliCTpa HATUCHITE KHOTIKY «/ omosey (Finish).

SIKk pKeperio B MOXKeTe BUOpaTH:

— «Mos IP-Adpeca» (My IP Address);

— «Jloba IP-Adpeca» (Any IP Address);

— «lleéne DNS-Iu's» (DNS name);

— «llesna IP-Aopeca» ( IP Address);

— «lleséna minmepexa IP» (IP network).

SIk mpu3HaYeHHs BU MOXKETE BUOpATH:

— «Mos IP-Adpeca» (My IP Address);

— «JTroba IP-Aopeca» (Any IP Address);

— «llesne DNS-Im's» (DNS name)4

— «llesna IP-Aopeca» ( IP Address);

— «llesna ninmepexa IP» (IP network).

SIK TPOTOKOJ BM MOXETe BUOPATH:

- EGP;

— HMP;

— ICMP;

— RAW;

— RDP;

—RVD;

- TCP;

— UDP;

— XNS-IDP;

— [HWi, 13 6KA3I6KOI0 HOMEPA NOPMY;

— KOJICHUL.

3. CtBopiTh BiacHy nito (inbTpa, 3a3HadyeHy, 3aJIEKHO Binm Bapianrta. Jlms
LOTO B JIAIOTOBOMY BikHI «Kepysanus cnuckamu IP-@inempa i dismu @inempa»
(Manage IP filter lists and filter actions) nepeinitTe Ha 3aKnanky «Kepysanus Oismu
@inompa» (Manage Filter Actions) 1 HaTHCHITh KHOIIKY «/[odamu». Y CTapTOBOMY
BIKHI MaicTpa HAacTpOIOBaHHS HiH ¢inempie IPSec HatucHITH KHOMKY «[dami». Y
BiKHI HACTPOIOBaHHS 3arajbHUX TMapaMmerpiB nmii ¢imeTpa BUOEpITH OIWH 13
NPOMIOHOBAHMX BapiaHTIB, LIO 3a/J0BOJIbHAE BHMOraM Balloro 3aBaaHHs. Jlis
3aBeplIeHHs POOOTH MalCTpa HATHCHITH KHONKY «/omogo». Jlis 3aBeplieHHS
HACTPOIOBAHHS CIUCKY 1 Aiit GiIbTpiB, HATUCHITH KHOTIKY «3axpumuy (Close).

Y BiKHI HacTpOIOBaHHs 3arajlbHUX IapamerpiB Aii QiIbTpa BH MOXKeTe
BHOpaTH OITHY 3 HACTYITHUX MHil:

— «nozodumuy (Negotiate);,

— «bnokysamuy (Block);

— «nossorumuy (Permit).
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4. CrBopith cBow momituky IPSec. Jlns mworo y BikHI «/lokanvhi
Hacmpolosanus 6e3nexku» BHOEPITH i3 KOHTEKCTHOTO MEHIO NYHKT «Cmeopumu
nonimuxy oesnexu IPy» (Create IP Security Policy) 1y BikHi maiictpa noaimuxu IP-
Oe3neKn HATHCHITHh KHOMKY «Jlami». YBemiTh y mose iM's, Ha3By Bamioi MMOJITHKH.
BigmoBTecst Bl BUKOPHUCTaHHS TYHKTY «Bukopucmogysamu npasuio 3d
3amoguysannuam» (Activate the default response rule) 1 HaTUCHIT «/[ani». 3aTUIIITH
MyHKT «3minumu enacmusocmiy (Edit properties) i HATUCHITH KHOTIKY «I 0mogoy IJist
3aBeplIeHHs poOOTH MalcTpa.

5. JlopmaiiTe OO CTBOPEHOI BaMHM TMOJITHKM TIPaBWIO 3a 3a3HAYCHUMH
KpHUTEpisiIMH, 3aJIe)KHO Bix BapianTta. /[t HpOro B JiaJIOTOBOMY BiKHI BJIACTHBOCTEH
MOJITUKM HATUCHITH KHONKY «/[o0amuy, TIOTIM KHOIIKY «/{ai». 3 TIepesiKy CIHCKIB
GinpTpiB BUOEPITH HA3BY BAIIOl MONITHKH. 31 CIIUCKY MiH QiNbTpiB BUOEPITH OHY 3
niid. J1nis1 3aBepiieHHst poOOTH MaiicTpa HATUCHITH KHOIIKY «J omogey.

6. IIpusnaure oOpaHy MOMITHKY, U1 IILOTO BHOEPITH MyHKT «/IpusHauumuy»
(Assign) nomituku «Hazea eautoi noaimuxuy.

BapianTu 3aBraHb 1011 BUKOHAHHSA J1abopaTopHoi po6oru (HactporoBanus
mapameTpiB QineTpa i monituku IPSec):

1. YcraHOBIOIOYM TOJITHMKM Ha CepBepl BaIlIOi OpraHisaiii, CTBOpITH s
KOMIT'IOTEpIB, SKi IOBMHHI BHKOPHCTOBYBaTH O€3MeuHi 3'€JHAHHS, MOJITHKY, sKa
JIOTTycKae HeOe3neuyHi 3'€qHaHHsA 3 KOMIT'IOTepaMu He MmiaTpuMmyrounmu  [PSec.
[Mepenbaure, 11100 KOMIT'IOTEp MpUIMaB HE3aXUILEHUH Tpadik, aje 3aBKIi BUKOHYBaB
crpo0y 3aXUCTUTH JONATKOBI 3B'SI3KH, TMOCHJIAIOYM BiIlIPaBHUKOBI 3aIUT OC3IIEKH.
Brumodite B TOMITHKY TPaBWIIO 3alUTy O€3MEKH UIs BChbOTO [P-mpadghika, MeTon
niepeBipku gificHocTi Kerberos, 6€3 mapaMeTpiB TyHETIOBaHS, IS TUITY ITiIKITIOUSHHS —
BCIX MEPE)KHUX ITiIKITFOYCHb.

2. VYCTaHOBIIOIOYM IOJITHKM Ha CepBepl BaIllOi OpraHisaiii, CTBOpPITH s
KOMIT'IOTEpiB TMOJNITHKY, sKa Jo3Boisie nepecwiath Bech [CMP-mpaghix, He
TIEPEBIPSIOYN IHCHICTh, 0€3 MapamMeTpiB TyHENIOBaHs, U THITY ITiIKITIOUSHHS — BCIX
MEPEIKHUX i IKITIOUCHb.

3. VYCTaHOBJIIOWOYH TONITHKH Ha CepBepl Bamlol OpraHi3amii, CTBOPITH It
KOMIT'FOTEPIB TOJITHKA BiATyKy 3a 3aMOBUYBAaHHSM JUIs BiTIOBiMI Ha 3amUTH OE3MEKH
BiJ[ IHIIMX KOMITTOTEpiB. BKJIFOUITh B MONITHKY JUHAMIYHHUIA CIUCOK (DUMBTPIB, Asl Aii
¢uTBTpa — BIATYK 32 3aMOBUYYBaHHSM, 3 METOJIOM IiepeBipku Kerberos, 03 TyHEITIOBaHS,
JUISL TUITY TIJKIFOYEHHS — BCIX MEPEKHUX ITIIKITIOUEHb.

4. CepBep BamIoi opraisailii epeae CCKpeTHI aHi. Y CTaHOBITH MOJITHKH HA
cepBepi, sl KOMITIOTEPIB TAKMM YHHOM, 100 BOHH 3aBXKIW BUMAarajl 3aXHCT YChOTO
BUXiTHOrO Tpadika, OITyCKalOYM BIJCYTHICTH 3aXHCTy TUIBKH JUISL TOYaTKOBOTO
BXIZIHOTO 3amuTy Ha 3'eAHaHHsA. U1 IIbOro BKIJIIOYITH NPABWJIO 3AIUTy O€3MEKH IS
BCchOro [P-mpacghika, He TIEpeBIpsOud MIHCHICTh, O3 TYHENIOBaHSA, I THITY
I TIKITIOYEHHS — BCIX MEPEKHHUX MiIKITI0YCHb.

5. YCTaHOBITH TOJIITHKK Ha CepBepi BAIIOl OpraHi3aii, Uil KOMITIOTEPIB, TaKHM
YMHOM, 100 MO3BOJHUTH Tmepecwiatd Bech [CMP-mpaghix, TiepeBipsitouM IHCHICTD
MeronoM Kerberos, Ge3 TyHENIOBaHs, JUIS THUITYy MIAKITIOYEHHS — BCIX MEPEKHHX
T AKTIOYEHb.
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6. YCTaHOBITH TONITMKM HAa cCepBepi Ballol OpraHizamii, JIs KOMITIOTEpiB,
3a0e3IeurBIIN NPABUIIO BIATYKY 32 3aMOBYYBaHHSM JUISl BIIMOBI/l HA 3aIIUTH OE3MEKH
BiJI IHIIMX KOMIT'TOTEpiB. [JIst 1IbOr0O BKIIIOWITH B IPABIIO JMHAMIYHUN CITHCOK (LIBTPIB
IP, 3 mieto QimbTpa 3a 3aMOBUYBAHHSIM, METOJIOM TepeBipku IiiicHocTi Kerberos, 6e3
TYHEJIOBaHSI, JUIsl THITY ITIKIIIOUEHHS — BCIX MEPEKHHUX IiIKITIOYEHb.

7. CTBOpITH MONITHKHU UTI KOMITIOTEPIB, sIKI 3aXUINAIOTh JaHi 3a 3aIUTOM, IS
pillieHHs 3amadi, KOJM KIE€HTH I1HTpaMepeXKi MOXKYTh HE BHMAaraTd BHUKOPHUCTAHHS
IPSec, xpiM BUIMAJIKIB, KOJIU 3alUT BUXOIUTH i3 IHIIIOr0 KOMITTOTEpPa, 00 3a0e3MeunTH
KOMITIOTEpY, Ha SKOMY aKTHBI30BaHA IIOJIITHKA, BIIMIOBIAATH HA 3alUTH OC3IICYHOTO
3B's3Ky. BKIIIOUITE B MHONITUKY MpPaBWJIO BIITYKY 3a 3aMOBYYBaHHSM, LIO CTBOPIOE
JMHaMIYHI QUI6TpH [P JUTs BXIJHOTO 1 BUXIHOTO Tpadika Ha OCHOBI METOY MEpPEBIPKH
niicHocTi Kerberos, 0e3 TyHENMIOBaHA, Ui THIY IMIJKITIOYEHHS — BCIX MEPEKHUX
I IKITIOYEHb.

8. Ho3BonbTe miro, 3amaBmy, y QuaeTpi [P, momituky s B3aemomii 3 DNS
CEpBEPOM TaKWM YMHOM, 00 JaHi MepeaaBaics 3 aJpecd BaIloro KOMITIOTepa, Ha
Oyb-sIKy azpecy i 3 Oyap-sIKOi ajpecy Ha aJjpecy BaIlloro KOMIT'IOTepa, 3a 53 HopT fcp i
udp mpoTokomiB. BKITIOWITE B TONITHKY TPAaBWIIO 3BSI3KY CIHCKY 3 MI€R0; U BCIX
MepexXHHX iHTep(elciB; Ha OCHOBI MeTomy IiepeBipku niiicHocTi Kerberos, 0e3
TYHEJIOBAHS, JUISl THITY ITiIKIIIOYEHHS — BCIX MEPEKHUX IiIKITIOYCHb.

9. Ho3BosbTe miro, 3amaBiM, y ¢imeTpi /P, TOMTUKA Uia B3aemomii 3 SQL
CEpBEPOM TaKMM YHHOM, 00 JaHi MepeaBaiics 3 aapecd BaIloro KOMITIOTepa Ha
Oymp-sIKy azpecy ¥ 3 Oymb-sIKOI aipecy Ha aJipecy Balloro KOMITTOTepa, 3a mopt /433
TIOPTY tcp 1 udp MPOTOKOIaMU. BKITIOUITh B TIOJITHKY MPABHIIO 3B'SI3KY CITUCKY 3 JII€FO;
JULsL BCIX MEPEeXXHUX iHTepdeiiciB; Ha OCHOBI METOILY MepeBipKH AiHICHOCTI KOXKHOI 3 HUX,
0e3 TYHeIOBaHs, IS THITY IIIKITFOUYSHHS — BCIX MEPEKHUX i KITFOYCHb.

10. do3BonkTe mito, 3amaBiin, y Giastpi [P, nomituku mis Web-Cepsepa Takum
YUHOM, 100 3 OyAb-sKOi anpecw W OyIb-SIKOro MOPTY IepenaBaiics JaHi Ha ajapecy
Baloro Komm'rorepa, 3a 80/tcp mopToM # 3 OyAb-SIKOi ampecH, Oyab-sIKOrO TOPTY,
TiepeiaBaInCs JIaHi Ha aJipecy Ballloro KOMITIOTepa 3a HopToM 443/tcp.

11. CTBOPITh NONITHKA IJIT KOMITTOTEpIB, CTBOPHBIIH MPABUIIO Tt (pimbTpamii
BHUXiTHOTO Tpadika, TOOTO BiJ aapecw KOMITIOTepa, Ha Oyab-sKy aapecy, 3a MOPTOM
1434/udp. 3a nmonomororo IaHoro IpaBmia 3a0NOKyHTe Oyab-sKui BHUXiTHHMH Tpadik
yepes nopta UDP 1434 iHIINX KOMITTOTEPiB MEPEeKi.

12. Hacrpoiite MOMITHKH 130JIOBaHHS JIOMEHIB BHUKOPHCTOBYIOUYM HACTYITHI
npaBwiia. BukopucToByiiTe HacTpotOBaHHs 1 BCboro Tpadika [P, aist GpinbTpa: TUIbKH
Encapsulating Security Payload (ESP), nynpoBe mmdpysanas (null encryption),
niepeBipka titicaocti SHA-1 (SHA-1 integrity), 000B's13K0BUiA 3aXUCT (require security),
3a0opoHa B3aeMOJil MK KOMITIOTEpaMH 0e3 BHKOPHCTAaHHA Ipotokony IPSec. Ilpu
IIOMY JTO3BOJIMBIIH JIii (DUTBTPIB, IO MICTATH aapecH ado Iiana3oH ajpec KOHTPOJEPiB
JIOMEHa.

134



3micT npoTokony

1. Ha3pa po6otu.

2. Merta pobortH.

3. BuKoHaHE JOMaIIHE 3aBIaHHS.

4. OnuuwiTh y HPOTOKOJI HACTPOIOBAHHS, SKI BU 3pOOMIM AJIsl PILIEHHS
IIOCTABJIEHOTO TIEPE BaMH 3aB/IaHHSI, APTYMEHTYIOUN KOXHUH ITyHKT HACTPOIOBAHHS.
Onumrite, SKUM YAHOM MOJXKHA CTBOPUTH 3'€IHAHHS MDK JBOMA BY3JIaMH, 3
nepeauero 3ammgppoBaHoro tpadika, mepeaaHoro 3a npoTokoiaom /PSec.

5. BucHoBku.
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Na6opaTtopHa po6oTa Ne 9
Opranisauis 6e3nekn APM Ha 6a3i OC Windows XP 3a gonomoroto
MiXXmepexHoro ekpaHa Outpost Firewall

MeTa pobotu
HactporoBanus mporpamu Qutpost Firewall nns peanmizamii JT0IaTKOBOTO
3aco0y 3a0e3medeHHsT OE3MEeKH OlepamiiHuX cucteM cimelictBa Windows, 1o
BXOJSITh Y KOMIT'TOTEpHY Mepexy. HacTporoBaHHs IpaBMJI i KBOT KOpPHCTYBadiB
nporpamu Outpost Firewall.

KntoyoBi nonoxeHHs

Mo:xnuBocti Outpost Firewall.

Iepconanbuuit Opanamayep Outpost 3abe3liedye 3aXHUCT KOMO'IOTepa Bij
3arpo3, MOB'I3aHMX 13 BTPaTO  KOH(DINCHIIHHOCTI, BUTOKOM  JaHWX,
HECaHKI[IOHOBaHUM JIOCTYIIOM /IO CHCTEMHU.

IlepeBaroro Qutpost Firewall € MOXIMBICTh MiJKIIOUCHHS MOMYJIB, SKi
MIpeCTaBJICHI K (PLIBTPU i MAIOTh POLIUPEHHS .0fp.

KntoyoBi nutaHHA

1. OnumiiTh TpU3HAYEHHS MIXMEpeXKHHX ekpaHiB. Ski QyHkmii BUKOHYE
nporpama Outpost Firewall?

2. ToscHiTh hyHKIiIOHATHHE TPU3HAYCHHS BKIAJIOK BikHA «/lapamempu.

3. Hns goro ciyxath «llorimuxuy Outpost Firewall? OnummiTe mpu3HaAUYSHHS
icHyrounx y nporpami Outpost Firewall momiTHK.

4. Ha sxi Tpymu W [Uid SKAX [iIed PO3IUIAIOTHCS MOJATKH CUCTEMH B
nporpami Outpost Firewall?

5. ki nii HeoOXiqHO 3pOOUTH AJIs IEpeHOCy A0AaTKa 3 OAHiET rpynH B iHIIY?

6. Ormunrite GyHKIIT BU3HAYSHUX TIPABHII Y Tiporpami Outpost Firewall.

7. Sxi nii HeoOXigHO 3poOuTH s (GOPMYBaHHS KOPUCTYBalIbHHIIBKUX
npaBun’?

8. SIxi ymoBu MokHa chopMyBaTH IS MPOTOKOMIB? OMUIIITH NMPU3HAYCHHS
LUX YMOB 1 IPOTOKOJIIB.

9. OnwumriTe Tponec HACTPOIOBaHHS CHCTEMHHX IMPOTOKONIB. SIki mapamerpu
HACTPOIOBaHHS MOXKHa BHOparu, sKke (QYHKIIOHAJIbHE IPHU3HAYCHHS JAHUX
napameTpis?

10. [y 9oro Ciry>kaTh MOJIYJII, IO IMiAKII0YatoThCsA? OMHIITE poOOTY 3 HUMH.

3aBaaHHA oo nabopaTopHoi po6oTu
1. Binmkpuiite mnporpamy Qutpost Firewall. Bupdith (yHKITIOHATBHI
MOXITBOCTI BKJIQJIOK KOHTEKCTHOTO MeHIO «[lapamempu.
2. Hacrpoiite ¢ynkuii nporpamu Outpost Firewall, 3anexxHo Big BUMOT,
3a3HAUCHUX Yy BalllOMYy BapiaHTi.
3. Hacrpoiite xypuan nporpamu Quipost Firewall mis BitoOpakeHHS TUIBKA
HeoOXxigHo1 iHpopMaIlii, 00yMOBIICHOT BallliM 3aBJaHHSIM.
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BapianTu 3aB1aHp 118 BUKOHAHHS J1abopaTopHoi podoTu (HactporoBanHs
napametpiB Outpost Firewall):

1. Ha pobounx koMI'toTepax KOpHCTyBadiB HEOOX1THO OJIOKYBaTH BiJOOpasKeHHS
B Opay3epax pexiiaMHHuX OaHepiB, a TAKOXK MOBITOMIIATH KOPHUCTYBAdiB PO CKaHyBaHHS
IXHBOTO KOMIT'FOTEPa, HaBITh SKIIO 0YJ10 3a(hiKCOBAHO OJJHOPA30BE CKAHYBAHHSI.

2. Po0Goui KOMITIOTEpH KOPHCTYBa4diB HEOOXiTHO HACTPOITH, 3a00POHUBIIH
BimoOpaxkeHHss Ha Web-CTopiHKax eneMeHTiB ActiveX, a TakoX peaizyBaTH
0JI0KyBaHHS1 aTaKyl0uoro By3J1a, TPY BUSBJICHHI IJO3pH Ha 3IHCHEHHS aTaKu.

3. Ha pob6ounx KOMITTOTepaXx KOPHCTYBayiB HEOOXiqHO OJIOKYBAaTH NOCTYII JIO
Web-CaiitiB, 1110 MICTSTh CJI0Ba 3 IEBHOTO CIIUCKY, a TAKOX pealli3yBaTH aBTOMAaTHYHE
OJIOKyBaHH ITiIMEPEKi, 3 IKOT BUPOOIISUTHCS CIIPOOH aTak.

4. Ha pobounx KOMITIOTepax KOPHCTYBadiB HEOOXITHO O3BOJIMTH BUKOHAHHS
Java i VB cyenapiis, a TakoK peamidyBatd 3amobiranHs migMiaun ARP-adpec,
TIPUIMAIOYH TUTHKH Ti BIXHOBIII, A1 SKUX Oylia BiATIpaBIICHA apeca.

5. Ha pobGounx KomIm'oTepax KOPHUCTYBadiB HEOOXIMHO OJIOKYBaTH ITOKa3
IHTEpaKTHBHHUX PEKJIAMHHMX OTrOJIOIICHB, II0 BioOpa)aloThcs B Opaysepi. A Takox,
peanizyBaTH BUSBICHHS MiaqMiHU [P-adpecu ¥ OIOKyBaTH aTaxy.

6. Ha pobounx xoMm'loTepax KOpUCTYBauiB, HEOOXiJHO 3a0JOKyBaTH
MOXJIMBICTD BifkpuBatH Jeski Web-CTOpiHKM, a TakoX peati3yBaTH 3aroOiraHHs
TTOMUJTIKOBUX TIOBiIOMIICHb «/P-adpeca Bxe 3aiHsTay.

7. Ha poboymx KOMITHOTEpaX KOPHCTYBAadiB HEOOXIMHO 3a00pOHHTH ITOKa3
Opay3epamu Java-anniemos, a TaKOX HACTPOITH dYac IICISA $KOTO, HEOOXiTHO
omokyBatu DoS ataku.

8. Ha poGounx komIr'torepax KOpPHUCTYBayiB HEOOXiAHO HACTPOITH (iIbTpaLilo
.exe-ghaiinig, MO HAIXOMATH CICKTPOHHOIO MOIITOK, a TAKOX HACTPOITH CIHCOK
CHCTEMHHX TIOPTIB, 3a SIKMX MPOrpamMa MOBHHHA CIOCTEpIraT, 3 MiJBUILECHOIO yBarolo,
JUTSL BUSIBIICHHS aTak.

9. Ha po6ounx KoMITtoTepax KOpUCTYBadiB HEOOXiTHO HACTPOITH (DyHKIIit0, TIPH
SIKil po0oTa 3 cookies Oye 3MiiiCHeHA TUTBKH 32 3r0JI0K0 KOPHCTYBaua, a TAKOXK YKa3aTH
BIUTy4YCHI BY3IM U TMOPTH IOBIPYMX KOMITIOTEPIB, sIKi HE OyIyTh PO3IILAATHCS SIK
TITKi [UTHBI.

10. Ha poGounx koMm'oTepax KOpHCTYBadiB HEOOXiJHO HACTPOITH (LIbTpallito
.bat-gaiinie, MO HAOXOIATH ENEKTPOHHOIO IIOIITOK), a TAKOXX HACTPOITH CIHCOK
«TPOSIHCHKUX» TOPTIB, 332 SKUMH MNpOrpama IMOBHHHA CIIOCTEpiraTd, 3 MiJBHILCHOIO
yBarolo, JUlsl BUSIBJICHHS aTak.

11. Ha pobounx KOMITIOTEpaX KOPUCTYBadiB HEOOXiTHO 3a00pOHUTH
BijloOpaxkeHHs1 B Opay3epax CIUIMBAIOYMX BIKOH, a TaKOXX pealli3yBaTH HEpeBIpKy i
ONOKyBaHHS HeBipHUX DNS 3amuTiB Ta OIOKyBaHHS HajIoBruX DNS 3amuTis.

12. Ha pobounx KOMITIOTEpaxX KOPHCTYBadiB HEOOXiMHO OJIOKyBaTh
BijloOpaxkeHHsI B Opay3epax peKJIaMHHUX OTOJIOIICHb CTaHJAPTHUX PO3MIpIB, a TaKOXK
peanizyBaTu BUsBIeHHA migMiau MAC-adpecu i OTOKYBaTH aTaKy.
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3micT npoTokony

1. Ha3pa po6otu.

2. Merta pobortH.

3. BuxoHaHe goMalIHe 3aBJaHHS.

4. BHeciTh 10 NPOTOKOJIy AOKJIAAHMNA onuc (QyHKLIH, sSKi BU HaOyIOBYBaIH
JUI pillleHHsI TIOCTaBICHOTO 3aBIaHHsA. OOrpyHTYiTe BHOIp HACTPOIOBaHB, SIKi BH
BUKOPUCTOBYBAJIH JUIS PillICHHS 3aBJaHHS.

BHeciTh 10 mpoTOKOJIY pe3yibTar poOOTH NpOorpaMu i MpopoOiieHi BamMu
HACTPOIOBAHHS JKypHATY.

5. BucHoBku.
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Na6opartopHa po6oTta Ne 10
OpraHi3auin 6e3neku mepexi npu BukopuctaHHi OC Unix 3a
[OMOMOror MixxmepexHoro ekpaHa IPFW

MeTa pob6otu
BuBunTH MeTOAM 3aXHCTy MeEpexi 3a JIOMOMOTrOI0  HACTPOIOBAHHS
MikMepexxHoro ekpana [PFW OC Unix. HactporoBanus [PFW, HacTpOIOBaHHS
¢buIbTpiB, BUBUCHHS MapameTpiB [PFW.

KntoyoBi nonoxeHHs

B OC Unix 6a3oBuM ¢pimbTpoM € ipfw, 1o mparroe 3a JOTOMOTOK MPABHIL.
3araapHUIA BH] TIpaBUiIa ipfw MPENCTaBICHAN HIDKYE:

ipfw [Homep _npasuna] [set nomep nabopy npasunal 0is [log] mino

KoxxHe mpaBuiio moB's3aHe 3 MOJEM HoMep npasuia B jAiama3oHi Big 1 1o
65535, ocTaHHIH HOMEp 3ape3epBOBaHUI NJIs TpaBUia, BHKOHYBaHOTO 3a
3aMOBUYyBaHHsAM. [IpaBuia mepeBipsAIOThCS TOCHIJOBHO, BIAMOBITHO JO HOMEpa
npaBuia. SIKII0 mpaBHia MarTh OJWH HOMEp, BOHU BHUKOHYIOTHCS B MOPSIIKY
nofaBaHHs y (uibTp. SIKmo HOMep MpaBia HE 3a3HAYCHUH, SAPO TPUBIACHHUTH
HOMEp aBTOMAaTH4HO. BuOip HOMepa mpaBmiia 3aJCKHTh BiJl CHCTEMHOI 3MIHHOI
inet.ip.fw.automatic_step, 3Ha4CHHS 3a 3aMOBUYBAaHHSAM sKoi mopiBHIOE 100. Sxmmo
HAaCTYIIHUH HOMEp IpaBWia IIEPEBUIIYE MAKCUMAJIbHO MOJXKJIMBE 3HAYEHHS, TO
BHUKOPHCTOBYETHCS HOMEP OCTAHHBOTO 3aJJAHOTO TPABHIIA.

Tabmauus 2.2 — Kiroui komanau IPFW

Kiarou IlosicHenns

-a IToka3ye 3HaYCHHS JIYWIBHUKIB paBui. ExBiBasieHTHa KOMaHai show

-d [Tpu meperssiIi CUCKyY MPaBWII TTOKA3y€e CTaTHYHI i TWHAMIYHI ITpaBHIia

-e [Tpu mepersiI CUCKy MpaBWII TOKa3ye MUHYIII JUHAMIYHI paBuia

-f Bukonye kpuTHYHI KOMaHa¥ Oe3 miaTBepmKeH s, Hampukian flash

-N | Bu3Hawae 3a ampecamu i MOpTaMH IMEHa KOMITHOTEpPIB 1 CEpBICIB 1
BUBOJUTE ITPaBHJIa B CHMBOJILHUX IMEHaX

-q He BuBOIUTH Ha TepMiHAT TIOBIIOMIICHHS ITiJ] 9aC TOJaBaHHsS, OOHYIIHHS
JMIYAIBHUKIB, O4MIIeHHsS (QuibTpa. Ll omiis KOpuUCHA il BHUKOHAHHS
BEJIMKOI KiJIBKOCTI KOMaHJ| y CKpHMNTIiB. Tak caMO KOpHUCHA TPH 3ayCKy
(aiiiTiB CKPUINTIB i3 MpaBUJIaMHU TIPH BUIIYYSHOMY aJIMiHICTPYBaHHI.

- [Tix gac meperisaTy CIUCKY MPAaBHJII 3a KaHaIaMmu (pipes) COpTye mpaBuiIa
s[field] | BiAMOBIAHO 1O OJHOTO 31 3HAYEHD JIUMIbHHKA.

-t HOKaSyG Yac OCTAaHHBOT'O IMPOXOIKCHHS MTAKETa YCPE3 IPABUIIO.
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Tabmmms 2.3 — i nax nakeramu y pimsrpi IPFW

Hist IosicHeHHs1
Allow/accept/ | [TakeT npunuHse pyx 3a QiIbTPOM i BBOKAETHCS TIPUHHITUM.
pass/permit

check-state

IlepeBipsie makeT Ha BiAMIOBINHICT JHHAMIYHOMY Ha0OPY IIPABILIL.
SIKIIO BIAMOBIMHICTE YCTAHOBJCHA, BUKOHYE [il0, TOB'A3aHY 3
JVHAMIYHUM TIPaBWIOM, y NMPOTHBHOMY BHUIIQAKy HPOIIISNAETHCS
HacTyIHe mpaBwio. ko npaBuio check-state He BKka3yBaTH, TO
JMHAMIYHKI HaOlp npaBui Oyze mepeBipsATHCS, KOJIH 3yCTPIHEHO
npaBmwio 3 (keep-state) abo limit

Count [HKpeMeHTy€ JIYMIBHUKY MpaBWIa TIPH  BiJIIOBITHOMY IpaBHIIi.
[TakeT MPOJOBKYE PYX 32 PIILTPOM.
Deny/rop [TakeT npunuHsIE pyX 3a GUIBTPOM i 3HUITYETHCSL.
divert port [lepenamnpaBise MmakeT y COKET, BIAMOBIAHO OO 3a3HAYCHOTO
OpTy abo JeMOHA, HAITPHUKIIA, natd.
Fwd/orward | 3MiHIO€E HACTYNMHWH TyHKT TPOXO/DKEHHS Ha 3a3HadeHy [P-
ipaddr[,port] | adpecy. Tlomyk 3a ¢inkTpoM He NPOROBXKYeTbCs. Skmo [P-

adpeca - NOKallbHa ajjpeca, TO MakeT OyJe MepeHarpaBiIsITHCS B
3a3Ha4YeHMH MMOPT, Y MPOTHBHOMY BHIIQJIKY OPT IrHOPYETHCS.

pipe pipe nr

BukopucToBY€EThCSI TSI 3aBIaHHS 0OMEXEHb 3a TpadikoMm.

queue queue nr

BukopucToByeThCSI TSI 3aBIaHHS 0OMEXEHb 3a TpadikoMm.

Reset

3HAIyEe makeT, 1 gkmo me tcp maker, To mocmimae TCP RST
OIIOBIiIIEHH.

Skipto number

TIpomyckae BCi HACTyIHI TpaBwWia, JO 3a3HAYEHOIO HOMeEpa
npaBmJIa, aJli MOLIYK BiINOBIAHOCTI TPUBAE.

Tee port Bianpasse komito makera B COKET, BIAMOBIAHO J0 3a3HAYCHOTO
opTy.
Unreach code |Bigkmmae maker 1 mocmmae [CMP moBimoMieHHS —Ipo

HETPHUCTYIHICTh MYHKTY MHpu3HaueHHA. Kox Bkasye skuii came
tun ICMP noBigomiieHHs TOTPiOHO MOCTATH, Jiana30H 3HAYCHb
Big 0 mo 255. IlinTpuMyIOTECS HACTYIHI CHMBOJIBHI MTO3HAYCHHS:
net, host, protocol, port, needfrag, srcfail, net-unknown, host-
unknown, isolated, net-prohib, host-prohib, tosnet, toshost, filter-
prohib, host-precedence or precedence-cutoft.

KosxHe mpaBuiio moB'si3aHe 3 MOJEM HOoMep Habopy npaeunl y niana3oHi Bix 0
1o 31, abo 3 ocranHiM 31-M, 3ape3epBOBaHMM MAJIS 33JaHOTO 3a 3aMOBYYBAHHSIM
npaBwia. HabGopu mpaBHI MOXXKHA JO3BOJATH W 3a00pOHATH. SIKIIO TpaBHIIO
JonaeThes 0e3 BKa3iBKM HOMepa Habopy MpaBuiia, TO MPABUIIO HAJIKHUTh HYJILOBOMY

Ha0Opy MPaBHIL.
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Tabnmms 2.4 — OcHOBHI KpuTepii makeTiB y GineTpi [IPFW

Kpurepii IlosicHeHHsI
Dst-ip IP-angpeca mpuiiMaua makera.
Src-ip IP-agpeca mpxepena nakera
src-port IMopt mxepena makera. JlaHuii KpuTepidi CIpaBeTUBUE UIs
MIPOTOKOJIIB, Y SIKUX BKa3YIOThCs opTu: udp, tep.
dst-port IMopr mpuiimaya nakera. JlaHuii KpuTepidl cHpaBeUIMBHNA IS
MPOTOKOJTIB, Y KUX BKa3YIOThCs MOPTH: udp, tcp.
established ExBiBanenTHo TCP makeram i3 ycranosinennmu Oitamu ACK a6o
RST.

Frag [MpaBuino moOMMPIOETECS HAa BCi (parMeHTH TakeTa, KpiM
nepmoro. 3poOJieHO 1€ TOMY, IO HEMaE MOXIIMBOCTI BHU3HAYMTH
BUIX1THUH/BXiTHUN TOPT aisi pparmMenTa makera, a aist I[CMP-naketis
BU3HAYUTH iXHIN THIL

In/ut BxinHi a00 BUXIiTHI MAKETH.

keep-state [Tpu BiAMOBIMIHOCTI KPUTEPISIM CTBOPIOE AMHAMIYHE TIPABUIIO ISt
IHIIMX TAaKeTiB JaHOrO 3'enHaHHA. JlMHAMiYHI mpaBWia MalOTh
00OME)KeHHUH Jac JKUTTSL.

Proto BukopucToByeThCsI A7 BKa3iBKH THITY IpoTOKoIy. [Ipukiamamu
npotokoiiB MoxyTh Oytn TCP, UDP i ICMP. Cnucok mpoTOKoJIiB
MOXKHA ITOIMBHUTHCA Y (aii /etc/protocols.

recv Bianosigae makeram, OTpUMaHUM 3 MEPEKHOTO iHTepdeiicy.

interface

xmit Bignosigae BUXiqHUM TTaKeTaM 3 MEPEIKHOTO iHTepdeFiCy.

interface
via Binmogigae maketaM MHHAIOUUM MEpPEXHHM iHTEpdEiic.
interface
Tcpflags 3actocoByerbest Timbku gt TCP makeriB. [laker BigmoBimae
KPHUTEPIilo, SKIIO B MAKEeTi BUCTABJICHI MPAIropH, sIKi MepepaxoBYIOTHCS
CITUCKOM, PpO3IUIEHHM KoMaMHu. IlinTpuMyrOThCS Taki 3HAuYeHHS
nparnopis: fin, syn, rst, psh, ack, urg.
In/ut BxinHi a00 BUXIiTHI TAKETH.
KnroyoBi nuTtaHHA
1. Sk Bxmrouatu ¢inetp IPFW B OC Unix?
2. Sk MOXKHa MEpPerISIHYTH SIKi IpaBuIia 3aBaHTaxeHi B [PFW?
3. Sk B IPFW n03BOMUTH BCTAHOBIIOBATH 3'€ THAHHS 31 30€pEKCHHSIM CTaHy?
4. Sk peamizoBaHe NMEPETBOPEHHS MEPEKHUX aapec y GinbTpi IPFW?
5. Ski GyHKIil tomeHa natd?
6. Ski xtrodi i mapamerpu moTpiOHO 3amaTH TOMEHOBI natd IS TUHAMIYHOTO

NIEPETBOPEHHS MEPEXXHHX aJ[pec.
7. Slk MoOXHa OpraHi3yBaTH MiJpaxyHOK BXimHOTO fcp Tpadika y ¢inbTpi
iptables? HaBeniTh MpUKIaI.
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8. SIk MOXHa OpraHi3yBaTH MigpaXxyHOK BUXITHOTO Tpadika icmp y QimbTpi
IPFW.

3aBgaHHA oo nabopaTopHoi po6oTu

1. OgsHaiioMTecss 3 TEOPETUYHMMH BIJIOMOCTSIMH J1a0OpaTOpHOi podoTH 1
IepeBipTe, YU BKIIFOYCHA MIATPUMKA QiTbTpa Ha BalIOMY KOMIT'FOTEPI.

2. 3ajexxHo Bij BapiaHTa, BUKOHAWTE HACTPOIOBAHHS MIDKMEPEKHOTO €KpaHa.
Jnst nopaBaHHS IIpaBWiia, IO JIO3BOJISIE MPOXO/KEHHS MAaKETIB, BUKOPUCTOBYETHCS
HACTYITHUI 3arajibHUI BUI KOMAHIH:

ipfw add <uomep_npasuna>

Jns BupanenHs mnpasuna 3 (igbTpa ipfw BHUKOPUCTOBYETHCS HACTYITHUH
3araJbHAN BUJ KOMaHIU:

ipfw del <uomep _npasunra>

3. [epeBipte poboTy GinbTpa.

4. 3pobite, 3a momomorow GimbTpa ipfw, miapaxyHOK Tpadika Ha BaIIoMy
KOMIT'IOTEpi, BAKOPUCTOBYIOUYH JJIsl IOTO HACTYITHI paBHJIa:

ipfw add nomep _npasuna count ip from im's_sawoi_pobouoi _cmanyii to any

ipfw add nomep _npasuna count ip from any to im's_sawoi_pobouoi cmanyii

5. BuBeaiTh CTaTUCTHKY IipaxoBaHOTo Tpadika, 3a JOIIOMOT0I0 KOMaHIH:

ipfw show nomep_npasuna

BapianTn 3aBaanb 1is BUKOHAHHA JadopaTopHoi podotrn (3aBmaHHS I
HACTPOIOBAHHS MIPABIII MIKMEPEKHOTO EKpaHa):

1. 3a00poHITH MPaBUIIO, IO JO3BOJISIE MPOITYCKAaTH Bech Tpadik 3 OyIb-SKOTro
BYy3J1a Mepexki 0 OyIp-IKOTo By3ia Mepexi. s 1iboro BUOAMUTH paBwmwio allow ip
from any to any.

2. JlozBonbTe poOOYMM CTaHIISIM Balloi MiAMepeKi, 3BEpTATHCS 10 CEPBEPIB
DNS. Jlnsg nporo pomaite y GuUIBTp ipfw TpaBUIIO, IO JO3BOJISE MPOTOKONY udp Bif
Oynp-sk0l poOouoi craHilii 3BepraTHCA 10 OyAb-iKOro By3ia 3a 53 moprom. I
NpaBWIy, IO JO3BOJSE NPOTOKONY udp Bin Bys3na 3a 53 MOPTOM, AO3BOJHUTH
3BEpTATUCS 10 OYyIIb-AKO1 poOOYO0T CTAHIIIi.

3. Jlo3BoJbTe BCI BUXIJHI TAKETH 3 JAHOTO KOMIT'toTepa. s mporo monaiire y
GTBTp ipfw TIpaBUITO, IO TO3BOJISIE MPOTOKOMY ip BalIol poOOY0i CTaHIIT 3BepTaTHCS
JI0 BCiX BY3JIiB MEPEXi.

4. Jlo3BoibTe BHKOHAHHS KOMAaHAM TECTYBaHHS Mepexi: ping. Jns 1poro
nonaiTe y GImbTp ipfw MpaBHIIO, IO TO3BOJISIE MPOTOKOIY icmp 3 OYIb-SIKOTO By3ia
Mepexi 10 Bamioi poOouoi cTaHIlii BHUKOHYBATH icmptypes IUii HOMEPIB BHIIIE
3amaHuX TmpaBwi, Hampukimax 0,3,5,8,11. TlepeBipre mif0 IBOTO TpaBmia, 3a
JIOTIOMOT'OX0 KOMaHIH ping.

5. Jlo3BonbTe BXimHI ssh 1 web 3'ennanns. s nporo noxaire y GuisTp ipfw
MIPaBUJIO, IIO JO3BOJISIE NMPOTOKOINY fcp 3 OyIb-SIKOTO By3Jda MEpEXi 3BEpTaTHCS 3a
nopramu 22 1 80. IlepeBipTe 1e nmpaBuiio, 3aMyCTUBIIM Ha Bamlii poOodiil craHIii
sshd, httpd 1 3ainite 1o ssh. Jlns mepeBipku pobGoTH web cepBepa, BUKOHaWTe
HACTYITHY KOMaH/y, C 1HIIIOTO KOMIT'foTepa:

telnet <ip_Web> 80
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CepBep NOBHHEH BaM HaJliclaTH TeCTOBY web CTOPIiHKY.

6. Jlo3BonbTe Baiiii poOodiii craHuii poOOTy 3a IMPOTOKOJIOM fip. nst uporo
nopaiite 'y QiabTp ipfw mpaBuio, IO JO3BOJISIE BXIJHOMY 1 BHXIITHOMY Tpadiky
MIPOXOJIUTH 32 MMPOTOKOJIOM tcp 20 i 21 TOpPTiB.

7. Jlo3BosbTe Baliii pododiii craHilii poOOTy 3a MPOTOKOIOM Attp. JIjist bOTO
nonaite y QuIeTp ipfw TpaBWIIO, MO TO3BOJSIE BXiTHOMY 1 BHXiZHOMY Tpadiky
MIPOXOIUTH 32 MPOTOKOJIOM tcp 80 TopTy.

8. OOMexTe MIBHUIKICTH I Bamoi pobodoi cranmii o 64 Koit/c. Jns nporo
BUKOPUCTOBYITE NPaBHIIO BHIY:

ipfw add pipe 31 ip from any to im's_sawoi pobouoi cmanyii out
HA364_MepedxCcHo20_adanmepa

ipfw pipe 31 config 31 bw 64Kbit/s

9. lo3BosbTe Bariit podoUiii cTaHIlii poOOTy 3a MPOTOKOIOM ssh. JIJst boro
nonaite y QuIeTp ipfw TpaBWIIO, MO TO3BOJSIE BXiTHOMY 1 BHXiZHOMY Tpadiky
MIPOXOIUTH 32 MPOTOKOJIOM cp 22 nopmy .

10. CrBopiTh mnpaBmio, 1o 3amobirac arakam Ttuny DoS (BizMoBa B
00CITyTOBYBaHHI), sIKi BIIKPHBAIOTH BEIHKY KUIBKICTh AWHAMIYHUX MpaBmi. Jlms
LBOrO OOMEXTE 4YHCIO 3'€HaHb, IO MOXYTh OYTH BIKPHUTI KOPHCTYBaueM,
JI03BOJIMBIIN KOKHOMY BY311y B Mepexi 172.16.0.0 Binkputu Makcumym 10 3'eqHanb,
MIPUYOMY OJIMH KJIIEHTCHKAN KOMIT'IOTEp TIOBHHEH CTBOPIOBATH HE O1NIbIIIE YOTHPHOX
OJTHOYACHUX 3'€THaHb. J[J1s IbOr0 BUKOPUCTOBYITE KOMaHAN BHIY:

ipfw add allow tcp from niomepesca to any Hazea_mepedxicHoeo_adanmepa
setup limit src-addr 10

ipfw add allow tcp from any to im's_sawoi_pobouoi _cmanyii limit src-addr 4

11. 3aboponite Bamiiii pobodiil cTaHIii poOOTy 3a HPOTOKOIOM felnet. Jlns
LBOTO JI0faiTe y GUIBTP ipfw MpaBuilo, 10 3a00POHSIE BXiTHUH 1 BUXIAHUH Tpadik 3a
MIPOTOKOJIOM fcp 23 TOPTY .

12. JIo3BosbTe Bamiiéi poOoUidi CTaHIlii MiAKIIOYEHHS 32 TpoTokoioM SMTP.
Jlnst 1pOro BUKOPHCTOBYHTE MPaBHIIO, 110 A03BOJIsIE BXifHMI Tpadik 3a 25 mopTom,
MIPOTOKOITY #cp Bifl BCIX BY3JIiB MEPEXKi.

3micT npoTokony

1. Ha3Ba poGortwu.

2. Mera pobortH.

3. BukoHane goMariiiae 3aBJaHHs.

4. Buecith y 3BIT CTBOpeHI BaMu npaBwia, y OuIbTpi ipfw, pesyibrar
MEPeBipKH pOOOTH MaHUX TPABHI, a TAKOXK PE3YNIbTAT CTATHCTUKHU MiJPaxOBaHOTO
Tpadika.

5. BucHoBku.
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Hepe.nilc BUKOPUCTAHUX CKOPOY€HDb TA MO3HAYCHD

VY npoMy HaBYaJIBHOMY HOCIOHHKY BUKOPHCTOBYIOTBCS TaKi TIO3HAYCHHS i
CKOPOYEHHS:

APM — aBromatu3oBaHe poboye MicIie

AC — aBTOMaTH30BaHa cUCTEMA

BJ1 — 6a3a nanux

B/B — BBeieHHSA/BUBEAEHHS

KD — xypHanpHUH (aiin

EO/I — enexTpoHHE OMpaIibOByBaHHS JaHUX

EOM - enexTpoHHa 00YMCIIIOBaIbHA MAILIHA, KOMII FOTEP

Ib — indopmariiina 6e3mnexa

I30]] — indopmarrist 3 0OMEKEHUM JOCTYIIOM

IK — izenTH}iKATIHHIT KO

IT-Gesmeka — Gesrneka iHdopMaIliiHOT TEXHOIOT1T

IT-cucrema — cucremu iHpOpMaLiiHOT TEXHOIOTIT

IT-ipoxykT — MpoAyKT iH(pOpPMAIIIITHOT TeXHOIOT11

KC3 (K33) — xoMIuieke 3aco0iB 3aXUCTy

KC3I — xommiekcHa cucrema 3axucty iHgopmarii

JIOM — nokanpHa 0OYHCITIOBAIIbHA Mepexa

HI'M/I — Hakonu4yBau Ha THYYKHX MAarHiTHUX JAMCKax

HXM/] — HakonmuyBa4 Ha )KOPCTKUX MarHiTHUX JACKAX

H/I T3I — HOpMaTUBHUN JOKYMEHT CHCTEMH TEXHITHOTO 3aXUCTY iH(popMaItii

HC/I — HecaHKIIIOHOBaHU JOCTYI

HC3 — HecankiioHOBaHE 3aBaHTAKEHHS

O3V (O3I]) — onepaTHBHUI 3amam'sITOBYFOUHIA TIPUCTPIit

OC - omeparriitna cucrema

I1b — momnituka Ge3nexu

M3V (I13I1) — nocriiiHuii 3anam’ITOBYBaJIbHUI NPUCTPIi

[13 — mporpamue 3a0e3medeHHs

ITEOM - mepcoHanbHa €NEKTPOHHA OOYMCIIOBAJIbHA MaIllMHA, IEePCOHATBHHN
KOMIT I0TEP

INEMBH — mo6i4Hi eneKTpoMardiTHi BUIIPOMIHIOBAaHHSA 1 HABEICHHS

[IK — nepcoHanbHUI KOMIT I0TEep

C3I — cucrema 3axucry iHdopmarii

CYB]] — cuctema ynpaiiHHS 0a3aMu JaHUX

T3I — TexHiyHM# 3axuCT iHPOpMAIIii

DNS — Domain Name System (cuctema JOMEHHUX iMCH)

HID — Human interface device

OSI (BBC) — B3aeMoisi BIIKPUTHX CUCTEM

SDU — 6110k cepBiCHUX JaHUX

SMIB — 6a3u kepyBaHHs Oe31eKor0 iHpopMarii

TRS

MIB - indopmarnitina 6a3a kepyBaHHsI

ISO/SEC — mixxHapoaHi opraHizauii craHIapTiB
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IMo3nauenns nociyr 6e3nexu 3riguo 3 HJ[ T3I 2.5-004:
JAB-1 — pyuHe BiJIHOBJIIOBaHHS

J3-1 — MmogepHizaris

JP-1 — kBoTHn

JC-1 — cTiliKicTh 32 0OMEKEHUX BiJIMOBIISHb

KA-2 — 6a3oBa agmiHicTpaTiBHa KOH(DIIEHITIHICTD
KB-1 — miHiManbHa KOH(IACHIHHICT IpH 0OMiHI
KJI-2 — 6a3oBa noBipua KOH(IACHIIIHICTh

KO-1 — noBTopHEe BUKOpHCTaHHS 00’ €KTIB

HB-1 — aBrenTHdikyBaHHs By3ina

HU-2 — moonuHoYHE ineHTHU(IKYBaHHS Ta aBTEHTU(IKYBaHHSI

HK-1 — onHOHamnpaBneHuii iIMOBIpHUIT KaHAa
HO-1 — po3noxin 060B’s13KiB

HO-2 — po3nofin 060B’s3KiB aAMiHICTPATOPIB
HT-1 — camorecTyBaHHs 3a 3alIUTOM

HT-2 — camoTrecTyBaHHS TP CTapTi

HP-2 — 3axumenuii xxypHat

HII-1 — K33 3 koHTpOJIEeM [UTICHOCTI

HII-2 — K33 3 rapaHTOBaHOIO MiJIICHICTIO
JA-1 — miHiManbHA aJMiIHICTPAaTHUBHA LIJTICHICTh
IJA-2 — 6a30oBa agMiHICTpaTHBHA IIiTICHICTH
1IB-1 — miHimMayIbHA UTICHICTH TIPX OOMiHI
L/I-1 — miniManpHa JOBipYa HITICHICTH

IHO-1 — oOMexeHuit BigKat

Te3zaypyc

ABtenTudikyBanus (authentification) — mporemypa mepeBipsiHHS BiJMOBIIHOCTI
npexa’siBICHOro  iieHTUdIKaTopa 00’€KTa KOMIT FOTEpPHOI CHUCTEMH Ha MpeAMET
MPUHAICKHOCTI HOTO JO NHOr0 00’€KTa; BCTAHOBICHHS a00 MiITBEpIKEHHS

aBTEHTHUYHOCTI.

ABTenTu(ikaniiina indopmanmis — iHdopmauis, BHKOPHCTOBYBaHA

BCTaHOBJICHHS 3aKOHHOCTI MOTPiOHOT 0co0u.

ABTeHTH(IKYBaHHSI OJHOPiBHEBMX 00’€KTIB —  MIATBEpKEHHS,
OJTHOPIBHEBUH Y CIIIJIKYBaHHI 00’€KT € came TOH, SIKUil MOTpiOeH.
Oo0min aBTeHTH(ikamiliHo0 iHopMamicl0o — MeXaHi3M, TNpU3HAYCHUH

3aBipeHHs 0COOMCTOCTI 00’ €KTa NUIIXOM 00MiHY iH(OpMAIIi€TO.

Hapoas (password) — xoH(igeHmiliHa aBTeHTH(IKaAiiHA [HpOpMAILIis,
CKIIAZA€ThCS 31EOITBIIOr0 3 TOCHTIIOBHOCTI CHUMBOJIB 1 SIKy CIIJI BBECTH

OTPUMaHHS JIOCTYITY.

InenTudikyBanns (identification) — mpomenypa HagaHHA

IS

1o

JJIA

sgKa
JJIA

ineHTHdiKaTopa

00’€KTOBI KOMIT'FOTEPHOI CUCTEMHU a00 BCTAHOBJICHHS BiJMOBIIHOCTI MiXK 00’€KTOM

Ta HOro 11eHTU]IKATOPOM; PO3ITI3HABAHHSI.
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InenTHdikyBaHHS MOXOXKEHHSI JAHUX — MIATBEPDKECHHS, MO JDKEPENO TaHUX
BU3HAUYCHE Yy HAJISKHUH CIIOCIO.

Mepconanbuuii inenTudikauniiinuii Homep; IIIH (personal identification
number, PIN) — Bua maposs, sskuid 31e01IbIIOT0 CKIANA€EThCsI TUIIe 3 TGP, 1 SKUH,
SIK IPABHJIO, Ma€ OyTH Mpe1 IBIICHUI HapiBHI 3 BHOCUMUM 11€HTH(DIKATOPOM.

ABTOpH3aIlis — HAIaBaHHA [IPaB, AKi BKIIOYAIOTH HATaBaHHS JOCTYIY Ha ITiICTaBi
IpaBa JAOCTYILY.

AyYIHT 3aXHCTY — HC3QJIC)KHUI OIS ¥ eKCIepTH3a CHCTEMHUX 3allkCiB Ta IiH,
mobu BUNpPOOYBaTH HA AaJCKBaTHICTh CHCTEMHHHA KOHTPONb, TapaHTYBaTH
BIJIMIOBIJIHICT, BCTAHOBJICHOI MOJITHKKA ¥ ONEpAIlifHUX MpOIenyp, a0H BHSBISATH
MOPYIIYBaHHS Y 3aXUCTi i PEKOMEH/yBaTH BiJIOBIHI 3MiHM B KEpyBaHHI, MOJITHIII
1 mporeaypax.

Kypnan ayaury 3axumcry — 3i0paHi # NOTEHUIHHO KOpHCHI JaHi Juist
MTOJICTIITYBAHHS ayJUTY 3aXHCTY.

AHnanizyBaHusi Tpadika — BuBeAcHHsS iH(pOpMAIli BiJ] CIIOCTEPITraHHS TOTOKIB
Tpadika (HassBHICTb, BIZICyTHICTh, KiJIbKICTh, HAIIPSIMOK Ta YacTOTa).

BusiBiiennsi MmaHimyasinii — MeXaHi3M, BUKOPHCTOBYBAaHHUU Il BUSBICHHS TOTO,
4yu OyB OJIOK JJAHWUX 3MIHCHHU BUITAJKOBO YU 3yMHUCHO.

BinnmoBinaabHicTh — BIAaCTUBICTB, sKa rapaHTye, MO Iii 00’€KTa MOXYTh OyTH
BIJICTEXEHI BUHATKOBO MO0 00’ €KTa.

BubipkoBuii moJibOBHIl 3aXHCT — 3aXMCT NCBHUX IOJIIB y MEXaX MOBIIOMIICHHS,
sIKe Ma€ OyTH TIepeaHe.

JoBipue ¢yunkuionyBanHsi — (QYyHKI[IOHATbHI MOJMJIMBOCTI, CHpHHAMAaHi 5K
MPaBWIbHI CTOCOBHO TCBHHUX KPHUTEPIiB, HANPHUKIAMI, SK BCTAHOBICHO IOJIITHKOO
3aXHCTY.

3arpo3a — noTeHIiiHe MOPYIYBaHHS 3aXHUCTY.

AKTHBHAsI 3arpo3a — 3arpo3a 3yMHCHOIO HEIPaBOYMHHOTO 3MIHEHHS CTaHy
cHCTeMH. SIK TpHKIax aKkTHBHHX 3arpo3, sKi HOPYIIYIOTh Oe3IeKy, MOXYTh
ciyryBatd: MOIU(IKyBaHHS IOBIJOMIICHb, MOBTOPHE BHKOPHUCTAHHS MOBIIOMIICHb,
BCTaBJICHHs. (DaJIbIIMBUX IIOBIJOMJICHb, MacKapaj IiJ aBTOPH30BaHMII 00’€KT Ta
BiZIMOBa B 0OCITyTOBYBaHHI.

IMTacuBHa 3arpo3a — 3arpo3a IPOTHIIPAaBHOTO pO3KpUBaHHS iH(opmanii 0e3
3MIiHEHHS CTaHy CHCTEMH.

BinmoBa — cripocTyBaHHsS OJHHM 13 00’€KTIB, BKJIFOYEHUX Y 3B’S30K, TOTO, LIO
B34TO Y4acCTh y BCbOMY 200 B YaCTHHI CEaHCy 3B’sI3KY.

Mackapaa — HaMaraHHs ITEBHOTO 00’ €KTa TojaTy cede 3a IHIIUH 00’ €KT.

BinmoBieHHs1 B 00CIyroByBaHHI — MEPEIIKO/DKEHHSI aBTOPH30BAHOTO JIOCTYILY
JI0 pecypciB abo 3aTpUMyBaHHS OTIEpaIlill, IKi KPUTUYHI Y Jaci.

3anoBHeHHs1 Tpadika 3aiiBoro iHdopmaitielo — renepais $aabIINBAX BUTIAKIB
3B 513Ky, (aibIIMBHUX OJIOKIB JaHUX Ta/a00 QanbmMBUX JaHMX Yy MeXax OJIOKiB
JaHHX.

KoHnTtpoas goctyny — nonepeakeHHs] HEaBTOPU30BAHOTO BUKOPHCTAHHS peCcypcy,
BKJIFOYAIOYH MONEPEHKEHHSI BUKOPUCTaHHS pECypCy B HEaBTOPHU30BaHUH cI10Ci0.

Cnucok KOHTPOJIIO AOCTYNY — CHHCOK OO0’€KTiB pa3oM 3 iXHIMH TIpaBaMu
JIOCTYITy, YIIOBHOBRKEHUX MaTH JIOCTYII IO PECYpCy.
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[loBHOBa:keHHsT — [aHi, mepemaHi abW BCTAHOBUTH MOTPIOHY OCOOHCTICTH
00’exTa.

Mo:kJAHUBOCTI — CUMBOJI, BAKOPUCTOBYBAaHUH SIK 1€HTH(IKATOp pecypey y Takuii
cIoci0, 1110 BOJIOIIHHS CHMBOJIOM HaJla€ TpaBa JOCTYITY 10 PECypCy.

IMo3nauka (MiTKa) 3aXMCTy — Ma€ IO3Ha4yaTH pecypc (KOoTpuil Moxe OyTH it
OJI0KOM J1aHWX), SIKMHA Ha3uBae abo BU3HAYAE aTPHOYTH 3aXHCTy LBOTO PECYpCy.
MapkyBaHHS Ta/a00 3B’s3KH MOXYTh OYTH SIBHI 200 HEsIBHI.

CTyniHb BasKJIMBOCTI — XapaKTEPUCTHKa PECypcCy, SKa CXapakTepHU3OBYE HOro
3HaYCHHS a00 BaXKIIMBICTH, 1 MOKE BKJIFOYATH HOTO BPA3JIMBICTh.

Kanau — nuisx ayst nepeaBanus iHdopmarrii.

Kondinenuiitnicts — BacTuBicTh, 3aBIsKY SKii iHQOpPMALis HE CTAa€ JOCTYITHOIO
a00 BIKPHUTOIO HETPABOYMHHUM 0c00aM, 00’ €kTaM abo IpoIecam.

HinicHicTe ingopMmanii — BracTuBICTh, MO AaHI He Oynu 3MiHEHI a00 3HMIICHI
MIPOTUBOYNHHUM CIIOCOOOM.

JocTynmHicTh — BIAaCTHBICTh JOCTYITHOCTI W MPUAATHOCTI JO BUKOPHUCTAHHS ITiCIISI
3aIIUTy aBTOPU30BAaHUM 00’ €KTOM.

TaemuicTb — mpaBo ocobucrtocreil ympapisTn ab0 BIUIMBAaTH Ha Te, SKY
iHdopMalito, oB’s3aHy 3 HUMH, MOKe OyTH 310paHo i 30epekeHO; a TaKOX Ha Te,
KoMy 1 KMM 11 iHopMallisi Moke OyTH pO3KpHTA.

IoaiTuka 3axucTy — HaOip KpuUTepiiB mis 3abe3meuyBaHHS CEPBICIB OE3MEKH.
3aBeplleHa IMOJITHKA 3aXMCTy HEOJMIHHO BKIIOYAaE (QyHKIIi Ta MeXaHi3MH I03a
MOXIIMBOCTSIMH ~ BIIKDHTOI CHCTEMM, KOTpi BH3HA4YalOThCS OpraHi3aliiHUMHU,
oprasi3amiiHo-TeXHIYHIMH 3aX01aMH TOIIIO.

Hoaitnka 3axmery Ha migcrasi imenTmdikauniiinoi imdopmamii — momiTuka
3axHCTy, fKa TPYHTYEThCS Ha ineHTHQiKaniiHii iH(opMamii Ta/abo arpmbyTtax
OKpEMHX KOPHCTYBauiB, Ipyl KOPUCTyBadiB, ab0 00’€KTIB, KOTpi AilOTH Bifl iMeHi
KOPHUCTYBayiB 1 OTPUMYIOTh JJOCTYTI 10 PECYPCiB/00’€KTIB.

osiTHKA 3aXMCTY HA MiICTaBi MPaBUJI — TIOJITHKA 3aXHUCTY, KA TPYHTYETHCS HA
ro0aJbHUX NpaBHiIax, HaJaHUX U BCiX kopuctyBadiB. L{i mpaBuna 31e0inbiioro
0a3yIOThCs Ha MOPIBHSIHHI CTYNCHS BAXKIMBOCTI PECYPCIB, SKi OTPHUMYIOTH HOCTYH U
MpaBO BOJIOMIHHS BiMMOBIAHUMH aTpuOyTaMH OKpPEMHX KOPHUCTYBadiB, TpyI
KopHcTyBauiB a00 00’€KTiB, KOTPi JIOTh B/l IMEHI KOPUCTYyBayiB.

Cepsic 0e3mexu — cepsic, 3a0e3medyBaHnil piBHEM 3B’S3KY BIIKPUTHX CHCTEM,
KOTpHIi rapaHTye aJeKBaTHUI 3aXUCT CHCTEM a00 MepeiaBaHnX JaHHX.

Kondinenuiitnicts Tpadika — ceppic koH(igeHIIHHOCTI I 3aXUCTy NPOTH
aHaTi3yBaHHs Tpadika.

HIndpyBannst — rany3b TEXHIKH, sika peajli3oBye NMPUHLMIH, 3acO0H il MeToau
MIEPETBOPCHHS JaHUX JJIsl IPUXOBYBAHHS 3MicTy iH(opMarii, abu monepemKyBaTH ii
HeBUsABIIEHE MOAUQiKyBaHHS Ta/abo ii HempaBOYMHHE BHKOpPHUCTAaHHA. L[i MeTomm
BUKOPHCTOBYIOThCS y mpyBaHHi i nemudpysanHi. BHacninok kpunrorpadiyaoro
MEPETBOPCHHSL JaHUX 3100yBaeThcs MmUQpOTEKCT. BrumB Ha kpunrorpadidHi
MIPUHLIUIIH, 32ac001 a0 METOM Ha3MBAETHCSI KPUIITOAHAIII30M.

Kpunroananiz — ananizyBaHus kpurrorpagdiunoi cucremu Ta/abo il BBOHIB Ta
BHBOJIIB, IO BUKOPUCTOBYIOTHCS, a0W 3100yTH KOH(iIEHIIiHI 3MiHHI Ta/ab0 TaeMHi
JlaHi, BKJIFOYaI0OYH YUCTUH TEKCT.
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YncTuii TEKCT — 3p03yMLNi AaHi, CEMAaHTUIHUH 3MICT SIKUX € JOCTYITHHH.

HIndporexkeT — naHi, BUIIPOIYKOBaHI 3a JOIMOMOro ImudpyBanHs. Bhaciinok
mrpyBaHHs CEMAaHTUYHHUN 3MICT TaHUX CTAE HEJOCTYITHHUM.

JemmpyBaHHs — IEPETBOPESHHS, IPOTHIICKHE 10 MIHPPyBaHHS.

Karou — mociioBHICTE CHMBOIIIB, SIKa YIpaBiisie omnepauisMu mudpyBaHHs i
JemuppyBaHHS.

KepyBanHsl KJIH04YaMu — TeHepyBaHHS, 30epiraHHs, pO3MOMi, 3HHIIYBAHHS,
apXxiByBaHHs M 3aCTOCOBYBaHHS KJIIO4iB Y BIIIIOBIIHOCTI 3 TIOJIITUKOIO OE3IEKH.

Kpuntorpagiuna koHTposbHa BeJwunmHa — iHpopMmamis, 3100yTa mpH
BUKOHAHHI KpUNTorpadgiyHoOro nepeTBopeHHs 0J0Ka JaHuX.
Ludposuii mignue — nadi, sKi 70JaHO HANpPHKIHII, ab0 KpumnTorpadivHe

MIePETBOPEHHS OJIOKa JaHWX, sSKe JO03BOJSE JIOBECTH JDKEPENO 1 IUTCHICTh Oioka
JAHUX OTPHMYyBAueBl MOBIAOMIICHHS I 3axuiae OJOK MaHWUX Bif MiAPOOJITHHS,
[PUMIPOM OTPHMYBAYEM MOBITOMIICHHSI.

Hortapu3sauist — peecTpyBaHHs TaHUX JOBIPEHOIO TPETHOIO 0Cc000I0, KA TO3BOJISIE
3 YacoM MiATBEPIUTH TOYHICTh HOTO XapaKTEPUCTHK: 3MICTY, TIOXOKCHHS, 4acy W
JIOCTABJISTHHS.

®diznyHa Ge3meKa — 3aX0/H, sKi 3a0e3MeuyoTh (i3UUHUI 3aXUCT PECYPCiB IPOTU
3YBMHUCHHUX Ta BUIMAJKOBUX 3arpo3.

KepyBaHHs MapumIpyTH3alli€l0 — 3aCTOCOBYBAaHHS MpaBHJ MPOTITOM MPOLECY
MapuipyTu3aiii, modu o0patu abo BIAXWIMTH IEBHI MEPEXKi, KaHAIH 3B 53Ky 4H
repe1aBaHHsl.
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Jomarok A

HABYAJIbHA MPOrPAMMA

Bbe3nexa ingopmaniiiHo-KOMyHIKaliiHUX cHCTEM
HopmartnHa muctuumutina

OCBITHBO-TIPO(ECiHOT Mporpamu
MiATOTOBKH OaKallaBpiB 3a HAMPSIMOM BHIIOi OCBITH
6.170102 CucteMy TEXHIYHOTO 3aXUCTy iH(OpMarii

CrnenianbHicTb: Indopmaniiina 6e3nexa

I. IlepeamoBa

3aranpHa XapakTepUCTHKA TUCIHILTIHU:
Kijbkictb kpegutiB ECTS 3;5
MOJYJIIB 2;
3arajbHa KiJIbKICTh roauH 126;
y TOMY YHCIIi:
neknii 32 rom.; mabopaTopHUX 3aHATH 18 TOAWH; TPaKTHYHI 3aHATTS HE
niependadeHi;
camocriitHa poboTta 75 ron.; ayauTopHoi pobotu 51 roauna;
cemectpu 4.1 Ta 4.2,
BUJI KOHTPOJIIO: 3aJTiK.

II. MeTa HaBYaHHSA 3 TUCHHUILTIHI
®dopmyBaHHS OCHOB 3HaHB IOJI0 MEXaHI3MIB Ta MPAKTHYHUX METOMIB 3aXUCTY
iHpopMmanii B KOMIT'IOTEpHHUX Ta iH(OpPMaLifHO-KOMYHIKAIIHHIX CHUCTEMaX.
O3HallOMIIEHHS CTYyHIEHTIB 13 Cy4YacHMMH 3aco0aMu 3axucTy iHdopmarii B
KOMIT FOTEPHHUX Ta iH(OPMAaLiHHO-KOMYHIKAIIHHIX CHCTEMAaX, OBOJIOIHHSI METOJaMU
pileHHs npodeciiiHnX 3aBIaHb.

II1. 3micT AMcHUIIiHU
Monyas 1: Anapamni 3acobu 3axucmy ingpopmayii i 3axucm npoepam ma
oanux (kpegutis ECTS — 1.8)
BxinHi BUMOrH 10 BUBYEHHSI MOAYJIs

Ne 3MiICT 3HaHb HIudp

1 | BnactuBocri iH(opMallii ik IpeMeTa 3aXUcTy 3H.1

2 | XapakTepHuCTUKU iHQOpMAITiHHIX CUCTEM sIK 00’ €KTIB Oe3MeKn 3H.2

3 |OcHoBHi HampsmMu 3abe3meueHHss Oe3neku  iHdopmamii Ta | 3H.3
iHpopMaLiitHuX pecypciB
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3MicCT yMiHb
1 | Busnauaru iHdopMallio, 110 MiUISTAE 3aXUCTY YM.1
2 | AHami3yBaTH 3arpo3 Ta JpKepena 3arpo3 iHpopmarriiHii oe3mnerri YM.2
3 | 3actocoByBaTH amapaTHi 3aCO0M 3aXUCTY YM.3

CTtpykTypa 3ajgikoBoro moayJs 1

3aHATTSI
Jlexui |mpak- | ma6o-
TOAMH) |THYHI | paTop-
Hi

Camo- | Immusi-
CTifiHa | ayaybHa
pobGota | pobora

3MicTOBHI MOIYJIb

Monayas 1: Ilporpamuo-anapatHuii 3axuct ingopmanii (1,5 kpequrn; 54 roa.)

1. Ocnoeni  nowammsa  3axucmy 2 5
iHopMayitino-KOMYHIKAYITIHUX
cucmem

2. OcHoeHi  anapamui  3acobu 2 2 4
3axucmy iHGhopmayiiino-
KOMYHIKAYIUHUx cucmem

3. 3acobu @isuunoi Oesnexu ma 2 5
noaimuxa 6es3nexu 6 KOMN'TomepHux
cucmemax

4. 3acobu 3axucmy 6i0 GUMOKY 2 2 5
iHGhopmayii mexHiuHUMU KaHAIAMU:
3a3eMaeHHs, €NIeKMPOAHCUBTEHHS,
IIEBMH mowo

5. 3acobu 1 memoou obmedicenns 2 4
docmyny 0o gaiinie

6. Ilpoecpammo-anapamui  3acobu 2 2 5
wugpysans

7. 3axucm npoepam 810 2 4
HeCaHKYioHOB8aAHO20 KONIIOBAHHS

8. 3axucm npoepam 6i0 docnioxcenus 2 2 5

Pa3zom 1 moayJinb, roj. 16 - 8 37

3MicT 3MicTOBUX MOAYJIIB (JIeKIi{HUX TOAUH):

1.1. Ocnoeri nowssmms 3axucmy ingpopmayitinux mexuonoeiti (2 Tof.)
Enexrponnwnii noxyment (EMI). Bumu indopmarii 8 KC. Tndopmartiiiai motoxu B
KC. Iounstrs E. Tunu E/I. [ToHATTS 310BMUCHHKA.
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1.2. OcHosHi anapammi 3acobu 3axucmy iHpOpMAYIUHO-KOMYHIKAYIUHUX cucmeM
(2 rom.)

IMonsrrs mocrymy, cyO'ekr 1 o0'ekt moctymy. @isnmuni, opraHizaumiiHo-
TEeXHIYHI, TEXHIYHi, Ta TIPOTPaMHi 3aCO0H 3aXHUCTY.

1.3. 3acobu @izuunoi besnexu ma nonimuxa Oe3nexu 8 KOMn'1omepHux cucmemax
(2Tom.)

3acobu  ¢i3uuyHOoi Oe3meKku  KOHTPOJILOBAHOI  TEpUTOpil, BUPOOHWYMX
MpUMIIIeHs Ta pecypciB 3axucry. Ominka 3axmmeHocti. CrmocoOu 3aXxHCTy
KoH(DiAeHIIHHOCTI, HijicHOCTI Ta goctynHocti B KC.

1.4. 3acobu 3axucmy 6i0 8umMoKy iHghopmayii mexHIYHUMU KAHATAMU. 3A3eMAEHHS,
enexmpoxcusnennss, [IEBMH. Ioenmugixayis kopucmyesauie KC - cy6'exmie
docmyny 0o oanux (2 Ton.)

3aco0u 3axHCTy BiJl BUTOKY iH(pOpMaIii TEXHIYTHUMU KaHaJlaMH: 3a3eMJICHHS,
enexrpoxxkusnenHs, [IEBMH Tomo.

1.5. 3acobu it memoou obmesicenns docmyny 0o ¢gaiinig (2 Tox.)

[Mousttst HecaukitionoBanoro poctymny (HCJI). Knacu it suan HC/I. 3aBaanns
inentudikamii xopucryBada. [lomsTTss mporokony inentudikamii. JlokameHa W
BuiydeHa ineHTHdikamis. I[nentudikyroua indopmamis. Crocobu 30epiraHHs
inenTudikyodoi inpopmauii. OcHoBHI migxoau npo 3axucry xaanux Bix HCI.
Opranizamis goctymy no ¢ainis. @ikcamis xoctymy 1o ¢airis. JocTym 1o qaHuX 3
O0oky mporecy. OcoOmuBOCTI 3axWCTy JaHUX Bix 3miHu. HecaHkmioHOBaHe
KOITIIOBaHHs TIporpam sik ocotumsuii Bux HCJI.

1.6. IIpoepamuo-anapamui 3acobu wugpyeanns (2 Tox.)

AmnapatHi Ta IporpamMHoO-arapaTHi 3aco0M KpunrTo3axucty naHux. [loOymoa
arnapaTHUX KOMIIOHEHTIB KPUITO3aXHCTy HaHHX. 3aXUCT aITOPUTMY HIH(PYBaHHS.
HeoOxinui Ta gocratHi GpyHKIT anapaTHOro 3aco0y KPUITO3aXHCTY.

1.7. 3axucm npoepam 6i0 necankyionosanoco konitosanns (2 To1.)

HecankuionoBane xormitoBanHs nporpam sk tun HCJI. 3aranbHe TOHATTA
3axHUCcTy Bim KomiroBaHHsA. [IpuB's3ka mnporpamHoro 3abesmedenHs (I13) mo
amapaTHOro OTOYeHHS # (ismuHux HOCiTB. CrocoOu CTBOPEHHS MITOK, IO HE
KOITIIOIOThCSI.

1.8. 3axucm npoepam 6i0 docnioxncenns (2 rog.)

HocmimkeHHs ¥ 3BopoTHe TmpoekTyBaHHS [I3. 3aBmaHHSA 3axuCTy Bif
JOCTTi/DKEHHST ¥ cmocoOM iXHBOTO pIillIeHHsA. ACHEKTH TpOOJeMH 3aXHCTy Bif
JOCIIIKEHHSL.

TemMu npakTUYHUX 3aHATL moayns 1

[TpakTu4Hi 3aHATTS HE MepeadadeHi
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Temun nabopaTopHuxX 3aHATbL moayna 1

Tema

Tomun

AmnapaTHi pilieHHS 1151 BUSBIICHHS i 3aI100iraHHsT BUTOKIB
KoH(pimeHIiHOT 1HhOpMaITii

3acobu Gi3UIHOTO 3aXHUCTY

CrpykTypa, QyHKIIT 3axucty iHpopmarii Bix HCJ]

AnmiHicTpyBaHHS cucTeMH 3axucTy iHdopmartii Big HCJI

Excnuryararist cuctemu 3axucty indopmaii Big HC/J

Excrryaramis cHCTEMH aHTUBIPYCHOT'O 3aXHCTY

Inentudikanis kopucryBadiB KM — cy06'ekTiB JOCTYIy 10 TaHUX

Opranizanis goctymy 1o ¢aiinis. OcoOIMBOCTI 3aXUCTY JaHUX Bij
3MiHH

N[NNI [N [N

Ycboro:

Buxinni 3HaHHs Ta ymiHHA 3 moayas 1

3MicCT 3HaHb

Tudp

MoskJiuBi Zii CyNpOTHBHHKA, CHPSMOBaHI Ha TMOPYLICHHS MOJITHKH
Oesmexu iHpopMmarii

3H.1

MexaHi3MH pillleHHsI THIIOBUX 3aBJIaHb 3aXUCTY iH(popMarii

3H.2

3MicCT yMiHb

KBani¢ikoBaHo OILIHIOBaTH 0O0JIaCTh 3aCTOCYBaHHS KOHKPETHHX
MEXaHI3MIB 3aXUCTY

YM.1

I'paMOTHO BHKOPHCTOBYBAaTH amapatHi 3acO0M 3aXHCTy NPH pillleHHI
NPaKTHYHUX 3aBIaHb

YM.2

Monyasb 2: 3axucm 6 onepayitinux cucmemax ma 6 mepedicax (KpeauTiB

ECTS -1.7)

BxigHi BUMOru 10 BUBYEHHSI MOAYJISI

3MicT 3HaHb

HTudp

MoskJiuBi Jii CyNpOTHBHHKA, CHPSMOBaHI Ha TMOPYLIEHHS IOJIITHKH
Oe3rexu iHpopMmarii

3H.1

MexaHi3MH pillleHHsI THIIOBUX 3aBJIaHb 3aXUCTy iH(popMmarii

3H.2

3MicCT yMiHb

KBani¢ikoBaHo OILIHIOBaTH OO0JIaCTh 3aCTOCYBaHHS KOHKPETHHX
MEXaHI3MIB 3aXUCTY

YM.1

I'paMOTHO BHKOPHCTOBYBAaTH amaparHi 3aco0M 3aXHCTy INPH pillleHHI
NPaKTHYHUX 3aBIaHb

YM.2
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CTpykTypa 3a71iKoBOro MoayJis 2

3MicTOBHIA MOIYJIb

Jlexuii
TOJTUH)

3aHsTTA
npak- | jabo- [amocriiiHa
TH4HI | parop- | pobora
Hi

TaauBimy-
ajbHa
pobora

Monayas 2: Besneka onepaniiiHux cu

crem (1,5 kpenurtu; 54 roa.)

1. 3axucm ingpopmayii 6 onepayitinux 2 2 5
cucmemax

2. IMiocucmema 3axucmy ingpopmayii 2 4
6 OC Windows

3. Iiocucmemu 3axucmy inghopmayii 2 2 5
6 OC UNIX

4. Amaxu Ha mepexcHi cyrcou 2 4
5. Adanmusena be3nexa 2 2 5
6. Misicmepeoicui expanu 2 4
7. Biooanenuii oocmyn 00 mepexci 2 2 5
8. Bipmyanvui npusammui mepexci 2 5
Pa3zom 2 moayJib, roj. 16 8 37

3MicT 3MicTOBUX MOAYJIIB (JIeKIiHUX TOAUH):

2.1. 3axucm inpopmayii 6 onepayivinux cucmemax (2 ron.)
Monens 6e3nexu onepariitaux cucrem (OC). Mexanizmu 3axucty OC. Anai3

zaxuuernocti OC.

2.2. Tiocucmema 3axucmy ingpopmayii 6 OC Windows (2 Ton.)
OcHoBHI kKoMnoHeHTH miacucremu 3axucty Windows NT i Windows 2000.

Honituxu. [ousaTta nomena. OcoOIUBOCTI BCTAHOBICHHS AOBIPYUX BiJTHOCHH.

2.3. ITiocucmemu 3axucmy ingpopmayii ¢ OC UNIX (2 Ton.)

®daitoBa cucTeMa — SIK OCHOBa IIJICHCTEMH 3axucTy. IIpaBa mocTymy a0
enemeHTiB  (aiioBoi cucremu. KepyBanus mnporecamu. OCHOBHI mpoOiieMu 3
0e3mmekoro i MoxuTHBi pimneHHs B Unix-mogiOHUX cucTeMax.

2.4. Amaku Ha mepedicni cyxou (2 ron.)
IMousitrs araku. Tunu 3arpo3. Knacudikairist atak 3a OCHOBHUMH MeXaHi3MaMu

peaiizariii 3arpo3. MepexHi CKaHEepH.
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2.5. Aoanmuena besnexa (2 ron.)

[ousaTTS amanTUBHOCTI Oe3meKu i cucTeMu BUsBICHHS atak. Kiacudikariis mo
BHKOPUCTOBYBaHHUX MCXaHi3MiB BUSBJICHHS aTak, i 3a MPUHIIMIIIB IXHBOI MPAKTHYHOT
peaizarii. Oco0IMBOCTI 3aCTOCYBaHHS Pi3HUX THITIB CHCTEM.

2.6. Misicmepedcni exkpanu (2 TOx.)
TTonstrss wMikmepexHux expaniB (ME). Ixas kmacudikamis. OcHOBHI
MIPUKIIaAN KOH(Iryparii 3axXmIieHnx Mepex 3 BUkoprcranHsaM ME.

2.7. Biooanenuii 0ocmyn 0o mepesici (2 To.)
[MpoGiiemn 3a0e3medeHHss Oe3NeKW NPH BHIIydeHOMY jocTymi. IIpoTokonu
aBTEHTH(IKaIlil BUIYYSHOTO JIOCTYITy y MPOrpaMHUX 3acobax Microsoft.

2.8. Bipmyanwni npusamui mepedxci (2 To1.)
TTonsaTTss BipTyasibHOT TpuBaTHOI Mepexi, i1 mpusHadenns. CraHmapTHI
MOXIJIMBOCTI KaHAJIOYTBOPIOIOYOT'O YCTATKyBaHHS Pi3HUX BUPOOHHUKIB.

Temun npakTUYHMX 3aHATb moAayns 2
[pakTuyHi 3aHATTS HE nepeadadcHi

Temu nabopaTopHUX 3aHATL MoAaynA 2

Ne Tema Tl'ogun
1 | ®ynknionansHi npodini OC Windows XP SP2 2
2 | daiinosa cucrema 2
3 | AaMiHicTpaTHBHI MAOIOHN 2
4 |Iomituka obnikoBux 3ammciB OC Windows XP SP2 2
5 |TlapaMeTpu JIOKaJIbHOI TOITITHKH 2
6 | CucremHi ciyx0u 2
7 | Kypnan monii 2
8 |HactporoBaHHs peecTpy 2

Ycnoro: 16
Buxigni 3HaHHs Ta yMiHHA 3 MoayJas 2
Ne 3MICT 3HaHb Hludp
1 | Etanm po3po0Oku momituky iHGopmamiiHoi 6e3rmeku opraHi3artii 3H.1
2 | Ocobmusocrti migcucteM 3axucty OC Windows Ta Unix 3H.2
3 | OcobmmBOCTI  3acTOCYBaHHS  Mepexke-opieHToBaHMX  cucTeMm | 3H.3
BHUSIBJICHHSI BTOPTHCHB
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3MicCT yMiHb

—

OuiHroBatu eeKTUBHICTS 1 Hai#HIcTh 3axucty OC YM.1

2 | BusBmatu cmabkocti 3axmety OC Ta BUKOpPHCTOBYBAaTH iX s | YM.2
PO3KPUTTSI 3aXHUCTY

3 | [InanyBatu moJiTHKy Oe3neKH opraHizarii YM.3

4 | OpraHi3oByBaTH 3aXUCT CETMEHTA, 10 MiIKIFOYAETHCS 10 Bigkputux | YM.4
TEJICKOMYHIKalliHHUX Mepesk

KypcoBe mpoekTyBaHHS HE TIepeadadeHo

IV. Metoau HaBYaHHA
Jlexii, mpakTHYHI 3aHATTS 3 BAKOPUCTAHHSM OTIMTYBaHHS, 0OTOBOPEHHS
mpobJeM 1 AUCKYCii, TabopaTopHi podotu 3 BukopructanusmM EOM, camocTiiina
pobora.

V. MeToau ouiHIOBaHHS
[ToTO4YHMIT KOHTPOJIb 3HAHB: 3AIK.
OuiHIOBaHHS MMPOBOANTHCS 32 LIKAJIOK HaliOHAIBHOIO Ta 3a kanoo OHA3 (100
6ai.)

VL. Jlitepatypa
1. borym B.M. Indopmamiitna Oe3meka pnepkaBu: Hapd. moci6./B.M. Borym,
O.K. IOnin — K.: «MK-IIpec», 2005. — 432 c.
2. Crommuure Bunbsam. Kpunrorpaguueckas 3ammra cereid/Cronauure Bumbsim —
M.: U3n. nom “Bunesamc”, 2001.
3. Jomaper B.B. 3ammra uH(popmaiuu u 0€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM/
Homapes B.B. — K.: lua-codt, 1999.
4. borym B.M. Indopmariitna Ge3neka: TepMiHONOTIYHUI HAaBUATBHHUNA JOBIIHUK/
Borymr B.M., Kpusyua B.I"., Kyznin A.M.; 3a pen. Kpusyuu B.P. — K.:000 "I.B.K.",
2004. - 508 c.
5. €ppemoB B.II. Texniuna ekcruryaramis cucTeM 3axucty iHdopmamii. Yact. 2.
Excmyarauis 6e3nednux iHdopmaniiiHux TexHosorii: HaBy. moci6./ €ppemos B.I1.,
Kononosnu B.I'., Tapmackin M.®.; 3a pen. M.B. 3axapuenka. — Oneca: OHA3, 2003.
—C. 248.
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OopaTtok b

KOMIMINEKT 3ABOAHb KOMIMJIIEKCHOI KOHTPOJIbHOI POBOTU

KpuTepii oLiHIOBaHHA KOHTPOJIbHMX TECTOBUX 3aBAaHb NiACYMKOBUX
3HaHb CTYAEHTIB HaBYasribHOro Hanpsimy 6.170102 — Cuctemm
TexHiYHoro 3axucTy iHthopMauii 3 HaBYaNbHOI AUCLUNNIHN
«Be3neka inopmaniiiHo-KOMyHIiKaIITHUX cHCTEM»

TecroBi 3aBmaHHS 3 HaBYanbHOi JucHuIUTiHN «be3neka iH(opMamiiHO-
KOMYHIKaI[IfHUX CHUCTEM» CHpSMOBaHI Ha KOHTPOJb ITi3HABAJIBHUX 3Ai0HOCTEH
CTYJCHTIB 10 TBOPYOrO BHUPINICHHS NPOOJIEMHHMX IHTaHb MIOJ0 MEXaHi3MIB Ta
MPaKTUYHAX METOJIB 3aXUCTY iH(OpMaIlii B KOMI'IOTEPHUX CHCTEMaX.

TecToBi 3aBIaHHS CKIIAAIOTHCS 3 TPHOX YACTHH.

[lepmra wactMHa BiAMOBiZa€ IMMOYATKOBOMY 1 CepelIHBROMY piBHsAM. BoHa
CKIIAZIA€ThCA 3 JECATH NMUTAaHb, KOXKHE 3 SKHUX Iependadac TPW BapiaHTH BiAIOBIi.
CryzneHt Mae BiniOpaT BipHE OIHOCTaiiHE pileHHs Ta BioOpa3uTH HOTO B PSAKY
BigNoOBineH. BipHa BiAMOBiIs HAa OJJHE MTUTAHHS FOTO PiBHS OLIHIOETHCS B 1 Oair.

Jlpyra yacTuHa BIANOBiJa€ IOCTaTHHOMY piBHIO. BOHa CKilafaeTbcst 3 JIBOX
MUTaHb, KOXKHE 3 SKHUX Tmepeabadae I'sTh BapiaHTiB BiamoBimi. CTymeHT Mae
BimiOpaTu IeKigbKa BipHUX pilleHb (MPUHAWMHI JBa) Ta BimOOpasuTH iX Yy PAIAKY
BiMoOBizci. BipHa BiAmoBias Ha | MUTAaHHS HOTO PIBHS OLIHIOETHCS B 3 Oau.

Tperss wacTHHa BIiNMOBiZa€ BHCOKOMY piBHIO. BOHa ckiamaeThCcst 3 OAHIET
3amadi. CTyneHT Mae 3HalTH 11 pileHHS Ta 3pOOWTH BIIIOBiMHI BHCHOBKH IIOJIO
OTpPHMaHUX pe3yJbTarTiB. BipHa BiAMOBIAb IIOTO PiBHS OLIHIOETHCS B 6 OasiB.

[MuTaHHS BCIX TPHOX pIBHIB OXOIDTIOIOTh TEMH 3MICTOBHX MOIYJIB MIOHO
HaBuaJibHOrO Kypcy «besneka iHdopMaliliHO-KOMYyHIKaI[IHHUX — CHUCTEM» —
«IIporpamHo-anapaTHuii 3aXucT iHpopManii», «be3reka onepaiiftHuX cCUCTEMY.

CHiBBiHOIIIEHHS CyMH OalliB 32 BUKOHAHHS TECTOBOTO 3aBIAaHHS, OIIHKOIO 33
100-6a1pHOIO IIKATOIO Ta OI[IHKOO 33 HAIlIOHAJIBHOO IIKAJIOK HABEACHO B TaOII. 1.

Tao6muns 1
bamu 3a OriHka 3a .
O1iHKa 3a
Ne | BUKOHaHHSA 100- . . .
HaI[10HAJIbLHOIO 3MICT OILIIHKH
/11 | TECTOBOTO | OaJILHOIO
LIKAJI00

3aBJJaHHA IIKAJIOK

1. 17-22 95-100 Bigminzo BinMinHi 3HaHHS HaBYaJbHO-METO-
JTUIHOTO MaTtepiary, 0e3MOMUIKOBE
BUKOHAHHS yCiX 3aBJaHb 3 JI0Jar-
KOBHMH MPUKJIAIAMHU

2. 11-16 80-94 Hobpe TlIoBHI 3HaHHA Ta BMIHHS 3 JaHOTO
HaBYAJILHO-METOIHYHOTO Mmare-
pialy, BHKOHAHHS KOHKPETHOTO
3aBIAHHSA 3 NEIKUMU ITOMUJIKAMH,
SKi HE HOCATh MPHHIUIIOBOTO
XapakTepy
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Tabmun 1 (3aKiHYCHHS)

8-10 60-79 3a10BUIGHO | 3HAHHS Ta BMIHHA B 00Cs31, KM
HEOOXigHO MaTu Uil pobOTH 3a
(daxom, ame mig Yac BHKOHAHHS
KOHKPETHOTO 3aBIaHHs IOIMyCTUB
CYTTEBI MOMUJIKH

1-7 1o 60 HesanosinbHo | Hemockonani 3HaHHsS Ta BMIHHS 3
HayaJIbHOTO Marepialy Ta Iij 4ac
BUKOHAHHS  CTYICHT  JOMYyCTHUB
TPUHIMITOB] TOMUJIKH

BAPIAHT 1

ITEPIIIA YACTHHA

1)

3anuuuiTh HOMEp NPABUWIBHOL, HA BaLl NOLJIsSIA, BiANOBii:
1. VPA3JIUBICTb IHOOPMATIIIT — IIE:

MOXKJIUBICTh BUHHKHEHHS Ha SKOMY-HeOyIb etari sxutTeBoro nukiny KC Takoro
il craHy, NpuU SKOMY CTBOPIOIOTBCS YMOBH JUIsi peainizalii 3arpo3 Oe3neku
iHpopManii;

2) momis abo mis, IO MOXE BHUKIWKATH 3MiHy (pyHkmionyBanHs KC, mos's3any 3
NOPYLIEHHSM 3aXHUIIEHOCTI 00po0III0BaHOI B Hil iHpopMarii;
3) nmig TOpYIIHWKA, fKa TOJSIrac B TIOIIYKY M BHKOPWUCTAaHHI Tiel a0o iHIIOL
YPa3JIUBOCTiI.
2. 10 HABMHUCHUX 3AT'PO3 BIAHOCATHCA:
1) HecankuioHoBaHi i o0ciryroBytodoro nepconany KC (Hanpukinan, ocnaGieHHs
TOJTITUKA OE3TMEKH aJIMiHICTPATOPOM, BiAmoBigansHUM 3a 6e3meky KC);
2) BmmB Ha anapatHi 3acoou KC ¢i3nyHMX MOJIB IHIINX €IEKTPOHHHUX IPHCTPOIB
(Ipu HEZOTPUMAHHI YMOB IXHBOI €IEKTPOMArHITHOT CyMICHOCTI) Ta iH.;
3) momwmiku kopuctyBadiB KC.
3.0  BE3MNOCEPEJHIX  KAHAJIIB BUTOKY  IH®OPMAIIIL
BIJHOCSATBHCH:
1)  00xix 3aco0iB po3MeKyBaHHS TOCTYITY 10 iHPOPMAIIHHUX peCcypciB BHACTIOK
HEJIONIKIB Yy IXHBOMY ITporpaMHOMYy 3a0e3MeueHHi Ta iH.;
2)  mepexOIUIeHHS IMOOIYHMX eNeKTPOMArHiTHUX BUIPOMIHIOBaHb 1 HaBEICHb
(IIEMBH);
3)  AucTaHUiiHE BiEOCIOCTEPEKEHHS.
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4. IOCTOBIPHA OBYUCIIIOBAJIbHA BA3A —1IE:

1)  abcTpakTHE TIOHATTS, IO O3HAYa€ TIOBHICTIO 3aXMINEHWH MeXaHi3M
00UYHNCITIOBAIEHOT CcHCTEMHU (BKJIIOYAIOYM amapaTHi W MporpaMHi 3acodn),
BIJITIOBIAt0YHIA 32 MIATPUMKY peasi3allii MOJITHKH OC3MeKH;

2)  aKTUBHUHA KOMIIOHEHT CHCTEMH, LI0 MOXXE CTaTd HPHYMHOI BHTOKY
iHdopmariii Bix 00'exTa 10 00'€ekTa 800 3MiHH CTaHy CUCTEMU;

3) nacuBHMH KOMIIOHEHT CHCTEMH, IIO 30epirae NpHHHATY abo mepenany

iH(pOopMAaIIitO.
5. ABTOPU3AILIA - LIE:

1) HaJaHHS TOBHOBAYKCHb;
2) MiATBEePHKEHHS TIHCHOCTI;
3)  mopiBHAHHSA ineHTH(DIKATOPA.

6. IOMETPUYHA ABTEHTU®IKAIIA KOPUCTYBAYA IIE:

1)  aBreHTH(IKaIlisl MOTEHIIHONO KOPHCTyBaya LUISIXOM BHMIpy (iziosoriyanx
mapaMeTpiB 1 XapaKTEPUCTHK JIFOJIUHH, & TAKOK 0COOTUBOCTEH 11 TTOBOKEHHS;

2)  aBreHTH(IKaIlisl TOTEHIIHOIO KOPUCTYBaYa IUIIXOM BBOJY I1apoJis;

3)  aBreHTH(]IKamig TOTEHIIHHOIO KOPHCTyBaya 3 BHKOPHUCTAHHSAM (Di3HUHIX
HOCI1B iH(popMarIii.

7. ATTAPATHO-IIPOI' PAMHI 3ACOBM KPUIITOTPA®IYHOI'O 3AXUCTY
THOOPMAIII BUKOHYIOTH ®YHKIIII:

1) aBTEeHTH(}IKaIlli KOpPUCTyBada, pPO3MEXKYBaHHS IOCTYyIy 10 iH(opMaIlii,
3a0e3medeHHss HiTicHOCTI iHGopmamii 1 i 3axucTy Big 3HHIICHHS,
mmdpyBaHHS;

2) OpraHi3oBYIOTh peaiizamito momThku Oe3nekun iH(Gopmamii Ha erami
excruryararii KC;

3)  TepeBipKH Ha BIICYTHICTh 3aKJIAIOK IPUIIALIIB, TPUCTPOIB.

8. TUHAMIYHUI PEXHM BHBYEHHS AJITOPUTMY IIPOI'PAMU
IMTPUITYCKACE:

1)  BUKOHaHHS TpacyBaHHS NPOTPAMH;

2) BHUBUEHHS BUXIJTHOTO TEKCTY IPOTPaMHU;
3)  BUKOpHCTaHHS KOJiB, CAMOTCHEPYEMHUX.
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9. CYTHICTb METOAY, 3ACHOBAHOI'O HA BHUKOPUCTAHHI
CAMOTI'EHEPYEMUX KOIB, ITOJIAT'AE B TOMY, II1O:

1) KOJIM TIPOTPaMH, SIKY BUKOHYIOTh, OTPUMYIOTBCS CaMOIO IPOTPaMoro B MpoIieci
11 BUKOHaHHS,

2) KOJW TPOTpaMH, SKY BUKOHYIOTH, OTPUMYIOTHCS CaMOIO HPOTPaMOI0 IiCIIs
rpoiiecy ii BAKOHaHHS;

3) KOAU IIPOrpaMU, sKy BHUKOHYIOTb, OTPHUMYIOTHCS CaMOK IIPOrPamor0 10
Iporecy ii BAKOHAHHS.

10. TPAH3UTHI BIPYCHU - 11E:

1)  BipycH, siKi BAKOHYIOTBCS TUIBKM B MOMEHT 3aITyCKy 3apake€HOT IIporpamu;

2)  BipycH, AKi TichsS aKTHBi3allil MOCTIHO mepeOyBalOTh B ONMEPATHUBHIA MaM'sTi
KOMI'FOTepa i KOHTPOJIOIOTH JOCTYII 10 HOTO PecypciB;

3) BipyCH, IO 3apa)kalOTh NpPOrpaMH, sKi 30epiraloThCsi B CHCTEMHHUX
001aCcTIX IUCKIB.

JAPYT'A YACTHHA

3anuuiTe HOMepH NPaBUJIbHUX, HA Ball NOTJIA, BilnoBigeii:

1. JO0 MEXAHI3MIB TMPOTHAIl TPACYBAHHIO IIPOTPAMU
BIAHOCATHCA:

1)  3wminHa cepenoBuina QyHKITIOHYBaHHS;
2)  apxiBauis;

3) «BHITAIKOBI» ITEPEXOH;

4)  BHUKOPHCTAaHHS CAMOTEHEPYEMHUX KOJIiB;
5)  wudpyBanHs.

2. IIPOI'PAMHO-AITAPATHI ~ 3ACOBM ~ 3AXUCTY KOMIT'IOTEPHOI
IH®OPMALIIT HE BUKOHYIOTh HACTYTIHUX ®YHKIIIN:

1)  inenTudikarmii Ta aBTeHTH(IKALIT;

2) MIOIIYKY NPUXOBAHUX BileOKamep;

3)  kpunrorpagiuHOro 3aXucTy;

4)  3aXHUCTY BiJl MPOCTOPOBOTO BUCOKOYACTOTHOTO OTPOMIHEHHST;
S)  peectparito MOIii.
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TPETA YACTHHA

3aoaua

Po3paxyBaTi HMOBIpHICTP HeCHpaBHOCTI KOMIT'IOoTepa omeparopa P, skmio

BiJIOMi IHTEHCHBHOCTI BiZ]MOB HOTO KOMILICKTYIOUHX

- iHTEHCHBHICTb BiZIMOBH %0pCcTKOro ucka Al = 30.6%10°° (Biam/r);
- IHTEHCHUBHICTh BiTMOBH MEPEKHOI KapTu A2 = 11.2%* 10°° (BigM/T);
- {HTEHCHBHICTE BinMOBH MozieMa A3 = 14.3*10°¢ (Bimm/T);
- iHTEHCHBHICTb BiIMOBH MEpPEXKHOro ekpana A4 = 4.16*10°(8igm/r);
- IHTCHCHBHICTB BiIMOBH K1aBiaTypu AS = 5.3*10(Binm/r);
- IHTEHCUBHICTH BIAIMOBH MUl A6 = 6.3*10'6(Bi):[M/r),

a TaKOXX BiZIOMO, IO iIHTECUBHICTh BiTHOBIICHHS 3 = 1.

BAPIAHT 2
ITEPIIIA YACTHHA

3anuuuiTh HOMeEp NPABUWILHOL, HA BaLl NOLJIsIA, BiANOBixi:

1. ATAKOIO HA KOMITIOTEPHY CUCTEMY (KC) HA3VIBAIOTb:

)

2)

3)

1)

3)

1)
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MOXIMBICTP BHHUKHEHHS HAa SKOMY-HeOyIp erami >kutteBoro mukiay KC
Takoro ii CTaHy, IpH SIKOMY CTBOPIOIOTBCS YMOBH IJIsl peattizauii 3arpo3s
6e3nexu iHpopmarii;

noiro abo Airo, Mo MoKe BUKIMKATH 3MiHy (yHKITionyBanHs KC, moB's3any 3
MOPYILIEHHSIM 3aXUIIEHOCTI 00pOoOIIOBaHOI B Hill iHpopMarii;

M0 TOPYINHHUKA, SKa TOJATae€ B TOIMYKY ¥ BHUKOPUCTAaHHI Tiel abo iHIOl
YPa3IUBOCTI.

2. 10 HEHABMUCHUX 3AT'PO3 BIJHOCATBCA:

MIOMIJIKH B po3po0ui nmporpaMHux 3aco6iB KC;

HeCaHKIIOHOBaHUH gocTynm a0 pecypciB KC 3 6oky xopuctyBauiB KC i
CTOPOHHIX 0ci0, 30MTOK BiJl SKOTO BH3HAYAE€THCSI OTPUMaHUMHU HOPYLITHHKOM
MOBHOBA)XECHHSAM;

3arpo3a TMOPYIIEHHS KOHQiAEHIIfHOCTI, TOOTO BUTOKY iH(popmarii
00MexxeHOro AocTymy, 1o 30epiraeteest B KC, abo mepenaniii Big omniei KC
IO 1HIIIO].

3. 10 HEIIPSIMUX KAHAJIIB BUTOKY IH®OPMAILIIT BIJHOCATBCS:

BUKOPHCTAHHS MiJICITYXOBYIOUMX (paaio3aKiiaku) MPpUCTPOIB;



2)  MacKyBaHHS IIiJf IHOIMX KOPHCTYBadiB IUIIXOM BHKpPAACHHS IXHBOI
inenTH(iKyto4oi iHpopmaii (maposis, KapT i T.1.);

3)  37oYMHHA 3MiHa TPOTpaM JUIsi BUKOHAHHS HECAHKIIIOHOBAHOTO KOITIIOBAHHS
iHdopmartii mpu ii 06poOITi.

4. 3I'TAHO 3 HIO T3I 2.5-005-99 «KITACUDIKALLA
ABTOMATU30BAHUX CHCTEM 1 CTAHJAPTHI ®YHKIIOHAJIbHI
MMPOOIII  3AXMHIIEHOCTI OBPOBJIIOBAHOI IHOOPMALIIT  BIJ
HECAHKIIOHOBAHOI'O JOCTVIIY» J0 KITACY «1»
ABTOMATU30BAHNX CUCTEM BIJIHOCATD:

1)  posmomineHuii OGaraTOMalIMHHAN 0araTOKOPHUCTYBau€BUN KOMIUIEKC, SKHMA
00po0IIsie iHpOPMAITIIO PI3HUX KaTEropiil KOHGIACHIIIHOCTI;

2) OJIHOMAIIMHHUM  OJHOKOPHUCTYBaue€BUH  KOMIUIEKC, KU~ 00poOIse
iH(dopMaIlito oaHieT 00 KiITBKOX KaTeropii KOH(IACHIIHHOCTI;

3)  noxamizoBaHWH OaraTOMalmIMHHMAN 0araTOKOPUCTYBAa4eBUIl KOMILIEKC, SKHA
00pobmsie iHpOpMALIiT0 pi3HUX KaTeropiii KOH(IASHIIITHOCTI.

5. IIPOUENYPY YCTAHOBJIEHHS1 COEPU JIIA KOPUCTYBAYA i1
JOCTVYIIHI NIOMY PECYPCU KC HA3UBAIOTD:

1) ABTOPH3AIIIEIO;
2) aBTeHTH(DiKaIi€10;
3) imeHTHdiKaIiero.

6. ITPOLUEAYPA «PYKOCTHUCKAHHS» BUKOPUCTOBYETHCA JJIA:

1) B3a€EMHOI1 TIEPEBIPKH TIHCHOCTI,
2)  pO3MOALTY KIFOUIB MiXk CIIPaBXHIMH MTApTHEPAMH;
3)  0e3neYHOro BUKOPUCTAHHS IHTEICKTYaIbHUX KapT.

7. BE3IIEKA B YACTKOBO KOHTPOJIBOBAHUX KOMITTOTEPHUX
CUCTEMAX MOXE BYTH 3ABE3IIEYEHA:

1) I30JIAIIIEI0 Bl 37IOBMHCHUKAa HECHAJIHHOTO KOMITFOTEPHOTO CEpeIOBUINA,
OKpeMoro ii KOMITOHeHTa ab0 OKpEMOro MpOIeCcy 3a JIOTIOMOTOI0 TMOBHICTIO
KOHTPOJIbOBaHMX 3aC00IB;

2) CXeMOI0 ifeHTHU(]IKamii, M0 [JO03BOJAE 30UIBIIUTH YHCIO aKpeIUTaIlil,
BUKOHYBaHHMX 3a OIUH IMKJI, 1 THM CaMHM 3MCHIIHMTH TPUBAIICTH POLECY
iIeHTU]IKAIIIT;

3) 30BHINIHBOI0 aBTCHTU(IKAIIIE€I0 00'€KTa, 10 HE HANCKHUTH CHCTEMI.

8. CYTHICTb CTATUYHOI'O PEXUMY IIOJIAT A€:

1)  y BUBYCHHI BUXiJHOT'O TEKCTY IIPOTrPaMH;
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2)  y BUKOHAHHI TPaCyBaHHS MPOTPaAMH;
3)  y BHUKOPHCTaHHI KOJIiB, 1[0 CAMOTCHEPYIOTh.

9.  [PABWIBHICTb  ®VHKLIOHYBAHHS  SIJIPA  BE3IEKU
JIOBOJIUTBHCS LIISIXOM:

1)  moBHOI popmansHOi Bepudikarii oro mporpam i HOKPOKOBUM J0Ka30M iXHBOL
BiJIIIOBIHOCTI 00paHiii MaTeMaTHYHIA MOJIEII 3aXUCTY;

2)  BHUKOPHCTAHHS JOJATKOBHX IPOTPAMHUX a00 amapaTHO-TIPOTPaMHHX 3aC00IB;

3)  BHUKOPHCTAHHS CTPOTO NMEBHOI MHOXXHMHU IIPOrpaMm.

10. STEALTH-BIPYCH — LIE:

1)  BipycH, o HaMararThes OYTH HEBHAUMUMHI HA OCHOBI KOHTPOITIO JOCTYIY 1O
3apa)XKCHUX EIEMEHTIB JaHHX;

2)  BipycH, IO MICTATB Y c001 anropuT™Mu HM(ppyBaHHS, SIKi 3a0€31e4yI0Th
POBIIOBCIOKEHHS PI3HUX KON BipyCy;

3)  BipycH, sIKi IicJIs aKTHBI3aLil TOCTIHHO NepeOyBalOTh B ONEPAaTUBHIN MaM'sITi
KOMIT'FOTepa i KOHTPOJIIOIOTH JOCTYII JI0 HOTO PECypCiB.

JIPYTI'A YHACTHHA
3anumiTe HOMepH MPaBUJIbHUX, HA Balll MOTJIS, BiinmoBieii:

1. IO MEXAHI3MIB TIPOTUAlI JTU3ACEMBJIIOBAHHIO TTPOTPAMU
BIAHOCATLCA:

1)  apxiBauis;

2)  3MiHa cepeloBUIIa (YHKIIOHYBAHHS;
3) «BUTIAJIKOBI» TIEPEXOIH;

4)  monudikallis Ko1iB Mporpamu;

5)  umdpyBaHHS.

2. SKI 3 HABEJAEHUX HIWXYE KOMIIOHEHTHU BXOJATb 10
CUCTEMHU POSMEXYBAHHSA JIOCTVYILY:

1)  3acoOu KOHTPOIIIO ITiTICHOCTI;

2)  3aco0um aBTeHTH(iKaLii cy0'eKTa TOCTYILY;
3)  3aco0m 3aXHCTY BiJ TEXHIYHOI PO3BIIKH;

4)  3aco0u 3HHIIECHHS 3aIMIIKOBOI iH(pOpMaIlii;
5)  3acobum peectparii moOIii.
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TPETA YACTHHA
3aoaua
Po3paxyBaTu HMOBIpHICTH 0€3BiIMOBHOT pOOOTH KOMIT FOTEpHOI cucteMu P(f)

3a TMPOMDKOK dYacy ¢ piBHHHA 8§ TOAWHAM, SKIIO IHTCHCHBHICTh BiJIMOB CHCTEMH
6, -
A=30,6¥107 (Bigm/T).
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®dopmat 60x90/16. 3am. Ne 45 Haknan 300 mpum.
BuapykoBaHo Ha BUAaBHHUOMY ycTaTkyBaHHI pipmu RISO

B pyKapHi penakuiiHo-sunasuuyoro nentpy OHA3 im. O.C. Ilonosa
Opneca, 65021, By:n. KoBanescekoro, 5

Ten. (0482) 207-894
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