Reverse engineering nnn
KakK ragaTtb no 6antam
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Co-founder of ROCrew(reverse4you.org)

Co-founder of BSides Kyiv
Co-founder of DC8044(Kyiv)
CTO at PushRet

Malware analyst

Security researcher

Sofa councilor


http://reverse4you.org

“Bo3mMoO>XHO, BCe Mbl B OEeTCTBE CJioOMaJZin Hemas10
UrpyLleKk NbiTasdCb NOHATb «KaK OHO Tam
ycTpoeHo». C BO3pacTom 3TO npoxoauT. Ho He y
BCeX.”

— lurkmore



BbirnaouT aToO BCe
NMPUMEPHO TakK

; int _ cdecl main(int argc, const char **argv, const char **envp)
public _main

_main proc near
var_ 14 = dword ptr -14h
var_ 10 = gword ptr -10h
var 8 = dword ptr -8
: ) var 4 = dword ptr -4
#include -
push rbp
int main(int argc, const char** argv) { :ou; :.:::: ggg
printf(’l N \n }I lea rax, aHelloWorld ; "Hello world!\n"
return 0: mov [rbp+var_4], O
mov [rbp+var B8], edi
mov [rbp+var_ 10], rsi
mov rdi, rax ; char *
mov al, 0
call _printf
xor ecx, ecx
mov [rbp+var_14], eax
mov eax, ecx
add rsp, 20h
pop rbp
retn

main endp



OT TaK eLle NnyyLue

; int _ cdecl main(int argc, const char **argv, const char **envp)
public _main

_main proc near

var_1l14 = dword ptr -14h

var_10 = gword ptr -10h

var_8 = dword ptr -8

var_4 = dword ptr -4
55 push rbp
48 89 ES5 mov rbp, rsp
48 83 EC 20 sub rsp, 20h
48 8D 05 47 00 00 00 lea rax, aHelloWorld ; "Hello world!\n"
C7 45 FC 00 00 00 0O mov [rbp+var_4], O
89 7D F8 mov [rbp+var 8], edi
48 89 75 FO mov [rbp+var_ 10], rsi
48 89 C7 mov rdi, rax ; char *
BO 00 mov al, 0
E8 OD 00 00 0O call _printf
31 C9 xor ecx, ecx
89 45 EC mov [rbp+var_ 14], eax
89 C8 mov eax, ecx
48 83 C4 20 add rsp, 20h
5D pop rbp
C3 retn

main endp



Forward Engneernng

>
Architecture Code / Test
Requirments Design Inplementation
Re quirements Design
recovery recovery

«
Reverse Engineering
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PaboTaTb NpunxogunTca BOT Tak



YTO0 n3 aToro nosiyyaetca?
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I na)ke Takoe...




CHno)XHoCTIh

e OT0 He C++ 3a 21 OeHb He Bbly4ynLllb
e OJTO He Java 3a 3 Mmecsua He Bbly4ynllb

e OTO XapAKOPHO



C yero HayaTtb

ApXUTEKTYypa npoueccopa
Accembriep
OS Internals

OpraHnsaums namaTu



Must read

RE for beginners
Kris Kaspersky books

reverse4dyou.org

exelab.ru

wasm.in

tuts4you.org



http://reverse4you.org
http://exelab.ru
http://wasm.in
http://tuts4you.org

YTO ncnosb3oBaTthb

x64dbg/OllyDbg/Immunity Debugger/gdb/Ildb
IDA Pro/Hopper/radare?2
010 Editor/winhex

Burp/mimtproxy/fiddler/wireshark



[1nrocChl

becnnaTtHbI cobT

PyT Ha cepBepe MUKpocodTa

HemHoro geHer Ha 6arbayHTun
MHOro neHer Ha akcnaouTax

[1eHbrn Ha MMBO C NanKOB B coupmanoykax



N3 mmnHycoB

 Bbl MOXeTe HagoIro NponacTb N3 XXN3HU
e Bac moryT nobamBaTtbCs 1 HE MOHMMATb

e 3a BamMu MOryT npuexarTb



BapuaHTbl paboThbl

Malware analyst
Security researcher
Freelancer

Cracker

Research anything for blackhats



To be continue...



Contacts

e tg/twitter: @ximerus

e fb/vk/linkedin: ximerus



